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1. Foreword

The document describes the Logical Architecture and Infrastructure Architecture for
the HOPEX Platform.

This document applies to HOPEX Application Server (HAS) Architecture deployment
from HOPEX V5 onward. Check if a more recent version of this document is available
via the online MEGA Community.

Other related documentations are available, see Other Technical Documentation.

The physical infrastructures provided in this document may be subjected to
adjustments based on specific contexts. A specific study from MEGA R&D teams might
be required.

1.1. What is HAS?

HAS stands for: HOPEX Application Server. HAS is the web platform that runs,
administrates and deploy all solutions of MEGA, including HOPEX.

HAS is the Architecture deployment mode for HOPEX V5 onward.

1.2. What is HOPEX Store?

MEGA HOPEX Store is the online website that allows to download all the required
components to install and deploy the HOPEX solutions.

The store is available here: https://store.mega.com

An installation key is required to proceed with the installation process. Please refer
to your sales representative to get your installation key.

MEGA International

Headquarters: 9 avenue René Coty - 75014 Paris, France
Phone +33 (0)1 42 75 40 00 - Fax +33 (0)1 42 75 40 95 - www.mega.com
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HOPEX Application Server - Architecture Overview

2. Logical Application Architecture

2.1. HAS Server

HOPEX Application Server, shortly named “"HAS”, is based on a 3-tier web architecture
principle including:
e a presentation tier: representing the web user interface. This layer is packaged
as a Front-end module of web type. There might be several web front-end
modules depending on the use case.

« an application tier: representing the business logic of the HOPEX platform. This
layer is packaged as a Back-end module. The main module for the platform is

called HOPEX Core.

« a Data tier: representing the persistence mechanisms of the data. This layer is
provided by a market RDBMS.

As web application, the HOPEX solutions can be navigated using modern web
browsers. The device used to browse the solutions depends on the Front-End module
used and its compatibility with laptops, tablets, and mobiles.

The overall architecture of HAS is described in the following architecture view:

Web Web Web Database

Browser Server Application Server Server
[ i

E_ [ — | SQL Server
—_— Chrome

—b- Firefox wTe/ Front-end Back-end
IIS
modules modules p—

Edge HTTPS

SystemDB

HOPEX
Repository

P Pl HAS Logical Cluster

- Gateway + Various module type
= SSL Certificate + Several nodes in a cluster

« Load Balancer - Enable smart allocation based on usage

= Cluster list
» Cluster Node list

Figure 1 HAS Architecture Overview

The Web HOPEX Application Server provides its own web server based on Kestrel
ASP.Net Core

The technical name of HAS as a Windows process is HAS.server.exe.
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2.2. HAS Modules

2.2.1. Module overview

The embedded application web server is organized to work with a group of modules
that deliver technical or business services.

Technical Purposes
Classification

These modules are the required system modules for the service to
System be up and running. They include authentication, clustering,
monitoring...

These are the modules that perform all the business logics and
Back-end interact with the database to store information. These modules are
called by the front-end modules.

These are the modules that expose web front-end part. After
Front-end identification, these modules can be accessed by the user web
interface or by API.

HAS embeds all the modules in its web architecture. It will manage:

« Start/Stop: to Start or Stop the required modules and ensure the application is
up and running.

« Restart: to avoid failover HAS manages the restart of the appropriate modules.

— HTTPS —

Identity Manager (UAS)

Console ngﬁ)t(_rﬁb Audit Application

(Server Admin) (DTPX) Everywhere 1d Card

Servi
Questionnaire E Ig/:fe
builder REST API

Integration

|-
Q
(o))
(]
c
T
>
_
[
3
u
5]
O

Session Manager
Monitoring Manager
Job Manager

Module Logging Manager

Module Lifecycle Manager

HOPEX Core Back-end

. Front-End . Back-End . System

Figure 2 HAS Modules Overview
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2.2.2. System modules

These modules are technical and are a prerequisite for the application to run. They
can appear as dedicated modules or as part of HAS Server.

Module

Identity Manager

Process Name

HAS.Modules.UAS.exe

Purposes

Based on Identity Server 4 this
module manages the authentication
workflow. This module can be
configured to support various SSO
configurations.

Console

HAS.Modules.Console.exe

It allows to manage the server
installation from a web portal.

Cluster Manager

HAS.Server.exe

Ensures the synchronization of the
physical installation across the logical
cluster.

Job Manager

HAS.Server.exe

Ensures the treatment of the
scheduled jobs and their execution in
the appropriate node of the cluster.

Lifecycle Manager

HAS.Server.exe

Enables updates of the modules
based on available version from the
HOPEX Store.

Session Manager

HAS.Server.exe

Ensures the opening and closing of
the session when people request an
HOPEX connection.

Monitoring
Manager

HAS.Server.exe

Exposes supervision metrics to
diagnostic health of the deployment.

Logging Manager

HAS.Server.exe

Provides the appropriate logs for
each module with consistent naming
convention and content.
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2.2.3. Back-end modules

These modules expose the core treatment of the platform and can access a database

to store data.
Module

HOPEX Core

Process Name

HAS.Hopex.BackEnd.exe

Purposes

This is the main process to run all the
business logic of HOPEX.

All the other Back-end modules are available online on the HOPEX Store.

2.2.4. Front-end modules

These modules expose a web front-end and can be called by the user to access the

platform.
Module

HOPEX Web

Process Name

HAS.Modules.Dtpx.exe

Purposes

This is the main process to expose the web
front-end of HOPEX.

Other Front-End modules like Application ID Card, Audit Everywhere... are available
online on the store and can be installed on an HAS Instance.
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2.3. HAS Instance Manager

HOPEX Application Server - Architecture Overview

When deploying the solution, a Windows service named “"HAS Instance Manager” is
created. It handles:

« Fail-over: HAS Instance Manager start/restart HAS instance.

+ Remote control: to request start, stop, restart, and even update from a web
or through REST API.

The HAS Instance Manager embeds its own web server to expose a web front and
REST API to perform the mentioned actions.

Moreover, with HOPEX Application Server it is possible to manage multiple instances
on the same physical infrastructure. In that case the HAS Instance Manager ensures
that all the HAS instances are up and running.

Start .

Stop
restart

Users

(" (R

Port : 5000

Update

HTTP / HTTPS

Start
o HAS
restart
update ; HOPEX Web HOPEX Core
Front-end Back-end
Port : 7777 HTTPS
Start
HAS S HAS
Instance [ A
> HOPEX Web ore
Manager Front-end Back-end
Port : 9999
Start
S HAS
restart
update

HOPEX Web HOPEX Core

v

Front-end Back-end

Figure 3 HAS Instance Manager Overview
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2.3.1. Use case of Multiple HAS instance

HOPEX Application Server - Architecture Overview

In some situations, you may want to have multiple instances of HOPEX Application
Server on the same server. The major use cases are:

e Multiple HOPEX environments: to manage in a different way the lifecycle of the
database environments (SystemDb) and HOPEX customizations.

« Development, Pre-production, Production on the same server for small
deployments to reduce infrastructure cost.

e SaaS multi-tenant deployment proposed by MEGA International.

Each instance is launched by HAS Instance Manager and is executed with the same
user account.

2.3.2. Security

HAS Instance Manager must not be available from the web. It must be used in local
host mode only.
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2.4. HAS Bundle

A HAS Bundle is a collection of modules that represent a given version. For instance,
you can find the following bundles: V5, V6, V7...

Each bundle contains:
e a version of the HAS Server
e a version of the HAS Instance Manager

e a collection of system Back-end and Front-end modules: HOPEX Core, HOPEX
Web...

After the bundle installation, the modules can be updated individually regardless of
the initial bundle.

2.5. HAS Installer

The installer is an executable program that eases the installation and deployment of
the different components.

The component is built in .Net Framework 4.6 which is by default installed in recent
Windows server operating systems without prerequisites. This executable embeds an
MSI setup built with WIX.

The installation process can be scripted with PowerShell script to ease deployment
across several servers. The installer can be downloaded from the HOPEX Store. The
installer supports 2 modes for different use cases:

e Online installation

When going through the installation steps, the installer will download from the
online store the needed modules.

o Offline installation

At some point in the installation process, the installer will create an offline
package to continue the installation in a server that does not have access to the
Internet.
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2.5.1. Limited internet access?

To benefit from the best experience, when using HAS, we recommend you to allow
access from the server to the https://store.mega.com.

We understand that in some context HAS might be installed in a secured network area
where internet is not available.

In that situation you will need to use the offline installation procedure and download
required modules and update prior to install them on the server.
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3. Software Technology Stack

3.1. Overview

For each layer of the architecture to operate, a set of technologies and software are
required.

Layer Technology Stack

Web Client « Web Browser: Google Chrome, Mozilla Firefox ESR, MS
Edge Chromium

« PDF Reader (optional)

e Microsoft Word (optional): https://www.microsoft.com/en-us/microsoft-
365/microsoft-office

e Microsoft Excel (optional): https://www.microsoft.com/en-us/microsoft-
365/microsoft-office

1IS Web Server « Windows Server 2016, 2019 (recommended), 2022(?)

e Microsoft Internet Information Service (IIS) 10

e Application Request Routing (ARR):

https://www.iis.net/downloads/microsoft/application-request-routing

* URL Rewrite 2.1

https://www.iis.net/downloads/microsoft/url-rewrite

e SSL Certificate

HAS _Wel_:; « Web Browser (Chrome, Firefox, Edge)
Application
Server « Windows Server 2016, 2019 (recommended), 2022(?)

.Net 6 Hosting Bundle:
https://dotnet.microsoft.com/download/dotnet/6.0

d .Net Framework 4.8: https://dotnet.microsoft.com/download/dotnet-
framework

* Visual C++ Redistributable 2015 - 2022 vc_redist.x64.exe

* https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-
c-downloads

e« Windows File System

« ODBC Driver for SQL Server X64(): https://docs.microsoft.com/en-
us/sqgl/connect/odbc/download-odbc-driver-for-sqgl-server?view=sql-server-verl5

Database SQL

Server e SQL Server 2019 or SQL Server 2022

d https://www.microsoft.com/en-us/sql-server

(1) If SQL server is installed on the same server as HAS the client may be already
installed

(2} Starting for HOPEX V5 CP4 onward
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3.2. Web Client

A minimum 1360 x 768 laptop/screen resolution is recommended for optimal
rendering of HOPEX Web Front-End.

For the web browser the requirements are:
e HTMLS5 support

e JavaScript enabled

» Cookies enabled

+ Download of files enabled
e Pop-up blocker disabled

« Web storage enabled

3.3. IIS Web Server

We use the Web server to behave as a public Website face to increase security and
increase flexibility. Moreover, we use IIS with ARR as a load balancer across the HAS
Logical cluster.

The IIS components: HTTP errors, Static Content Compression, HTTP Logging, Tracing
and URL Rewrite are required on this server with complementary ARR component.

You must create your own HTTPS / SSL Certificate for the “public” DNS domain.

3.4. HAS Web Application Server

The mentioned software technologies above, must be installed on each HAS Server.
HAS Servers work with a self-signed certificate for internal communication.
Please refer to chapter 8 Security for more details.

3.5. Database SQL Server

Ensure that the database Collation is set to SQL_Latinl_General_CP1_CI_AS.
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HOPEX Application Server - Architecture Overview

4.1. Overview

The elements that compose the architecture interact with each other using:
« HTTP(S) for all web interaction and across server’s interaction.

 Socket IP across the modules within the same server

The High-level communication stack is summarized by the following schema:

Client Layer Web Browser
HTTR(S) I HTML / 35 / C55 fimg ...
Web Layer

IIS & ARR

HTTR(S) 1

HAS & Front-End modules
= SAMLZ / DpenlD

HTTR{S} / Socket IP I

— SMTP
HAS & Back-End modules
—  5MB

S0L Narive protocol I Query [ Result

S5QL Server

Figure 4 HAS Communication Stack

Application Layer

Database Layer
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The full schema of communications and protocols used is shown below:

HOPEX Application Server - Architecture Overview

! Internal

! Private =
| Network — .
| Boundaries :f é
HTTPS : 443 (recommendead) HTTPS : 443 (recommendead)
HTTP : 80 HTTP : 80 |
A‘ i = TCP/UDP: 1433 (defaui)  ([Bo=1
= ey —— B — E G
' =m ! =
> — : : =
Web ! us | HAS S
Web Server ! erver SQL Server

Browser

Network Firewall
Web Application Firewall (WAF)

[#] Hasagent HTTPS: 30100 (defautr)
[&] vasserver HTTPS: 5000 (defoult)

Firewall

______________________________________
HOPEX Web — HAS.Modules. Dtpx.exe
HOPEX Core - HAS.Hopex.Badkend.exe

.

HTTPS /

@ HAS Modules POIT © Dynamic (49152 - 65535) Socket IP

I |

I : 1

I A : 1 =

I E [— -.F Forupdate management | L SMB : 445

Lo = | =]

I i 1

! MEGA HTTPS : 443 Reverse ! ! File Server
| HOPEX Store ) proxy 1

1 ! !

I Recommended for optimal user}expen’ence: SMTP : either 25, 465, 587, 2525(—*J

U

il

SMTP Server

4.2. Detailed protocols and ports needed

4.2.1. List of ports

Network
Protocol Port(! ) Latency(?
Bandwidth(®
HTTP 80 60 kbits/s
Web browser B 100Ms
HTTPS 443 (recommended) 512 kbits/s peak
HTTP 80 _
IIS Web Server 1 Gbit/s
HTTPS 443 (recommended)
30100
HAS Instance .
Manager HTTPS (To be opened in cluster | 1 Gbit/s
deployment)
5000
(to be opened
HAS Server HTTPS if IIS is on another 1 Gbit/s
server
or If cluster deployment)
49152 - 65535
HAS Modules® HTTPS (Internal port - not to be | 1 Gbit/s
opened)
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Network
Protocol i Latency(®
Bandwidth(®
HAS Module 49152 - 65535
HOPEX Back- Socket IP (Internal port - not to be | 1 Gbit/s 1 Ms
End®) opened)
File Server SMB 445 1 Gbit/s 1 Ms
SQL Server
TCP/UDP 1433 1 Gbit/s 1 Ms

(Native client)

SMTP Server SMTP 25, 465, 587, 2525 1 Gbit/s 1 Ms
HOPEX Store

https://Store.mega.com

HTTPS 443 1 Gbit/s

(1) Port number may vary depending on IT policies. Given values are the default one.
(2) Recommended values for optimal performance

) The Dynamic port range used between HAS Server and the module is used only
within the Server (localhost). No communication across servers is done with this

port range. For more information: https://support.microsoft.com/en-us/help/929851/the-default-
dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista

4.2.2. Communication flow for each port

Here is the port used between servers:

Web Browser 80 or 443 I1S
IIS 5000 HAS Server
49152 - 65535
HAS Server (internal calls) (Windows Dynamic HAS Server (internal calls)
port range)
30100
HAS Server 1 (Cluster node) HAS Server 2 (Cluster node)
5000
30100
HAS Server ... (Cluster node) HAS Server ... (Cluster node)
5000
HAS Server 1433 SQL Server
HAS Server 445 File Server
HAS Server 25 SMTP Server
HAS Server 443 HOPEX Store
HAS Server 443 I1S
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For cluster deployment apply the rule for each node of the cluster:

Port Communication - Cluster

HTTPS

443

Web

Browser Trusted certificate

HTTP(S)
% 5000
[— -]

IIS
Web Server

HAS Logical Cluster

e

=

o
HAS Server 1

5000
30100 | HTTP(S)

Bl—

HAS Server 2

5000
30100 | HTTP(S)

/

HAS Server 3

o=
-—
)

SQL Server
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HOPEX Application Server - Architecture Overview

Logical Infrastructure

5.1. Deployment overview

The elements of the application architecture can be deployed in various ways. The
appropriate infrastructure depends on:

Pre-existing infrastructure: IIS servers or Databases servers

1. Security constraints

2. Business continuity and disaster recovery plan, based on application
business criticality.

3. Production, Pre-production, Training, or Developments environments

requirements.

4. Number of concurrent users.

The required infrastructure can go from a single server to a farm of servers.

Figure 5 HAS Infrastructure deployment overview

Type Recommend for Comment
1 Single Laptop For single user or For local usage
developer

2 Single Server Small deployment For ".”."'ted copcurrent USers with no
specific IT policy constraints

3.1 Two Server Medium deployment To leverage existing IIS server

3.2 | Two Server Medium deployment To leverage existing SQL server

4 Three Servers Medium deployment Most commonly seen deployment

5 Clusters/farms | Large Deployment To meeF the most demanding
constraints
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The “"Recommend for” is driven by the number of concurrent users.

HOPEX Application Server - Architecture Overview

Depending on customer constraints, you may need to go to number 4 or 5
deployment types to meet BCP/DRP or security constraints.

5.2. Deployment type: decision tree

Depending on your context, you may choose one or the other deployment type. This
decision tree can help you decide the best option to select:

Several users
4{ Which deployment type to chose ? }7

Alone user

v
| Do you prefer to separate each layers on a dedicated server ? |

No preference

| Yes

Do you want to implement high availability/scalability ?

Nol

v
Do you want to use existing infrastructure ? | 4’“
Mo Yes |

¥

How many simultaneously Abave 15 How many simultaneously Abave 40
connected user do you expect ? connected user do you expect ?
Upto Below 40 |
15 ¢
| Do you want to use an existing IIS server ? Yes

Mo

No l Mo
4{ Do you want to use an existing database server ? —{ Do you want to use an existing database server ?

Yes Yes

e,

Dead
end

1. Single Laptop 2. Single Server 3.1. Two Server 4 Three Server g

Figure 6 Deployment type Decision

For your information, the most seen deployment, regardless of the decision tree, is
the one including 3 servers. In this context customers:

e Leverage existing IIS servers to address the routing of the HTTP request
» Leverage existing SQL server to create the needed database.

 Create a dedicated server for HAS
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Public address = Internal address

https://myserver.hopex.com

B ——

i
Web i
|

Browser

Firewall

HAS Logical Cluster

Front-End & Back-End

|
|
1
|
1
|
- 7
|
1 0
1
|
|
|
|
|
1
1

s

Web Server HAS Server

Firewall

Figure 7 Most commonly seen deployment

5.3. Scaling the infrastructure

When demand for HOPEX application is increasing and you need to expand its

SQL Server

accessibility, storage, and availability levels, you can scale vertically and horizontally.

Vertical Scaling

1=k cpu
=% RAM
HDD

EEEEE

Horizontal Scaling

Figure 8 HAS Scaling principle

» Scaling Vertically: to improve performance, you improve existing servers by
adding more CPU, RAM and disk space.

« Scaling Horizontally: to manage fail over, manage loads of concurrent users, or
improve performance, you add additional servers.

The decision to scale horizontally vs. vertically depends on several factors.

If you have followed the sizing instructions for each server (CPU+RAM) described

below, the Vertical scaling will have limited impact and we recommend you scale

Horizontally.

Scaling Horizontally is called Cluster deployment: please refer to the dedicated
chapter “Cluster deployment” for further information.

5.4. Cluster deployment

Clustering is used for availability, scalability, and load balancing at HOPEX

Application server deployment. This technique consists in using multiple servers of
similar type. The HAS Servers of the cluster can be managed by the HAS console.
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Servers can be added at three levels:

HOPEX Application Server - Architecture Overview

« For the web server: for multiple IIS instances placed behind a load balancer.

e For HAS Server: for multiple servers to manage front and back-end roles.

» For Database Server: in an active/passive mode.
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5.4.1. HAS server - Node role

When creating a logical cluster, each node must define its role. The same node can
implement several roles:

e Front-End: All modules of type Front-End will be run on this server.
e Back-End: All modules of type Back-End will be run on this server.

e Job: Back-End Jobs will run on this server. Particularly useful to separate heavy
treatment to avoid interacting with user currently connected.

5.4.2. Scaling HAS Server

The first step is to scale the HAS Server to gain:
e Availably: ensure that there is always a server up and running

4

« Scalability: ensure there is enough physical resource to meet concurrent users
demand.

In this scenario you can add one, two, three... servers dedicated to HAS Server. Each
server must have a set of node roles. Servers can be exclusively defined on a role or
share multiple roles.

We recommend in scalability context:
e One server dedicated for Jobs
e All other servers to play both Front-End and Back-End roles

The high-level overview of such deployment can be represented by the following
schema:

HAS Logical Cluster

Public address = Internal address Front-End Back-End
https://myserver.hopex.com E
{ L e - %

i i HAS Server '\></' HAS Server . E:E__E_I!

! .. | 1IN G
— i [= -] | E ——
8o~ B = - B 4

| s | °
Br\:uiger E Web Server E HAS Server HAS Server

Firewall Firewall

Figure 9 HAS Server Availability and Scaling with 4 servers

In cluster deployment HAS behaves as a logical cluster where:
« An “HAS” database contains configuration settings across nodes of the cluster.

e An internal load balancing mechanism ensures proper use of Back-End or Jobs
Node.

» A cluster manager synchronizes modules versions across nodes.
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5.4.3. Advanced availability cluster architecture

HOPEX Application Server - Architecture Overview

If you want to ensure each layer has high availability, then you need to duplicate all
servers.

The overall architecture of such advanced scaling is described below. This schema is
applicable regardless the number of chosen servers:

HAS Logical Cluster

i Front-End Back-End
i =p E =
Public address ! =] | |~ ° ?
i o ‘ 7 B E=)
https://myserver.hopex.com / WebiServer HAS Server " Has server —, (o
- =
/| \ [0 1~
= g g || =
Y SQL Server
@ > — G5 >[5 B o
Se

Web i
o Load Balancer i Web Server

Browser orver [Be=3)

Round Robu\ / \
. y B =
0
IIs - o
Web Server i HAS Server HAS Server
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6. Sizing Physical Infrastructure

HOPEX Application Server - Architecture Overview

6.1. Disclaimer

The following sizing is based on our regular benchmark and load testing performed by
the R&D. It is made based on the following assumptions:

e Smallest sizing: Possible for few concurrent users

« Small deployment: Up to 15 concurrent users

e Medium deployment: Up to 40 concurrent users

« Large deployment: Count one HAS Server for each 40 concurrent users’ group.

This infrastructure can be:

e Physical server

e Virtual server: In this context the physical underlying infrastructure must be
sized enough to support all running virtual servers.

We recommend a dedicated server for the HAS Server layer.

MEGA has made reasonable efforts to ensure the quality, accuracy, and validity of the
performance benchmarking resulting in this sizing. Changes in any of the server’s
parameters might cause a positive or negative effect on the user experience and
performances.
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6.2. Hardware sizing

HOPEX Application Server - Architecture Overview

6.2.1. Server configuration

This sizing is based on the following hardware configurations. All HDD are of SSD type
in these configurations.

Sizing CPU Core RAM HDD

S1 2 8 100 Gb
S2 4 16 128 Gb
S3 8 32 128 Gb
S4 16 64 128 Gb

6.2.2. For Production

» Users mentioned in this table are maximum number of simultaneously
connected users. (see below for calculation rule)

« In the cell the "S+number” represents the server configuration to choose.

« In bold are the preferred choices

Max simultaneous

Configuration <2

users:

) HAS Application Server
1 Single Laptop S2
SQL Server
IIS Web Server
Single Server o
2 o HAS Application Server S2 S3
Smallest sizing
SQL Server
IIS Web Server
Two servers Y S2 S2 S3
3.1 | Medium HAS Application Server
Deployment SQL Server s1 S2 S2
3.2 i HAS Application Server
Medium pPp $2 s3 sS4
Deployment SQL Server
4 Medium HAS Application Server S2 S3
Deployment SQL Server S2 S3
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Configuration Max simultaneous <2 <7

users:

IIS Web Servers S1 S1 S1
Cluster/Farms HAS Aoolicat
ication
S Large Serverl:;2 52 53 S3

Deployment

SQL Server S2 S3 S3
* Add one server for each additional group of users 40 users.
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6.2.3. Other server environments

HOPEX Application Server - Architecture Overview

« For development: use Single Server with Sizing 2

e For training: 10 concurrent users, use Single Server with Sizing 3

e For pre-production: same infrastructure pattern as production with Sizing 2

6.2.4. How to calculate maximum simultaneous users

The maximum number of simultaneous users depends on the type of users:

* Main users: these are users using the tool on a regular basis. They have tasks
to perform that can take several hours.

« Contributors/Viewers users: these are users that consume information and
have limited production contribution. Their usage is punctual over the weeks
with limited time spent when they connect.

Complete the following table to find your number of maximum simultaneous users.

License users Number Formula Total
Mains users RoundUp (Nb / 4 )
Contributors/Viewers RoundUp (Nb / 100)

Maximum simultaneous users:

Example:

You have 5 process modelers, 10 portfolio managers, 40 application owners, 100
viewers. I will then have:

License users Number Formula Total
Mains users 15 RoundUp (Nb / 4 ) 4
Contributors/Viewers | 140 RoundUp (Nb / 100) | 2
Maximum simultaneous users: 6

You can choose a single server or two server deployment type. In that context the
preferred deployment type is the one highlighted in bold.

6.2.5. Multiple instances

The sizing proposed here is done for only 1 HAS Instance on the server. Should you
be in a multi-instance scenario you need to adjust RAM consumption accordingly.

Count minimum 5 Go additional RAM for each new Instance. The needed RAM also
depend on maximum concurrent users.
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6.2.6. Public vs Private Workspace

HOPEX Application Server - Architecture Overview

In most of the desktops, HOPEX users work in public workspaces, i.e. their actions are
automatically saved (within 5 min).

Multi-Session (MS) Single Session (SS)
- Not supported /
Public Workspace Default - recommended ,
Not Available

\

V3/V4: behavior

Private Workspace )
V5: possible

N

Changing the behavior from public workspace to private workspace has a direct
impact on sizing.

You must adjust RAM consumption: count 1Go of RAM for each additional concurrent
user.

Example: You change 10 BPA Modeler into private workspace (SS)
With the new behavior you need to add 10Go of RAM to the server.

6.2.7. Making the right choice

Refer to the decision tree to choose the deployment type.

Select the preferred configuration sizing among the deployment type.
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7. SQL Server Databases

All connections to the database are done with ODBC Driver for SQL Server x64.

7.1. How many databases

For any installation there is a minimum of 3 databases for each HAS instance:

« one database to store the technical configuration of HAS

Default naming convention: HAS_"Port Number” or "HAS Cluster name”

« one database to store the business configuration and customization (SystemDb)

Default haming convention: “Database environment name”_"SystemDb”

+ At least one database to store repository information

Default haming convention: “Database environment name”_"Repository name”

'ﬁiﬁ

SQL Server Database

Port : 5000

HAS Database EnvEnment 1
S— S
HOPEX Web HOPEX Web
front-end back-end Spsterin Renod
Port: 7777
HAS Database Envil;on_ment 2 -
HOPEX Web HOPEX Web =il la—=""x
front-end back-end SystemDB Repo1l

|

oy B

HAS_5000

HAS_7777

T

HAS_7777
Supérvision

Figure 10 Database Overview

An additional Database might exist to store the data in case of the utilization of the

Datamart feature.

7.2. Database size

For HAS main configuration database count 1Gb.
For each SystemDb count 5Gb to start, increase by 5Gb.
For each repository count 5Gb to start, increase by 5Gb.

Commonly seen size:

» After 5 years of usage the SystemDb repository cap up to 15Gb.
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» After 5 years of usage, with 15 concurrent users, the repository goes up to 30Gb.

HOPEX Application Server - Architecture Overview

7.3. Database options

The two following settings are required to ensure the usage of the platform.
+ Ensure that the database Collation is set to SQL_Latinl_General_CP1_CI_AS

«  We recommend the database is created with auto extend property

7.4. User account and privileges

You can either set the connection string to the database with:
+ a Native SQL account (preferred choice)

e a Windows account: all users that will connect to the database must be
authorized.

HAS and HOPEX will manage:
 database creation

« tables, columns, index, stored procedure
» data insertion and modification.

It is possible to limit database creation access rights with advanced settings.
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7.4.1.

HOPEX Application Server - Architecture Overview

Native Account

« Standard security policy (preferred choice): the user account is enabled to
manage databases.

User type Comment

Server
roles

Database Server permissions

roles

User with
maximum
privileges

Create/delete
database

Create/update/delete
tables

Create/update/delete
columns

Create/update/delete
index

Create/update/delete
stored procedures

Data read/write
access

dbcreator

Db_owner

(default
role)

View server state

Sys.dm_exec_sessions

« Constrained security policy: the user is not allowed to create the database
and thus the database must be created by the DBA.

User type

Comment

Server
roles

Database
roles

Server permissions

User with
limited
privileges

Create/delete
database

Create/update/delete
tables

Create/update/delete
columns

Create/update/delete
index

Create/update/delete
stored procedures

Data read/write access

public

Db_owner

(assigned
manually
by DBA)

View server state

Sys.dm_exec_sessions
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7.4.2. Windows Account

+ Constrained security policy: the user is not allowed to create the database
and thus the database must be created by the DBA.

User type Comment Server Database Server permissions

roles roles

IliJ;ei:evallth . Create/delete public | Db_ddladmin View server state
privileges database Db_datawriter
. Create/update/delete Db_datareader | Sys.dm_exec_sessions
tables (assigned
manually b
« Create/update/delete DBA) [ed
columns

« Create/update/delete
index

e Create/update/delete
stored procedures

 Data read/write
access

For more information on this Windows Account, refer to the detailed documentation.

7.5. Physical backup

We recommend you perform physical backups of the databases. Cold or Warm
back-ups are supported.

* Frequency: Daily

 Retention: 30 days
You should also back-up all files located in the file server at the same time of the
databases backup.

7.6. Administrative tasks

To ensure database optimal performance, of HOPEX Core, you should run (monthly or
weekly) batches of the following stored procedures:

+ Conservation of repository performance

» Deletion of historical data

« Deletion of private workspace temporary data
+ Database de-fragmentation and statistics

 SQL Server storage maintenance plan (service need to be stopped)
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8. Security

HOPEX Application Server - Architecture Overview

8.1. Windows Users and Groups

When you install HAS Instance Manager, at least one user is necessary to manage
the process authentication. By default, the process that launches HAS Instance
Manager is defined as a “"Local System account”.

It is recommended to create a dedicated additional user, preferably in the Domain. In
case it is not possible to have a domain user, it is still possible to have a local user.

Beware, the domain user or local user must have read/write/execute rights:
« On the shared folder for the licenses and HOPEX environments folders

« On the “default” installation following folder.

C:\Program Files\MEGA
C:\ProgramData\MEGA\

No active directory groups are required for this user.

If you have decided to configure the database with a Windows Account please ensure
that the user as sufficient privilege.

8.2. HAS Self-signed certificate

The server works with a self-signed certificate for internal communication. It is
possible to change this certificate manually after the first installation.

By default, this certificate is located in:
e C:\ProgramData\MEGA\Hopex Application Server\5000\.certificates

Caution: this certificate cannot be changed without also reinitializing the HAS
configuration options.

8.3. Running processes

At runtime, the following processes must be allowed. There can be multiple processes
of the same kind running in parallel, depending on the deployment options.

Process name Comment

HAS.Instance The main process for the Instance Manager.
Manager.exe

HAS.server.exe The main HOPEX server process
HAS.Modules.UAS.exe The identity manager

HAS.Modules.Dtpx.exe The web front end of HOPEX

HAS.Modules.Console.exe | The web console for the administrator

HAS.Modules.Portal.exe The web portal of modules
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Process name Comment
HAS.Hopex.BackEnd.exe | The core back-end of HOPEX.

HOPEX Application Server - Architecture Overview

Complementary exe files can be launched, depending on modules deployed. Their
naming convention follows the pattern “HAS.*"”

8.4. Antivirus

To maintain good performances, it is recommended to exclude certain folders and files
extensions from the antivirus real-time scanning (on access scanning). These folders
and files are in the HAS Server.

Default folders, sub-folders and files to exclude:
e C:\Program Files\MEGA

e C:\ProgramData\MEGA

All files within this servers *.* should be excluded for maximum performance.

For environment and must license some extensions must be exclude:
« ¥ MZL, *.MOL, *.MGL, *.MGR

e *.MGS
e *.haspkg

8.5. Firewall

The firewall and proxy must be configured to allow communications by the different
protocols on the ports mentioned above, across all the servers of the deployment.

The firewall and proxy need to allow downloading of the *.haspkg files.

8.6. User Authentication

After installation, the default HOPEX authentication is available. Other authentication
models need to be configured in the HAS console. An authentication workflow, based
on Identity Server 4, provides:

e secure authentication requests.

+ leverage standard identity providers.
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Client Service Identity
Provider Provider
d )
—_ —
= ) — MFA
e SSO service
Web — Active Directory
Browser o
6] Assertion o
DE— consumer B Assertion
o service generator
crip

Figure 11 Authentication Workflow

In all cases, the service provider is managed by the HAS and the Identity Provider (IP)
can be HOPEX or external.

Several authentication models can be implemented (one or several at the same time):

Authentication

model

Comment

IP

SSO

Users and passwords are stored, HOPEX No
hashed, within the HOPEX
HOPEX SystemDb database. The full
Default HOPEX workflow of login is managed by
HOPEX (SP+1IP)
Windows Pa_sswords are managed by HOPEX No
Windows
Windows The identity provider is based on ADFS Yes
Authentication Windows Identity Foundation.
SAML?2 The identity provider is external ADFS, Yes
and manages the user credentials | Okta...
The identity provider is external MEEesel, HEE
OpenlID . Google,
and manages the user credentials
Salesforce...

For HOPEX Identity Provider the passwords are encrypted in AES256.

8.7. Data Access

Access to data is controlled using profiles:

e repository access,

« CRUD data permissions,

e CRUD GUI permissions.

Complementary features enable:

« writing access management: control of updates on existing objects.

+ reading access management: control of visibility regarding existing objects.

® data access rules: computed control of visibility regarding existing objects.
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8.8. Cookie security policy

HOPEX Application Server - Architecture Overview

Before performing any audit on the application and checking cookie settings, make
sure you are in full HTTPS (IIS and internal communication).

The following table lists the cookies the web page might use or generate.
The table shows default values for a full HTTPS deployment. Values may vary in HTTP.

Cluster name: is the name of the cluster when you created the instance.

.oidc.nonce.”clustername” Public URL 10 min True True None
.oidc.correlationld.”clustername” | Public URL 10 min True True Lax
.antiforgery.”clustername” Public URL Session True True Strict
idsrv.session Public URL Session False True None
.token."”clustername” Public URL 20 min True True Lax
.token.”clustername”C1 Public URL Session True True Lax
.token.”clustername”C2 Public URL Session True True Lax

8.8.1. Why Idsrv is always http only = false

As per specification of open id the idsrv session cookie will always be in Http only =
false.

For more details, see the official documentation:
https://openid.net/specs/openid-connect-session-1 0.html#ChangeNotification

“... If a cookie is used to maintain the OP User Agent state, the HttpOnly flag likely
cannot be set for this cookie because it needs to be accessed from JavaScript.
Therefore, information that can be used for identifying the user should not be put
into the cookie, as it could be read by unrelated JavaScript...”

8.8.2. How to enforce Same site Strict or Lax

Should you want to enforce cookies “Same site” to be:

« None
e Strict
 Lax = default

You can edit the value in the HAS Console.

Limiting to Strict may limit module and feature enablement.
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HOPEX Application Server - Console

Installation v
I HAS Settings Settings Web settings
Server updates o
Expiration session time* 20
Maintenance Session cockie expiration in minutes (default is 20)

Cluster Nodes Coockies SameSite option

Let this field to 'default’ for using value defined by the system (Lax

default v

Modules A or None)
Cluster
Monitoring ~
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9. File Server

The file server is used to share files across the HAS servers. The main data is:

« Database environment files: connection string, temporary files
o *.MZL, *.MOL, *.MGL, *.MGR, *.XMG
o *.IX, *.LOG, *.DAT

* Must License: to manage connected users and related tokens
o *.MUST
o *.INI, *. TNK*, * USR*

The files contained in this folders will be accessed by the tool. To enhance usage, you
need to make sure policy on proxy, firewall, and antivirus are configured properly to
avoid blocking, scanning this files.
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10. Supervision and monitoring

The HAS server enables platform supervision and monitoring. Supervision events
update the logs or trigger events to be sent to external tools.

The HAS Server can be configured with:

e Logs: with an external tool using HTTP protocol and Compact Log Event Format
(CLEF). Supported tool SEQ https://datalust.co/seq

e Tracing: with an external tool using HTTP and Open Tracing. Supported tool
Zipkin https://zipkin.io/
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11. Error and trace log files

HOPEX Application Server - Architecture Overview

No logs are generated on the client side. All errors are displayed using popup windows
or via the HTML browser. An option enables to control the display of errors to end
users (GUI). For advanced diagnostic, a verbose mode can be enabled to generate
more detailed lodfiles.

Different files can be created on server side. There are 2 mains default locations for
the logs:

e C:\ProgramData\MEGA\Hopex Application Server\logs
For the logs of the HAS Instance Manager.
e C:\ProgramData\MEGA\Hopex Application Server\5000\Logs
For the logs of the HAS Instance: HAS server and all the modules.

Where “5000” is the port number of the instance

General naming convention of log files:
“cluster name”-[“"Module name”-"Module version”]-YYYYMMDD.txt
Where:
e Cluster name: is the name of the cluster or the port number

e Module name: is the name of the module defined in the manifest
e Module version: the full build version of the module as defined in the manifest
* YYYYMMDD: represents the year, month and day

Example:
5000-[HAS.CONSOLE-1.0.301]-20201104.txt
5000-[HAS.UAS-1.0.301]-20201104.txt

Log name Content

5000-[HAS-X.X.X]- Main HAS Server log
YYYYMMDD.txt

megaerrYYYYMMDD.txt Main logs of HOPEX
5000-[HAS.CONSOLE-X.X.X]- For logs on the HAS console
YYYY.txt

5000-[HAS.PORTAL-X.X.X]- For logs on the portal that expose all web
YYYYMMDD.txt modules
5000-[HAS.UAS-X.X.X]- For logs about identity manager
YYYYMMDD.txt

5000-[HOPEX WEB DESKTOP- For logs of the web part of HOPEX
X.X.X]-YYYYDDMM.txt

sspsprvsYYYYMMDD.txt Supervision error logs
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Log name Content

ssperrYYYYMMDD.txt Errors generated by the SSP when assigning a
user to an environment

redis_server_log.txt Redis logs in case of cache issues.
HopexHealthDigestReportYYYY- | Report to diagnose HOPEX usages and
MM-DD_ XX-XX-XX.html performance
HopexHealthFullReportYYYY- Report to diagnose HOPEX usages and
MM-DD_ XX-XX-XX.html performance
RepositoryHealth-YYYY-MM- Report to diagnose HOPEX usages and
DD- performance

MyEnvironment_MyRepository
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12. Miscellaneous

HOPEX Application Server - Architecture Overview

12.1. Licensing

Products and solutions of HOPEX platform are protected by Must licenses. Must
licenses can be shared between multiple users.

Must licensing is not server-based (there is no Windows process for a license server).
At runtime with HOPEX Web Front-end, a set of files are generated dynamically by
service account.

However, a domain user (Active directory) is required for:
e« HAS Instance Manager.

e User running the Desktop Administration Console: system administrator,
functional administrator.

e User running the Desktop Windows Front-end: developer, functional
administrator, user associated to a scheduled task.

To obtain a license, contact your sales representative. A UNC will be requested and a
.must license file (locked on this UNC) will be sent with installation instructions.

12.2. Full search and indexing

Solutions of HOPEX platform can use full search. A parameter at data repository
and/or system repository level enables to activate indexing. There are 2 levels of
indexing:
« Full indexing: the data repository/system repository is scanned, and index files
are created in a subfolder of the data repository/system repository.
« Incremental indexing: the log (internal) of the data repository/system
repository is scanned and index files are updated in a subfolder of the data
repository/system repository.

12.3. Mail system

A mail server needs to be configured so that mail notifications can be used within
workflows.

SMTP parameters (server, port, proxy...) can be configured for the installation using
the Administration console.

12.4. Multi-language

The HOPEX Platform supports multilingualism for:

« User interface language: controls the display of the menus, pages, etc. Six
languages are provided: English, French, German, Italian, Spanish,
Portuguese.

« Input Data language: enables data entry in several languages for the objects
(name, comment, ...). Up to 30 languages are supported.
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12.5. Reporting

HOPEX Application Server - Architecture Overview

There are several report capabilities:

Category Format Export Comment

Report HTML RTF, Generate a report based on a HTML template

XLS,

PDF
MS Word | RTF RTF Generate a report based on a Word template
Instant HTML RTF, From a list or dataset generate various charts (pie,
Report XLS, histogram...) or tables

PDF

You need to have a software that can read the defined export format. For instance:

« Microsoft Office or Open Office for RTF, XLS
e Adobe Reader for PDF
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13. Other Technical Documentation

HOPEX Application Server - Architecture Overview

For more information, see the following online documentation:

» Installation procedures

RDBMS Repository Installation guide

« HOPEX Administration documentation to manage installation and users
e Must licenses management

+ HOPEX Administration Authentication

» Technical articles

e REST API & Server API (Java)

e Functional usage and features see user manuals
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14. Frequently Asked Questions (FAQ)

14.1.1. What about other HTML browsers?

MEGA has decided to focus on Chrome, Edge Chromium, Firefox. This does not mean
that solutions do not run on other HTML browsers. It means that these HTML browsers
are not tested.

14.1.2. Are both 64-bit and 32-bit versions of HTML
browsers supported?

MEGA has decided to focus on 64-bit versions of HTML browsers. 32-bit versions of
HTML browsers are less qualified. This does not mean that the solutions do not run on
such HTML browsers.

14.1.3. 1Is Edge Classic/Legacy supported?

Edge classic (Legacy version not Edge Chromium) is not supported. MEGA has decided
to focus on Edge Chromium.

14.1.4. What is HOPEX Classic deployment?

Classic deployment is the former way to deploy HOPEX from first version (V2, V3, V4).
It mainly relies on IIS and HOPEX SSP component. This document is the new HAS
Architecture from V5.

14.1.5. Are Windows Server 2012 and Windows Server
2012 R2 still supported?

No. It will not work.
14.1.6. Is SQL Server 2014 or 2017 still supported?

SQL Server 2014 and 2017 are not recommended, use it at your own risks. Support
starts from SQL Server 2019 and SQL Server 2022.

14.1.7. What is web storage for HTML browsers?

This is a capability of HTML browsers to store data (local storage mode)
This capability is supported by all recent browsers (Edge, Firefox, Chrome...)

14.1.8. What is supported for Azure?

Not all azure services are compatible with HOPEX
Here are the main options qualified by MEGA so far and used to provide MEGA SaaS:
e VMDS11_V2

e Premium storage Managed disk (SSD disk)
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Backup (backup of VM)

HOPEX Application Server - Architecture Overview

« WAF (Web Application Firewall) tuning required
e Deployment script (deployment by script)

« Image (deployment by image)

e Monitoring

If you consider using other services, contact MEGA Technical Support.
14.1.9. What is Mozilla Firefox ESR?

As Firefox versions change very rapidly, MEGA has decided to focus on ESR versions.

Extended Support Release (ESR) based on an official release of Firefox for desktop is
used by organizations that need extended support for mass deployments.

See also http://www.mozilla.org/en-US/firefox/organizations/faqg/

14.1.10. Are IE 9/10/11 still supported?

Internet Explorer 9, 10, 11 are no longer supported.

MEGA recommends using a more recent HTML Browser such as Edge Chromium or
Chrome. See also https://support.microsoft.com/en-en/lifecycle

14.1.11. How to configure HTTPS?

By default the HAS server is in HTTPS. Note that a certificate for IIS is required to
configure HOPEX in HTTPS end to end: see your IIS administrator.

14.1.12. It is possible to use a Must license that is not
located on the HAS Server?

This is possible. The Share folder must accessible from the user that launch the
process.

14.1.13. Is it possible to use another web server than IIS?

We use IIS for load balancing. MEGA does not provide any documentation to support
Nginx or Apache.

14.1.14. Can HOPEX solutions and products run on a mobile
platform?

Most HOPEX products and solutions are designed for a web client running on a
desktop or laptop. Viewer users can use tablets running Android. Viewer users can
consult data usually though a simplified desktop.

In addition to the HOPEX platform, MEGA proposes various web application that are
natively designed for smartphones and tablets. See HOPEX Store.
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14.1.15. What are the web technologies used by HOPEX
Platform?

HOPEX Application Server - Architecture Overview

For HOPEX Web Front-end, the HOPEX platform uses HTML5 and various JavaScript
related technologies mainly: Ajax., Extjs., Dojo.

A detailed list of third-party components is available on MEGA Community
https://community.mega.com/t5/0pen-Source-in-HOPEX-Software/bg-p/legal

14.1.16. What about other database servers?

MEGA has decided to focus on widespread and recent versions of SQL Server 2019
and above.
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1. Foreword

The document describes the installation procedure for HOPEX Application Server
(HAS). This document applies to HAS installation from HOPEX V5 onward. Check if a
more recent version of this document is available via the online MEGA Community.

Other documentations are available. Please refer to the online MEGA Community for
other topics.

The option given for IIS and SQL Server may vary depending on your existing
situation. A specific study from MEGA professional services might be required.

1.1. Installation & Architecture

Prerequisite: read the HAS Architecture Overview documentation prior to start the
installation.

This installation describes installation and configuration of each layer:

1. SQL Server =>» actions are manual, see chapter 5: "SQL Server
configuration”

2. IIS Web Server =>» actions are manual, see chapter "2 IIS Web Server”

3. HAS Server =>» actions are performed with a “setup” , see chapter 3
“HOPEX Application Server (HAS) installation”

Each layer can be installed on one or several servers depending on the chosen
infrastructure deployment pattern.

This document describes installation with Windows Server and SQL Server. Adjust
accordingly should you be in another version. Always check prerequisite.

Each main chapter of this documentation describes the following architecture pattern:

Public address

https://myserver.hopex.com

7 B . F

|
Web 1S |
|
Browser Web Server i HAS Server SQL Server
|
|

Firewall Firewall

Three layer installation
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1.2. Step Overview

1.2.1. Major actions

5 - =

— =)
Web Web Server HAS Server SQL Server
Browser
Config
FQN : Fully Qualify Name = URL  Setup & Files Databases
Web.;onflg + Service Windows - Instance Manager + HAS
Rewrite Rule +  HAS Instance « SystemDB
Server Farm «  Repo(s)
s
/ 1 User
E Domain
° account
File Server Access to :

Each server
SQL Server Databas

Share files .
« Environment Folder shared folders

Must License

1.2.2. Database installation

As this step is performed by the customer database administrator, its description is
not detailed in this documentation.

This documentation describes the database creation and backup restore or specific
settings required.

See chapter 5: SQL Server configuration.

In case of cluster deployment: there is no difference for database creation/restore.

1.2.3. IIS Web Server installation

This step is mandatory for all deployment except for developer laptop scenario.
See chapter 2: IIS Web Server.

In case of cluster deployment: repeat the process for each IIS server. Configure your
load balancer accordingly. Read the cluster deployment for more details.

1.2.4. HAS Application Server installation

This step is mandatory for all deployment.
See chapter 3: HOPEX Application Server (HAS) installation.

In case of cluster deployment: apply this step for the first server of the cluster farm.
Ensure your installation is working then read the section about cluster
deployment for more details.
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1.3. Different architecture installation scenario

Depending on the installation architecture pattern you choose, you need to repeat the
installation steps described in the coming chapters.

= HAS E =
< \ HAS
S sas 2
< Server \
@ SQL Server E ,,@ i
(]
1. Single Laptop 2. Single Server

3. Two Servers

| ElE
) N o o
& 1S ﬁ HAS @ SQL Server E E
‘ ‘ o o é

© F o © g soL

) ﬁ HAS ‘
4. Three Servers 5. Clusters/farms

Perform installation steps described in chapter

1 Single Laptop « 3 HOPEX Application Server (HAS) installation
2 Single Server « 2 1IIS Web Server

« 3 HOPEX Application Server (HAS) installation
e 5 SQL Server configuration

3.1 | Two Servers o 2 1IIS Web Server

e 3 HOPEX Application Server (HAS) installation
e 4 SSL Certificates configuration

« 5 SQL Server configuration

3.2 | Two Servers o 2 1IIS Web Server

« 3 HOPEX Application Server (HAS) installation
e 5 SQL Server configuration

4 Three Servers o 2 1IIS Web Server

e 3 HOPEX Application Server (HAS) installation
e 4 SSL Certificates configuration

e 5 SQL Server configuration

5 Cluster o 2 1IIS Web Server

e 3 HOPEX Application Server (HAS) installation
e 4 SSL Certificates configuration

« 5 SQL Server configuration

e 6 Cluster installation
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1.4. Summary of my Installation

Complete/Print this architecture diagram and use it to ease your installation process for each environment.

1S

HAS ? h E IAEE; E ‘é-? 1S E <D‘1 fas
E_

o sqQL
L - '1 HAS Server ° o vg -
»_1 SQL Server — Server
2. Single Server 3. Two Servers 3. Two Servers
[J Chosen deployment [J Chosen deployment [J Chosen deployment

B

1s E — Has E —8 sa

o — S
(-] o erver ° ° o
4. Three Servers \ J
[J Chosen deployment (P was saL
Server
5. Clusters/farms
[ Chosen deployment —— i

HAS Server 1

O Production e =

[0 sStaging / Pre-production

o HAS Server 3 )
(0 Training L severname |
O pevelopment HAS Server 4
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Complete/Print this architecture diagram and use it to ease your installation process.

Legend: . D H(?PEX
l Input box to fill with appropriate customer value I D Production M g\:?qdlozws E
D Option is not chosen O Staging / Pl’e-pl‘OdUCtion 8 OpenlID %
8 Option is chosen D Training Identity
Provider
O Development
0 TcP =
LDAP
(J HrTPS - ) "TTPS:* ' ‘ server
Ourre [ | O HTTP | o O Tcp
= ] ubp
&) —— Come) —— :
Web STES I HAS Server
Browser

@ Has agent HTTPS

[2] Hasserver HTTPS

[J Allowed =9
[J Not allowed ‘ I =)
ot allowe D SMB o | E

> —

Reverse File
EG .
HOP’:EX SAtore HTTPS: 443 proxy Server
(= sl
https://store.mega.com S =0
=3}
SMTP
Server
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2. IIS Web Server

The following installation instructions are to be applied on each server that will behave
as an “IIS Web Server”. The following instructions apply to Windows Server 2019. For
other Windows versions adjust accordingly.

Should you have several IIS, you need to add a load balancer (no sticky session) in
front.

For information:
+ one IIS Web server is suitable for most deployments.

« IIS is not required for single laptop deployment (consultant, developer,
partners), in that case skip this chapter.

2.1. Adding SSL Certificate

To ensure data protection, it is highly recommended to use SSL/TLS. If you want to
activate this feature, it is then mandatory, as a prerequisite, to configure your IIS
platform to activate the SSL/TLS.

You will need to have a signed certificate. You can bind the HTTPS protocol to any
wanted port, in the installation process you will choose the port.

For official Microsoft documentation on IIS, see https://docs.microsoft.com/en-
us/iis/manage/configuring-security/configuring-ssl-in-iis-manager.

2.1.1. Adding certificate on IIS Web Server

Make sure the SSL certificate has been properly imported in windows certificate store,
see the instructions section 4.3 Adding certificate on the server.

In that example the public url of the installation is https://vp-iis1-v5.fr.mega.com
Adjust naming based on your own policy and naming convention. Ensure this is a
signed certificated.

2.1.2. Adding certificate on IIS

The certificate will be automatically visible when you edit the binding of your website.
If it does not appear it means the certificate is not valid or you missed a step in
previous section.

The instructions are explained in the following steps.

MEGA International

Headquarters: 9 avenue René Coty - 75014 Paris, France
Phone +33 (0)1 42 75 40 00 - Fax +33 (0)1 42 75 40 95 - www.mega.com
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2.2. Installing IIS

If IIS is already installed, please check that all required features are enabled

To install 1IIS:

1. In Windows Operating System turn on IIS and its features:

From Control Panel: “Turn Windows features on or off”
Or
From Server Manager: Add Roles and features (https://docs.microsoft.com/en-

us/windows-server/administration/server-manaqer/server-manaqer#start-server-manaqer)

2. Click Manage > Add Roles and features.

f& Server Manager — O

Manage Tools

Add Roles and Features

Remove Rales and Features

WELCOME TO SERVER MANAGER

= Add Servers

B Create Server Group

ii All Servers 3 BhE 2
5 Configure this loca Server Miannger Froperies
BE File and Storage Services b =

i® IS QUICK START

2 Add roles and features
3 Add other servers to manage
WHAT'S NEW -
: 4 Create a server group

Connect this server to cloud services

(9 g |

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups:1 | Servers total: 1
File and Storage -
iy 9 1 © IS 1
Services
@ Manageability @ Manageability
Events Events

3. In the pop-up Wizard, click Next.
The Server Roles page is displayed.

4. Select: Web Server (1IIS).
5. If prompted click Add Features.

6. Ensure the following options are selected:
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Web Server:

o Common HTTP Features

Default Document
Directory Browsing
HTTP Errors

Static Content

o Health and Diagnostics

HTTP Logging

Tracing

o Performance

Static Content Compression

Management Tools:

o IIS Management Console

[z Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Select one or more roles to install on the selected server.

Rol

]

cmetimiie s miimy miie s teem—. - e——

Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
[m] Web Server (7 of 34 installed)
4 (W] Common HTTP Features (4 of 6 installed)
«| Default Document (Installed)
| Directory Browsing (Installed)
«| HTTP Errors (Installed)
«| Static Content (Installed)
[C] HTTP Redirection
[C] WebDAV Publishing
4 (W] Health and Diagnostics (2 of 6 installed)
v HTTP Logging (Installed)
[J Custom Logging
[J Logging Tools
[C] ODBC Logging
[] Request Monitor
V| Tracing (Installed)
4 (W] Performance (1 of 2 installed)
v Static Content Compression (Installed)
[C] Dynamic Content Compression
b [ Security
b [J Application Development
b [] FTP Server
4 (W] Management Tools (1 of 7 installed)
| IS Management Console (Installed)
b [ IS 6 Management Compatibility
[T 11S Management Scripts and Tools
[[] Management Service
[C] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services

» WO00O00

i O X

DESTINATION SERVER
ogd-has

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

| <Previous | | Next>

7. Click Next to Install IIS and its related features.
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2.3. Installing URL Rewrite

URL Rewrite is tightly integrated with IIS Manager and is a prerequisite for ARR to
work as expected.

To install URL Rewrite:

1. Download “rewrite_amd64_en-US.msi” URL Rewrite from official IIS
website: https://www.iis.net/downloads/microsoft/url-rewrite.

2. Click Install this extension to get the Web installer.

| |S Home Wiallaytc DOwﬂloadS Lea ererence SOIUTIONS s
All Downloads Community Contributed Downloads Microsoft Supported Downloads Free Web Platform Instalier

Home » Downloads » Microsoft Supported Downloads » URL Rewrite

URL Rewrite Install this extension
Z}'g This is @ Microsoft Supported Download Works With: 15 7, IS 7.5, [I5 8, 115 8.5, IS 10 : 5

or vidw'zdditional downloads
Overview

115 URL Rewrite 2.1 enables Web administrators to create
powerful rules to implement URLs that are easier for users

to remember and easier for search engines to find. By

IS URL Rewriter

- q et PR U e g 00 o A using rule templates, rewrite maps, .NET providers, and

a{ v F other functionality integrated into 115 Manager, Web

i - v . IR administrators can easily set up rules to define URL

. ° rewriting behavior based on HTTP headers, HTTP
™ response or request headers, [15 server variables, and even

9% [ & . ] complex programmatic rules. In addition, Web

‘,‘ Somrch Engiies administrators can perform redirects, send custom
responses, or stop HTTP requests based on the logic

expressed in the rewrite rules.

3. Scroll down to Download URL Rewrite Module section to select an offline
installer.
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Download URL Rewrite Module 2.1

* FEnglish: Web Platform Installer (WebPl) / x86 installer / x84 installer

* German: x86 installer / x64 installer

* Spanish: x36 installer / x84 installer

* French: x86 installer / x64 installer

* [talian: x86 installer f x64 installer

* Japanese: x5& installer / x64 installer

* Korean: x8& installer / x84 installer

® Russian: x86 installer / x64 installer

* Chinese Simplified: 86 installer / x64 installer

* Chinese Traditional: x86 installer / k64 installer
4. Choose:

- Web Platform Installer if the server has internet access connection.
- X64 installer if the server does not have internet access.

5. Launch the installer:

a) Select Accept the terms in the License Agreement, then click
Install.

jﬂ 15 URL Rewrite Module 2 Setup — x

Please read the IIS URL Rewrite Module 2

License Agreement
S A

MICROSOFT SOFTWARE
SUPPLEMENTAL LICENSE TERMS

URL REWRITE MODULE

Microsoft Corporation (or based on where you

live, one of its affiliates) licenses this

supplement to you. If you are licensed to use
Microsoft Windows operating system software

(the "software™), you may use this supplement.
You may not use it if you do not have a license

for the software. You may use this supplement

1 acceﬁﬂwe terms in the License Agreement

Print Back Install Cancel

b) Click Next if needed.
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ﬁ 15 URL Rewrite Meodule 2 Setup — et

Installing IIS URL Rewrite Module 2 @

Please wait while the Setup Wizard installs 115 URL Rewrite Module 2.

Status:

|l
c) Click Finish.

i.%] 115 URL Rewrite Module 2 Setup — et

Completed the IIS URL Rewrite Module 2
Setup Wizard

Click the Finish button to exit the Setup Wizard.

2.3.1. Security: removing X-Powered-By header

To remove x-powewerd-by header:
1. Access URL Rewrite.
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"ﬁanagu ~ - [m] b o
3
eﬂ URL Rewrite
Provides rewniting capabilities based on rules for the requested URL address and the content of an HTTP response.
Inbound rules that are spphed to the requested URL address:
Mame Input Match Pattern Action Type Action URL Step Proc W Providers
s View Rewrite Mapy
3 [l ARR_WelisFargo_loadba... URL Path Matches - Rewnte https//WellsF...  True = : —ve *
View Providers_
L)
o]
< >
Dutbound rules that are apphed to the headers or the content of an HTTP response:
Name Input Match Pattern Action Type Action Value Stop Proce...  Entry Type
| RESPONSE_SERVER RESPONSE_X-.. Matches “+ Rewrite False Local

2. Create a variable:

a) in Actions > Manage Server Variables, click View Server variables.

b) Add the RESPONDE_X-POWERED-BY variable.

|

. |
q? Allowed Server Variables

Use this feature to manage the list of server variables that you can set or change by using rewrite rules.
Group by: No Grouping
Name

[ RESPONSE_X-POWERED-BY

Entry Type
Local

3. At rule level, Add an Outbound Rule.

For more details see https://techcommunity.microsoft.com/t5/iis-support-blog/remove-
unwanted-http-response-headers/ba-p/369710
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% Edit Outbound Rule
Mame
RESPOMNSE_SERVER

Precondiicn:
| % Mone>

KMatch

Matching scope:
Server Vanable w|

~

Vanable name
RESPCHISE_X-POWERED-BY

Yariable value: Using:

I i w

B lgnore case
Conditicns.

Action
ACTION Ty

Betion Propedes
Walue:

[

Replace exsting served vanable value

[[] saop processng of subsegquent nulss
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2.4. Installing ARR

IIS Application Request Routing (ARR) is required to map the official "URL DNS” to the
HAS server farm that will handle the web request.

To install IIS ARR:

1. Download IIS Application Request Routing (ARR) 3.0
“requestRouter_amd64.msi” from the official website:
https://www.iis.net/downloads/microsoft/application-request-routing

ARR depends on URL Rewrite. Make sure URL Rewrite is installed prior to
installing ARR. Alternatively, use the Microsoft Web Platform Installer link
instead, which installs the ARR and its dependency in the right order.

[ oy ook ; I P = LA ’
IS Homi nage  Downloads  Lea eferen olu v
Al Bownloads  Community Contributed Downtoads Microsoft Supported Downloads Frae Wek Flatform Installer
Home.» Downioads « Microsoft Supported Downlosds - dpplicston Raquest Routing

Application Request Routing Install this extension
:: His is e Microsoft Suppori=d Divamicad Wiocis (k1S T, HE TG, 15 RS 1 -
Dvenview

NS Apphcaticn Begques! Boubing [ARE) 2 enablds Web
senver administrators, hosting providers, and Content
Drefivery Mebtworks (CDMs) 1o increase Web application
scalability and reliakility through rule-based routing, chient
and host name affinity, load balancing of HTTP server
recuests, and dstnbuted disk cacknng With ARR
administrators can optirize esource ubdization for
application servers 1o reducse management costs for Wekb

server farms and shared hosting emdronments

2. For online server: click Install this extension to get the Web installer.

Or for offline server: scroll down to Download URL Rewrite Module section
to select an offline installer.
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-

* |ntelligent byte-range support
* |ntelligent live reguest support

* Caching while serving responses

Download ARR 3.0

» ‘Web Platform Installer (WebPl) / %86 installer f x64 installer

Installing ARR 3.0 manually

ARR depends on URL Rewrite. Ensure URL Rewrite is installed prior to installing ARR. Alternatively, use the Microsoft Web

Platform Installer link instead which installs the ARR and its dependency in the right order.

3. Choose:

- Web Platform Installer if the server has internet access connection
- X64 installer if the server does not have internet access

4. Launch the installer:

a) Select Accept the terms in the License Agreement, then click Install.

‘]El Microsoft Application Request Routing 3.0 Setup — >

Please read the Microsoft Application Request

@ Routing 3.0 License Agreement

MICROSOFT SOFTWARE SUPPLEMENTAL
LICENSE TERMS

APPLICATON REQUEST ROUTING VERSION
3.0 FOR MICROSOFT WINDOWS OPERATING
SYSTEMS

Microsoft Corporation (or based on where you
live, one of its affiliates) licenses this
supplement to you. If you are licensed to use
Microsoft Windows Operating Systems software

(the "software™), you may use this supplement.
Wni mav nnt nea it if won dnonnt have a lirenaa

1 accept the terms in the License Agreement

Print Back Insiﬁl Cancel

b) Click Next if needed.
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ﬁ Microsoft Application Request Routing 3.0 Setup - x

Installing Microsoft Application Reguest Routing 3.0 @

Please wait while the Setup Wizard installs Microsoft Application Request Routing 3.0.

Status: Publishing product information

Back L\\F‘b‘,sx: Cancel

¢) Click Finish.

ﬁl Microsoft Application Request Routing 3.0 Setup o X

Completed the Microsoft Application
Request Routing 3.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

2.5. Configuring Sites

Caution: this configuration may change if you leverage an existing IIS Server

In that configuration the IIS server is dedicated to HOPEX Application Server
Deployment.

There is no other Website expose by this IIS Server. Should there be other website
you will need to adjust URL rewrite rules.
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The following steps detail how to configure the IIS Server on HTTP (80) or HTTPS

(443).

You must choose one or the other. A mix of HTTPS and HTTP is not allowed.

To configure Sites:
1. Right-click Default Web Site and select Edit Binding.

€ Internet Information Services (1IS) Manager e [m] X
ATt - y
- 53 » ogd-has » ServerFarms » W f’ﬂﬁ @ T
File  View Help
e = le Server Farms T
38 = M-S # Create Server Farm.
‘? Start Page Mame - Status @ Help
~ .83 agd-has (egd-has\0GD) - )
Q Application Pools GHAS Gmline
~ @ Sites
. > &) Default Web S*
) 33/ Server Farms & Beplore
Edit Permissions...
5" Add Application...
# Add Virtual Directory...
Edit Bindings...
Manage Website 3
&3 Refresh
K Remove
Rename
2 Switch to Content View
[T st View i Conereview
Ready LT
2. For:

an HTTP configuration, see section 2.5.1 Configuring HTTP port 80.

an HTTPS configuration, see section 2.5.2 Configuring HTTPS port 443.

2.5.1. Configuring HTTP port 80

To perform an HTTP configuration (if not already configured):

1. Click Add (or click Edit on existing 80).

o In the Type field, select “http”.
o In the IP address field, select “All unassigned”.

o In the Port field, enter: “80".
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!Ig Internet Information Services (IIS) Manager = O
> =21 » ogd-has » ServerFarms » & - .
e gd-h ServerF W e

File View Help

Q- i ﬁ Y %“ @ server Farms ” H fﬁ:—a‘aa'm“

Site Bindings

&3 Start Page ) ’ D Help
v -85 ogd-has (ogd-has\OGD)
3 Application Pools Type Host Name Port IP Address Binding Informa... Add...
v (8] Sites https 443 * 5
> 49 Default Web Site Edit...
> 33/ Server Farms -
Add Site Binding ? X
€
Type: IP address: Port:
http v/ [an Unassigned v | |80 I
Host name:
I |
Example: www.contoso.com or marketing.contoso.com

I
o

Features View || % Content View

Ready 83

2. Click OK.
3. Click Close.

In that context, remove existing HTTPS.

2.5.2, Configuring HTTPS port 443

To perform an HTTPS configuration (if not already configured):
1. Click Add (or click Edit on existing 443).

E > L v ajshe b Termelrie » woeh e

Iee Vew lep

| @] sciver Farrs -

- n . ” Tey
‘h‘.:lv.h:?’ pinms. ! * -.’:' —
v 95 ayshee (rothac T,

.3 Asplusion Tuds Tire 12 "lane LR LS L U freng isteerrs. Nd.
v s T
@ Nk Ko we .
2 SevoFos .
amvrse
L
Tse

T Emtere ow [ Tantew Vise

ot

Sty
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« the Type field, select “https”.

« the IP address field, select “All unassigned”.
+ the Port field, enter: 443.
3. Click OK.

4. Select appropriate SSL Certificate (the one imported from above step 2.1
Adding SSL Certificate).

5. Click Close.

@ Int C X
) 5 y .
Iy 33/ » ogd-has » ServerFarms » M3 (-’h @ v
File View Help
- | @ ServerF |-
—rT erver rarms |
€- i | & &; i o ) . Create Server Farm...
W3 Start Page ‘ ) Help
v 93 ogd-has (0gd-has\OGD) ;
2} Application Pools Type Host Name Port IP Address Binding Informa... Add...
v .[@] Sites https 443 *
, D Default Web Site
» .33 Server Farms
Edit Site Binding ? X
Browse
Type: IP address: Port:
https All Unassigned vl I443 ]
Host name:
[ Require Server Name Indication
SSL certificate:
g Close
*.customer.hopexcloud.cc [Certify] 10/16/2020 1:05: v Select... View...
Cancel
|| Features View | /% Content View
Ready &3

6. In that context, remove existing HTTP.

2.6. Configuring Server Farm - ARR

ARR will allow to redirect the request send to the “IIS Server” to the “"HAS Server”.
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https://vp-iis1-v5.frmega.com

Port 443 Q

1 |
1 ]
| ]
E | Port 5000 E
@ — ( Internet E < - E —r ’

| 1Is ! 2
| ]

Br‘:;vv?l:er | Web Server i HAS Server SOQL Server
E vp-iis1-v5 i vp-has1-v5 vp-sqli-v5

Firewall Firewall

In that configuration there is:
One public URL DNS that will be https://vp-iis1-v5.fr.mega.com
One HAS Server named “vp-has1-V5” installed on port 5000.
You need to adjust the following instruction to your own URL and server name.

2.6.1. Creating a Server farms

Even if you have a single server, perform the following:

1. Right-click the Server Farm root level and select Create Server Farm.

ei Intemet Information Servces (IIS) Manager

&« - 33 » ogd-has » ServerFamms »

File View Help

Connections
Q- L2 e qa! Server Farms

€ Stant Page Name : Status
v 92 ogd-has (ogd-has\OGD)
&} Application Pools
v - @& Sites
@ Default Web Site

55 Server Famps.
M2 Refresh

Create Server Farm

. Switch to Content View

2. Enter a name to the server farm: for instance, "HAS Server Farm PROD”.

Page: 23/ 132


https://vp-iis1-v5.fr.mega.com/

(J)MEGA

HOPEX Application Server - Installation Guide

9

‘€« = 33 » ogd-has » ServerFarms »

File View Help Create Server Farm
 Connections
L Specify Server Farm Name
3 Stert Page :

v 93 ogd-has (ogd-has\OGO
--{} Application Pools
v - @ Stes
& Defaulz Web Sizd
» 44! Server Farms Online

Server farm name:
[HAS Server Farmi

Cancel

If you have several instances, give an explicit name to the farm

HAS Instance 1 - PROD - 5000

HAS Instance 2 - PRE-PROD 5001

3. Click Next.

4. In the server address enter the name of the server (entering an IP

address is not supported). In that example: vp-has1-v5

5. Click Advanced settings.

75 IR -

‘€« > 311 » ogd-has » Server Farms »

File View Help | Creste Server Farm
Connections
‘ | Add Server
e A IS '

.- &3 Stat Page

v 93 ogd-has (0gd-has\OGD
.:) Application Pools Server address:

v (@) Sites i
|5 @ Default WebSag 2
33 Server Farms [~ Online
Server Address Status

Previous

6. . Scroll to always put both port (HTTP/HTTPS)

o HTTP port, enter 5000

Finsh

Cancel

Help
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o HTTPs port, enter 5000

7. Click Add.
o -
€ 9 23 » ogd-hes » ServerFarms »
File View Hep Create Server Farm 3 S
Conmections |
Add Server F
-2 8 p. ”
93 Stert Page A
v 93 ogd-has (ogd-has\0G(]
i+ L2 Application Pecls Server address:
e Io d-has o
| > @ DefaurWebSitd |°2
33 Server Farms [ Online
Hide advanced settings..
hesithCheckAltemat 0 ~
hostName
TR
httpsPort 5000
weight 100
v
Server Address Seatus
pmion | (10| ][ om

8. Repeat this operation for each HAS Server of the cluster.

You now need to add each server of the cluster. If you have a single server for
HAS then you need to put this server.

Example: with two HAS server names “vp-hasl-v5” and “vp-has2-v5”.
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Add Server ? *

Server address:

|| L]

Online
Hide advanced settings...

Remowve
healthCheckAlternat -
healthCheckAlternat 0
hostMame
httpPort 80
httpsPort 443

e Y 100 o
Server Address Status
vp-hasl-v3 Online

L3

"l‘% Internet Information Services (15} Manager

e Z3 » VP-ISIVS » ServerFarms » HAS » Servers »

File View Help

ST 93' Servers
.9 Start Page Address Status

L ﬁa VP-I51-¥5 (MTAS\ogd) i Hasl V5 Onli
..... (=} Application Pools Ef B 2 fﬂE
;B Sites = vp-has2-V5 Online
W 33| Server Farmns

i HAS
i 33 Servers

7. Click Finish.
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@
/(: ’—b 33! » ogd-hes » Server Farms »
File View Help Creste Server Farm ? X
Add Server ;
e-idlA e
»ﬁS:mP»ge

v 97 ogd-has (0gd-hes\OGC
-~ Application Pools Seaver adéress:

v -4 Sites “
» @ Default Web Site
> 44 Server Farms 2 Online
Hide advanced seftings., Remove

healthCheckAhernat O -

hostNeme

hetpPort 80

hetpsPont EXE

weght 100

v
Server Address Seatus
Previcus Next Finish Cancel

8. When prompted click Yes to create the URL Rewrite rule.

@
/(: : 33! » ogd-hes » ServerFarms »

File View Help
Q28 a Server Farms e
. E Start Page Nome - Status 0 Help

v 9 ogd-hes (cgd-has\OGD)
L} Application Pools
v -9 Sites
» @ Defauit Web Site
44 Server Farms.

Rewrite Rules

IS Manager can creste @ URL rearite rule to route all incoming requests
1o this serves farm automatically. Do you want Lo creste this rule now?
You can ako create this rule later by wisting the Routing Rules page of

the server farm.,

e JC ™

If you do not get prompted to create the URL Rewrite rule it means URL
rewrite might not be installed. You must install it and then create the rule
manually.

2.6.2. Configuring the Health Test

To configure the Health Test:
1. Select the Server Farms you have just created.

2. Double-click Health Test.
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Group by: | EERE |~ 125~

i Application Pools

! Sites Server Farm
v "55-' Server Farms LO ) - %'g #
v i3 06D-HAS S = i : nd
O aa Cinng Caching Health Test Load Balance Monitoring Proxy
and Manag...

3. In the input URL add the server URL:
Always write “localhost” regardless of your public URL/DNS.

o HTTP: http://localhost/admin/cluster/node/health

o HTTPS: https://localhost/admin/cluster/node/health

3 IR
r &
> Ty
Routing
Rules

Server
Affinity

Choose HTTP or HTTPS depending on how the instance node has been
configured. See corresponding chapter for more details “4 SSL Certificates

configuration”

URL Rewrite option HTTPS
or HTTP

https://vp-iis1-v5.fr.mega.com

I
I
i 1IS

Br‘:,v:,ls)er i Web Server HAS Server
! vp-iis1-v5 vp-has1-v5
|

Firewall Firewall

2.6.3.

To configure the timeout:

Configuring the proxy timeout

1. Select the Server Farms you have just created.

2. Double-click Proxy.

)
|
|
/E‘ m Port443 Ye—os | Port 5000 E T
—_—  m— —T — —> —>
@ Internet i > (65 ]
|
|
]
1
I
]

SQL Server
vp-sqli-v5

File View Help

T 0‘% Server Farm
uu' = ] &. !
-3 Start Page —
: Group by: A - -
w 83 VP-1IS1-V5 (NTAS\ogd) . &2
|5} Application Pools Server Farm ) . .
w.@ Sites o\* . *?3 ﬁ‘ %!3
© 5 & Default Web Site = - LM 7 i‘} b
= 5§J Server Farms Caching Health Test Load Balance Monitoring | Proxy ¢ Routing Server
v 33 HAS and Manag.. Rules Affinity
). -3 Servers
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3. In the Time-out field, enter 120, then Apply. 120s is the max do not put
above.

File  Wiew Help

Connections
Q- |58 G Proxy

v iﬂ WVR-1I51-V3 (NTAS\ogd)

Use this feature to configure proxy settings for Application Request Routing.

J.;i‘ Application Pools HTTP version:
w . @] Sites
. > & Default Web Site ‘Pass thraugh w
~ 35 Server Farms .
: A Keep alive
v 3, HAS F
» -3F Servers

Titne-out (seconds):
120

2.6.4. Configuring the URL Rewrite rule

You need to adjust the URL Rewrite rule that was created:
1. Click the IIS root level.

Internet Information Services (1IS) Manager -
€ 9 m} X
&5 %> ogdhas » RS U
File Yiew Help
Q- iJ 8 ﬂ ogd-has Home -
: pen Feature
- st page Fiter - W Go - GhShow AN | Group by: Manage Server
< 93 ogd-has (ogd-ha\0GD) ' - s o _ NP
< Application Pools s P .; les
v (@ Stes £ o
- =y X -
> 4 Default Web Stte # % \EJ o =) i m'] B op
v 33! Server Farms Application Authentic.. Compression  Default Directory  Emor Pages View Application Pools
v 1§ HAS Server Farm Request R... Document  Browsing View Sites
33 Servers = el - b Set New Web Platform
B @2 € § = A .
Failed Handler HTTP logging  MIME Types  Modules ® Hei
Request Tra.. Mappings  Respon...
» iy : A
Fos =l P =AD
L L th
Qutput Server  {URLRewrite! Worker
Cachng  Certificates Processes
Manasgement -
B | E
Configuret..  Festure Shared
Editor Delegation Cenfigurat...
[_ Festures View (% Content View

2. Double-click URL Rewrite.

The rewrite rule created is named “ARR_ server farm name”.
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‘j Internet Information Senvices (1IS) Manager

& 5 %) ogdhxs »

File  View Help
ok @
URL Rewrite
Q-8 o
.- qi Start Page 8
Provides rewriting capabilities based on rules for the requested URL address and the
vS ?-M(OQC-MOGD) content of an HT TP response.
- Application Pools Inbound rules that are applied to the requested URL address:
v @ Sites 8
, @ Default Web Site Name Input Match
v 33! Server Farms | 4] _ARR HAS Server Farm |. URL Path Match
v 1 HAS Server Farm
33 Servers
<

Qutbound rules thet are applied to the headers or the content of an HI TP response:

Name Input Match

<

l = Features View (.2 Content View

Configuration: ‘locsihost’ spplicationHost.config

Pattem

3. Select the rule and double-click it (or click Edit).

4. Expand Conditions section to add one:

o Click Add.

o In the Condition input field, enter {HTTP_

o Select “"Matches the Pattern”

HOST}

- o X
| (@
 Actions
Add Rule(s
Manage Server Variables
View Jerver Vanabie
Manage Providers
View Rewrite Maps
View Provider:
Conditions ¢
Inbound Rules &
Rename
XK Remove
Disable Rule
£ Move
& Movel
Outbound Rules ()
View Precondition
View Lustom
© Hep
63

o In the Pattern field, enter the DNS of your URL. Example « vp-iisl-

V5.fr.mega.com »

Q;#; Edit Inbound Rule
| Matches the Pattern w Wildcards

s
Pattern:
* it Ern...
\— Add Condition ? X patt
Ignore case Condition input:
[{HTTP_HOST} |
Conditions Check if input string: .j'éj.
. . | Matches the Pattern w~ |
Logical grouping:
Match All
Pattern:
Input |\rp—iis1 -v5.fr.mega.com| | | Test pattern... | dd..
Ignore case Hit..
Imove
ok | Concel
wove Up
Move Down
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5. Scroll down to the Scheme drop-down menu:

You will be able to decide this on the Instance Manager in the following chapter. If you
have selected "Enable https” between cluster then select HTTPS else select HTTP.

r S—— - — —ma

Start instance

Select HAS version to run this instance on node W-0GD
HAS Version for node W-0OGD

HOPEX » 5.0.3+1084 (HOPEX V5.0 CP3) ~

|

Public address
https://w-0gd:5030

Public cluster entry point {Default is machine name with port)

B Enable https

1
1 You ¢ certificate thumbprint or certificate file path [.pf). If noneis specified an auto-zigned
f Certificats (optional) Password
Certificatefilepath | seessees @
Or

Certificate thumbprint

]
Cancel

| |
e

o Select HTTPS (443) if you are securing the URL
o Select HTTP (80) if you are not securing the URL

HTTPS (preferred choice)
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€} internet Information Services (1IS) Mansger
K:l—y €] » ogd-has »
File View Help
Connections

€~ L
§3 Start Page
v 93 ogd-has (0gd-has\OGD)

0# Edit Inbound Rule

Ignore cas
2 Application Pools M Ignore case
v (&) Sites
@ Default Vieb Site
v 33 Server Farms Conditions
v 3 HAS Server Farm
- @7 Servers
Server Vanables
Action
Action type
Route to Server Farm
Action Properties
Scheme: Server farmn:
hitps// v HAS Server Farm
<
[= Features View |22 Content View
s el wiaionieat o

@
;— > €] » ogd-has »
File View Help
Connections.
Q- id e
63 Start Page
v 93 0gd-has (0gd-has\OGD)
4} Application Pools
v .{@) Stes
@ Default Web Site
v 33 Server Farms
v 3} HAS Server Farm
* 31 Servers

0” Edit Inbound Rule

M ignore case

Conditions

Server Vanables

Action
Action type:
Route to Server Farm v

Action Properties

Server famn:

HAS Server Farm

Scheme:

Wtps/ v

<

[= Features View |27 Content View

Configuration: localhost applicationHost.corfig

v

Path:
/{R:0)

Path
R0}

HTTP

|

@ e

|

6. Click Apply.

CAUTION: There are 2 areas where you defined HTTP and HTTPS. This option

is the communication between IIS and HAS

2.7. Request Filtering

You need to adjust the Request filtering rules in IIS. Make sure that:

e there is no URL request filtering.
e there is no HTTP Verbs request filtering.

» there is no header request filtering.
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e there is no query string request filtering.

Having value in any of this tab of IIS may interfere with HOPEX and prevent it from working
properly. All security aspect of this request filtering are already managed by HAS.

You must Edit feature settings:

1. On root level select Request Filtering.

eﬂ Intemet Informatien Services (11S) Manager = =]
R = 3y ¥
C 5 5+ W-0GD » & @
File  View Help
ﬁfil W-0GD Home i
ke COpen Feature
JCERTE ==
- N OBRINTOED) Filter: + W Go - Gk ShowAll | Groupby: Area - - Manage Server
t::) Application Pools e = e
Sites —= § 5 q 9 oAl
A = B > f T A A Sta
3 53| Server Farms '__‘% \t\f R{‘-‘; “ =] Hd = (b _tcn
MET MET .MET Error .MET MET Trust  Application Connection
Authorizat.. Cempilation Pages Globalization Levels Settings Strings View Application Pools

Machine Key Pagesand

View Sites

Get Mew Wekb Platform

Providers  Session State SMTP E-mail Components
Controls ) Help
s
@? & @ d o ]
Application  Authentic... CaGl Compression  Default Directory  Error Pages
Request R... Document  Browsing
& €& & €& & § @
Failed FastCGl Handler HTTP ISAP| and  ISAPI Filters Logging
Request Tra..  Settings Mappings Respon CGI Restri...
oA PE S = @
MIME Types  Modules Output Request Server URL Rewrite  Worker
Caching Filtering Certificates Processes
Management
2 0
B E N
Configurat... Feature Shared Web
Editor Delegation Configurat..  Platfor..,
[ Pesture View I ContentView
Ready b1
2. In the Actions pane, click Edit Feature Settings.
&5 Internet Information Services (11S) Manager = O x
‘& §9) W-0G6D » @@~
File  View Help

v 85 W-0GD (NTAS\OGD)
¥ Application Pools
@ Sites

5 351 Server Farms

0‘;1 Request Filtering

Use this feature to configure filtering rules,

= Rules

Verb

Allowed

3. Increase default value 2048.

# Hidden Segments ~@ URL # HTTP Verbs ‘& Headers f:?;‘ Cuery Stringsé__-* "

® Werbs that appear in the list
and have Allowed set to
False are blocked. No other
| werbs are blocked.

Actions
Allow Verb.,,
Deny Verb...
Edit Feature Set'.mﬂﬁf...
S
@ vep
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o Maximum query string (Bytes): 9012

“\3‘ Request Filtering

Use this feature to configure filtering rules.
[% File Name Extensions = Rules =@ Hidden Segments =@ URL 7 HTTP Verbs €. Headers @ Query Strings

Query String Action

Edit Request Filtering Settings ? X

General

Allow unlisted file name extensions
Allow unlisted verbs

Allow high-bit characters

[ Allow double escaping

Request Limits

Maximum allowed content length (Bytes):
(30000000 |

Maximum URL length (Bytes):
[4096 |

Maximum query string (Bytes):

o |

2.8. Configuring Logs files details and location

The following steps are “optional”. They are here to ease:
« diagnosis with complementary logs

« move location of all IIS logs

Launch the IIS Management Console
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% Internet Information Services (IIS) Manager

” l% » Start Page

File View Help

Q-H |2 |8

&5 Start Page

v 93 ogd-has (ogd-has\OGD)
Appllcatlon Pools

Internet Information SEWVICES 1'

Manager:

Applicatio =

Recent connections Connection tasks

Online resources

Connect to localhost IIS News and Information
N, Se
. - Default Web Site eme e Connect to a server... 1IS Downloads
v ﬁj Server Farms Sflogd-has focal Connect to a site... 1IS Forums
> 3% HAS Connect to an application... TechNet
MSDN
ASP.NET News
Microsoft Web Platform
< >
\ B\, SR\, J
IS News is disabled, click the Enable IIS News link to get the most recent online news.
" 7
Ready
2.8.1. Locating 1IIS Logs
To locate IIS logs:
1. Select the Root level of the IIS Server.
@) Internet Ind Servces (IIS) M; - a X
B =

File View Hep

i L@ Default Vieb Site
v 33 Server Farms
» -3 HAS

‘hdy

% ogd-has Home

Filter: = W Go - GShow All | Group by: s
3 " o Restar
. — a b San
? R d o B E ||ew
Apphcaton  Authentic.. Compresson  Defaul Dwectory  Error Pages View Application Pocls
RequestR.. Document  Browsing View Sites

- TR
@ | ] X
B & & W= A
Faled  Handlr  HTIP | Logqing | MIME Types  Modudes
Request Tra.. Mappings  Respon
o W = t%
Output Server URL Rewnte  Worker
Ceching  Certificates Processes
Management ~
S Y T
Configurat...  Feature
Edtor Delegation Conﬁquul
. Festures View |1 Content View

Gt News Web Platfam

{ J 5=
Lomponents

@ Hep

2. Double-click Logging.
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©) intemet information Services (IS) Manager - [s] X
X EREE
Fie View Help
" H | & ]a i' Loqging i"‘J Apply
) q. Start "": Use this Teature 1o corfigues how IS 10gs requests on the Web server, B Cance
" 2 Appicetion Pocls Onelog file pe: - "
2 10g file per:
— - View Log Filles,
v (& Stes Site v]
| € Defeuk Web Site ® Heo
v 3% ServerFamms
> 3 HaS togFle
Format
wic v Sdeafeds. |
Directory:
$5ymemDiveXnetpusliogs Legfiles || erowse..
Sscodeg
UlF8 v
Log Bvent Destnation
Select the destination where |IS wil write log events.
@ Log fie orly
O ETW event only .
<l
| roatures view [ Cantent View
Corfigurstion: ‘Iocslbost aplicationHost cenfig b B

3. In the Logging pane, adjust Directory location of logs.

2.8.2.

To enable detailed logs for HTTP status code 502:

1. Go to Root level.

Enabling detailed logs for HTTP status code 502

Wy Inteet Information Services (IIS) Manag - (w] X
@B o @ e-
File View Help
‘.' H (4] f‘ 0; Ogd‘has Home Open Feature
- W Stat Page v > | Manage Server
vqmm e ¥ o - Gishowad | rovp by & Restart
{2 Application Pools s ‘; =
v 4] Sites 3 = Stert
| ' @ Default Web Site # $ ﬁ o ‘-;3' & 8 Swop
v 33) Server Ferms Appls Authentic.. Compressi Default Directory  Error Pages View Application Pools
N % HAS RequestR... Document  Browsing View Sites
[ - ] \
{ F & - = Get New Web Platform
E i *ﬂ = i F; ‘ﬂ Components
Failed | Handler HTTP Logging MIME Types  Modules @ o =
i Request | Moppings  Respon..
E!'!!t.m!%.!!i - }J » q
Hig La s &y
Output Server URL Rewrite  Worker
Caching  Cenificates Processes
Management
Configurat...  Feature Shared
Editor Deegation Configuret..
[ Fesstie 3 ortn Ve
Ready

2. Double-click Failed Request Tracing Rules.
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@] Intemet Inf Services (IS) M = 0 X
N )= ICL LT
File View Hep
_‘_ =T Y q Failed Request Tracing Rules _Add“_
! :.s“np* Use this festure to configure tracing for failed requests. A request trace is logged either View Ordered List
v &3 ogd-hes (ogd-hes\0GD) when an error status code is generated or when the time taken for the request exceeds 3 o
' . " y o e
i~} Application Pools specified duration, If both conditions have been fulfilled, the first condition that is met P
v j Sites will generate the request trace.
{ L Default Web Sit: )
3 m? Facing = G'oupby:nNoG'oupmq -
> 3 HAS Path Associated Prowd...  Status Codes Time Teken €
Add...
View Ordered List..
@ Hep
< >
[ Fosurs v | Conrt i
C "' g onk M: q
3. Right-click the list and select Add.
@y Internet Information Services (IS) Manager
E5 9 ogdhas > wohe-
File \View Help Add Failed Request Tracing Rule ? X
@-id|% I8 % Specify Content to Trace -
- q mm 1ewr Ordered Lut...
) Applicstion Pools | What would you like to trace? i
v &) Sites
| | @ DefauWebSig @ Allcontent ()
v 33) ServerFerms O ASP.NET Caspn)
> 33 HAS
O AP ("asp)
O Custom:
Example: tr'.aspx
| Previous || Net | | Finish Concel |
otV ) Conte Ve
Config: “localh P config oi:i

4. In the Add Failed Request Tracing Rule, select All Content and click

Next.

Page: 37/ 132



()MEGA

HOPEX Application Server - Installation Guide

@ Internet Information Services (1S) Manager - x
© 5 G ogdhas » e the-
File View Help Add Failed Request Tracing Rule ?
B e s -
Q-7 I8 % %dd.
Gy Stant Page jew Ordered List...
« %2 oge-hes (ogd-hes\ 06 -
-&} Application Pools Under which condition(s) should a request be traced?
v .8 Stes
@ Defauk Web Sitg ) Status code(s):
v 33 Server Farms Im }
R Example: 401.3-999,405
[ Time taken (in seconds):
[ Event severity:
[&lw v
Predous ([ Net || o | Cancel
I‘l"‘ﬂ&am\ﬁ(w .2 Content View
—— 2 e 9

5. Select Status Code and in the field enter *502” then click Next.

6. Click Finish.

Q) internet information Services (15) Manager ”
€ 5 %) ogohas » oahe-
File View Hep Add Failed Request Tracing Rule ?
Select Trace Providers
Q-2 8 % had
‘ e fiew Ordered List...
v 93 ogd-has (ogd-has\0GL
2 Application Pools Providers: Help
v (@) Skes Provider Properties
' ASP
@ Default Web Sag = <
vl sevetums | [Doan b Vesbosky:
> -5 HAS = [ %
Aress:
[ Festures View | Content View
Soul'a Joalon ok I 4.
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€ Intemet Information Services (IIS) Manager - a X
& 5 €, ogdhss » Wty @
File View Help
Connections | @ ) ) | Actions
Q- i ’ Failed Request Tracing Rules
L> bl [ | ‘ \dd
:? Stact Page Use this feature to configure tracing for failed requests. A request trace 1s logged ether Edut
v °‘9""‘“ (ogd-ha:\OGD) when an error status code is generated or when the time taken for the request exceeds a HK Remove
et Application Pools specified duration. If both conditions have been fulfilled, the first condition that is met
v & Sttes will generate the request trace.
% @ Defautt Web Site Group by: No Grouping v @ e
v 23 Server Farms »
, Bg HAS Path Associated Provid...  Status Codes Time Taken E
: ASP ISAPI Bxtensio... 502 00:00:00 L
< >
| "= | Features View |17 Content View
Configuration: ‘localhost’ spplicationHost.config 9

The rule for tracing HTTP 502 errors is now added. You must now enable the
Tracing logs.

To enable the Tracing logs:
1. Go to Default Web Site.

& Intemet Information Services (IS) Manager

- o x
& (@) @ » ogdhas » Stes » Defavt WebSite » (~IERN -
9
File View Help
Connections Actions.
Default Web Site Home
CHEIEAY @ B oy
© StantPage o v 6o~ @ e
83 ogd-has (ogd-hes\OGD) RS0 \eaShow Al ov by = EnSne
2 Apphcation Pools s L =
v & Sites &7 r< 11 x: o
i a = & Basic Set
@ Default Web Ste r}) Ql o 2 o Uz = e
v 481 Sever Farms Authentic.. Compression Default  Directory  EmorPages  Failed e Appications
1h ras ocument  Erowsing Request T oo Vi s
& & M = A F o Manage Website -
Handier HITP Logging MIMETypes Modules  Output & Restant
Mappings  Respon. Caching B
- 8
= Browse Website
SSL Settings  URL Rewite 2
Management % pmicnd it
Configure
Configurst Lims
Editor ®
T Festures View (.2 Content View
Resdy @

2. In the Actions pane, Manage Website > Configure section, click Failed
Request Tracing.

3. In the Edit Website Failed Request Tracing Settings window, select
Enabled.

4. (If needed) In the Directory field, modify folder location. Default:
%SystemDrive% \inetpub\logs\FailedReqgLogFiles.

5. Adjust Maximum number of trace files. Default 50.

6. Click OK.
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9 Int
:— > @ » @ » ogd-has » Sites » Default Web Site » 2 Tl > A
File View Hep
l Default Web Site H |
clau €D SiIte Home
1‘.' 28 0 2 b
€y Start Page - Edit Permissions
v 93 ogd-hes (ogd-hes\OGD) fm - ¥ e |Gt & Edit Site
-2} Application Pools S * Bindings
v & Sites Edit Website Failed Request Tracing Settings ? X B
- &P Default Web Site & Bas
v 44! Server Farms [ Ensbie iled \
\ 3-0 HAS st Tra... . i eciones
Directory: R
i‘!‘S,-slemDnve*;\-netpub‘.logs\FlaledReqLogl'xles = V‘ ge W o e
beput 2 Restant
Maximum number of trace files: khing >
|50 | S
Browse Website
[®) Browse ":443 (https
[ox ][ comn Advancedscting
. dvanced Settings
Configure
J Failed Reque: 3
Configurat Lirr
Edetor o Hel
| = Features View | Content View
Ready

|

2.8.3. Checking configuration (optional)

The server farm and healthcheck configuration you did are stored by IIS in an XML file
in Microsoft. This file is called applicationHost.config.

You can find this file here: %windir%\system32\inetsrv\config

1. Access the applicationHost.config file.

I [ [l = | Config

Home Share View

&« - » ThisPC » Local Disk (C:) » Windows » System32 » inetsrv » Config »
-
O name Date modified Type Size

3 Quick access
B Desktop % Export 54"':?._'-"202{' 1::_‘3 P F?Iefolder

Schema $/6/2022 1:46 PM File folder
!’ Bowiloads: A [ adeinistration.confia 1/14/202212:48PM  CONFIG File 19 ke
5| Documents || applicationHest.config CONFIG File 72 KB
=] Pictures * ] redirection.config CONFIG File 1KB

Hopex Applicatic

= This PC
2. Go at the end of the file or search for your server name and port.

3. You can check here the port you have selected and healthcheck url.
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1 r_:{ CAWindows\System32\inetsn\ ConfighapplicationHost.config - Notepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7
JHHERRE s ah|ide(ay 2x | EE| ST EREAae | @ENNE

E ap&iicéhf;n I-lvl;)st_.conﬁ“g Ej |

<add name="CCI-exe" path="+*.exe" verb="+" modules="CgiModnle" rezourceType="File" recuirelcc
<add name="TRACEVerbHandler" path="+" verk="TRACE" modules="ProtocolSupportMcdule"
<add

W
{4

(=)
it tn G
W -1 m

regquirelc
me="0PTIONSVerbHandler" path="*" verb="O0PTIONS" modules="ProtocolSupportModule" requi
<add name="ExtensionlessUrlHandler-ISAPI-4.0 32bit" path="+*." verb="GET,HEAD,POST,DEBUG" moc
<add name="ExtensionlessUrlHandler-ISAPI-4.0 €4bit" path="+." werb="GET,HEAD,POST, DEBUG'
<add name="ExtensionlessUrlHandler-Integrated-4.0" path="%.," ver GET , HEAD , FOST ,DEBUG"

<add name="StaticFile" path="#" verb="#" modules="StaticFileModule,Defaul tDocumentModule,Dit
</handlexrs>

</system.webSexrvers>
</location>
<webFarms>

o

<webFarm name="HAS" enabled="true">
<server address="vp-hasl-v5" enabled="true">
<applicationRequestRouting httpPort="5000" httpsFort="5000" />
</server:>
«<server address="vp-haz2-v5" enabled="true":>
<applicationRequestRouting httpPort="5000" hrttpsFortc="5000" />
</server:>
<applicationRequestRouting>
<protocol timecut="00:02:00" />
<healthCheck url="https://localhost/admin/cluster/node/health" />
</applicationRequestRouting>
</webFarm>

<applicationRequestRountings>
<hostAffinityProviderList>
<add name="Microsoft.Web.Arr.HostNameRoundRobin" /3
</hostAffinityProviderList>
<fapplicationRequestRouting>
</webFarms>

For more details read the Microsoft official documentation:

https://learn.microsoft.com/en-us/iis/get-started/planning-your-iis-
architecture/introduction-to-applicationhostconfig
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3. HOPEX Application Server (HAS)
installation

The following installation instructions are to be applied for the First server of the farm
that will behave as an "HAS Server”.

Should you have several "HAS Server” you need to add each additional HAS Server to
the cluster. Please read the cluster section.

3.1. Installing the prerequisite software

Download and install this prerequisite software technologies:
A supported web browser: Chrome, Firefox, Edge

.Net 6 Hosting Bundle x64 (latest version as more secure):
https://dotnet.microsoft.com/download/dotnet/6.0

. Net 6 SDK x64 (for Development server only)

.Net Framework 4.8:
https://dotnet.microsoft.com/download/dotnet-framework

Visual C++ Redistributable 2015 - 2022 64 bits
o vc_redist.x64.exe

https://support.microsoft.com/en-us/help/2977003/the-latest-supported-
visual-c-downloads

ODBC Driver 17 or 18 for SQL Server X64 too if the SQL Server database
is not on the same physical Windows than HAS Server.

https://docs.microsoft.com/fr-fr/sagl/connect/odbc/download-odbc-driver-
for-sqgl-server?view=sql-server-verl6

CAUTION: 20DBC Driver 18 is supported from V5 CP4 onward.
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3.2. Configuring t

he file server

1. In Windows Operating System turn on File Server and SMB:

With Windows 10: from Control Panel: “Turn Windows features on or off”

Windows Features

Turn Wi

O X

ndows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its

check box. A filled box means that only part of the feature is turned on.
Remote Differential Compression API Support A
O Services for NFS
] Simple TCPIP services (i.e. echo, daytime etc)
=] SME 1.0/CIFS File Sharing Support
SMB 1.0/CIFS Automatic Removal
SME 1.0/CIFS Client
SMEB 1.0/ CIFS Server
SMEB Direct
Telnet Client
%ﬁows you to connect to other computers remotely. l
[ ] Virtual Machine Platform
1 Windnws Hvnervisor Platform N

Or

Cancel

With Windows Server: from Server Manager: Add Roles and features

(https://docs.microsoft.com/en-us/windows-server/administration/server-

manager/server-manager#start-server-manager)

2. Click Manage and select Add Roles and features.

T Server Manager

Server M

Dashboard

Local Server

All Servers

File and Storage Services B
1S

A

(&) | F Tools  View

anager * Dashboard Manage
Add Roles and Features

Remove Roles and Features

WELCOME TO SERVER MANAGER

Add Servers

Create Server Group

Server Manager Properties

o Configure this loca

]

QUICK START
2 Add roles and features
Add other servers to manage
WHAT'S NEW o
4 Create a server group
Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total 1
= File and Storage =
[ 1 [© IS 1
B services
@ Manageability @ Manageability
Events Events

3. In the pop-up Wizard, click Next.
The Server Roles page is displayed.

4. Select: File Server.
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5. If prompted click Add Features.

T Add Roles and Features Wizard - o X
P . DESTINATION SERVER e Add Roles and Features Wizard - o X
Select installation type oohas
et destinat DEsTNATION seRvER
Select the installation type. You can install roles and features on a running physical computer or virtual Select destination server ogenas

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features

Select a server or a virtual hard disk on which to instal roles and features.

©/{Seiect a server from the server pool
O) Select 3 virtual hard disk

©) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD)) to create a virtual machine-based
o session-based desktop deployment.

Server Pool

Fiter:

Name 1P Address. Operating System

1 Computer(s) found
‘added by using in ¢ .dw and
i e not shown.
T Add Roles and Features Wizard = ] X
DESTINATION SERVER
Select server roles cod-has
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection 7 DN Server ~|  File and iSCSI Services provides
technologies that help you manage
[] Fax Server = S S
— 4 (W] File and Storage Services (2 of 12 installed sk
PROIFile and iSCS! Services (1 of 11 installed S s S e
| File Server (Installed) files to branch offices, move or fail
[ BranchCache for Network Files over a file share to another cluster
O Data Deduplication node, and share files by using the
[C] DFS Namespaces NFS protocol.

[C] DFS Replication
[] File Server Resource Manager
[ File Server VSS Agent Service
[] iSCSl Target Server
] iscsi Target Storage Provider (VDS and VS$
[J Server for NFS
[ Work Folders
/| Storage Services (Installed)
[] Host Guardian Service
[] Hyper-v
M1 MultiPaint Services v

Next> instl

6. Click Next up to install.
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3.3. Downloading HAS Server installer

To download the latest installer from a server/laptop that has access to internet:

1. Go to https://store.mega.com/.

ﬁ BSF?E x & Modules HOPEX Releases MEGA Community m
ore
, a8
HOPEX Aquila L 4 HOPEX V5.0
Release Date; 1012/2023 '.! ‘ 1_., __l_ Release Date: 9014/2021

e —— e e e

2. In the HOPEX Releases page, click HOPEX Aquila.

+ Back

HOPEX Aquila

HORPEX 60 " !

| Download Offline installer
g ————————

3. Click Download installer.

The Setup file is downloaded.

. Hopex Application.Server-1.0.134.5etup exe

You do not need to be authenticated to download the installer.

3.4. Getting your installation key

|II

To get your “personal” installation key:

1. Go to https://store.mega.com/.

2. Click Sign in.
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3. If you have never connected to any MEGA website (MEGA Community,
MEGA HOPEX Store, MEGA e-learning platform).

+ Click "Don't have an account? Sign up”

« Create an Account.

+ Set a new password.

« Confirm your account by clicking the email received.
If you have already an account on MEGA website:

+ Connect with your professional e-mail and password.

4. Click your Avatar > My Profile to get your own personal installation key.

5. Copy the Installation Key.

If you fail in this process and encounter an “Access Denied”, contact your
sales representative.

DO NOT SHARE this installation key. It is private for your organization.
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3.5. Installing HAS Instance Manager with the setup

3.5.1. First steps “online”

Launch the installer: double-click the "Hopex.Application.Server-1.0.X.Setup.exe”

Caution: this action must be done from a server that has online internet
access to https://store.mega.com/ You can go offline later

Step 1 Step 2

» Select Accept license.

e Click Next

HOPEX Application Server Setup

You must accept the license to continue installation.

Al DU .

This Software Agreement is the property of the Customer and cannot be transferred
without the express assent written from MEGA International. If you merge or are took-over
by another entity whereas you are subjected under the terms and conditions of this
Agreement, you are required to inform MEGA International the same day of the
announcement

TECHNICAL ASSISTANCE.
The technical Assistance for the Products as described by MEGA International, can be
found at http://www.mega.com

Copyright © MEGA International

Accept license

Copyright 2023 - MEGA International - All Rights Reserved

Step 3 Step 4

« Enter your Installation key obtained e Select Bundle "HOPEX"

from the MEGA HOPEX Store « Selection required Version: 6.0

The message "HOPEX Store settings
are valid” appears if the key is correct.

* Click Next

HOPEX Application Server Setup HOPEX Application Server Setup

Fill in the form to install HOPEX Application Server on this machine. All fields are required. Fill in the form to install HOPEX Application Server on this machine. All fields are required.
HOPEX HOP

%5 fs [ https://store.mega.com Address [
Installation key .
Installation key

Hopex store settings are valid.

Hopex e settings are valid.

— Select version

— Selectversion
Bundie
Bundle HOPEX - Version 6.0.0+2114 (HOPEX 6.0) -

Previous

Previous
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Step 5

Step 6

By default “All”
* Click Start download

This may take a while. The total of all
module can goes up to 2Gb.

HOPEX Application Server Setup

Downloading modules from HOPEX Stere. (You can unselect modules to ignare them)

M Install Instance Manager only
Modules

+ Select the module you want to download.

e When all downloads are successful click
Next

HOPEX Application Server Setup

Downloading modules from HOPEX Stere. (You can unselect meodules to ignore them)
I Install Instance Manager only
Modules

Module

has

Version
16.0.0+181

Type
Agent

has

16.0.0+181

Server

has.console

16.0.0+181

Module

has.uas

16.0.0+181

Module

8 ] [ e e

hopex.assessment

17.0.0+6616

Module

hopex.core

17.0.0+6616
oo cooc

Module

Module

has

Version
16.0.0+181

Type
Agent

has

16.0.0+18%,

Server

.

has.console

160.0-181 ¢

Maodule

has.uas

16.0.0+181 *

Module

hopex.assessment

17.0.0+6616

Maodule

hopex.core

17.0.0+6616

Module

Start download

Previous

Copyright 2023 - MEGA International - All Rights Reserved

Copyright 2023 - MEGA International - All Rights Reserved

At this stage, nothing is installed on the server. Files are only downloaded to start

deployment.
You can decide to:

« Go offline (step 7 to 10) if the server you want to install does not have internet
access or if you want to keep the package for later use.

e Continue the setup (go directly to step 11).
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3.5.2. Go “offline”

Step 7

Step 8

» Click Create offline package

« Unfold the folder where you want to put
the packages

HOPEX Application Server Setup

Downloading modules from HOPEX Store. (You can unselect modules to ignore them)

M Install Instance Manager only

Modules

o Prefer a C:\ location. You will be able to
move the files later.

« Create a new folder or select an existing
one for which you have the rights to
write.

HOPEX Application Server Setup

Downioading modules fRE eI LS

M Install agent only
Modules

Select a folder to generate offine installer files

Module

has

Version
16.0.0+181

Type
Agent

has

16.0.0+181

Server

has.conscle

16.0.0+181

Module

has.uas

16.0.0+181

Module

hopex.assessment

17.00+6616

Module

hopex.core

17.0.0+6616

Module

Module

has

has

has.console

has.uas

hopex.core

hopex.dtpx

[fs MEGA International
> @ OneDrive - MEGA International

R GUIMARD Olivier

> HH ThisPC

“ Libraries

> g Network

Control Panel

& Recycle Bin

Copyright 2023 - MEGA International - All Rights Reserved

offline

Make New Folder

EK Can(.?J

Copyright 2021 - MEGA International - All Rights Reserved

Step 9

Step 10

*  When successful a pop-up appears Offline
files ready

+ Click OK

e The setup is closed

« Search for the folder you have just
created

It contains:

- an has.setup.exe file

- an haspackages folder with *.haspkg
file

HOPEX Application Server Setup
Downloading modules from HOPEX Stare. (You can unselect modules to ignore them)
M Install agent only

Modules

Version
L

Module Type
1

has

has

E| + | offline

has.console

has.uas

Offline files copied into C\Users\ogd\OneDrive - MEGA

hopex.core

International\00 - User Desktop'\Desktoploffline

hopex.dipx

B

Copyright 2021 - MEGA International - All Rights Reserved

Home Share View
* B X =
wet Copy path x
Pinto Quick Copy Paste Move Copy Delete Rename Mew
access (7] Paste shortcut. | 1o to - folder
Clipboard Organize
T » offfine »
~
A [ MName
3% Quick access
haspackages
[ Desktop R g
. has.setup.exe
1‘— Downloads

@ Documents

I G

] Pictures

w
.

Caution: naming of folders and files should not be changed

1. Copy this folder on the server where you want to continue the installation.

2. Double-click has.setup.exe.
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3. Perform step 1 and step 2 again. You should arrive directly to step 11.
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3.5.3. Continue setup

Step 11

Step 12

You need to specify which server you are
deploying:

e Production: for production server
e Staging: for UAT and pre-production
e Training: for training only

» Development: for customization
development

HOPEX Application Server Setup

Set the settings informations for instatling HOPEX Application Agent on this machine. All informations are
required.

HOPEX Agent
Port 30100

e ancl fox A1, Password minimum length is & characters.

Password

Agent password for aperin

Previous

Copyright 1986-2020 - MEGA Intemational - All Rights Reserved

« In the Mode drop-down menu select
“Production” (or the other choice
depending on what you are installing)

e In port adjust port number.

Default 30100

Caution: do not use 80 or 443

HOPEX Application Server Setup

Set the settings informations for installing HOPEX Application Agent on this machine. All informations are
required.

HOPEX Agent

Port Training
Staging
Api Key I
Agent console and for APL. Minimum length is & characters.

Copyright 2021 - MEGA International - All Rights Reserved

The Mode as an impact on modules you can deploy, features you can enable
and default logs details
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Step 13

Step 14 (optional)

« Give an API Key value for the HAS
Instance Manager REST API and Web
portal.

« This API Key is for server administrator
only.

Minimum 6 characters with capital
letters and special characters

You can change this API Key later if you
forget it.

HOPEX Application Server Setup

Set the settings informations for instalting HOPEX Application Agent on this machine. All informations are
required.

HOPEX Agent

Port 20100

Agent api key for opening Agent console and for APL. Minimum length is 6 characters.

Api Key

Previous

« Should you want to change:

 Folder location

Default: "C:\Program Files\MEGA” for HAS
Instance Manager

and “C:\ProgramData\MEGA” HAS for
Instance

e« User to launch the windows service.

Required to access the Must License
path or if there is more than 1 HAS
Server

See below 3.12 Windows User and access
rights for more details

In that case:
Click Advanced

* Adjust User service & password (if
blank Local System is the default)

» Adjust Folder locations

e« Click OK and Click Next

HOPEX Annlication Senver Satun
[ Advanced settings

HAS Agent service

YL CAMEGA_HAS\HAS. Agent !

Agent folder (default is p s agent)

STAFTELIEC C:\MEGA_HAS\HOPEX Application Server H

HAS instances folder (default is program data/mega/hopex application server’

= account (keep bl I5yste:

Step 15

Step 16

The HAS Instance Manager is being installed
and related packaged unzipped.

*  When all successful (OK appears), click
Next
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HOPEX Application Server Setup

Installation in progress...
Starting installation version 6.0.0+2114...

- Installing Instance Manager and starting Instance Manager service...

Copyright 2023 - MEGA International - All Rights Reserved

HOPEX Application Server Setup

Installation in progress...
Starting installation version 6.0.0+2114...
- Installing Instance Manager and starting Instance Manager service...
Instance Manager installed
- Copying module packages
Modlules copied.

Installation completed succesfully

Copyright 2023 - MEGA Intemational - All Rights Reserved

Step 17

Step 18

At that step, the process is being launched
by Windows.

A process called
HAS.Instance.Manager.exe should be
visible in Windows Task Manager.

« When ready, the Open Instance Manager
console message appears.

Click it: it will open your web browser.

HOPEX Application Server Setup

Installation completed

HAS Instance Manager ready.

Open Instance Manager console

Finish

Copyright 2023 - MEGA International - All Rights Reserved

The installation process with the setup is finished.

e Click Finish.

If you forgot to open the HAS Instance Manager console you can access it on:
http://localhost:30100/ (adjust port number if you have changed the default value)

Continue, to next step, to create the HAS Instance.
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3.6. Creating HAS Instance

The HAS Instance Manager is now running. No HAS Server instance has been created

by the setup.

« A minimum of one HAS Instance is required. Start from Step 20

e For cluster: see appropriate section.

Step 20

Step 21

« In the login page of the Instance Manager
console enter the API Key created at
installation.

* Click New instance to create an instance

= HAS Dashboard

= HASDashboard

No instances found

You can create a new HAS instance from a local HAS version.

o

Step 22

 Give a name to the cluster.

For instance, "HAS_PRODUCTION"

name.

Example: https://vp-iis1-v6.fr.mega.com

« Keep Enable https selected.

standalone laptop.

Caution: If you keep default value ensure there is no existing cluster name with same

» Set the public URL. (Enter HTTP or HTTPS according to your case)

CAUTION: Do not leave the default value with the server name if you are not installing a
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Cluster name * Public address (1)*
5000 https://W-HGR:5000
Used for cluster database naming Public cluster entry point (Defaultis machine name with port}
Instance Settings Modules
Server name Port (2}* Mode *
W-HGR v

5000 Production v g‘
HAS Version for node W-HGR
HOPEX v 6.0.0+2114 (HOPEX 6.0} v i j

Public gddress
hitps:/fpox.com

Database connection *

server name sa sasnnns LOJ optional parameter

Cluster node communication

B Enable https (3)

You can specify a certificate thumbprint (certificate must include the private key). If none is
specified an auto-signed certificate will be created.

Certificate thumbprint
Is Certificate Authority

The name given to the instance will be the name of the database for HAS.

Step 23

Instance Settings Modules In the_ tab_ Instan_ce fill in the
following information:

e Select the Server Name.
Server name Port (2)* Mode *

Default: the server on which you
are performing the installation.

« Set HAS Instance Port.

Default 5000
o Select an HAS Bundle.

Default HOPEX

W-HGR d 5000 Production v

HAS Version for node W-HGR
HOPEX hd 6.0.0+2114 (HOPEX 6.0) v

o Select an HAS Instance Version.

Default is the one selected at setup
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Step 24

Database connection *

W-HGR sa s @ optional parameters

In case of Database connection error:

Database connection *

W-HGR sa s (O] optional parameters

« Define the Database connection.
Should you make an error in database
connection an error message appears.

e SQL Server instance

<<machine network name>>\<<SQL
instance name>>

e SQL Server User Account

User enabled to access/update SQL
Server

e SQL Server User Password

Password of the SQL server user

e Optional parameter

If You want to use the trusted connection
mode put: Trusted_Connection=True

In that case login and password should be
empty.

Please make sure you have set the user
service for HAS Instance Manager see
below 3.12 Windows User and access
rights
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Step 25

Instance Settings

HOPEX Store

https://store.mega.com

Trace server

server address

Log server

server address

Licence path

Admin password

Modules

token

token

Generate Template

In the tab Settings fill in the following
information:

e The HOPEX Store installation Key.

Default: it is prefilled with the
information given at setup. Except if you
went offline.

Optional actions (that you can perform later

if needed):

e Log server: If you want to use SEQ
add the URL and token to connect to
the log server.

e Tracer server: If you want to use
Zipkin add the URL and token to
connect to the log server.

e License path: put here the path of the
UNC for the Must license

Example: \\W-OGD\Must

e« Admin password: change the default
password for admin user on the
console.

Example: Has2k21!

Note: password must comply with
complexity rules.

Step 26 (optional)

Instance Settings Modules

Add a module

hopex.assessment

Type some text to display module lis

1500.5841.0

hopex.core
hopex.dtpx
hopex.rest.api
has
hopex.redis
has.uas
has.console

has

1500.5840.0

1500.5840.0

1.1.5838

5.0.87

101

5.0.87

5.0.87

5.0.87

B

Additional modules

graphglide

1.1.5838

=]}

In the tab Modules you see the default
module available in the bundle.

If your server has internet access to the
https://store.mega.com you can add
complementary module at this step.

Otherwise skip this step.

e Select the module to add. The
selection is done by the module ID

e Select the required version.

» Click Add.
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Step 27 (optional)

Step 28

When your settings are correct you can save
same as a template for scripting installation
purposes.

« click Generate template.

« Copy and save the generate JSON in a
text file

e Click the Start
¢ When ready the status become “Running”

* Click the URL Public address to access the
HAS Instance created

Template upload

{
"Configuration™: {
"ForceBundle": false,
"PublicAddress": "https://w-o0gd:5000",
"Name": "5000",
"HopexStoreAddress": "https://store.mega.com”,
"NoSsl": false,
"DatabaseConnectionString”: "Data Source=W-
OGDY\SQLEXPRESS2019;User ID=5a;Password=Hasz2k21!",
"Mode": "Production”
I8
"Modules": [

CLUSTERINSTANCES

New instance ‘

© Cluster 0GD_CLUSTER ([T

£ hitps://vp-iis1-v5.frmega.com Add cluster node

Node Port  Bundle Version Status

VP-HASLVS 5000 HOPEX 5.03+1201 Starting,

The URL visible at that stage should be the public URL. Should you see an

URL such as https://localhost:5000 or https://servername:5000 your
installation is not correct

Step 29

HOPEX application server is being started

e @]
HAS Console Hopex Web
HOPEX Application Desktop

Server management HOPEX Web application

console

e While loading you will see a message HAS
is starting with the list of modules being
deployed

e When ready you get redirected to the HAS
portal

» Click the HAS console tile to enter the
console.
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3.7. First connection to HAS Console

Step 30

Step 31 (optional)

At first login (creation of the database HAS)
on the HAS Console the default login and
password are:

- Login: admin
- Password: Hopex (except if you did set it
up on step 25)

Enter the values in the fields

Click Sign in.

e Change the password as requested.
e Click Change password
The password must:

« include at least 8 characters, one
uppercase, one lowercase, one digit, and
one special character

e not use any sequence of characters (e.g.:
12345, gwert) nor contextual words (e.g.:
hopex, mega)

e be complex enough to meet your
enterprise security requirements

MEGA
HOPEX

HAS Console

Login

admin

Password

# Forgot password
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Step 32 (optional) Step 33 (optional)
 When successful a message informs you e Login with the new password with user
that: “Password has been changed “Admin”.

successfully”.

* Click Sign in with new password.

MEGA
HOPEX

HAS Console

Login

admin

Password

# Forgot password

Step 34

The Console shows the modules that are installed and running.
HOPEX Core is not running because it needs:

- the Must license

- One environment (SystemDB)
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HOPEX Application Server - Console

Last connection - 57 minultes ago | B

Installation

Modules

Cluster

Monitoring

v16.0.1.189

Cluster state Set to log Verbose Mode Clear user seitings Export user seltings

Modules Cluster status HOPEX Sessions

HOPEX
Databases
backup -
Starter

@ Ready =Salserver Do

§r 17.1.0+6714

@ Ready L

- - Console

§# 16.0.1+189

HAS
@ Ready ,dﬁ“y h.. ldentity
. Provider

}* 16.0.1+189

14

HOPEX
h..  Questionnaire
Builder

@ Ready

fr 17.1.0+6714

HOPEX
MEGA Core
© Ready HOPEX b ok End

V6.1

1 17.1.0+6714

MEG A HOPEX
© sy HORRL Aquila

17 17.1.046714
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3.8. Adding Must license to MegaSite.ini setting

If you have already set the Must license path with the Instance Manager on Step 25,
you can skip the following steps and go to step 50.

Step 40

Edit MegaSite.ini:
* Select Modules > Module Settings menu

» In the right pane, click the MegasiteSettings icon to edit "Megasite.ini”

HOPEX Application Server - Console Lastconnecton [ >
Name Scope
Installation ~
[# HAS system settings Globals
Modules s [# HOPEX session settings Globals
¢ HOPEX job manager settings Globals
Module List L J g !

I Module Settings % MegasiteSettings Globals
Authenticafion (£ [# Portal settings Globals
Supervisor [ . ]

[# Http Security Headers Globals
Cluster [# HOPEX supervision settings Globals
[# UAS settings has.uas
Monitoring ~
[# HAS Supervisor hopex.supervisor
Step 41

Add Must settings in the text area:
e Add the following section:
[Must licence]

Path=<<server UNC>>

Where <<server UNC>> is the path given to sales administration when you requested your Must
license file.

« Click Save
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HOPEX Application Server - Console Last connection - - [:-}

You can edit this section to update megasite.ini

Installation A A
[HAS]
ServerAddress=https//1700-100-t6714:5002
Modules W
[Must Licence]
Module List Path=\labfile\Musf\Licence-1700_002VM "
I Module Settings Ezi

Authentication (2 Custom megasite content

Supervisor [

Cluster

Maonitoring P

If the license is not correct all next steps will fail. Moreover, HOPEX Core cannot start
if there is no environment with a valid SystemDb.

If you did not set yet a domain user, HOPEX will not be able to access the shared
drive for the license.

To verify the user used to launch HAS Instance manager go to windows services and
search for HAS Instance Manager.

L Services

File Action View Help

&2 | FE G HE »aup

. Services (Local) ' Services (Local)
HAS Instance Manager Mame Description Status Startup Type Log On As
. Q;Google Update Service (gup... Keepsyour.. Manual Local System
Stop the service Q;GraphicsperfS\rc Graphics pe... Disabled Local System

Restart the service
The service... Running  Automatic (Trigger Start) Local System

AS Instance Manager Running  Automatic (Delayed Start)
Q;Human Interface Device Ser... Activates an... Manual (Trigger Start) Local System
Q;HV Host Service Provides an ... Manual (Trigger Start) Local System

oguimard@mega.com
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3.9. Creating or referencing HOPEX environment

Now you have 3 possibilities:

« Creating a totally new HOPEX environment: at first installation (new SQL
Server databases)

+ Restoring existing HOPEX environments (recommended choice)

o To leverage “backup” provided in the MEGA HOPEX Store at first
installation (restore)

o To leverage existing databases (migration)

« Referencing: To leverage existing environment when you migrate from
previous version.

For:
e Creating: start at step 50

+ Restoring: start at step 60 @ recommended choice

« Referencing start at step 70

3.9.1. Creating a New "HOPEX environment”

This solution may take a while as it creates all the database structure and technical
content. The system will:

- create a SystemDB (~2h)
- create a repository (~10min)
For a faster approach go to the recommended choice.
First you must download the HOPEX Environment Installation Package V5.0 from the

store and import it in HAS Console module
https://store.mega.com/modules/details/hopex.core.install

Page: 64 / 132


https://store.mega.com/modules/details/hopex.core.install

() MEGA

HOPEX Application Server - Installation Guide

Step 50

Step 51

e Go to HOPEX installation folder

Default: C:\ProgramData\MEGA\Hopex Application
Server\5000

* Launch Administration.exe
If it doesn’t launch, you have:
A license issues,

e A HAS web access issue.

* Right-click Environments > New

ProgramDats > MEGA > Hopex Application Server » 5000

O Name Date madified Type Size
«certificates 02/11/2021 17:03 File folder
shadowFiles File folder
LecalData File folder
Logs File folder
Modules File folder
shared File folder
[ .pid PID File 1KB
(& templatejson ISON File 1K
[ wersion VERSION File 1k8
& Administration.exe N Application 13 KB
B HoPEX.exe Application 111 KB
|44 HOPEX-regserverps Windows Powers... 2K
(3 Licensing.exe Application 12KB
[ settings.cfg CFG File 1KE
%, Supervisor.exe Application 12KE

% HOPEX - Administration - o X
File Help

|[hopex |
HOPEX

Create reference

x

(3 Cs dossier permst de créer ou d'accéder aux envir HOPEX afin de les La
premiére connexion & un environnement par fadministrateur impose & ladministrateur de s'identifier.
Cette connexion est réalisée dés lors que fon cherche & explorer cat environnement en dépliant ce
dossier. De maniére générale, sur une installation il existe delox environnements : un environnement
dé production pour tous les utilisateurs et un environnement example installé par HOPEX permettant
dé réaliser des tests ou de lapprentissage.

Step 52

Step 53

¢« Give a name to your environment. It
will create a database with the name

<<Name>>_SystemDb

e Adjust location of the folder. A set of
files will be created. In case of
Cluster/Farms deployment the
Location should be a shared folder

Example: \\Environments\SharedEnvFolder
+ Click “OK”

Enter SQL instance parameter
e Set the SQL user password

» Set the password for the SQL
password

» Set the parameter Encrypt=no; or
“yes” if you use SSL communication

For other SQL instance connection string
please read the appropriate database setting
documentation. Used Trusted Connection if
you rely on domain user to authenticate to
SQL Server. Leave login/password blank in
that case.

| & HOPEX - Administration - b0 X Connection Parameters (SOL Server) HOPEX repository: "SystemDb" X
| File Help
v | Instance: | saExpress201s | Testc:mnacq&gj
R} HOPEX User: [ | T Testarants
o
Password: | sessseee |
. Parameters: | |
@@ Environment installation (Create/Update) X
Repository creation mode
e \ My New Environment| \ I oK Creates the SQL database {"[dba]” default schema) ~ |
Location
Cnc SQL Server My New Environment_SystemDb
[ everogramdataimegathopex aplication server\S000Repos | Browse oK
Repository Server Type =8 SOL Server schemat o
(@ 5QL Server [IRestore
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CAUTION: for ODBC Driver 18 ensure to put Encrypt=no; in parameter if you
do not leverage SSL communication with SQL Server

_ K HOPEX
Connection Parameters (5 -
IS L o Test of connection to database server su((essf\% Bl
User: 58
=
Parameters:
Repository creation mode
Creates the SQL database ("[dbo] " default schema) ~ |
SQL Server My Mew Environment_SystemDb
CK
S0L 5 h i
QL Server schema cancel
Connection Parameters (SOL Server) HOPEX repositary: "SystemDb! X

HOPEX »
Instance: |\SQLEXPRES52018 | Test Connection
e E =
u NTs OK
Possword: [ensveese | Q iy
poamerers: ||

Repository creation mode
Creates the SQL database ("[dbo] " default schema) T|
SQL Server My Mew Environment_SystemDb
OK
S0L Server schema: o

 Click Test Connection

* Ensure the message says “Successful”
else adjust the configuration in
previous step

e Click Test GRANTs

¢ Ensure the message says “User
GRANTs OK” else adjust the
configuration in previous step

Step 55

Step 56

e The process is in progress. It may
take a while (From 2 to 6 hours)

Once the environment is created:

» Right-click the environment and
select Open

» Default Identifier: “"System” with
Hopex as password (or empty for
previous version)

» Click OK

. Environment installation X

Repository installation

Cancel

£% HOPEX - Administration - o x

File Help

& HOPEX - Administration - o x
File Help
HOPEX |
HOPEX
=@
a& (CAP D. pex Application Server\: p M. X

éz Enter an identifier and a password to open a session
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This documentation is done for an English Environment and Repositories. If
you want a repository in French/Spanish/Germany/Italian...Ensure to compile
the Metamodel in the appropriate language before creating the repository.

Step 57

Step 58

+ Expand the environment

» Right-click Repositories and select
New

* Give a name to the repository "DATA"

» Click OK

« If prompted Test Connection and
Test Grants

e The creation is in progress. some file
will be imported automatically.

CAUTION: do not click Cancel or Pause

For information: the repository language at
creation is the same as the SystemDB one.

£ HOPEX - Administration - ul X
File Help

& HOPEX - Administration - o x

File _Help

=& Environments "
{5 CAProgramData\MEGA\Hopex Application Server\5000\ReposiMy New Environment * -
Bl -] Repositories X o
et & [ | e
{8 Usermanag  Create reference. i [
&g HOPEX - Administration — o x P e s
Fle Hel Creates the SQL database ([dbo]" defaultschema) v
L 5QL Server My New Environment_DATA o
HOPEX | SQL Server scf hema o
HOPEX
- Environments
£-& C\ProgramData\MEGA\Hopex Application Server\5000\RepasiMy New Environment * & vor - o x
— Fle Hel
% Create Repository X T T
Name:  [cma] ] | = | o : nHo:xn ta XML (BATA)
= Cancel
Location Cancel B o] =0 | [t s e a0 e — 3
‘ C:\ProgramDataMEGAHopex Application Server\5000\Repos\My New Enwu| P T e = |
Repository Server Type Help ool =
@sdlserver Clrestore 57! p——
Rey Options
@ Metamodel
Dsa
Techrica dsta
Check absolute identfiers
Check authonzat
Logging
Save
Step 59
g HOPEX - Administration - m] * . .
fe ha Once the repository is created:
ile  Help
HOPEX . « .
J:E. HOPEL » Right-click the environment and
B'@é""""m"“ select Environment automatic
=] \wp-sgl1-V3\Environments\Oll 3
? Open...
£-48 Repositaries o een u pdate
G- SystemDb [EN] Close
¢ @-{i5 DEMO [EN] Reports »
16 User management optons , You may need to stop the module HOPEX
Metamodel » Core Back-End from HAS Console and
Envi et aut it date ini H
restart Administration.exe
Delete reference
Remove not referenced repositories H
= » Follow the step of the wizard by
) A work envirenment groups a set of use B Configure SOL connection
repesitory containing the metamodel, obj ) ; H H
1e§hni:ar\yinfnrmatmr?cnmmnn 1o all usarl Perform SOL conversion on the repository Cl | Ckl ng N eXt u p tO Ru n.
An environment folder enables access : - .
administration reports (backups, dispatcl Environment activity

models.

For PRODUCTION environment:

e Check “Permission compilation”
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HEPEX HOPEX Application Server - Console
nstataton »
Modues ~
1215.4.0435
Custr
Woniorng » EEETD S0 e A entty Provder 154035 o«
"""""" HOPEX QuestomarsSulder 1164045275
s p hast 55000 topex ot nalzea
hopex corsnot ruming
FEfox o AOPEXCOOBCENVS0 45 iy £}
tfps #p-has1-v55000 Module can not start on this node dua to node role constraints - Start
s/ has2v5 5000 Mot dsabled
& HOPEX - Administration - m] b
File Help
HOPEX || [@ Environment Update Center - Actions X
HOPEX
=38 Eny
=&
- [ Environment update
[/ RDBMS technical alignments
[]Metamodel and data conversions
[AMetamodel and technical data compilation
[ Permission compilation
@ Awor
repos
techni
An en
admin
mode}
gy o close

3.9.2. Restoring an existing database

Restore an existing database if you did not just create a totally new environment in
previous chapter.

Two scenarios:
e You are a totally new customer:

You can leverage “backup” provided by MEGA HOPEX Store
 You are an existing customer:

You have existing database (SystemDb and repositories) that you want to add
to this new installation. This is common in case of migration to a newer version.
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3.9.2.1. Get MEGA HOPEX Store backup
You may skip this part if you already have backup.

Step 60

Versions x
HOPEX Databases backup - Starter
backupstarter
Pubiish

Nam Version date Checksum Download
HOPEX Databases backup - e SRR 76502CICTICFICZ2CASSETD %
HOPEX Databases backup- woo-e22  ai2e022 &
HOPEX Databases backup - 700s6241 8232022 414304 EBTD S 7R28E 754 SCRATD LK L
Sarer 2312022 &
HOPEX Databases backup- N 4
Starter 2 JaRoz £
HOPEX Databases backup - oinise: £

v - o

. HOPEX Databases backup -
~7SQLserver Starter

HOPE:

abase backup made with SQL Server 2017 containing no data. You can use them to create a ne

Summary

This module contains a backup of a fresh environment with an empty repository.

Key Features e

E{E cpAEx HOPEX Application Server - Console

Cluster state || Settolog Verbose Mode | Clear user settings | Export user settings

Installation
Modules  Clustorstatus  HOPEX Sessions
Modules ~
nasconsde  HAS Console 115.40435
I Cluster -
Monitoring ~ Syt HAS Identty Provider 115.4.0435
5
O Failed nopeces. HOPEX Questionnaire Buider 2 16.4.046276

htps:/Ap-has1-v5:5000 Hopex not initialized
https /Ap-has2-v55000 Module disabled due to dependency module hopex core not

0 stommed R IS ZS:EX Core Back-End V5.0

1215.4.0+6276

https/vp-has1-v5:5000 Module can not start on this node due to node role constrair
https/Ap-has2-v5:5000 Module disabled

e Go on MEGA HOPEX Store to get the
HOPEX Databases backup -Starter

https://store.mega.com/modules/details/back
up.starter
« Download the backup related to you

version. Click “Other version” to access
all versions.

To know you version.

« In HAS Console, select Cluster menu

« Check version number for HOPEX Core
Back-end module

« Take the same version and build
15.X.X+XXXX
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Step 61 Step 62
* Rename extension haspk to zip or *  You should have 2 files with the
open directly with you preferred tool extension “.bak” named:

to extract.
“Starter..._Data.bak”

* Unzip the downloaded file “Starer..._SystemDb.bak”

e Unzip the zipped contained inside

s > HOPEX Databases backup - Starter-15.4.0+6243 > StarterBackup-1500_004-tst-6243-SQLServer2019

+ HOPEX Databases backup - Starter-15.4.0+6243 »

O Neme Status Date modified Type Size
# [7) Starter_1500_004_tst_6243_Data.bak 2 BAK File KB
»
D Mame [) Starter_1500_004_tst_6243_SystemDb.b... < BAK File 4 KB

I.__E[’ has-manifest.json
@ Icon.png
[ LICENSE

B starterbac kup-1500_004-tst-6243-50L Server2019.zip

You now need to import those bak in SQL Server. Many options are possible and many
tools exist to perform this action. Use your preferred tool.

The following step use SQL Management Studio as a example. You can download it
here: https://docs.microsoft.com/en-us/sqgl/ssms/download-sqgl-server-management-
studio-ssms?view=sqgl-server-verl6

Step 63 Step 64
* Launch SQL Management Studio and * Right-click Databases and select
connect to your SQL Server Restore Database
* Use the user account that have enough
privilege. In that example “sa”
s Microsoft SOL Server Management Studio (Administrator) LS; s S e S [ e
File Edit View Tools Window Help : )
| - e B ety B @8RS ‘ B -@| -|# File Edit View Tools Wlndolw Help
| (1 Eiecite | OB 0 Brevaey B8R R D S
Object Explorer | | Execute
Connect~ ¥ S
o Connectto Server ject Bxplorer
Connect~ ¥ *¥ [V
SQL Sewﬁr = @ W-0GD\SQLEXPRESS2019 (SOL Server 15.0.4249 - sa)
=]
et Mew Database...
Servertype: Database Engine v ¥
Servername |W-0GD\SGLEXPRESS2019 v Dat Attach...
Authentication: SGL Server Authentication v u I‘;’;C| Restore Databashe.‘.
Login [s= “| - v Restore Files anLuiIegroups...
v
Password: - —
B —— v Deploy Data-tier Application... Db
) g :: Import Data-tier Application...
:
Cancel Bélp Opfiee = s Start PowerShell Db
W Vs
w Vs Reports * Loz En
= Vs Refresh 6213 SOHO
— 3 s — o e R R .
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Step 65

Step 66

e Select device

* Browser for the backup you want

+ Click Add
& Restore Databace @ Locate Backup File - W-OGD\SQLEXPRESS2019 o x
| 2 Mo bockpset seistoto b estore
" Saledt a page O script - | @ Help Backup File location [ el
o & oo s I ———
i e MEGA [ Local-Hopex-Store bak
G ® Microsoft [ Starter_1500_004_tst_6243_Data bak
= Microsaft Analysis Services [ Starter_1500_004 tst_6243_SystemDb bak
focese ” Microsaoft Office
Destnaten R Sk bk deies 0 X Microsch Office 15
Daabase [ ooty th backupmecka anc oot foryourestrs apcton. Microsoft SQL Server
Resoreto: E| 110
. Sackupmeda pe: e 150 N
Bsupnods 80
Restors Name  Component ) 0
Cient SDK
MSSQL15SQLEXPRESS?
St - MSSaL
Backup
& Bim
DATA
e i
# V.OGD\SQLEXPRESS2019 fa] C o ) *
o oK) Conel et Log
\iew connection properties ‘ . .t
[ File name: Backup Fies(" bak;*tm;*log) -
Progress
R Cancel
o G Hep

Step 67 (optional)

Step 68

e Click Files
e Click Relocate all files to folder

* Adjust file location and name
» Click OK

 The import is in progress.
* Click OK when done
 Repeat step 64 to 68.

% Restore Database - tarter_1500_004 ts 6243 SystemDb.
0 Ready
Select a page O script + | @ Help
5 Genel
5 Fies
% Optons © Relocate alfesto older

Data e folder Q. SeverwssaL \DATA

Logfieflder wssaLt \DATA

Logica ie Name _ Fie Type Ongnal Fle Neme Restore A
[ Enviesslab_1.. | Rows Data
Envesslab 1. Log C:\Program Fies\Microsoft SaL i \DAT

Step 69

g Starter_1500_004_tst_6243_SystemDb
[*§ Starter_1500_004 tst_6243_Data

New Database.
New Query
Script Database as

Tasks 3

@ HOPEX_PRODUCTION_SystemDb

= m
I Security

You should now find 2 databases

« Rename to your need while
keeping naming convention

For instance, replace “Start****” py
“HOPEX_PRODUCTION"

_SystemDB cannot be changed.

_Data can be changed by *_***" where
*** is your new name

Go to 3.9.3 Referencing existing environment section.
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3.9.2.1. Use Customer backup

First you must download the HOPEX Environment Migration Package V5.0 from the
store and import it in HAS Console module
https://store.mega.com/modules/details/hopex.core.migrate

Perform the same steps with your backup as described in Get MEGA HOPEX Store
backup above.

Go to 3.9.3 Referencing existing environment section.

3.9.3. Referencing existing environment

Step 70

ProgramDats > MEGA > Hopex Application Server » 5000 ° GO to HOPEX insta”ation folder

[0 Mame Date madified Type Size
Default: C:\ProgramData\MEGA\Hopex
Application Server\5000

.certificates
shadowFiles
LocalData

Logs .. .
o « Launch Administration.exe
1KB
1KB
1KB
Bt A license issues,
1 B
2KB .
- « A HAS web access issue.
1KB
112 KB

If it doesn’t launch, you have:

o
B HoPEX.exe

|44 HOPEX-regserverps
(3 Licensin g.exe

[ settings.cfg

%) Supervisor.exe

If you are coming from 3.9.2 Restoring an existing database you most likely need to
go to Step 73 in chapter "3.9.3.2 From restore step”

3.9.3.1. From existing folder

Follow this step if you have already a folder of environment and a database in SQL.
You are in this situation if you are migrating from previous version. Otherwise go
to the next chapter 3.9.3.2 From restore step
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Step 71

Step 72

* Right-click Environments and select
Create Reference

» Select the folder that contains your
environment.

Once you have selected a valid folder,
the OK button is enabled

©% HOPEX - Administration
File Help

|HGPEK |

HOPEX
)

aNew

&% HOPEX - A
File Help
[rorer |
FIOPEX Browse For Folder X =
288 Environments | o cvonment directory:
> & Documents
> s Downloads
> @ Music
> P Pictures
> [ Videos
> & Windows (C)
> I Libraries
> ‘#l Network
> [ Control Panel
i & Recycle Bin E
] | ,,';
snvironnement parl  Folder:  Windows (C:) I
cherche & explorer | E
environnements - un on

HOPEX parmetiantd Cancel

If you succeeded this step, you can now continue to 3.10 Configuring the non-

interactive desktop heap

3.9.3.2. From restore step

Perform Step 70 then continue to Step 73

Step 73

Step 74

» Right-click Environments and select

+ Enter the name of your environment,

New the one you chose on “Step 69”.
For Example, "HOPEX_PRODUCTION”
* Adjust location of the folder. A set of
files will be created. In case of
Cluster/Farms deployment the
Location should be a shared folder
Example: \\Environments\SharedEnvFolder
*+ Check Restore
» Click OK
&% HOPEX - Administration - u] 'Y & HOPEX - Administration - C
e F

[=EB:=] Environments

Create reference

X

(@) Ce dossier permet de créer ou d'accéder aux environnements HOPEX afin de les administrer. La.
premizre connexion & un environnement par fadministrateur impose 4 fadministrateur de s'identifier
Cette connexion est réalisée dés lors que fon cherche & explorer cet environnement en dépliant ce
dossier. De maniére générale, sur une installation i existe deux environnements : un environnement
de production pour tous les utiisateurs et un environnement exemple installé par HOPEX permettant
de réaliser des tests ou de fapprentissage.

-1 Environments

G Environment installation (Create/Update) X
Name:  HOPEX_PRODUCTION oK.
Location Cancel
ctymega_has\hopex application server\5400\Repos Browse..,
Repository Server Type Help
©5QL Server B Restore
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Step 75

Step 76

e Enter SQL instance parameter
* Set the SQL user password

+ Set the password for the SQL
password

» Set the parameter Encrypt=no; or
“yes” if you use SSL communication.

For other SQL instance connection string
please read the appropriate database setting
documentation.

Use Trusted Connection if you rely on
domain user to authenticate to SQL Server.

« Click Test Connection

* Ensure the message says “Successful”
else adjust the configuration in
previous step

e Click Test GRANTs

Ensure the message says “"User GRANTs OK”
else adjust the configuration in previous step

» Click OK

Connection Parameters (SOL Server) HOPEX repository: "SysternDb x
HOPEX X
Instance: \\SQLEXPRESS2013 [ Test Connection
User: £a [ Test GRANTs
u NTs OK

Password: LTTTTTYN o serq}a :
Parameters:

Repository creation mode

Crestes the SQL database ("[dbo]” defeult schema) ~]

SQL Server

My New Environment_SystemDb

oK

Connection Parameters (SOL Server) HOPEX repository: "SystemDb" >
Instance: | \SQUEXPRESS2019 | [Test Comectan
s ‘ . | Testh
Password: ‘ LAl |
Parameters: ‘ |
Repository creation mode
Creates the SQL database ("[dbo] " default schema) ~ |
SQL Server My Mew Environment_SystemDb
OK
S0L S h H
QL Server schema p—

SOL Server schema:
i Cancel

Step 77

Step 78

*  When successful you get a message.

e Click OK

* Once the environment is restored,
right-click the environment and select
Open

+ Default Identifier: “"System” with the
appropriate password. Default is

Hopex.
+ Click OK

Lbackp iopex % |

ipplicatial
=

You have restored envirgnment:
V5-CP4-Official_backup| “nvtestiab_15_4_0+6277"

File Help

orer

& HopE - o X
File Help

HOPEX |

£ HOPEX

)

ad & (C:\ProgramD: Application Server N.. X
{g?a nter an identifier and a password to open a session
Hep
B
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Step 79 Step 80

« Expand Environments + Select Restore from an SQL Setup

+ Right-click Repositories, and select * Enter a Name for the repository

=§ HOPEX - Administration &% HOPEX - Administration [m]
. File Help
File Help HOPEX ‘
HOPEX
[ Hopex | b yo—
& c\mega_hasthopex application server\5400\RepostV5-CP4-Official_backup.enviestlab_15_4_0+6277
HOPEX % @ repostorer
B@ Environments % 3 Suctamih [ENT .
: - . i Create Repository
B--a cmega_has\hopex application server\3400%Repos\V5-CP4-Official_ F

Name: DATA
-

oK
I Locati Ly
@ SystemD ﬁ TEET Cantel
H . c\mega_has\hopex application server\5400\Repos\V5-CP4-Offical_backup.e
@ User manag: Reference an exisling repository

Browse...

@ Restore from an SQL backup
(8 import module standard data
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Step 81

Step 82

 Repeat Step 75 and 76

e Click OK when successful.

* Once the repository is restored, right-
click the environment and select
Environment automatic update

You may need to stop the module HOPEX
Core Back-End from HAS Console and
restart Administration.exe

» Follow the step of the wizard by
clicking Next up to Run.

For PRODUCTION environment:

e Check “Permission compilation”

& HOPEX - Ac

B@ c\mega_has\hopex application server\34004Repos\V3-CP4

il Repositories
| S SuctamDh TENT

o HOPEX repository 50HO has been restored.

File Help & HOPEX - Administration - b X
HOPEX | File_Help
5 HOPEX [[Hopex |
£-&8 Environments HOPEX

9@ Environments
B-a u‘.rp—qu—VSEn‘.ﬂronments\DF 3 Open..
{4} Repositories

(] SystemDb [EN] Close
{5 DEMO [EN] Reports »
{45 User management Options »
Metamodel 3

Environmit automatic update

Delete reference

Remove not referenced repositories

;;7) A work environment groups a set of use Ej Configure SOL connection
repository containing the metamodel, obj

technical information common to all user: Perform S0L conversion on the repository

An environment folder enables access . s
Environment activity 3
administration reports (backups, dispatcl
models.
MEGA
HOPEX HOPEX Application Server - Console
Instalation ~
Modues | Clustorstatus  HOPEX Sessions
Modules ~
(] rocoe raSConson pisaoess :
Guster
Vortng 5 By e S Gty Provr pisaos Y
o HOPEX Questorare ks 16405625 :
hipsup-has1.v55000 Hopex ot ntalzed
500 hopex core not uning
Fiffox s NOPEXCO0SCENVED 15y £}
https:/p-has1.v5'5000 Module can not start on this node due to node role constraints - Start
hios /p-has2-v5 5000 Mol isabled
&% HOPEX - Administration — [m] b4
File Help
HOPEX || [@] Environment Update Center - Actions B
HOPEX
-3 Eny
a8

- [ Environment update

[IRDBMS technical alignments
[¥IMetamodel and data conversians
A Metamodel and technical data compilation

[ permission compilation

Jiphas e ciose
3
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3.10. Configuring the non-interactive desktop heap

The Desktop Heap is an internal memory of Windows. It is used by HOPEX. It is thus
mandatory to update this value.
= For more information about desktop heap, see official Microsoft documentation:
https://docs.microsoft.com/en-us/troubleshoot/windows-
server/performance/desktop-heap-limitation-out-of-memory.

A minimum value of 8192 is required for optimal usage. This modification is
performed in the Windows Registry.

To configure the non-interactive desktop heap:

1. Open Windows registry: “regedit.exe”.

2. Search for value name in:

HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems.

3. Edit the value data: there is a long string for this value that looks similar to:

%SystemRoot%system32csrss.exe ObjectDirectory=Windows SharedSection=1024,20480,8192
Windows

In the Shared Section part, the three values are, in order:

« the shared heap,

« the interactive desktop heap, and

« the non-interactive desktop heap.
They are expressed in KB. Default values vary significantly between Windows
versions.

4. You might need to modify the non-interactive desktop heap.

Be careful of not using excessive values, as this could stop you from logging
into your server.

It is therefore recommended to change this value using small increments. The
recommended value is: 8192.

B Registry Editor - [m] x
File Edit View Fevorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWARE
I Computer Name Type Data
HKEY_CLASSES ROOT 28] (Default) REG_SZ fvalue not Edit String X
HKEY_CURRENT_USER
v || HKEY_LOCAL_MACHINE
BCDODODODOD Value name:
HARDWARE
SAM |Wir1dow5 |
SECURITY
SOFTWARE .
veTEM Walue data:
HKEY_USERS | ) W I 5 Iy N ||
e CORRENT CONFIG ectDirectory="Windows SharedSection=1024 20480 FIEH Windows=0n 5
Cancel
< 2 9
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3.11. Configuring Java Heap size (optional)
HOPEX Platform embeds an internal JVM. When running HOPEX some reports might

generate huge consumption of JAVA object and therefore consume a lot of memory.

Change this option only if you have hit the limit of memory consumption of JAVA.

1. Launch Administration.exe

2. At the root level, right-click HOPEX, and select Options > Modify.
3. Select Installation > Java.

4. Edit Maximum heap size or Stack size.

Recommendation increase by a factor 2: 192, 384, 768... or 512, 1024...

@ o x
~
o WMpath L | e\programdatatmeg [.]
@ omon S
o Minimum heap size in M. [0S
f  Maximum heap size in M. [0S
o Stacksizeink 8 512
|7 wvers SOPM  VERSION File
% Administrati 5AM  Application
& cluster 54 HOPEX - Administration
8] Hopex File Help
| HOPEX-regserver v
~ ) HOPEX
(3 Licensin g p 1w
., 5 .
M settings i = O Madity Group of optians allowing access to HOPEX with Java
i1 Supenvisor ]| Configure SOL connec tion » FEERENCE
[4] Properties
a Cancel Aoply Help

3.12. Windows User and access rights

You can skip this step if you are a developer, consultant or partner doing a
standalone.

When installing MEGA HOPEX, a domain user is required to manage access to:

e Must license file and folder

e Shared environment UNC

It is recommended not to execute the HAS Instance manager with the default Local System
account. You will therefore need a domain user with sufficient privilege.

Please note that a domain user is required for cluster deployment.

The minimum required privilege of this domain user:
e Read/Write access on the shared folder of the Must license

» Read/Write access on the shared folder of the HOPEX environment folder

 Execute/Read/Write access on all the installation folders
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Additional requirement:

e This domain user can be used to access the database in case you use the
connection trusted configuration for SQL Server. It should be properly
configured in SQL Server.

e You should enable Read/Write in the certificate store to import HAS self-signed
certificate. If you don’t allow it a complementary step to import manually the
root.pfx located in C:\...\HOPEX Application Server\...\.certificates

Ideally this domain user is Administrator of the server.

3.12.1. Changing the user domain

To change the user please ensure to:

e Stop running instance

CLUSTER INSTANCES

New instance |

£ Cluster 0GD_CLUSTER
[£ hitps:/fup-iis1-v5.frmega.com Add cluster node

Node Port  Bundle Version Status

VP-HAS1-VS 5000  HOPEX 5.0.3+1201 Stopped Actions ~

e Stop HAS Instance

Go to windows Services.exe

Right-click HAS Instance Manager and select Properties.

1.
2.
3. Click Log on tab.
4. Select This account and click Browse.
5.

Enter the domain user and password.

HAS Instance Manager Properties (Local Compuer) X

General  LogOn  Recovery Dependencies

e e etated e T
#AHAS |nstance Manager

1), Human Interface Device Ser.., Act 2ttt nui
1€} HV Host Service Pro Stop nui
€}, Hyper-V Data Exchange Ser... Pro Pause nui
&g;Hyper-vGua;tsﬂuumten” Pro s nui
\Sf’;Hyper-VGue;tShutduwn S Pro Restart nui
€} Hyper-V Heartbeat Service Mo nui
1) Hyper-V PowerShell Direct ... Pro All Tasks > nu
C?:Hyper-\f Remote Desktop Vi.. Pro Refresh nui
{} Hyper-V Time Synchronizat... Syn nui
1€} Hyper-V Volume Shadow C... Cac Properties nu:
\E?;IKEandAuthlPlPsec Keying... The Help on
9 &) Intemet Connection Sharin... Pro = abl 9 Cancel Aoply
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3.12.2. Keeping Local system

What is the impact of keeping local system?

1 File Action View Help HAS Instance Manager Properties (Local Computer) X

e = N I

) Services (Local) | [el anices (Local)
HAS Instance Manager

General LogOn Recovery Depsndencies

Logon as:

(®) Local System account
Stop the service [] Allow service to interact with desktop

Restart the senvice .
() This aceount: Brovese.. ger Start)

4 N yed Start)
e Start)

Start)
Start)
4 Start)
Start)
Start)
g Start)
4 Start)

In that case:
e The Must license shared folder must be shared to “Everyone” with full control
e The environment folder should be on C:\ drive or shared with “Everyone”
e You cannot configure “Trusted Connection” with SQL server

e You cannot run in cluster

3.13. Installing a DEV server

When installing a server for "Development” purposes it is mandatory to:
e install .net 6 SDK

e« download "HOPEX Application Server Customization” module and import it in HAS
Instance

- install HAS nuget package on the server as explained in the module custom. Please
README.MD and HOW-TO.MD file the custom module

e ensure you have the right to execute powershell script:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigne
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4. SSL Certificates configuration

Read carefully this chapter if:
* you have chosen a secured deployment with HTTPS protocol.
e you have more than 1 server

There are 2 layers of communication for HTTPS:

1: HTTPS Communication between the web browser and IIS Web Server

2: HTTPS Communication between the IIS web Server to HOPEX Application
server and between HAS Server themselves.

o 2

HAS
Server 1

HAS

Server 2
ge=3
i) &=
J— S — =
\ / ==
Web 11s 2 SQL Server

Browser Web Servgr HAS
Server 3

HAS
Server ...

HTTPS Communication HTTPS Communication

Each layer/path has its own SSL Certificate.

4.1. Configuring public SSL Certificate (1)

This certificate is generated by the customer. o
Ensure that the generated certificate has:

o a Certificate Authorities and a
Certificate Chains that are valid with -
Trusted Authorities. = e

11s SQL Server
b Serv|

» a Certification path that corresponds
to the chosen DNS

« a set of Subject Alternative Name that
corresponds to the chosen DNS.

HTTPS Communication HTTPS Communication

To have a valid deployment you must import this SSL Certificate in all servers
(IIS+HAS).

Page: 81/ 132



() MEGA

HOPEX Application Server - Installation Guide

Perform the following task:

 Generate your own SSL signed certificate.

e For each server (IIS+HAS), repeat the step “4.3 Adding certificate on the
server” where you had this certificate.

4.2. Configuring HAS Cluster node SSL Certificate (2)

This certificate is generated by HAS at first 1 ) °
launch by the first server. '

e This is a self-signed certificate with
a 30-year validity s .
— -~y NG
« This certificate is named root.pfx @;] \~~\—-~\/-»—/—/ SQ“
and is available on the first HAS ks T s
Server of the farm

« This root certificate is used to
generate a node.pfx certificate for HTTPS Communication HTTPS Communication
each HAS node. This node.pfx is
generated automatically.

To have a valid deployment you must import this root.pfx SSL Certificate in all
servers (IIS+HAS). This certificate has no password.

Perform the following tasks:

1. Access the first HAS server installed.
Go to C:\...\HOPEX Application Server\<<port>>\.certificates folder.
. Search for root.pfx file.

. Copy and keep this file.

moR W N

For each server (IIS+HAS), repeat the step “"4.3 Adding certificate on the
server” using the root.pfx certificate you copied.

6. If prompted for a password, leave it blank, as this certificate has no password.

4.3. Adding certificate on the server

Follow the instruction provided by Microsoft to install the certificate in the local
computer store:

https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-
security/install-imported-certificates

. In the search box, type mmc, and then click OK.

. On the File menu, select Add/Remove snhap-in.

. In the Add/Remove Snap-in dialog box, select Add.

. In the Add Standalone Snap-in dialog box, select Certificates, and then select
Add.

DWNE
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5. In the Certificates snap-in dialog box, select Computer account, and then
select Next.

6. In the Select Computer dialog box, select Local computer: (the computer this
console is running on), and then click Finish.

7. In the Add Standalone Snap-in dialog box, click Close.

8. In the Add/Remove Snap-in dialog box, click OK.

9. In the left pane of the console, double-click Certificates (Local Computer).

10. Right-click Trusted Root Certification Authorities, point to All Tasks,
and then select Import.

11. On the Welcome to the Certificate Import Wizard page, click Next.

12. On the File to Import page, click Browse, locate your certificate file, and
then click Next.

13. If the certificate has a password, enter the password on the Password
page, and then click Next.

14. On the Certificate Store page, select Place all certificates in the following
store, and then click Next.

15. Click Finish, and then click OK to confirm that the import was successful.

Some Screenshots of the process:

ssssss

In this example the public certificate is named “VP-1IS1-V5.fr.mega.com”.
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@ Consolel - [Console Root\ Certificates (Local Computer)\Trusted Root Certification Authorities\ Certificates]

& File Action
e | n@E 46| XE

View Favorites

Window  Help

= H

o

| Console Root
W _ﬁ,_}] Certificates (Local Computer)

<

~ || Personal

| Certificates

| Trusted Root Certification Authorities

| Certificates
|| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers
| Untrusted Certificates

|| Third-Party Root Certification Authoriti

| Trusted People

| Client Authentication lssuers
| Preview Build Roots

|| Test Roots

| AAD Token lssuer

_| Remote Desktop

| Certificate Enrollment Requests
|| Smart Card Trusted Roots

| Trusted Devices

| Web Hosting

| Windows Live ID Token Issuer
|| WindowsServerUpdateServices

b

rs
lssued To

[5]Class 3 Public Primary Certificat..,

5l Copyright {c) 1987 Microsoft C...

[/ DigiCert Assured ID Root CA

5] DigiCert Global Root CA

5] DigiCert Global Root G2

I DigiCert High Assurance EV Ro...

Sl GlobalSign

5] GlobalSign Root CA

?g] Hopex Application Server

S/ hybrid. mega.com

5 MEGA-CA

'_'_gJMicrosof't Authenticode(trn) Ro...

Sl Microsoft ECC Product Root Ce...

Sl Microsoft ECC TS Root Certifica...

S Microsoft Root Authority

Sl Microsoft Root Certificate Auth...

S Microsoft Root Certificate Auth...

Sl Microsoft Root Certificate Auth...

[55INO LIABILITY ACCEPTED, ()97 ...

5] Symantec Enterprise Mobile Ro...

5] Thawte Timestamping CA

[ VeriSign Class 3 Public Prirnary ...

5l VeriSign Universal Root Certific...
P-1151-V5.fr.mega.com

L4

lssued By

Class 3 Public Primary Certificatio...
Copyright {c) 1297 Microsoft Corp.

DigiCert Assured ID Root CA
DigiCert Global Root CA
DigiCert Global Root G2

DigiCert High Assurance EV Root ...

GlobalSign

Globalsign Root CA
Hopex Application Server
hybrid.mega.com
MEGA-CA

Microsoft Authenticode(tm) Root...
Microsoft ECC Product Root Certi...
Microsoft ECC TS Root Certificate..,

Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
MO LIABILITY ACCEPTED, ()97 Ve...
Symantec Enterprise Mobile Root ...

Thawte Timestamping CA

VeriSign Class 3 Public Primary Ce..,
VeriSign Universal Root Certificati...

MEGA-CA

Expiration L ™
8/2/2028
12/31/1999
11710/2037
11/10/2031
1/15/2038
11/10/2031
3/18/2025
1/28/2028
77412052
772008
9/25/2044
1/1/2000
2/27/2043
2/27/2043
12/31/2020
5/10/2021
6/24/2035
3/23/2036
1/8/2004
3/15/2032
1/1/2021
71772036
12/2/2037
/172023

Trusted Root Certification Authorities store contains 26 certificates.

Actions
Certificates
More Actions
VP-lI51-V5.frmega.com
More Actions

é n  Certificate
k.

Certification path

General Detalls Certification Path

£

L] MEGACA

BB VP-115 1-V'5. fr.mega.com

Certificate status:

view Certificate

’This certificate is OK,

If the certificate is not signed by a trusted authority, ensure that this certificate is

present in all servers and laptops that will use the website.

Make sure that the certificate path is also present on all of the servers. Should one
certificate path appear with a “red cross” fix it.

4.4. Creating and using a custom cluster SSL
certificate

This SSL certificate is only for the communication between cluster nodes. This is not
the public SSL certificate.
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This is an optional step to performed only if requested by your security team
because self-signed certificate is not allowed.

4.4.1. Creating a custom SSL certificate

Caution: this sub-chapter does not intent to present best practices in term of
security to create an SSL certificate but only to show an example that works
with required elements.

To create a valid root.pfx certificate you must comply with the following constraints:

+ The certificate must be trusted and belong to a hierarchy of trusted
certificate. Ideally owned by the customer.

e The certificate must embed its private key.
e The certificate must be CA Authority

1. Create a file called ca.cfg that will contain the required characteristic of your
SSL certificate.

I Adjust settings based on your company constrains.

content

ca.cfg file

[req]
default_bits = 4096
default_keyfile = db.key

distinguished_name =
req_distinguished_name

req_extensions = v3_ca
extensions = v3_ca
prompt = no

[req_distinguished_name]

C=FR
ST = Paris
L = Paris

O = mega.com
OU = mega.com
CN= localhost

emailAddress =
contact@mega.com

[v3_ca]

basicConstraints =
CA:TRUE

2. Create the certificate with these elements. Here is a sample script using openssl|
to create the certificate.
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I Create the certficate private key ans save it in the file rootCA.key

openssl genrsa -out rootCA.key 4096

I Create a crt file

openssl req -x509 -new -nodes -key rootCA.key -days 1024 -config ca.cfg -extensions
v3_ca -out rootCA.crt

I Create an PFX file to be imported in all server of the cluster (HAS+IIS)

openssl pkcs12 -export -out root.pfx -inkey rootCA.key -in rootCA.crt

4.4.2. Use the custom cluster certificate.

To use the newly created certificate:

1. Clean existing self-signed root.pfx/node.pfx certificate. You may skip this step if
you have never installed in HTTPS the cluster.

+ From the HAS Instance Manager stop all cluster instances/nodes.
« For each IIS server and HAS server of the cluster:

a) Delete file node.pfx and root.pfx located in the default location
here: C:\...\HOPEX Application Server\...\.certificates

b) From MMC console under Certificates>Trusted Root
Certification Authorities delete the existing certificate called
“HOPEX Application Server” and/or “HOPEX Application Server

(Dev Only)
e e b e g e e e
[ GTS Root R4 GTS Reot R4
E: Hopex Application Server meos s el
?@anex Application Server (Dev only) Open (Dev
S Hotspot 2.0 Trust Root CA - 03 All Tasks , +-03
=l hybrid.mega.com
ElldenTrust Commercial Root CA 1 Cut ot CA
SIISRG Root X1 Copy
ELIMEGA International SAS Delete Signi
5IMEGA-CA [s

2. Import your new certificate.

For each IIS server and HAS server of the cluster:

a) Access Certificates > Trusted Root Certification Authorities
> Certificates menu, right-click and select All tasks > Import.
Make sure you import with a user that will give enough privilege
to the certificate to be read by HAS later.
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b) Click Next.
c) Browse and select the PFX file you just created.
d) Click Next.

e) When prompted enter the password for the private key if you
have set one (in this example there is no password).

f) (optional) You may want to select "Mark this key as exportable.
This will allow you to back up or transport your keys at a later
stage” for future use if you lose the original file.

g) When prompted make sure to place this certificate in “Trusted
Root Certification Authorities”.

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

ﬁ Consolel - [Conscle Root\Certificates (Local Computer]\Trusted Root Certification Authoritie
A certificate, which is issued by a certification authority, is a confirmation of your identity

. . . . . and contains information used to protect data or to establish secure network
a File Action View Favorites Window Help "

connections. A certificate store is the system area where certificates are kept.
$$|:?_I|Ij|&@| Store Location
= ~ Current User
- Console Root Issued To Ist Local Machine
w @ EE.enb;flcatesl(Local Computer) 5] AAA Certificate Services A
’ HTE';D’;ER © Certification Authort [ Actalis Authentication Root CA A To continue, cick Next.
w rusted Root Certification Authorities
- “ Certificat 5] AddTrust External CA Root A
ertificates
- . Bz
» [ Enterprise Tru All Tasks » Import..h : S
» ] Intermediate SR Pt
5 [ Trusted Publit View > ation Authority of WoSign Ce
5 [ Untrusted Ce Mew Window from Here 3 Ce 9 Next Cancel

2" Certificate Import Wizard Private key protection

To maintain security, the private key was protected with a password.

File to Import
Spedify the file you want to impert, Type the password for the private key,

Password:

File name:

Browse... |

Display Password
Mote: More than one certificate can be stored in a single file in the following formats: D ispiay

Personal Information Exchange- PKCS #12 (.PFX,.P12) Import options:
Cryphos hic Mg Syntax Standard- PKCS #7 Certificates (P7E] . . . " .

Typtographic Message syntax Stancar ertificates (P7E) Enable strong private key protection. You will be prompted every time the
Microsoft Serialized Certificate Store (.55T) private key is used by an application if you enable this option.

[#Mark this key as exportable. This will liow you to back up or transpart your

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

Cancel 9 Cancel
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate,

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities

Cancel

3. Get the thumbprint of your certificate.

a) From the MMC Console, search for your certificate.

b) Right-click the certificate and select Open.

c) In the Details tab, scroll down to Thumbprint.

d) Copy and save its Value for later use.

v L5 Lertihicates [Lacal Lomputer)

>
~

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
y
>
>

| Personal

| Trusted Raot Certification Authaorities
| Certificates

| Enterprise Trust

| Intermediate Certification Authorities

~| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities

| Trusted People

| Client Authentication Issuers

| Preview Build Roots

| Test Roots

| AAD Token lssuer

| Dell Trust

| e5IM Certification Authorities

| Homegroup Machine Certificates

__| Local NonRemovable Certificates

| MSIEHistoryJournal

| OEM &SIM Certification Authorities

| Passpoint Trusted Roots

| Remote Desktop

E5JEquifax Secure Certificate Auth...

lGlobalSign
2l GlobalSign
S GlobalSign
5] GlobalSign Root CA

51 Go Daddy Class 2 Certification ...
[51Go Daddy Root Certificate Auth...

S GTE CyberTrust Global Root

pes Applitation Sere
S5lHotspot 2.0 Trust Root C
Elbybiid:megaicom
CglldenTrust Commercial Re
LS1ISRG Root X1

[55]MEGA Internaticnal SAS
EIMEGA-CA

EalMicrosoft Authenticode(
S Microsoft ECC Product R
Z2Microsoft ECC T5 Root ©

S Microsoft Intune Root Cerwn

L L e

Equifax Secure Certificate Au
GlabalSign

GlobalSign

GlobalSign

GlobalSign Root CA

Go Daddy Class 2 Certificatio
Go Daddy Root Certificate AL
GTE CyberTrust Global Root
GTS Root R4

Open

oot CA-C
All Tasks »

cial Root C
Cut
Copy 1 Cade Sig
Delete

icode(tm)
Properties it Bt

oot Certif

Help
= w100t Certifi
Mlirrnenét Bant Ridharin,

>

< ] L [HED

.
@ e e e e g B e T

X

g Certificate
General Details  Certification Path
Show: | <All> ~
Field Value
DPuinc key parameters 0500
@Subject Key Identifier 104e50503a 1e86aa5b2f6a6c9. ..

(&13.6.1.4.75014. 1.1
[i=Basic Constraints
BKEY Usage

BFriendIy name

436f 7065782041 70 70 6¢...
Subject Type=CA, Path Lengt...
Data Encipherment, Certificat. ..

54c103ed2ffdc905bac11a613 ...

Hopex Application Server

4. Use the thumbprint within the HAS Instance Manager:

a) Connect to HAS Instance manager.
b) Click the start button of the first node of the cluster.
c) Click Advanced.

Edit Properties. ..

54c103ed2ffdc905bacll1a613£5903 221256967

Copy to File...

d) Past your thumbprint in the area planned for these purposes. Make
sure the certificate file path and password are empty.
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e) Click OK.

f) Wait for the first node to be fully running. Do not continue if this fails.

g) Repeat the operation on each node of the cluster.

Start instance X

Select HAS version to run this instance on node W-OGD
HAS Version for node W-0GD

HOPEX v 5.0.4+1410 (HOPEX V5.0 CP4) ~

E Advanced I

Public address

https://w-0gd:5400

wster entry point [Default is machine name with port] |

B Enable hitps

54c103ed2ffde205bacl1a613f5903221236967C I ‘

5. Check everything is OK:

a) Ensure all HAS instances are running for each node.

b) Open the settings.cfg files of each node and ensure you see the
certificate thumbprint.

=] settings.cfg E3 |

1

2 "instanceId": "bfledéacTlccdf299475e3a65fde24d2",

3 "databaseConnectionString": "$2z8KumUGDmSuUYH6ZzI9AUQWpZJItprlWKmzsiBOoWzPX6SVF2Cqaulmeyfr9reDG]
4 "mode": "Development”,

5 "name": "V5-CP4-Official"™,

3 "publicAddress": "https://w-ogd:5400",

7 "hopexStoreToken": "S4AmkN9wsstdFaBE8tAAALAVBMtFkImeEFfmdaWs4AMA5LTWsebtwimtBdHuYRKYQQT152",
8 "hopexStoreAddress": "https://store.mega.com",

9 "certificate": "54cl03ed2ffdc905baclla®l3fbs9032el2a6967c",
10 "noSsl": false,
11 "dataFolder™: "c:\\MEGA_HAS\\HOPEX Application Server",
12 "webSettings": |{
13 "sessionExpirationTime™: 20
14 }
15 '}

4.5. Disabling vulnerable cypher suites

In Windows Server 2019, TLS 1.0 and 1.1, which have known vulnerabilities, are
activated by default.

It is highly recommended to disable vulnerable protocols by removing Schannel and
cipher suite from the Windows registry.
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You can use one of the following:

e directly from the Windows registry

To remove the Schannel and Cipher directly from the Windows registry, see
Windows documentation.

e using IIS Crypto (recommended)

To download IIS Crypton:
https://www.nartac.com/Products/IISCrypto/Download.

e using script

4.5.1. Disabling vulnerable cypher suites with IIS Crypto

1. Download IIS Crypto: https://www.nartac.com/Products/IISCrypto/Download.

2. Connect to IIS Crypto.

3. In Schannel, disable the vulnerable algorithms and protocols: TLS below 1.2,
PKCS, MD5, SHA, DES, and RC4.

B 1IS Crypto - . ®
i NARTA
B s crypto 33 T

Schannel

These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the

Schannel default for the operating system will be used. Click the Apply button to save changes.

f Server Protocols Ciphers Hashes Key Exchanges
J [[] Mutti-Protocol Unified Hello | |[] NULL [ mDs Diffie-Hellman
Cipher Suites JPcT 1.0 [] DES 56/56 [ sHA ] PKes
[Jsst2.0 [J rC240/128 SHA 256 ECDH
[JssL3.0 [J Rc256/128 SHA 384
Ts1.0 [] rRC2 128/128 SHA 512
st [ Rca 40128
Advanced A Tis 1.2 [] Rca 56/128
TLS1.3 [] RC4 64/128
— [] rRC4 128128
’ [] Triple DES 168
‘_J AES 128/128
Templates AES 256/256

Client Protocols

R
( & [] Mutti-Protocol Unified Hello
Site Scanner C)ecrin
[J ssL2.0
[JssL3.0
“ OTs 10
s 1.
About (M Tis1.2
A Tis13
: Best Practices Reboot: [] -m_
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4. In Cipher Suites, disable other weak cipher suites:

B 1IS Crypto

B s Crypto 33

Schannel

Cipher Suites

©

Advanced

L

Templates

(&

Site Scanner

v

About

Cipher Suites

- O X

NARTAC
SOFTWARE

Enable, disable or reorder various cipher suites that are negotiated for the TLS handshake. When the checkbox is grey it means no setting has

been specified and the default for the operating system will be used.

] TLS_AES_256_GCM_SHA384

[ TLS_AES_128_GCM_SHA256

[] TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
[ TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
[] TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
[] TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
[] TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

[7] TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

[] TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
[ TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
[] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
[] TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
[ TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
[] TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
[] TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

[] TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

[ TLS_RSA_WITH_AES_256_GCM_SHA384

[] TLS_RSA_WITH_AES_128_GCM_SHA256

[] TLS_RSA_WITH_AES_256_CBC_SHA256

[] TLS_RSA_WITH_AES_128_CBC_SHA256

[ TLS_RSA_WITH_AES_256_CBC_SHA

[] TLS_RSA_WITH_AES_128_CBC_SHA

[] TLS_RSA_WITH_3DES_EDE_CBC_SHA

[ TLS_RSA_WITH_NULL_SHA256

[ TLS_RSA_WITH_NULL_SHA

[] TLS_PSK_WITH_AES_256_GCM_SHA384

[] TLS_PSK_WITH_AES_128_GCM_SHA256

Best Practices

LS

Reboot: []

For information about cipher suite and vulnerability see: https://ciphersuite.info/.

The best hardening is to disable all cipher suites with cbc or no key exchange.

(others were already disabled by SChannel configuration).

4.5.2.

You need to disable those by running the:

Disabling vulnerable cypher suites using script

- TLS1.0.reg

- TLS1.1l.reg

- Triple DES 168.reg
- PCKS.reg

- RC4 128-128.reg

By default others are disabled

These scripts keep some “good but not perfect cipher-suite” suites like some with CBC

(no PFS).
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Download these scripts from the “Secure server toolkit.zip”.

Make sure the .Net layer will accept to use TLS 1.2:

1. Through the Startup menu, go to "Run” and enter:
regedit.exe

2. Browse through the registry until you reach the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319
3. In that key, create an entry of type DWORD (32 bit) with the following details:

Name: SchUseStrongCrypto
Value: 1

Reboot the server to take everything into account.
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5. SQL Server configuration

5.1. Character encoding

Once the database is created, check that “Collation” is set to
“SQL_Latinl_General_CP1_CS_AS". If the database is created from the HOPEX
application (see 3.9.1 Creating a New "HOPEX environment”), the appropriate
encoding is automatically configured.

5.2. Database user

You can connect to the database with 2 modes:
« Native account 2 easier choice

The connection to SQL server for HAS Instance and HOPEX Core module is done with
this user/password from SQL server.

«  Windows/Domain account: Trusted Connection

The connection is made with the domain user that launch the process. Ensure all users
that will launch the desktop application will be defined in SQL Server as well.

5.3. Database connection string

« If you are on a native account, you will use the login/password of SQL.

e If you are on the Windows/Domain account, you will add Trusted_Connection=true in
the parameter.

e If you use a secure SQL connection you will need to had TrustServerCertificate=True in
the parameter.

e Set the parameter Encrypt=false; or “true” if you use SSL communication. For ODBC
Driver 18 the syntax “Encrypt=false;” is mandatory if you do not have SSL
communication.

Caution: the value is either true/false or yes/no; In HAS Console the value
are true/false in Administration.exe the value are yes/no
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5.4. User grants

To run HOPEX Application server the database users need the following privilege and

roles.

Common actions performed

e Create/Delete Database

+ Create/Update/Read/Write database structure (tables,
procedures, index...)

« Read/Write data access

Server roles

dbcreator(1)
db_ddladmin
db_datawriter

db_datareader

Database roles

db_owner or public(2)

Server permissions

view server state

Should you restrict the role of database creation the DBA must create the databases
manually following naming convention

(1) for Windows domain account we recommend you remove the db_creator role.

(2) Give public role to restrict access rights

Page: 94 /132




() MEGA

HOPEX Application Server - Installation Guide

6. Cluster installation

If you are not in a cluster, meaning you have only 1 Server (excluding database) you
can skip this chapter.

6.1. Multiple HAS Server

This section details how to define a farm of servers for HAS. This schema represents
the deployment to be considered:

HAS
Server 1

——
HAS
. Server 2 (o=}
== OGD_CLUSTER
— — g E m“ — _SystemDB
—
11s . SQL Server OGD_CLUSTER
Web 0 _
Web Server “pata
Browser HAS
vp-iis1-v5 Server3
vp-sqli-v5
J
HAS

Server ...

This chapter explains the case where you have:

No load balancer
1 server with IIS
2 servers for HAS.
1 SQL server

Should you have more than 2 HAS servers, repeat the same operation for each
additional HAS Server.

Perform the following steps:

A.

Configure IIS

Install HAS Server 1 as if it was alone and create the instance with this HAS
Server 1

. Install HAS Server 2. Ensure you set the same password for the HAS Instance

manager for all HAS Server of the cluster

. On each additional server Join the cluster

. Adjust IIS configuration to add each HAS Server part of the cluster
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6.1.1. Step A: Configure IIS

Perform the steps described in chapter:
« 2 IIS Web Server as if there was only 1 HAS Server

6.1.2. Step B: Install HAS Server 1

Perform the steps described in chapter:
« 3 HOPEX Application Server (HAS) installation

o 4 SSL Certificates configuration

Ensure that you can perform all the tests described in this chapter:
e 7 Installation

If any of those web front end does not work (HAS Console, HOPEX Web Front-End),
fix it before proceeding.

6.1.3. Step C: Install additional HAS Server 2

Repeat the following actions for each additional HAS Server.
1. Access the additional HAS Server 2.

2. Perform step 1 to 18 as described section Installing HAS Instance Manager with
the setup.

3. Ensure you set the same api-key password for the instance manager for all HAS
Servers.

4. Ensure you use the same domain user to launch HAS Instance Manager.

Do not create any HAS Instance from HAS Instance manager on Server 2

6.1.4. Step D: Join the cluster for each additional HAS
Server

Repeat the following actions for each additional HAS Server.
1. Access the HAS Server 1 (the first server you installed).
2. Click Hosts > add host.

3. Enter the name of the server HAS Server 2 (no IP address). Keep the same HAS
Instance manager port (default 30100).

4. Click OK.
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. I | Add host

& C  ® localhost30100/hosts

| Addanew host

= HAS Dashboard

Instances HOSTS LIST ‘ VP-HAS2VS 30100

HAS Versions

h Optional - Default is machine name
Name Address Port IM version
VP-HASL-VS

VP-HASL-V5 30100 154035 Actions  ~ a

5. Click Instances
6. Select your installed Instance and click Add cluster node

7. Select the HAS Server 2 and port number (use the same port for all cluster node 5000)

B S Dashboard x o+

€ C @ localhost30100

= wsombons Adding node to cluster OGD_CLUSTER
CLUSTER INSTANCES |

New instance configuration
| Newinstance ‘

VP-HASZ VS - ‘5004 ‘
B Cluster 0GD_CLUSTER ([ZETETY
[ hitps//prisivs.frmega.com
Cancel
ravens o0 Hopex sonor Funning e

>

6.1.5. Step E: Adjust IIS configuration

Repeat the following actions for each additional IIS Server.

1. Access the IIS Server.
. Open IIS Manager.
. Expand Server Farms.

. Expand the HAS server farm you have created in previous step.

. Click Add Server to "HAS Server 2”. In that example “vp-has2-v5”

. Repeat the step described section 2.6.1 Creating a Server farms

2
3
4
5. Click Server.
6
7
8

. Error! Reference source not found. Scroll to always put both port (HTTP/HTTPS).
a. Click Add.
b. Click Finish.

€3 Internet Information Services (IIS) Manager = a X

/&5 33 VP-ISIV5 » ServerFarms » HAS » Servers » Wy @~

File View Help

‘ ‘ Add Server ? x
Connections
@ Wiz e @) servers —
@5 Start Page = [ve-nasz-vs 2dd
« €3 VP-IIS1-V5 (NTAS\ogd) & Online 3

2} Application Pools

v @) Sites 3 vp-has2-v Online AT e T o Rermove
€@ Default Web Site healthCheckAlternat 0 ~
v 33! Server Farms hostName
v 3"6 HAS httpPort 5000
33 Servers 5000
9 weight 100 S

9. Check that all servers of the Cluster passes the Health Test.
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o Click Verify URL Test

93 Intemet Iformtion Senvices (1S) Manager = g
@0 Gh o VPISIVS b Senverfams » HAS b W

Fie View Help

Q;q Health Test

Application should

of

URLTest
€3 Internet Information Services (IIS) Manager - o URL:
@5 5> VRISV » Sewverfams » HAS » G- & i

[nttps://tocalhost/adminy/ cluster/node/health ]
om/testpage il

Fie View Help
Connections |
-1 1218 U? Server Farm

e Groupby: Area - E-

nppl ication Pools
Sites

quest Routing should test

> ! >
| —

€ b VPISIVS b SeverFams b HAS »

File View Help

Connections
-z B

0? Health Test

| | Verify URL Test

Results:

Server Address Result Details.
vp-hasT-vs Pass Pass
vp-has2v3 Pass Pass

6.2. Multiple IIS Server

This chapter details how to define a cluster with multiple IIS. This schema shows the
deployment to be considered:

vp-iis1-v5
o
HAS
Server 1
IIS

Web Server

(ee=3)
@ :: e
ﬁ~ 0GD_CLUSTER
~ — _SystemDB
= Y

il

Web Load Balancer Set"’,'\:_ 2 SQL Server 0GD_CLUSTER
Browser Round Robin oty
(No sticky session) =-
vp-sqli-v5
IIS °
Web Server

HAS

When you have multiple IIS Web Servers, you must add a load balancer in front.

You have multiple IIS Web servers because:

* You have IT constraints of redundancy for high availability
« You have thousands of concurrent users.

If you are not in this situation, you should reconsider having multiple IIS Servers.
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Should you have more than 2 IIS Web server, repeat the same steps for each
additional IIS Web Server:

1. Perform the step A to E described in section “6.1 Multiple HAS Server”. Repeat
Step E for each IIS Server

2. Configure the load balancer

6.2.1. Configuring the load balancer

Configuration of the load balancer may depend on the chosen load balancer.

Ensure the following steps have been performed:
« The DNS URL is pointing toward the load balancer

e The load balancer has the list of all IIS Web server

» For easiness of deployment, have your load balancer pointing on port 80 and
443 on IIS Web Server.

e The load balancer is set to no sticky session mode.

Port
| serverrp

https://myurl 10.X.X.X

— HTTPS A

® Cg

443

Web Load Balancer

Browser No sticky

Trusted certificate

name : loadbalancer1l
IP: 10.X.X.X
Config du load balancer

https://url 01 80/ 443
https://ur 02 80/ 443
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6.3. Multiple SQL Server

For such High availability of SQL Server, refer to Microsoft documentation about
Always on deployment.
With HOPEX there are two main ways the SQL availability features can be used:

e High availability

» Disaster recovery

CAUTION: These are advance configurations for which only SQL Server expert
will be able to guide you through such configuration.

For more information see: https://learn.microsoft.com/en-us/sqal/database-
engine/sql-server-business-continuity-dr?view=sql-server-verl6
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7. Installation errors and tests

If you have followed the previous chapter about the installation your installation
should work properly. Nonetheless, there are area that can prevent the installation to
be successful. Follow the steps described below to ensure your installation is good.

All screenshots, in this documentation, are performed with Google Chrome. Error

message may vary on Firefox or Edge.
Ensure that:

« all servers of the cluster (IIS+HAS) have access to the public DNS

« all servers of the cluster (IIS+HAS) have valid SSL public certificate otherwise
the public certificate must be on all servers.

e the root.pfx certificate is replicated on all servers.

e the file cluster.cfg is identical on each HAS server

e each HAS Instance Manager is launched by the same domain user.

7.1. Testing URL DNS

Ensure that the public DNS is accessible from all servers.

1. Go on all servers (HAS+IIS) in RDP (Remote Desktop Protocol) session.

2. From this RDP session open a supported web browser: Chrome, Firefox,

Edge.

3. Type your public URL. In this example https://vp-iis1-V5.fr.mega.com

Test Failed

Test Successful

< C @ adnsnotaccessibl

e/ 2 A O a i

This site can’t be reached
Check if there is a typo in adnsnotaccessible.
If spelling is correct, try running Windows Network Diagnostics.

DNS_PROBE_FINISHED_NXDOMAIN

Reload

v = ] X

B HOPEX Appiication Server-Port X 4
&« C @ vp-iisl-v5.frmega.com e O &
_ NS —
HAS Console HOPEX Web Front-End _
V5.0 CP4
H E \ M EC)G A
Platform
HOPEX Application Server
management console HOPEX Web Application.
]
- - -

This server cannot access your public

Fix it before proceeding.

DNS thus HOPEX will not work properly.

If you get a 502 error this test is
successful, but some other
configurations are invalid: see Checking
communication between servers.
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7.2. Checking communication between servers

7.2.1. From IIS to HAS Servers

Ensure that all HAS Server nodes can be visible from IIS:
1. Access each IIS Web Server.

2. Launch IIS Management Console.
3. Go on the Server Farms.

4. Go on Health Test.

Test Failed Test Successful
®5 Intemnet Information Services (IIS) Manage 8y Intemet nformation Services (I5) Manzger
- s
<« G% » VP-ISI-V5 » ServerFarms » HAS » « > 3% b VP-ISI-VS » ServerFarms » HAS
File View Help File View Help
— P
’ E Health Test
@ |2 |2 Qgg Health Test FEETEY g!
o gy Start Page : i |
; :j Start Page Use this feature to configure how Application Request Routing should test for the he: ks .;; VPIIST VS (NTAS L to confiaure how Bequest Bouting thould test for the h
~ 85 VP-IIS1-V5 (NTAS\ogd) of content servers AR ) Veify URL Tect
) Application Peols 2 Application
v (8] Sites URL Test v &l Sites
R S + @ Defaurw|  Results
MFSE ety = g3 ServerFarms| | Seryer Address Result Details
S L vp-hasl-v5 Pass Pacs
e vp-has2vs Pass Pass
Server Addres: Result Det:
p-hasl v 2 Pas:
p-has2-v5 Fail Cannot connect to the server. The HTTP status code is 0 and
<

If one of the servers has a Result “Fail”: | If all of the servers of the farm have a

> Ensure the HTTP/HTTPS is Result "Pass”:
properly configured. = The communication is successful.

7.2.2. Servers to HAS Servers
If you are in a cluster scenario and have several HAS Server.
1. Go on all servers (HAS+1IIS) in RDP session

2. From this RDP session open a supported web browser: Chrome, Firefox,
Edge.

3. Open 2 tabs in your web browser and on each tab enter the server internal
address. In this example (adjust to your case):

o Server 1: https://vp-has1-V5:5000
o Server 2: https://vp-has2-V5:5000
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Test Failed Test Successful

. v — o
W HOPEX Appiication Server - Fort X 4 W HOPEX Application Server - Port X
€ > C @ vprhasivE5000 e % O & @ ¢ > C @ vp-hasivss000 e # O 2 (e

HAS Console

M=

v
RV B HOP=X Application Server -Por X+
vp-has2-vs x  +

HAS Console

’ & > C @ vp-has2-u5:5000 2 % [
& = X @ vp-has2-v5:5000 e« | i

HAS Console HOPEX Web Fron
V5.0 CP4

@ IE] MEGA

This site can’t be reached
vp-has2-v5 unexpectedly closed the connection.

Try:
« Checking the connection
» Checking the proxy and the firewall
+ Running Windows Network Diagnostics

ERR_CONNECTION_CLOSED

= Ensure server are visible from = This allows you to check that each
each other on the chosen port server is independently started
(default 5000) properly

7.3. Testing SSL Certificates

7.3.1. Testing public certificate

To validate that the certificate generated by the customer is valid:
1. Access all servers (HAS+1IIS) in RDP session

2. From this RDP session open a supported web browser: Chrome, Firefox,
Edge.

3. Enter your public URL (In this example https://vp-iis1-V5.fr.mega.com).
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Test Failed

Test Successful

Privacy error x o+

< C A Notsecure | hitps)/vp-iis1-v5 B Y O a i

A

Your connection is not private

Attackers might be trying to steal your information from vip-iis1-v5 (for example,
passwiords, messages, or credit cards). Learn more

NET:ERR_CERT_COMMON_NAME_INVALID

Q 7o get Chrome's highest level of security, turn on enhanced protection

| adwnced |

B HOPEX Appiication Server -Por X A e = & 2
= C @ vpiisi-vs.fr.mega.cem 2w 0O &
"R
HAS Console HOPEX Web Front-End
V5.0 CP4
B MEGA
Platform
HOPEX Application Server
management console HOPEX Web Application.

If you get this message:

« Ensure that the URL entered in the
web browser is the same as the one
defined in the SSL certificate.

« Ensure that the SSL certificate is
properly imported on all servers
(HAS+11S) windows certificate store.

7.3.2.

Testing self-signed HAS certificate

To validate that the root.pfx certificate has been properly imported on all servers and
that each server has the same root.pfx certificate:

1. Access IIS Web Server in RDP session

2. From this RDP session open a supported web browser: Chrome, Firefox,

Edge.

3. Open 2 tabs in your web browser and on each tab enter the server internal
address. In this example (adjust to your case):

o Server 1: https://vp-has1-V5:5000

o Server 2: https://vp-has2-V5:5000
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Test Failed Test Successful
Privacy errc x4 v = @G B HOREX Application Server - Por X+ . .
& C A Notsecure | hitps//vp-has1-v5:5000 e # 0O & & G @ vp-hasi-v5:5000 2 Y O & (u

HAS Console

A

Your connection is not private

ing to steal your information from vp-has1-v5 (for example, passwords, messages, or
W HOPEX Application Server-Port: X+

& C @ vp-has2-v5:5000 Byl [

Q 7o get Chrome's highest level of security, turn on enhanced protection HAS Console HOPEX Web Fron
— V5.0 CP4
| Advanced | [

If one of the HAS Servers returns a Not
Secure certificate:

= You must fix it.

4. Repeat the operation:
o Go on HAS Server 1 and test HAS Server 2 access

o Go on HAS Server 2 and test HAS Server 1 access

If any fails to fix it:
1. Stop all HAS Servers.
2. Delete from all servers:

o the file root.pfx located in C:\..\MEGA\Hopex Application
Server\5000\.certificates

o the certificate called “"Hopex Application Server” imported in windows
from the mmc console

3. Start HAS Server 1.

4. Repeat steps described in section “4.2 Configuring HAS Cluster node SSL
Certificate (2)”

7.4. Testing HAS

7.4.1. Checking port 5000 is available

You may encounter situation where port 5000 is either blocked by a firewall or already
in use.

To check port 5000:

1. Open your web browser.
2. Access the private server URL.

o Server 1: https://vp-has1-V5:5000
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Test Failed

Test Successful

This site can't be reached

‘domain.com took toa long to respond.

qqqqqqqq

~ - a X

B HOPeX Application Server-Par X 4
& C @ vp-iis1-v5.frmega.com =2 A O & ¢

HAS Console HOPEX Web Front-End

V5.0 CP4
“ E3 \ MEGA
Platform
HOPEX Application Server
management console HOPEX Web Application.

= To fix, delete the instance and
select another port number.

7.4.2. Checking running processes

When successfully running an instance should contain the following windows

processes running:

e HAS.Instance.Manager.exe
« HAS.Server.exe

+ HAS.Modules.Console.exe
« HAS.Modules.UAS.exe

« HAS.Hopex.BackEnd.exe

o There should be two of type O and one of type J

« HAS.Hopex.FrontEnd.exe

e HAS.Modules.WebService.API.exe

To check the running processes:

1. Open the Windows Task Manager.

. Select Details tab.

2
3. Ensure you have the Command line column enabled.
4

. Ensure you have waited enough time to let the processes launched.
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Test Failed Test Successful

55 Tosk Manager - o x 55 Tosk Manager = O %
File Options View File Options View
Processes Performance App history Startup Users Details Services Fimcesees| Pernomence | App Hetory | Seatup L bes| D [Sericen
Name Username | CPU | Memory (ac.. Commitsize Commandline Nathe I s Ut || (OO Memopac. | Gt o
[/GCCTrey.exe 06D ) 393K S3132K "Ci\Progrem Files\Wir e ot | o i s I
CiPogamBleWr || mlGccee %6 Rumnin g
WIGCC.exe 060 © 174K 33820K "CiProgram Flea\Wir | N | e o
SYSTEM o 26K | RIUK | 16832 Running SYSTEM 00 OK  M16RK "MEGA HAS\HOPE
SYSTEM 0 ZRMEK 776K "c\MEGA HAS\HOPE 476 Running SYSTEM 00 7K 1044RK "G\MEGA HAS\HOPE
SYSTEM 0 108360K  134816K "c:\MEGA HAS\HOPE 17704 Running SYSTEM o0 113436K  16082K "c\MEGA_HAS\HOPE
SYSTEM 12 ek 93248K  "c:\MEGA_HAS\HOPE 30320 Running SYSTEM 00 56795K  105140K "CAMEGA HAS\HOPE
SYSTEM 00 040K  3@IBK "CAMEGA HASHASI 152 Running SYSTEM 00 I0476K  3E%K CAMEGAHAS\HAS|
SYSTEM 00 432K 1082272K "CAMEGA HAS\HOPE 2036 Running SYSTEM 00 s2538K 108K G\MEGA HAS\HOPE
SVSTEM ) K HGAR T Brogram Fies (8 2% Rumning SYSTEM 00 387K OTTISK "\MEGA HAS\HOPE
T = L ST 455 Hop - 208 Running SISTEM 00 4S076K  1034100K "c\VEGAHASHOPE
S GooaleCashFandiered e TiSH Running SETEM () 3R 45K “G\Program Fies bt

= Read the HAS log to understand
why the other processes did not
start.

7.4.3. Checking login page

To test the installation

1. Open a supported web browser: Chrome, Firefox, Edge. From anywhere you
can access the URL (not from the server itself)

2. Enter your public URL. In this example https://vp-iis1-V5.fr.mega.com

3. On the portal select either:

o the HAS Console https://vp-iis1-V5.fr.mega.com/console

o HOPEX Web Front End https://vp-iis1-V5.fr.mega.com/hopex

Test Failed Test Successful

W asDesnboard  x [ MEGAHOPX X +
o

<« C & vpiisi-vs.frmega.com/uas/Ace.

= Ensure the URL you wrote in the
web browser is the same

= Ensure the SSL certificate is valid

= Ensure your SSO configuration is
valid
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7.4.4. Login to HAS Console

To conclude that your installation is valid from an HAS point of view (regardless of
functional modules):

1. Open a supported web browser: Chrome, Firefox, Edge. From anywhere you
can access the URL (not from the server itself).

2. Enter your public URL. In this example https://vp-iis1-V5.fr.mega.com

3. On the portal select:

o the HAS Console https://vp-iis1-V5.fr.mega.com/console

Test Failed Test Successful

oPex
XD Ritex n S0 piseosams

= If you are unable to connect read the
log.

7.5. Testing Web HOPEX

7.5.1. Login to Web Front End

To conclude that your installation is valid from an end-user point of view:

1. Open a supported web browser: Chrome, Firefox, Edge. From anywhere you can
access the URL (not from the server itself)

2. Type your public URL. In my example https://vp-iis1-V5.fr.mega.com

3. On the portal select either
a. the HAS Console https://vp-iis1-V5.fr.mega.com/hopex

4. As a login use “Mega” with default password “Hopex”

5. If prompted select HOPEX Administrator profile.
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Test Failed

Test Successful

v - O
[ HasDashboard % [ MEGA HOPEX x 4+
O

<« C @ vp-iisi-v5.fmega.com/uas/Acc..
LT BT T I W

MEGA

HOPEX
HOPEX Web Front-End V5.0 CP4

Unable to retrieve environments.

admin

=

Forgot password

Privacy and Cooki®i®

BT

log.

= If you get Unable to retrieve

right to shared folder.

= If you are unable to connect read the

environments, ensure the domain
user has the right password or access

7.6. Testing Desktop client

Complementary to testing the Web part you need to test the Desktop part as well.
This desktop part is used mainly for development platform. if it doesn’t work it can be

a sign of an unproper installation.

7.6.1. Login to Administration.exe

This is to validate that HAS Server node has been properly configured.

1. Go on all HAS servers in RDP session.

2. Go in the installation folder. Default: C:\...\HOPEX Application Server\5000

3. Launch Administration.exe
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Test Failed Test Successful
The process does not launch and closes &E" -0
immediately o, |
[ HOPEX
O r . é \\vpr-nsqu‘ﬁVS\Environmants\ONE_REFERENCE

The process launches with error message

> X

(2 Using HOPEX Admini
- co

- anage problems relating to use of repositories.

- Define access rights to reposilories for each user.

- Hodify the User writing access diagram.

- Define products and fiters that can be accessed by users.
- Faciltate deployment o

solutions in the enterprise.
- Compare repositories and environments.

= Read Windows Event logs
= Read megaerrr logs
= Ensure HAS Server is up and running

= Ensure access to must license works

7.6.2, Login to HOPEX.exe

To validate that HAS Server node has been properly configured:

1. Go on all HAS servers in RDP session.

2. Go in the installation folder. Default: C:\...\HOPEX Application Server\5000
3. Launch HOPEX.exe.

4. Login “Mega” with default password “Hopex”.

Test Failed Test Successful
The process does not launch and closes R -7

|mmed|ate|y O|% % B b i B @%\Qﬂ!l:x‘ [N A By 0
G Home A ProjectHier.. M Controls an..
@ DEMO -

o i
The process launches with error message o

T8
g MEGA University
@fig PPM

- @ PRESALES
g Regulatory Framework

Englist ,

= Read Windows Event logs
= Read megaerrr logs
= Ensure HAS Server is up and running

= Ensure access to must license works
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8. Installation in multi-tenant scenarios

HOPEX supports multi-tenant at infrastructure level. A same server can be used to
host several customers.

Multi-tenant capability is not supported at the following levels:

« database
Each database is independent and do no share tables/columns/data.
= This ensures highest security for our customers’ data.
+ application
Each deployment is autonomous and do not share exe or dll.
= This enables to have customers in different versions and updates.

Multi-tenant capabilities are available to manage:
« multiple environments or instance.

« multiple versions on the same server.

8.1. Multi-environments — Multi-instances
HOPEX V5 supports multiple installations on the same server. This type of deployment
is useful when you:
« want to put the PRED-PROD and PROD on the same server.
 have several HOPEX Environments (SystemDb) for historical reason.
For new customer, this scenario is not recommended.

When doing so you need to adjust IIS configuration to run properly this type of
deployment.

Moreover, make sure you size the server accordingly. Each additional instance on a
server requires a minimum of 8Gb of RAM.

The architecture pattern of such installation is the following:

« each Instance as a dedicated DNS

e each instance as a dedicated port allocated
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Public address

https://myserverl.hopex.com
https://myserver2.hopex.com ———]

@) — ey —

Web
Browser

The installation of HAS Server:

—

2

IIS

Web Server

HAS Server

HAS

HOPEX Web
Front-end

HOPEX Web

Fro

HTTP / HTTPS : 5000

HOPEX Core
Back-end

HTTP / HTTPS : 5001

HOPEX Core

nt-end Back-end

|

T

e —]
L=

SQL Server

» is the same process as described in previous chapters.

 You may need to adjust the IIS configuration described from previous chapter

as described below.

8.1.1. Configure IIS

8.1.1.1. Public DNS and SSL for each instance

For each instance you must have a DNS.

For example:

e Instance 1 - PROD: https://prod.hopex.com

e Instance 2 - PRE-PROD: https://preprod.hopex.com

Moreover, your SSL Certificate must be valid for both DNS, so either you have:
e a wild card SSL certificate. Example: *.hopex.com

« all the alternative DNS name defined in your certificate prod.hopex.com,

preprod.hopex.com...
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Example of Wild card certificate

Example of alternative DNS certificate
n  Certificate *
General Details  Certification Path
show: | <All= w
Field Value ()
[ Authority Key Identifier KeyID=142eb317b75856chae. ..
Authority' Information Access  [1]Authority Info Access: Acc...
151 Subject Alternative Name DNS Mame=*.demo.mega.com....
@Cernﬁcab& Policies [1]Certificate Palicy:Policy Ide. ..
GilscrList v1, 46a555eb75f2912030b53. ..
BKEY Usage Digital Signature, Key Endpher...
BBasic Constraints Subject Type=End Entity, Pat...
[ Th imbeveint: reRFIANNTNR1EhEE 1 Merdaas 7
DMS Name=%*.demo.mega.com
DNS Name=demo.mega.com
Edit Properties. .. Copy to File...

n | Certificate x

General Details Certification Path

Certification path
[5] 1SRG Root X1

@ R3

BB} *. demo.mega.com [Certify] 8/31/2022 1:14:31 PM to 11/

View Certificate

Certificate status:

’Tnis certificate is OK.

If you do not have a wildcard certificate you

website. In that case
1. Goon

your Default Web site.

2. Right-click and Edit Binding.

3. Add a

binding for each URL.

need to add extra binding in your IIS

4. Enter a Hostname for each URL that matches the SSL Certificate.

Example:
Connections
A

v .83 W-0GD (NTAS\OGD)
----- ;é:f Application Pools
wo@ Sites
. > 4% Default Web Site
> 33 Server Farms

9 Default Web Site Home
Filter: + ¥ Go - g Show All | Group by: Area
Site Bindings ?
Type Host Mame Port IP Address Binding Add...
http 30 * :
7 Edit...
https  prod.hopex.com 443
https  preprod.hopex.c.. 443 * Rermove
https  dev.hopex.Com 443 *
Browse
Close

T —
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8.1.1.2. Create a server Farm for each instance

For each Instance you must create a server farm as described section “2.6 Configuring
Server Farm - ARR”

Make sure you enter the right port humber. In doubt check the IIS config file as
described section “2.8.3 Checking configuration (optional)”

8.1.1.3. Create a rewrite rule for each instance

For each Instance, you have an URL Rewrite rule that you need to ensure has the
proper condition.

Example with 3 instances. You can see 3 farms, 3 URL Rewrite rule that each have a
condition.

§5 Internet Information Services (115) Manager
— =

(= €3 » W-06D »

File View Help

Connections - .
Gg! URL Rewrite

~ 53 W-0GD (NTAS\OGD)
i..[Z} Application Pools
» -[@] Sites

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP respanse.

Inbound rules that are applied to the requested URL address:

~ 351 Server Farms Name
» % HAS Instance 1
5 33 HAS Instance 2

Input Match Pattern ActionType  Action URL Stop Processing
=] ﬁARR_HAS Instance 1_loadbalance URL Path Matches ® Rewrite http://HAS Instance 1/{R:0} True

- {HTTP_HOST}  Matches the Pattern instancel.myurl.com
» -3 HAS Instance 3 - o ;
[= [ ARR_HAS Instance 2_loadbalance URL Path Matches = Rewrite http://HAS Instance 2/{R:0} True
{HTTP_HOST}  Matches the Pattern instance2.myurl.com
=] \_,%ARRiHAS Instance 3_loadbalance URL Path Matches = Rewrite http://HAS Instance 3/{R:0} True
{HTTP_HOST}  Matches the Pattern instance3.myurl.com

8.1.2. Domain users

The domain user used is the same for all the instances. So, this domain user must
have access to:

 all HOPEX Environment shared folders and Must license

« the database in case of Trusted Connection.

8.2. Multi-version scenario

This scenario concerns the following situation:

« If you are migrating or want to preview some features without changing you
existing version.

« If you are a partner or a developer, you may need to work alternatively with
different version of HOPEX. In that context you may want to have several
versions installed: V5 CP2, V5 CP3, V5 CP4...

This installation of this scenario is the same as the multi-environment / multi-
instance.

Just ensure the HAS Instance manager is its latest version and that you have all
the prerequisites that correspond to each version you want to use.
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= HAS Dashboard

Instances

CLUSTER INSTANCES

HAS Versions

Hosts

V5-CPO-Official LEVERNLTIH

https://w-ogd:5000 Add cluster node

Node Port Bundle Version Status

W-0OGD 5000 HOPEX 5.0.0+710 Stopped Actions =

£ Cluster v5-cP1-offidal [

[ https://w-0gd:5010
Node Port  Bundle Version Status

W-0GD 5010 HOPEX 5.0.1+384 Stopped Actions ¥

£ Cluster v5-CP2-Official
& http://w-0gd:5020 Add cluster node

Node Port  Bundle Version Status

W-0GD 5020 HOPEX 5.0.2+768 Stopped Actions ¥

MEGA International, Copyright @ 2022 Version: 15.5.0.4 HOPEX Store

Recommendations:

» Give explicit name to the cluster
+ Give port number to ease understanding which version you are looking at.

For example, set port 5100 for V5 CP1, 5200 for V5 CP2, 5210 for V5 CP1 HF1...
Caution some port may be already in use by other applications.
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Other installation topics

This section corresponds to specific use case.

9.1. Using Server API

If you are coming from a previous MEGA HOPEX version, you might have used our
server API. This server API in VB, JAVA or C# enables to run external programs and
communicate with HOPEX. If you have not used this Server API, use our REST API
and ignore this section.

To enable this Server API, you must reference your installation in Windows registry.

CAUTION: There can be only one instance reference in the registry at a time.

Steps to perform:

1.

Go in your installation folder. Default: C:\ProgramData\HOPEX Application
Server\5000

. Run the PowerShell script "HOPEX-regserver.ps1”. You must run it with

sufficient privilege:
o Rights to run PowerShell script

o Rights to write in the Windows Registry.

. Repeat this operation each time you install an HF / CP or major version.

9.2. Publishing Static Website

Read this section if you are creating and publishing static website with HOPEX.

In HOPEX V5 you can publish a static website:

directly in HOPEX Application Server @ recommended choice.

in IIS as a web application

0.2.1. Publish In HAS Instance

For this scenario either:

From the HOPEX Store, download the Enterprise Portal Application package
https://store.mega.com/modules/details/website.static.navigator.bundle

From the HAS Console > Modules, install the “"Enterprise Portal Application
package” module.
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Follow the instruction from the store and read the Read.me file located here
C:\...\HOPEX Application Server\...\.shadowFiles\website.static.content

When your static website is generated, it can be accessed from the HAS portal or
directly from the URL https://www.myurl.com/website.static.navigator

HAS Console

=1

HOPEX Application Server

management console

r P I

HOPEX Web Front-End
V5.0 CP4

MEGA
s

HOPEX Web Application.

Enterprise Portal

Static web site viewer

Lo

9.2.2,

Publish In IIS

In this scenario you generate your static website and then manually publish it on IIS.
You need to configure IIS to enable user to access this website.

To configure IIS:

1. Create your IIS Application from the folder by converting it to Application.

=

qﬁ Internet Information Services (II5) Manager

TT ANEEN

& @ » VPISIVS » Sites » Default WebSite »
File  Wiew Help
Q-iln R 0 Default Web
g:-j Start Page Eowiir
~ 83 YP-1IS1-V5 (NTAS\ogd)
i-l2} Application Pools BEPANER
~ [ Sites EE% &;f
. v & Default Web Site F
» - aspnet_client .NEF NEF
, == Y Athnrivat " nranilatio
Poew = 1Tyt . Explore
w 33| Server Farms
! __3—3 HAS Edit Permissions...
_?‘ Convert tRAppl ication !
D Add Appliation...
4. Add Virtual Directory..
Manage Folder [
m Refresh
{2 Switch to Content View

-
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2. In IIS, go to root level and double-click URL Rewrite.

€5 Intemet Information Services (I15) Manager
€ 2

N HEE

File View Help

I )

ST 0‘;] VP-11S1-V5 Home

N st

¥ gv:-ns':ies s Filter: - % Go - GyShow All | Group by: Area - [~
=) Application Pools ASP.MET

~ @] Sites o & = 3 = N
= 2] < i 1 b — {an]
« &b Default Web Site % ‘\\‘\Q‘ agd Q l‘;?f [= |ab|
s | aspnet_client NET {NET .MET Error {NET MET Trust  Application Cennection
:-D mystaticwebsite Authorizat... Compilation Pages Globalization Levels Settings Strings

w33 Server Farms

S 5 HAS ‘33: & .

Pages and Providers ~ Session State SMTP E-mail
Controls

113

Application  Authentic... Autherizat... CGl Compressicn  Default

Directory
Request R... Rules Document  Browsing
= Pl Y -
% GE_q e E, &
Failed FastCGl Handler HTTP HTTP ISAPland  ISAPI Filters

Request Tra...  Settings Mappings Redirect Respon...  CGl Restr

oy " o &= =
Tl ‘I$H #ﬁ = I E {3
T &f ; o= Lol =
MIME Types  Modules CQutput Request Server {URL Rewnte:  Worker
Caching Filtering Certificates Processes

3. Click Add Rule.

5 Internet Information Services (1IS) Manager - =] X
& o |95 VP-IS1VE Eana:
File View Help
e €1 URL Rewrit
[ ewrite
@~ Id -3 ﬂ Add Rulglny...
-5 Start Page N
dﬂ VB-IIST-US (NTAS\0igd) Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response. Manage Server Variables
hd -lIs1- o Bla
2 App“camnpmi Inbound rules that are applied to the requested URL address: View Server Variables.,
v {d] Sites Narne Input Match Pattern Manane Prowiders
bR s I ARR_HAS loadbalance UL Path Matches . View Rewrte Mebs
» (| aspnet_client View Providers...
» [ mystaticwebsite Outbound Rules &)
w 251 Server Farme -

4. Select Blank Rule.

Add Rule(s)

Select a rule template: il

Inbound rules

& Blank rule 4 Rule with rewrite map
% Request blocking

Inbeund and Qutbound Rules
[ User-friendly URL

Cutbound rules

Blank rule
Search Engine Optimization (SEQ)
@ Enforce lowercase URLs

Select this template to create a new inbound rule without any preset values. This template opens the "Edit Rule” page that
you can use to define a new rewrite rule for changing the requested URL address,
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5. Click OK.

6. Fill in the rule

(0]

(0]

o

o

Name

Using: “Wildcard”

Pattern: “*mystaticwebsite*”

Action Type: "None”

where mystaticwebsite is the name
of the folder in IIS of your website

Select Stop processing subsequent rule.

Click Apply.

MName:

qg! Edit Inbound Rule

|My Static Website

rule

Match URL

Requested URL:

Pattern:

Matches the Pattern ~

Using:
Wildcards

‘*mystaticweb site®

Ignore case

Conditions

Server Variables

Action
Action type:

Mone

7. 1In the list of rules select the rule you just created.

£

Stop processing of subsequent rules

Test pattern...

By A
¢ Ca

Save the current cha
€3 Back to Rules

@ Help

GH Internet Information Services (I5) Manager

—

R

v VP-IIS1-VS »

File View Help

Connections

g-id 8

.65 Start Page

v 83 VP-IIS1-VS5 (NTAS\ogd)
i[5} Application Pools

v -[@] Sites

| v €D Default Web Site

i y B aspnet_client

: . ¥ mystaticwebsite
v 55 Server Farms

ToEE eas

GT;I URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.
Inbeund rules that are applied to the requested URL address:

Name

Input

Match

Pattern

Action Type A

| E T | Iy Static Website rule

URL Path

Matches

“mystaticwebsite™

None

| ARR_HAS_loadbalance

URL Path

Matches

»

8. Click Move Up until your rule is at the top of the list.

PSvrlte b

9. Access your static website from your preferred web browser. For example:
https://www.myurl.com/mystaticwebsite
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Gi‘il URL Rewrite
j.

Add Rule(s)..

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response. Manage Server Variabl

Inbound rules that are applied to the requested URL address: View Server Variables,,

Name Input Match Pattern Manage Providers
# ] ARR_HAS loadbalance  URL Path Matches * View Rewrite Maps.
E | My Static Website rule URL Path Matches *mystaticwebsite* View Providers:,
Conditions
Add..
Inbound Rules

Edit...
Rename
K Remove

Disable Rule

Nurthannd Rulac
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10. Post installation checklist

Review this checklist before calling MEGA support.

Ensure each line is marked as “done”. For each item where the status is "not done”,
refer to the appropriate section to fix it.

Layer Action to check Status
1 SQL Server Microsoft SQL Server version: 2019 or 2022
2 SQL Server The port used by SQL Server: TCP 1433 UDP1434
3 SQL Server Does SQL Server use encrypt connection?

4 SQL Server Does SQL user is properly defined?
' Repeat for each server |

10 | IIS Server Windows Server version: 2016 or 2019 or 2022

11 | IIS Server SSL Certificate validity date (if HTTPS/SSL)

12 | IIS Server URL based on certificate is the same as on the web browser

13 | IIS Server IIS Default Website Binding port is 80 or 443

14 | IIS Server HAS Server farm exist

15 | IIS Server All HAS Server are present in the HAS Server Farm

16 | IIS Server Health test URL is defined

17 | IIS Server Proxy timeout value is set to 120s

18 | IIS Server There is a URL rewrite rule for the server farm

19 | IIS Server There is an URL rewrite rule condition with HTTP_HOST

20 | IIS Server The URL rewrite rule is in HTTP or HTTPS

21 | IIS Server Ensure HTTP(S) is the same on URL Rewrite, Binding and Health
22 | IIS Server Testing the URL DNS work as described in chapter 7.1

23 | IIS Server Testing server communication work as described in chapter 7.2

243 1IS Server Testing SSL Certificate works as described in chapter 7.3
Repeat for each server

30 | HAS Server Windows Server version: 2016 or 2019 or 2022

31 | HAS Server .net 6 Hosting Bundle is installed

32 | HAS Server .net 6 SDK is installed for DEV Server

33 | HAS Server .net Framework 4.8 is installed

34 | HAS Server C++ Redistributable x64 2015-2022 is installed

35 | HAS Server Ensure SMB is enabled / File Server

36 | HAS Server ODBC Driver 17 or 18 for SQL Server x64 is installed

37 | HAS Server non-interactive Desktop Heap min. value: 8192

38 | HAS Server The server has access to the store web URL (optional)

39 | HAS Server HAS Instance Manager service in present

40 | HAS Server HAS Instance Manager service is launched by domain user or
Local System

41 | HAS Server HAS Instance Manager is accessible http://localhost:30100

42 | HAS Server The domain user is local Administrator of the server

43 | HAS Server The domain user as access to share folder (license & Env.)

44 | HAS Server The instance is created and running in Instance Manager

45 | HAS Server The instance is properly deployed in 5000 folder.

46 | HAS Server The instance internal URL is responding

47 | HAS Server The pubI.i(; URL written in the we'b browser'is the same as in the
SSL certificate and the same as in the settings.cfg

48 | HAS Server All settings.cfg file are identical across all HAS Server

49 | HAS Server All cluster.cfg file are identical across all HAS Server

50 | HAS Server | Testing HAS work as described in chapter 7.4

51 | HAS Server Testing Web client work as described in chapter 7.5

52 | HAS Server Testing Desktop client work as described in chapter 7.6

60 | Client Laptop | You have Chrome/Firefox/Edge in supported version
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61

Layer
Client Laptop

Action to check
You have Office tools Word (optional)

Status
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11. Uninstallation procedure

Should you want to remove HOPEX to make a clean re-install please follow the

instructions below.

11.1.

Removing IIS

Ensure IIS service is stopped prior to start these steps.

o Services

File Action View Help

= T Ed= HE »anp

., Services (Local)

Stop the service
Festart the service

Description:

World Wide Web Publishing Service

Provides Web connectivity and
adrinistration through the Internet
Infarmation Services Manager

~

Mame

-f.:!;Windows License Manager Service

g‘i@;Windows Management Instrurnentation

-'S;);Windows Media Player Netwaork Sharing Ser..,

;{:@;Windows Mobile Hotspot Service
'{;&Windows Maodules Installer

{,;!;Windows Presentation Foundation Font Cac...

{.ﬁ:Windows Process Activation Service
{".;l;Windows Push Notifications System Service

-:’:I%Windows Push Metifications User Service_66...

QWindows PushTolnstall Service

@,Windows Remote Management (WS-Manag...

-;E.;';;Windows Search
;‘:;%Windows Security Service
£k Windows Time
L Windows Update
«f:-;};Windows Update Medic Service
-f',:i;WinH'I'I'P Web Proxy Auto-Discovery Service
Gi{gWired AutoConfig
@EWMI Performance Adapter
) Workstation
World Wide Web Publishing Service

Status

Running

Running
Running
Running
Running
Running

Running

Running

Running

Running

Startup Type
Manual (Trig...
Automatic
Manual
Dizabled
Manual
Manual
Manual
Automatic
Automatic
Disabled
Automatic
Disabled
Manual
Automatic
Manual (Trig...
Manual
Manual
Manual
Manual
Automatic
Autogaais

Extended f Standard /

Stop service World Wide Web Publishing Service on Local Computer

11.1.1.

Configuration removal

From IIS Manager remove all configurations that you have performed:

e Remove the server Farms

e Remove any rewrite rules you have created

¢ Remove any custom binding you have set

Description

Provides infrastructure suppi
Provides a common interfac
Shares Windows Media Playe
Provides the ability to share :
Enables installation, modific:
Optimizes performance of W
The Windows Process Activa
This service runs in session 0
This service hosts Windows r
Provides infrastructure supp:
Windows Remote Managem
Provides content indexing, p
Windows Security Service ha
Maintains date and time sy
Enables the detection, downl
Enables remediation and pro
WinHTTP implements the cli
The Wired AutoConfig (DOT:
Provides performance library

Creates and maintains client

seasbislsonnectivity al
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% Internet Information Services (1I5) Manager

l‘{.— -3 |§-§| » W-OGD » Server Farms »

File View Help

o

~ 83 W-0GD (NTAS\OGD)

Marne
= Application Pools P
v_il Sites _%’H‘b‘;
.5 & Default Web Site SHHA
W 3_3'] Server Farms pHA
3 E% HAS Instance 1—
) --3% HAS Instance 2 83 Refresh
» -8 HAS Instance 3|x Remove R |
bg
Add Server...
Rename
(72 Switch to Content View
T
&5 Internet Information Services (IIS) Manager — O x
e [s5, woe » st @

File View Help

q;l URL Rewrite
4 Add Rule(s)...
ki ﬁﬂ U:DGD _( ;i B0 Provides rewriting capabilities based on rules for the requested URL address and the Manage Server Variables
=/ Application Poals content of an HTTP response. View Server Variables...
ol Ses Inbound rules that are applied to the requested URL address:
{5 &5 Default Web Site £ 4 ' Manage Providers
v 33 Server Farms Mame Input Match P View Rewrite Maps...
» 3% HAS Instance 1 || ARR_HAS Instance 1 Joadbalance  URL Path Matches ¥ View Providers...
» A% HAS Instance 2 | [ ] ARR_HAS Instance 2_loadbalance  URL Path Matches *| || Conditions ()
» % HASInstance 3 ("I ARR_HAS Instance 3 loadbalance  URL Path Matches - o
Inbound Rules &
Edit...
Rename
x Remojye
Disahmule
4 Move Up
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q_ﬁ Intemiet Infor Services {IIS) Manager = O x
“ 83, w-00D » B @-
File  View Help
q;l URL Rewrite
- Add Rule(s)...
- -
¥ j e _(WSXOGD) Provides rewriting capabilities based on rules for the requested URL address and the Manage Server Variables
A.pphcatlon Pools content of an HTTP response. View Server Variables...
E 3 -é;es['lefault —— Inbound rules that are applied to the requested URL address: Manage Providers
v --j',_i'.'! Server Farms Site Bindings ? g View Rewrite Maps...
5 -3 HAS Instance 1 View Providers...
o Type  Host Name Part IP Address Binding Informa... Add... Conditions @®
3 -8 HAS Instance 3
http @ - S A
prod.hopex.com It Inbound Rules (7]
https preprod.hopex.c., 443 i W Edit...
https  dev.hopex.Com 443 * k Rename
Browse x Remive
Disable Rule
£ Maovelp
¥ Move Down
Dutbound Rules (£-]
View Preconditions...
View Custom Tags..,
e Help
Close

11.1.2. Prerequisite removal (optional)

Should you want to fully reset the prerequisite component installed you can:

e Uninstall URL rewrite
 Uninstall ARR
 Uninstall IIS

Note: IIS, ARR and URL Rewrite might store configuration files that may not

be removed when uninstalling.

[E Programs and Features

~ « 4 [ » Control Panel » Programs » Programs and Features
Control Panel Home .
Uninstall or change a program

View installed updates

) Turn Windows features on or
off

To uninstall a program, select it from the list and then click Uninstall, Chan

Organize +  Uninstall  Repair

MName - Publisher

& Azure Data Studio Microsoft Corpora
d Browser for SOL Server 2022 Microsoft Corpora:
[EFiezilia 3.63.2.1 Tirn Kosse

€ Google Chrome Google LLC

. HAS Instance Manager MEGA Internationz
=4 115 URL Rewrite Madule 2 - nora
ﬁ‘ Microsoft MET 6.0.13 - Windows Server )—h Cabamnian !Fora'
ﬂ Microsoft MET Core 3.1.13 - Windows Seé Repair aara

8 Microsoft NET Core Runtime - 3.1.13 (x64)

crosoft Corpora
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off

E;' Turn Windows features on or

Organize *+  Uninstall  Repair

Fas
MName

& Azure Data Studico

3 Browser for SOL Server 2022
[Hrilezilla 3.63.2.1

€ Google Chrome

Publisher

Microsoft Corporati
Microsoft Corporati
Tim Kosse
Google LLC

MEGA International
Microsoft Corporati

.HASInstance Manager
=115 URL Rewrite Module 2
ﬁMicrosoft MNET 6.0.13 - Windows Server Hosting Microsoft Corporati
ﬁMicrosoft MET Core 3.1.13 - Windows Server Hosting  Microsoft Corporati
ﬁMicrosoft .NET Core Runtime - 3.1.13 (x64)
j’iﬁMicroso& .NET Core Runtime - 3.1.13 (x86)
ﬁ‘Microsoﬂ: .MET Runtime - 6.0.13 (x64)
ﬁ'Microsoﬂ: .MET Runtime - 6.0.13 (x86)

Microsoft Corporati
Microsoft Corporati
Microsoft Corporati
Microsoft Corporati

_EE'MicrosoftApplicatinn Request Routing 3.0 — = mmaorati
8 Microsoft ASP.NET Core 6.0.13 - Shared Fy Uninstall orati
ﬁMicroso&ASP.NET Core 6.0.13 - Shared Fi Repair rorati

W Microsoft Edge Microsoft Corporati

11.2. Removing HOPEX applications

Ensure HAS Instance and HAS Instance Manager are stopped prior to start these
steps:

e Stop the instance within the HAS instance manager

. HAS Dashboard % +
& C @ localhost:30100

— HAS Dashboard

S CLUSTER INSTANCES

HAS Versions

Hosts New instance

£ Cluster5000 {50 =

& h Com Add cluster node
Node Port Bundle Version Status
Wel03365 5000 HOPEX 5.0.6.1910 Running m.

Stop
s

e Stop the HAS Instance manager service within Windows service manager
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L4 Services

File Action View Help

e |FEd= HE > a0

., Services (Local) :’3 mm
HAS Instance Manager Mame - Status Startup Type Description
: HAS Instance Manager i

%ei_!ﬁ:hs:?:rifeice c’jf?k Human Interface Device Service Trig...  Activates and maintains the
£ HY Host Service Trig...  Provides an interface for the
S;;; Hyper-V Data Exchange Service Pause h Trig Provides a mechanism to exc
{’.}% Hyper-V Guest Service Interface Resume Trig...  Provides an interface for the
\‘S.\!; Hyper-V Guest Shutdown Service S, Trig...  Provides a mechanism to sht
Lk Hyper-V Heartbeat Service Trig... Monitors the state of this virt
52; Hyper-V PowerShell Direct Service All Tasks > Trig Provides a mechanism to mz
-@ Hyper-V Remote Desktop Virtualization 5 Trig...  Provides a platform for come
s % Hyper-V Time Synchronization Service e Trig...  Synchronizes the system tim
-&:\). Hyper-V Volume Shadow Copy Requesto Properties Trig... Coordinates the communica
£ENIS Admin Service s Enables this server te admini
‘S5 IKE and AuthlP IPsec Keying Madules Help Trig.. The IKEEXT service hosts the
&!;Internet Connection Sharing (IC5) Disabled Provides network address tra
QIP Helper Running  Automatic Provides tunnel connectivity
&1 IPsec Policy Agent Manual (Trig...  Internet Protocol security (IP
-@ KDC Proxy Server service (KP5) Manual KDC Proxy Server service run
G‘:@;KtmRm for Distributed Transaction Coordina... Manual (Trig... Coordinates transactions bet
-33,:)_5 Link-Layer Topolegy Discovery Mapper Disabled Creates a Network Map, con:
S;;; Local Session Manager Running  Automatic Core Windows Service that n
@Microso& (R) Diagnostics Hub Standard Coll... Manual Diagnostics Hub Standard Ce
Eh Micrnsnft Acconnt Sion-in Assistant Runninn  Manual (Trin...  Fnahles user sian-in thronah
<

Extended /(Standargi_/

Stop service HAS Instance Manager on Local Computer

11.2.1.

1. From Control Panel >> Programs >> Programs and Features select “Uninstall
or change program.

Uninstalling Application

2. Search for HAS Instance Manager and uninstall.

E}‘, Programs and Features

— v 4 E » Control Panel » Programs » Programs and Features

Contrel Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Chang

) Turn Windows features on or

off Organize *  Uninstall Change  Repair

MName - Publisher

& Azure Data Studio Microsoft Corporati
|5 Browser for SOL Server 2022 Microsoft Corporati
EFiIeZiIIa 3.63.21 Tim Kosse
@Google Chrome Google LLC
.HASInstance Manager MEGA International
=4 115 URL Rewrite Module Uninstall Microsoft Corporati
ﬁ'Microsoﬂ:.NET 6.0.13 - Change L\\) Microsoft Corporati

8 Microsoft NET Core 3.1
# Microsoft NET Core Ru

Repair Microsoft Corporati

Microsoft Corporati

3. When prompted click Yes.

If you did not stop prior the HAS Instance Manager, you will be asked to stop it.
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Programs and Features

| Are you sure you want to uninstall HAS Instance Manager?

[] Inthe future, do not show me this dialog box Yes Mo

'l mra /Il T - SkRarad Framicisamrls © Elimrme st | Armsratisem lar Sd TR AT

11.2.2. Deleting files

1. Open a Windows file explorer and go to the installation location.
Default: C:\ProgramData\MEGA\Hopex Application Server

2. Select all folders and files and delete them.

| g = | Hopex Application Server
Home Share View
- v » ThisPC » Windows (C:) » ProgramData » MEGA » Hopex Application Server
Mame Date modified Type
7 Quick access
inaries 3/15/2023 3:52 PM File folder
[ Desktop + e = .
5000 5/15/2023 358 PM File folder
.‘- Downloads -+ Databiaces ! FricsnosaEanLe copgorder
[%| Documents -+ Instance Manager Open ile folder
[ Pictures + logs Open in new window ile falder
E — thared Pin to Quick access detolder
Send to b2
¥ Network
i Cut
Copy

Create shortcut

Delete E}

Rename

Properties

If you did not stop the HAS instance you won’t be able to delete all files.
Restart the server and retry.

11.2.3. Removing SSL Certificate

1. Open an MMC console and add Certificates snap-in.

2. In Trusted Root Certification Authorities search for Hopex Application
Server or custom SSL certificate you may have used.

3. Delete it.
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ﬁ Consolel - [Console Root\ Certificates (Local Computer)h Trusted Root Certification Authoritiesh\ Certificates]

ﬁ File Action View Favorites

Window  Help

e 2 L/ XER HE

| Conscle Root
v [l Certificates (Local Computer)
+~ | Personal
| Certificates
w || Trusted Root Certification Authorit
| Certificates
| Enterprise Trust
| Intermediate Certification Authaorit
[ Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Auth
| Trusted People
7] Client Authentication lssuers
Preview Build Roots
Test Roots
Remote Desktop
Runtime_Transport_Store_D2EG823
| Smart Card Trusted Roots
| Trusted Devices

i I

| Web Hosting

| Windows Azure Environment
| Windows Live |D Token lssuer
| WindowsServerlpdateServices

lszued To

5] AL Certificate Services

[ZlBaltimore CyberTrust Root

[ Class 3 Public Primary Certificat...

5] Copyright (c) 1997 Microsoft C...

Sl DigiCert Assured D Root CA

= DigiCert Global Root CA

=l DigiCert Global Reot G2

EZ1DST Root CA X3

Sl GlobalSign Root CA

£ Go Daddy Class 2 Certification ...
Hopex Application Server

[Z1ISRG Root X1

ol Microsoft Authenticode(tm) Ro..,

[ Microsoft ECC Product Reot Ce...

S Microsoft ECC TS Root Certifica..

ZMicrosoft Root Authority

S Microsoft Root Certificate Auth...

S Microsoft Root Certificate Auth...

[ZIMicrosoft Root Certificate Auth...

[ZINO LIABILITY ACCEPTED, (c)97 ..

2l Symantec Enterprise Mobile Ro...

(= . - —

Issued By

AAL Certificate Services

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Copyright (c) 1937 Microsoft Corp.

DigiCert Assured |0 Root CA
DigiCert Global Root CA
DigiCert Global Root G2
DST Root CA X3

GlobalSign Root CA

Go Daddy Class 2 Certification Au...

wp

All Tasks

Cut

Copy
Delete

Properties

Help

e R e e

1= Authori..,
= Authori...
= Authori...
, ()97 Ve...
«dile Root ...

'm) Root...
oot Certi...
zrtificate...

11.2.4. Uninstalling prerequisites (optional)

Expiration Date
1/1/2029
3/13/2025
8/2/2028
12/31/199%
1171042031
11/10/2031
1/15/2038
8/30/2021
1/28/2028
6/25/2034
6/2/2053
6/4/2035
1/1/2000
2/27/2043
2/27/2043
12/31/2020
3/10/2021
6/24/2035
3/23/2036
1/8/2004
3/15/2032

Intended F

Client Aut
Client Aut
Client Aut
Time Starr
Client Aut
Client Aut
Client Aut
Client Aut
Client Aut
Client Aut

Client Aut
Secure Em
<All=
<Al
<All>
<All=
<Al
<Al
Time Starr
Code Sign

If not used by any other component, you can also uninstall the prerequisites to clean

your server.

1. From Control Panel > Programs > Programs and Features, select Uninstall or

change a program.

2. Delete any Microsoft .net 3.1, 6.0, or 8.0: Windows Server Hosting Bundle,

SDK, Core Runtime...
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[ Programs and Features

) Turn Windows features on or

11.3.

&«

< ‘I [ » Control Panel » Programs » Programs and Features

Control Panel Home

View installed updates

off

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *+  Uninstall Change

e

Mame

& Azure Data Studic
3 Browser for SOL Server 2022

Publisher

Microseft Corporation
Microsoft Corporation

EFiIeZiIIa 3.63.2.1 Tim Kosse

[ Google Chrome Google LLC :

.HASInstance Manager MEGA International :

5_—35 115 URL Rewrrte Module 2 Microseft Corporation 4

ﬁ Microsoft MET 6.0.13 - Windows Server Hosting e i Vs
Uninstall :

_ﬁ Microsoft MET Core 3.1.13 - Windows Server Hosting
_ﬁMicmsm‘t.NH Core Runtime - 3,1.13 (xbd} I
ﬁl\e‘licmsnﬂ .NET Core Runtime - 3.1.13 (x86)
ﬁMfcrnmﬁ MNET Runtime - 6.0.13 (x64)

ﬁ!MLcmsoft MNET Runtime - £.0.13 (x86)

%Micmsuﬂ Application Request Routing 3.0
ﬁjMicrusoﬁ ASP.MNET Core 6.0.13 - Shared Framework (
ﬁr\-’licrnsnﬂ ASP.MET Core 6.0.13 - Shared Framewaork (

Removing RDBMS databases

You may want also to delete:

Chank '

"~ Microsoft Corporation
Microseft Corporation
Microsoft Corporation
Microseft Corporation

w  Microsoft Corporation

w Microsoft Corporation

The HAS Instance database that contains all the configuration

The Environment SystemDB and Repositories: only if you don’t want to use HOPEX

anymore forever.

From your preferred tool delete the instance database.
Default name: HAS_5000

Object Explorer > 0 x

Connect~ ¥ *¥ (VIES

= @ W-0GD\SQLEXPRESS2019 (SOL Server 15.0.4312 - sa)
= Databases

System Databases
Database Snapshots
@ OMNE_DEMO
@ OME_SystemDb
w
W V5-CPO-Official |
W V5-CPO-Official
@ V5-CP1-Official
@ V5-CP1-Official

MNew Database...
Mew Query Db
Script Databaseas  »

@ V5-CP1-Official Tasks v Db
[~ VS-CPZ-Off!c!aI Policies N

@ V5-CP2-Official |

@ V5-CP2-Official kacery Db

W V5-CP3-Official Start PowerShell
w VS_CP}OfﬁC!a" Azure Data Studio 3 LEA
W V5-CP3-Official | SOHO

@ V5-CP3-Official Reports b | SystemDb

@ V5-CP4-Official .

@ V5-CP4-Official ename 173

@ V5-CP4-Official Delete P SOHO
e WE_FDA_MWEial CirctamNh
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12. FAQ

12.1.1. How to reset HAS Instance Manager API Key /
password ?

The information is stored in the hopex.yml file located by default here: C:\...\HOPEX
Application Server\Instance Manager

1. Stop HAS Instance manager.
2. Edit the HOPEX.yml file.
3. Edit the ApiKey section and enter your new password.

4. Restart HAS Instance manager.

12.1.2. What are the default user’s login/password?

For HAS Instance the default user is: admin with password Hopex that you need to
change at first connection.

12.1.3. Do I need IIS Application pool?
No

12.1.4. Access rights to certificate at installation is no
valid.

When you install HAS and HAS modules are not starting. If you see the following
message in HAS-Starting log:

[Error] - Failed to create certificate request. It is often due to an access denied to the
CA certificate. Keyset does not exist

Go to your certificate and delete "Hopex Application Server (5000)”. Restart HAS
Server. If the certificate does not appear check domain user access right.

ﬁ certlm - [Certificates - Local Computer\Trusted Root Certification Authorities\Certificates] - O x
File Action View Help
e | 25 4EXE= HB@

E@ Certificates - Local Computer lssued To - Issued By Expiration Date Intended Purposes Friendly Name ]
v P:Ersunal X 5] Copyright () 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  30/12/1999 Time Stamping Microsoft Times
_ [ Certificates S1DigiCert Assured D Root CA DigiCert Assured ID Root CA 10/11/2031 Client Authenticati.. DigiCert
v Tgséeei?ii::eiemﬁcat'°" Authorities [5IDigiCert Global Root CA DigiCert Global Root CA 10/11/2031 Client Authenticati... DigiCert
[ Enterprise Trust ZDigiCert Global Root G2 DigiCert Global Root G2 15/01,/2038 Client Authenticati.. DigiCert Global |
[ Intermediate Certification Authorities 53/ DigiCert High Assurance EV Ro...  DigiCert High Assurance EV Root ... 10/11/2031 Client Authenticati... DigiCert
[ Trusted Publishers [51DST Root CA X3 DST Root CA X3 30/09/2021 Client Authenticati...  DST Root CA X3
[ Untrusted Certificates 5] GlobalSign GlobalSign 18/03/2029 Client Authenticati...  GlobalSign Root
[ Third-Party Root Certification Authorities S GlobalSign GlobalSign 1571272021 Client Authenticati...  Google Trust Ser
[ Trusted People (53] GlobalSign Root CA GlobalSign Root CA 28/01/2028 Client Authenticati...  GlobalSign Root
7 Client Authentication |ssuers [=1Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au...  25/06/2034 Client Authenticati... Go Daddy Class
[ Preview Build Roots opex Application Server (5000)  Hopex Application Server (5000} 14/12/2050
| Local NenRemovable Certificates ZMicrosoft Authenticode(tm) Ro... Microsoft Authenticodeitm) Root...  31/12/1999 Secure Email, Code ... Microsoft Authe
[~ Microsoft Menitoring Agent I Microsoft Root Authority Microsoft Root Authority 31/12/2020 <All> Microsoft Root 4
[} Remote Desktop ZIMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori...  09/05/2021 <All> Microsoft Root ¢
~| Smart Card Trusted Roots [ZIMicrosoft Root Certificate Auth., Microsoft Root Certificate Authori..  23/06/2033 <All= Microsoft Root ¢
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12.1.5. When should I restart HAS Instance or HAS
Instance Manager?

HAS Instance manager does not restart the instance.

Each HAS Instance can be restarted by the HAS Instance manager or the HAS
Instance itself.

12.1.6. Can I limit the role of a node in a cluster ?

Should you have a cluster with several HAS you may want to limit the usage of a node
to server batch.

In that case. For each server, edit the file cluster.cfg to had the tag:
“Issp;!back;!front”
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Summary

This document is a guideline for migration to Aquila once project has decided to migrate to
HOPEX Aquila (version HOPEX V6.0).

Before making this decision, it is essential to review the release note web site
https://releasenotes.saas.mega.com/RNA/RnView

Migration is allowed with specific CP for source and target version.

Source version Target version (direct migration path)
HOPEX V4.0 CP7 HOPEX Aquila SP2 last hotfix

HOPEX V5.0 HOPEX Aquila SP2 last hotfix
CP3/CP4/CP5/CP6/CP7/CP8

For previous versions or releases (HOPEX V1R3, HOPEX V2, HOPEX V2R1, HOPEX V3) it is
necessary to perform an intermediate upgrade to HOPEX V4.0.

If you do not know which path to follow, consult the page HOPEX Aquila on HOPEX Store
https://store.mega.com/

Note that technical architecture has changed in a significant way after HOPEX V4.0.
Therefore, architecture, sizing and administration procedures designed for HOPEX V4.0 and
below version must be reviewed for HOPEX Aquila.

See online documentation for HOPEX Aquila V6.0, PLATFORM - Installation and
Deployment > HOPEX Application Server (HAS) Architecture Overview.
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1. Prerequisites

1.1. Review release notes of HOPEX Aquila

The release notes are available via a web site on MEGA Community.
Direct URL is https://releasenotes.saas.mega.com/RNA/RnView

First, select the Edition (both Aquila / November 2023 and Aquila SP1 /January 2024) and
click Search to get search results. Then you can refine the search results by using filters.

Filter Indication

Product Check each of the products you use
You can also select All products

Nature Check Changes, Deprecated, Removed

MEGA
H (O PEX Release Notes

Edition

Aquila (23-01-2024), Aquila;Aquil ¥

All Products

Nature

Change, Removed feature, Depr¢~
Tag

Impact typology

User impact

Keywords

Enter text for filtering

Search

Reset filters
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1.2. Check metamodel, workspaces and workflows

In the source version, for each environment:

Check

Detail

Check that version of
environment is aligned
with version of programs

Run HOPEX.exe and check that no message is displayed such
as 'The versions of HOPEX and the MetaModel are not aligned
(HOPEX=X.XX.XXX.XXXX - MetaModel=Y.YY.YYYY.YYYY)...

Check that environment
compiles without error

Run Windows Administration Console (administration.exe) and
compile the environment. If the environment compilation
generates a log entry in the HOPEX error log, you should fix
such errors before migrating your data

Check that no private
workspace (ex-
transactions) persists

In Windows Administration Console (administration.exe),
check workspaces. If a private workspace persists, dispatch or
delete it.

Check that each workflow
is completed

Certain workflows (regarding Application and Software
Technology) are removed with HOPEX Aquila. Therefore, it will
not be possible to resume them in Aquila.

Password of the login
'System'

Check that the password of the login 'System' is known or set
to empty before migration.

This is very important since it will be requested to login with
'System’.

1.3. Backup data in SQL Server (production)

Perform SQL backups (.BAK files) for:

« SystemDb
» Data repository

* HAS configuration database

Example for an environment named Standard and instance port 5000

e Standard_SystemDb
« Standard_MasterData
« Standard_HAS_5000

1.4. Backup additional files

1.4.1. Backup main configuration files (production)

Level Detail

Installation

Files: megasite.ini.generated and MegaModule.json.generated

Default location: C:\ProgramData\MEGA\Hopex Application
Server\<instance>\.shadowFiles\hopex.core\<version>\Cfg

Environment

File: Megaenv.ini

Default location: C:\ProgramData\MEGA\Hopex Application
Server\<instance>\Repos
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Reminder for HOPEX V4.0:
For the installation, there is a file megasite.ini located by default in C:\Program Files
(x86)\MEGA\HOPEX V4\Cfg

1.4.2. Backup customization module (production)

In HOPEX Aquila, customizations are packaged in a module has.custom.
By default, it is a file HOPEX Application Server Customization-XX.haspkg located by default
in C:\ProgramData\MEGA\Hopex Application Server\<instance>\Modules\has.custom.

Reminder for HOPEX V4.0:

For the installation, there can be a folder mega_usr located by default
« Installation: C:\Program Files (x86)\MEGA\HOPEX V4\Mega_usr
e Environment: <environment folder>\Mega_usr

It will be necessary to transform this folder to a customization module (has.custom).
See online documentation for HOPEX Aquila V6.0, MODULES > Customization Lifecycle
Management.

1.4.3. Backup user web settings for an instance (HOPEX V4.0)

This section applies only if source version is HOPEX V4.0.

Web settings are user related settings. They contain information that can be considered as
useful (tiles displayed in homepage, widgets displayed in page dashboard...).

Even if such information will not be available in HOPEX Aquila as in HOPEX V4.0, it is
recommended to save it.

Archive (file copy) the file MegaSettings-*.ini on the server hosting the source installation.
With HOPEX V4.0, such files are saved in the folder:

%ProgramData%\MEGA\HOPEX V4\ClusterRoot\UserSettings

1.5. Identify key configuration items

This applies to production.

1.5.1. Identify HOPEX products used (production)

HOPEX administrator should be aware of the HOPEX products used.

Otherwise, you can identify them from the HOPEX license used.

It is a .Must file.

There is no default location but you can identify the license folder from the file
megasite.ini.generated saved previously. It contains the path of the license:

[Must Licence]
Path=<license folder>

Browse this folder, edit the file .Must.
You can get the list of products and their codes in the section [MEGAComponentInfo]:

[MEGAComponentInfo]
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1.5.2. Identify authentication used (production)

HOPEX administrator should be aware of the authentication mode used.

Several authentication modes are available up to HOPEX V5.0.

Authentication
mode

Check in HOPEX V5.0

Supported in
Aquila

OpenlID

HAS Console, browse Modules > Authentication >
Identify providers > Open ID

Active is checked

Yes

SAML2

HAS Console, browse Modules > Authentication >
Identify providers > SAML2

Active is checked

Yes

Windows (IIS)

HAS Console, browse Modules > Authentication >
Identify providers > Windows

Active is checked

Yes

HOPEX (MEGA)

HAS Console, browse Modules > Authentication >
Identify providers > HOPEX

Active is checked

Yes

LDAP

Installation options
Installation > User Management > LDAP
Authentication mode is set to 'LDAP'

No

For HOPEX V4.0, see Identify authentication used (HOPEX V4.0).

1.5.3. Identify modules used (production)

HOPEX administrator should be aware of the HOPEX products used.

Otherwise, to make you can take a screenshot of the page Cluster status in HAS Console
(menu Cluster > Cluster status).

You can also identify them from the folder structure.
Browse module folder located by default in C:\ProgramData\MEGA\Hopex Application
Server\<instance>\Modules.

For each module used, the is a subfolder with the version.
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You can build a table such as:

Example if additional module Version
has.custom 15.2.0+13
hopex360 15.7.0+6617
sample.datatypes 15.6.12+6579

For HOPEX V4.0, see Identify solution pack used (HOPEX V4.0).
If Archimate is used in HOPEX V4.0, note that module 'Archimate V3.1' should be installed.

1.5.4. Identify profiles used (production)

HOPEX administrator should be aware of the profiles used in HOPEX.

Otherwise, you can use the following query in HOPEX.
Connect with HOPEX Administrator or HOPEX Customizer to run the query with the wider
possible vision.

Select [Profile] Into @PL1 Where [Profile Assignment]
Select [Profile] Into @PL2 Where [Super Profile] in @PL1
Select [Profile] From @PL1 Or @PL2
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2. Install Test Platform

2.1. Install HOPEX Aquila (development)

There are technical requirements. See online documentation for HOPEX V6.0 HOPEX
Application Server (HAS) Architecture Overview, in particular section 'Software
Technology Stack'.

For the installation procedure, see online documentation for HOPEX V6.0 HOPEX Application
Server (HAS) Installation Guide.

2.2. Initialize migration document (development)

A specific migration document should be created. It will detail all steps required to migrate:
e From source version (HOPEX V4.0 CP7 or HOPEX V5.0 CPX)
e To target version HOPEX Aquila (HOPEX V6.0 SPx)
Whenever a test feedback identifies an additional step, this step should be added to the
documented so that migration can be played again from source data.

2.3. Restore data in SQL Server (development)

Data must be initialized in development from a copy of production data (down data
alignment). It is essential to use test data that are representative from production data.

Example: Restore copy of production data of HOPEX V5.0.

Production data of HOPEX V5.0 Development data in HOPEX Aquila V6.0
Copy of production data HOPEX V5.0

Standard_SystemDb Migrationl_SystemDb

Standard_MasterData Migration1l_MasterData

Standard_HAS_5000 Migration1_HAS_5001

2.4. Create a HAS Instance (development)

In Instance Manager console, create a HAS Instance in mode Development in version HOPEX
Aquila. This is necessary to tune the customization module.

To reuse the HAS Database created previously (ex: Migration_HAS_5000), enter this name as
Cluster name when creating the HAS Instance. Otherwise, a hew HAS Database will be
created.

After this step:
« A HOPEX Environment is configured (mapped to database restore previously, see
Restore data in SQL Server (development)
« A HOPEX license is configured
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2.5. Complete HAS instance (development)

As a general rule, each module deployment must be completed by environment automatic
update. In the context of migration, environment automatic update will be run later in step 3.

2.5.1. Deploy migration module (development)

In HAS Console, install module HOPEX Environment Migration Package Aquila
(hopex.core.migrate) in version 17.0.0+6771.
This module is required to upgrade SystemDb to version HOPEX Aquila V6.0.

2.5.2. Deploy customization module (development)

If customization exist, customization module (has.custom) must be deployed and adapted if
necessary. Install this module from HAS Console.

Note that customization module must be deployed before upgrade of data.

Note also that the version of customization module available on HOPEX Store is only a
template. Only project has the real version to use. This version is incremented when module
content is updated following the appropriate procedure.

2.5.3. Deploy additional modules (development)

Reminder:
When a HAS instance is created, keys modules (called system modules, grouped in a bundle)
are installed automatically. Other modules are called additional modules.

In HAS Console, install additional modules (menu Modules > Module List, Add new)
For each additional module used in the source version except customization module
(has.custom):
+ Select the module, ex: hopex360.
e Select the public version of the module compatible with HOPEX Aquila V6.0:
e Use version 17.0.X if it exists.
¢ Otherwise use version 15.0.X.

Note that each module deployment must be completed by environment automatic update.

If source version is HOPEX V4.0 and you have used solution pack, see Modules related to
solutions packs (HOPEX V4.0).
If Archimate is used in HOPEX V4.0, note that module 'Archimate V3.1' should be installed.

If you use module hopex360 note that there is a distinct set of versions for HOPEX Aquila
V6.0 (version 17.x). You need to install this new version.

If you have customized web site template available with module hopex360 in version HOPEX
V5.0 you need to:

« Duplicate standard web site template and components

e Customize the duplicated web site template

Due to security changes (macro calling CreateObject), code needs to be update for HOPEX
Aquila v6.0.
See also release note for HOPEX Aquila V6.0
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2.5.4. Update configuration (development)

When the HAS instance was created various settings (megasitesettings) have been initialized

Situation Impact Recommendations

A new HAS Database has | Settings are default | Check that settings of source

been created settings for HOPEX installation are valid for this HAS
Aquila. Instance (Development)

Replace certain settings with settings
of source installation backed up

previously
An existing HAS Database | Settings of source Check that settings of source
has been re-used installation have installation are valid for this HAS
been restored Instance (Development)

Section that could be updated: Sections that should not be updated:
[System] [Customization]
[General] [Must Licence]
[Mail] [HOPEX]
[Filter] [HAS]

[Environment Shortcuts]

[SQL SERVER CONFIG]

In a similar way, environment level settings (options) have been initialized with default
settings for HOPEX Aquila.

It is recommended to replace certain settings with settings of source environment backed up
previously (Megaenv.ini).

Section that could be updated: Sections that should not be updated:
[Filter-Available] [Env.Def]
[Filter] [DbReferences]

Such changes in configuration should be documented in the specific migration document.

2.5.5. Restore user web settings for an instance (HOPEX V4.0)

This section applies only if source version is HOPEX V4.0.

If you need to restore this information when migrating to HOPEX Aquila, restore (file copy)
the files MegaSettings-*.ini on the server hosting the target installation (HOPEX Aquila V6.0).
This will enable that the information is imported to the HAS database of the instance.

With HOPEX Aquila V6.0, such files are expected in the folder:

%ProgrambData\MEGA\Hopex Application Server\<instance>\LocalData\UserSettings
Ex: C:\ProgramData\MEGA\Hopex Application Server\<Instance>\LocalData\UserSettings
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Note that this is not a batch tool. Conversion is made on the fly when login. If an end user
does not login to HOPEX Aquila, related user settings are not imported to the database of the
instance.
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3. Run Data Upgrade

3.1. Run automatic environment upgrade

To upgrade data, see online documentation for HOPEX V6.0: PLATFORM - Administration >
Administrator Guide > Environments > Updating an environment

It is useful to record start time and end time of environment upgrade processing in the
specific migration document for future references.

Note that duration can vary according to migration path, infrastructure and volume of data.
Anyway, this is a heavy processing that lasts several hours. Verify that the machine will not
be shut down (or go to sleep, or hibernate).

3.2. Check logs and environment compilation

Automatic environment upgrade run various conversion tools that could meet errors.
Review report tabs and logs. In particular, check that no compilation error is reported.

(MegaCrdxx.txt located by default in <HOPEX environment folder>)
megaerrxx.txt log (located by default in C:\ProgramData\MEGA\Hopex Application
Server\<instance>\Logs

File Default location

Environment report C:\ProgramData\MEGA\Hopex Application
(MegaCrdYYYYMM.txt) Server\<instance>\Repos\<environment folder>
megaerr log C:\ProgramData\MEGA\Hopex Application
(megaerrYYYYMMDD.txt) | Server\<instance>\Logs

After this step:
« HOPEX environment must compile without error.

3.3. Backup migrated data

Perform SQL backups (.BAK files) for this intermediate steps. In case of a further error
requesting to restore data, this will be a stable point of restore.

Example for an environment named Migration and instance port 5001:
« Migrationl_SystemDb
* Migrationl_MasterData
e Migrationl_HAS_5001
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4. Post-migration

4.1. Review changes of HOPEX Aquila

Review again the release notes on MEGA Community to focus on changes and items removed
and deprecated.
« An item removed in HOPEX Aquila can no longer be used in this version.
 An item deprecated in HOPEX Aquila still be used in this version.
However it will be removed in a future version and it is recommended not to use it.

Direct URL is https://releasenotes.saas.mega.com/RNA/RnView

Key changes Indications
(not exhaustive list)

Product removed Discuss with the account manager to see if MEGA has an offer
to your need.

Profiles removed This will impact the web desktops (GUI) and workflow
definitions used. This can also impact custom featured
plugged on web desktop.

Switch to recommended profiles

Profiles deprecated Think about switching to recommended profiles

Authentication mode LDAP authentication is removed. Think about implementing

removed SAML2 or OpenID

Look of homepage With new web desktops (GUI), look of homepage is different.
It is no longer possible to display tiles.

Cards view With new web desktops (GUI), a cards view provides an
overview on the essential properties.

Macros calling From HOPEX V6.0, it is forbidden to call CreateObject in a

CreateObject macro for security reason (example Set fso =

CreateObject("Scripting.FileSystemObject")

If source version is HOPEX V4.0, see also Additional changes of HOPEX Aquila (HOPEX V4.0).

MEGA can assist you in managing changes. For this please contact your Service Director.
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4.2. Study adaptations to HOPEX Aquila

Once changes and impacts are identified to need to decide and plan changes.

Common changes
(not exhaustive list)

Comment

Adapt homepage

Tiles displayed by default or tiles added manually (Add tiles) can
be replaced with links (shared for the profile). A customization is
needed for this.

Shortcut tiles created from objects (add to homage page) are
converted automatically to links.

Adapt customization of
made to removed
profiles

Custom feature (ex: menu item calling a specific processing)
plugged on web desktop need to be adapted to the new web
desktop.

Adapt fully customized
profiles

A specific study is needed.

Adapt custom profiles
and

Custom featured plugged on web desktop.

Adapt cards view

Cards view are configured for standard Metaclass. A
customization is needed to configure custom MetaClass.

MEGA can assist you in any kind of adaptation. For this, please contact your Service Director.

See online documentation for HOPEX V6.0
« Adapt homepage: PLATFORM - Customization (Windows) > Customizing the User
Interface > Versatile Desktop > Using a Working Environment Template (WET) ...
Customizing the Quick Access block
« Adapt web desktop: PLATFORM - Customization (Windows) > Customizing the User
Interface > Versatile Desktop

Note that customizations (external files, update of SystemDb) must follow procedure used by
customization module (has.custom) and be documented.

4.3. Test customizations and interfaces

Once customizations are made, customizations need to be checked.
If a test plan exists, follow it.
Otherwise, an inventory is needed to identify and check customizations.

Main customization types

Indication

Report Template

Run an check each custom template on sample data

Report Template (MS Word)

Run an check each custom template on sample data

Web site

Run and check each custom web site

Workflow Definitions

Run and check each custom workflow on sample data

MetaPropertyPage

Check each custom property page on sample data
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Questionnaire Template Run and check each assessment template on sample
Assessment Template data (*)

(*) If source version is HOPEX V4.0 and Questionnaire Builder was not used, a conversion is
required. See Additional changes of HOPEX Aquila (HOPEX V4.0).

Interfaces and authentication also need to be checked.
If a test plan exists, follow it.
Otherwise, an inventory is needed to identify and check interfaces.

Main items Comment

Web site generation scheduler Run and check scheduler. Review should be based on
initial functional specifications

GraphQL Check API key used. Check connection to GraphQL
interface
Web services Review web services execution. Review should be based

on initial functional specifications. It may be necessary to
re-generate API keys

External authentication (SAML2, | Configure and check authentication. Review should be
OpenlD, IIS) based on initial functional specifications

It is useful to have access to data and customizations in the source version to compare
source and target.

Note that if several HAS instances exist on a machine, only one can run components using
Administration API script at a given moment.
See later in this document: How to set a HAS Instance as current in registry?

4.4. Organize UAT session

Once data are migrated and customizations are checked, it is required to test the end user
scenarios and data (diagrams...).

If a test plan exists, follow it.

Otherwise, it is recommended to organize UAT.

4.5. Loop until migration is ready

Each negative test feedback should lead to a change in the migration procedure.

A change can be:
e A data or customization reprocessing in the source version
« A change in configuration (modules deployed, options...) in the target version
e A change in customization in the target version
« A fix on HOPEX Aquila provided by MEGA

Each change should be documented in the specific migration document.
Each change in customization should be packaged in the customization module.
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Then a new migration loop is needed to test changes:
« Initialize again test platform (restore again production data...)
« Follow specific migration document (updated version)
+ Test data and customization

When no significant test feedback is detected, you can run the migration for real:
« Initialize again test platform (restore again production data...)
« Follow specific migration document (final version)

MEGA can assist you and manage the whole migration process. For this, please contact your
Service Director.
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5. Appendix

5.1. Pre-migration HOPEX V4.0

5.1.1. Identify solution pack used (HOPEX V4.0)

Solutions packs are add-ins installing data or templates. There are imported in data
repositories using the Administration Console, but they can update the system database.
Example: Archimate, NAF ...
For each HOPEX environment, identify the list of solution packs imported:

e In the system database

e In a data repository

This will help later to understand what modules need to be imported.

5.1.2. Identify authentication used (HOPEX V4.0)

Several authentication modes are available up to HOPEX V5.0.

Authentication | Check in HOPEX V5.0 Supported in
mode Aquila
OpenlID Installation options, Installation > Authentication > Yes

Identify providers > Open ID Connect (OIDC)
'Activation of the OpenID Connect identity provider' is
checked

SAML2 Installation options, Installation > Authentication > Yes
Identify providers > SAML2
'‘Active’ is checked

Windows (IIS) Installation options, Installation > Authentication > Yes
Identify providers > IIS Windows

'Activation of Windows IIS identity provider' is checked
HOPEX (MEGA) | Active by default Yes

LDAP Environment options No
Installation > User Management > LDAP
'Authentication mode' is set to 'LDAP'
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5.2. Post-migration HOPEX V4.0

5.2.1. Modules related to solutions packs (HOPEX V4.0)

If you did not use solution packs, skip this section.
Solutions packs (identified before migration) are replaced with modules available on HOPEX

Store (https://store.mega.com/).

Here is a mapping table for mostly used solution packs.

Solution Pack Module

Archimate V3 Archimate V3.1 (**)
HOPEX360 HOPEX360

NAF NAF Framework

Privacy Management

Privacy Management Content

SGBD SQL Type - DB2 OS 390 Version 10

Database Design DB2 OS 390 V10

SGBD SQL Type - DB2 OS 390 Version 11

Database Design DB2 OS 390 V11

SGBD SQL Type - DB2 UDB Version 10.5

Database Design Postgres SQL 9.3

SGBD SQL Type - DB2 UDB Version 10.5

Database Design DB2 UDB V10.5

SGBD SQL Type - DB2 UDB Version 9

Database Design DB2 UDB V9

SGBD SQL Type - MySQL Version 4.1

Database Design MYSQL V4.1

SGBD SQL Type - MySQL Version 5

Database Design MYSQL V5

SGBD SQL Type - Oracle 11

Database Design Oracle 11

SGBD SQL Type - SQL Ansi ISO 9075.1992

Database Design SQL Ansi ISO 9075 1992

SGBD SQL Type - SQL Server 2008

Database Design SQL Server 2008

SGBD SQL Type - TeraData Version 14

Database Design TeraData V14

Note also that GraphiQL is now a module named HOPEX GraphQL IDE (graphgql.ide).

(**) With HOPEX Aquila, Archimate V3.1 is mandatory. A module 'Archimate V3.1'
(framework.archimate) should be deployed before upgrade.

5.2.2. Additional changes of HOPEX Aquila (HOPEX V4.0)

Key changes (not Indications

exhaustive list)

Searchable Metaclass

(searchable).

List of MetaClass available with tool Search by Object Type
can be different because a previous filtering (Technical level,
option 'Metamodel access') is no longer considered.

Tuning of profiles can be required using permission CRUDS
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Advanced MetaClass The list of MetaClass available with certain tools can be
different because a previous filtering (Technical level, option
'Metamodel access') is no longer considered.

Tuning of metamodel can be required using property 'Meta
Usage' (Business, Technical) on MetaClass.

Option 'Display Technical Metamodel’ enables to display
systematically MetaClass flagged as 'Technical'.

Questionnaire Template This applies if you did not use Questionnaire Builder. Custom
questionnaire templates are automatically converted to new
format (Questionnaire Builder)

It is necessary to check if converted templates are fully
compatible. A specific report enables to understand this. If
ever specifications of custom questionnaire templates cannot
be fully converted automatically, a change of customization
will be required on project resources.

Profiles of solution '"HOPEX | This applies if you do not use the Solution '"HOPEX Data

Data Architecture' Governance' in HOPEX Aquila but only 'HOPEX Data
(e.g.:_Information Architecture'.
Architecture) It is necessary to run the utility MEGA Repository -

Conversion of Profile 'Data Asset Manager' to 'Data
Architect'. Then use profile 'Data Architect' instead of profile
'Data Asset Manager' used in HOPEX V4.0)

GraphQL Core GraphQL modules are installed by default with bundle
HOPEX. GraphiQL is an optional module named HOPEX
GraphQL IDE (graphgl.ide). Authentication mode is different.
An API key is required instead of bearer token.

Calls to GraphQL queries are different in HOPEX Aquila. It is
required to review calls in third party applications

Private workspace With HOPEX Aquila, all web desktops are configured with
public workspaces except the one used by profile HOPEX
Customizer (required for customizations)

Behavior of a desktop varies with its configuration:

e Public workspace: updates are made public
automatically so that users share the same vision.

« Private workspace: end user has its private vision and
can decide to refresh, discard or dispatch it.

Searchable Metaclass
See online documentation for HOPEX Aquila V6.0: HOPEX Administration (Web) > Managing
objects > Managing UI Access (Permissions) > Object UI Access Values.

Technical MetaClass
See online documentation for HOPEX Aquila V6.0: Common Features > Querying Objects >
Advanced Search > Configuring the Search Tools

Questionnaire Template
See online documentation for HOPEX V5.0: How to Migrate to Questionnaire Builder.
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6. FAQs

6.1.1. Why a customization module (has.custom)?

Various customization can be made, for example
e .MGS files (shapes)
« .JAR files (java code)
e .JSON (GraphQL Schema)

Resources and code persist in specific folders up to HOPEX V4.0:
+ <installation path>\Customizations\javalib
¢ <customization folder path>\javalib
e <installation path>\Customizations\dotnet
e <customization folder path>\dotnet
e <installation path>\Customizations\mega_usr
« <customization folder path>\mega_usr
e <installation path>\DotNet\hopex.graphql\1.0.0.0\CONFIG\V3\Custom

In HOPEX Aquila, external files (customizations) and well as new system update should be

package in a customization module (has.custom). This enables to capture and deploy
customization easily.

6.1.2. Build customization module (HOPEX V4.0)

A HAS instance in 'development' mode is required.
Time to build customization module can vary according to number of customizations.

Main steps Comment

Initialize customization In HAS instance (development), create development
module context mainly folder structure for customization module
Gather customizations Capture systemdb and/or data updates.

Move external files or components to appropriate folders

Build package of Generate a .haspkg file with a script
customization module

Test customization module Test installation in HAS instance (staging/test)

If necessary, do a loop to tune the customization module in
HAS instance (development)

See online documentation for HOPEX Aquila V6.0: MODULES > Customization Lifecycle
Management

6.1.3. What is the list of system modules

When a HAS instance is created, keys modules (called system modules, grouped in a bundle)
are installed automatically. Other modules are called additional modules.
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List of system modules.

Module code Module

has.console HAS Console

has.uas HAS Identity Provider
hopex.assessment HOPEX Questionnaire Builder
Hopex.core HOPEX Core Back-End Aquila
hopex.dtpx HOPEX Aquila

hopex.graphqgl HOPEX GraphQL

hopex.redis HOPEX Redis

hopex.rest.api HOPEX REST API
hopex.rest.api HOPEX Server Supervisor Module
hopex.specific.assets HOPEX Aquila specific assets

6.1.4. Error Inconsistent format for MetaAttribute

During environment automatic upgrade of when accessing data, an error can be displayed of
logged such as
Inconsistent format for MetaAttribute "EA4430554424043A"
(304630847021378116). Physical Format (X). Meta Format (L).
This reveals a data inconsistency that needs to be addressed.
See KB 00009355 in MEGA Community for more details.

6.1.5. Cannot find the option to enable data modification

The option was moved and renamed to 'Authorize HOPEX data modification'

Note that it is not recommended to use this option.

If you need to configure it, go in options, display Extended level, browse group 'Installation >
Customization'.

6.1.6. Warning 'Run the menu 'Perform SQL conversion on the
repository’' to perform the upgrade

This means that the format of tables in SQL Server must be converted.
You need to run a menu Perform SQL conversion on the repository from the
Administration Console (Administration.exe).

6.1.7. Warning 'Your environment requires an update for
compatibility with your version of HOPEX...'

This warning report that the system database is not up to date. This occurs if the programs
have been updated and the environment has not/not yet been updated.

You can click 'No' and trigger the upgrade of the environment later (menu Environment
Automatic Update)
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6.1.8. Warning '"Writing access diagram is not compiled. The
diagram should be recompiled ..."

Certain actions can leave the writing access diagram (ex-User diagram/Authorization
diagram) is in a state not compiled.

To compile the writing access diagram, see online documentation for HOPEX V6.0: PLATFORM
- Administration > Administrator Guide > Data Writing Access > Managing Users from the
Writing Access Diagram > Compiling the Writing Access Diagram

6.1.9. How to set a HAS Instance as current in registry?

If several HAS instances exist on a machine, only one can run components using
Administration API script at a given moment.

Before each execution of components using Administration API script, it is required to
reference Mega.Application.

This is done using a powershell script (HOPEX-regserver.psl) installed at the root folder of
the HAS Instance.
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1. FOREWORD

1.1. HAS instance

In HOPEX Application Server (HAS) deployment, an installation is named instance.
Each HAS Instance is mapped to:
e a Port: 5000, 5001, 5002...
« aversion of HOPEX
« one mode: Development, Training, Staging (synonym: Test, QA...), Production.
« one HOPEX environment. Using multiple environments is not supported
HAS Instances are managed by a program named Instance Manager.

1.2. HAS module

In HAS deployment, each component is delivered as a module.
Each module has its version and dependencies.
A module is a .haspkg file.

Module System Short description
module
HOPEX Core Back-End Yes Core of HOPEX platform
Aquila Code: hopex.core
HAS Identity Provider Yes Component used for authentication
Code: has.uas
HOPEX360 No Web site Template
Code: hopex360

1.3. HAS bundie

System modules are packaged in a bundle named 'HOPEX'.

Non-system modules are available as independent modules.

A bundle is a .haspackages folder containing a set of .haspkg files.

A bundle packages a combination of modules in different versions compatible with each other.

Example:
Bundle Module Version
Bundle 6.0.1+301 HAS Console 16.0.1+181
(HOPEX Aquila) HAS Identity Provider 16.0.1+181
HOPEX Questionnaire Builder 17.0.1+6659
HOPEX Core Back-End Aquila 17.0.1+6659

HOPEX Environment Installation 17.0.0+6583
Package Aquila
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HOPEX Aquila 17.0.1+6659
HOPEX GraphQL 7.87.507+6551
HOPEX Redis 6.2.6+41.0.2
HOPEX REST API 7.87.507+6551
HOPEX Server Supervisor Module 20.0.0+5
HOPEX Aquila specific assets 6.0.7

1.4. Service Pack in HAS deployment

A Service Pack (SP) provides a consistent set of fixes within a major version of HOPEX. GUI
should be stable. For each version, several SPs are scheduled and heavily tested by QA
department.

An SP enables to update the system module of an HAS instance. It is installed via a bundle.
There are not SP for non-system module.

The SPs provided for the bundle are cumulative.
E.g.: HOPEX Aquila 6.0 SP2 includes fixes provided for HOPEX Aquila 6.0 SP1.

Each SP of a bundle is a new version of this bundle. It updates all the system modules included
in this bundle. Each component of the related module is replaced.

Modules and Bundles can be downloaded and installed via administration consoles provided
access to HOPEX Store is available online (https://store.mega.com/).

Bundles can be first downloaded as offline package and installed offline afterward.

There are two typical deployment contexts for HOPEX Application Server (HOPEX programs)

« HOPEX programs are deployed on a single server. There is no concern to replicate
updated programs.

« HOPEX programs are deployed on multiple servers (cluster deployment). There is a
concern to replicate updated programs to each server (node) of the cluster.

So far, deployment of bundles (hotfix update, SP updates) in cluster is not automatic.
It is required to download and install bundle on each server of the cluster.
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2. UPGRADING A HOPEX BUNDLE

This procedure applies to both single server deployment and cluster deployment. It is required
to download and install the bundle on each server.

Prerequisites:

+ Identify the bundle to install (target bundle).
E.g.: 6.0.1+298 (HOPEX 6.0 SP1 [17.0.1+6658])
This information is usually provided by MEGA Technical Support.
+ Identify the url of the HAS Instance Manager Console
E.g.: http://localhost:30100/
+ Identify the HAS instance to upgrade (target HAS instance)

E.g.: preproduction instance http://svr0101:5001/
This information is provided by the project.

« Know the credentials for the HAS Console of this instance.
This information is provided by the project.

« Know the credentials for the Instance Manager Console.
This information is provided by the project.

« Check that no user is connected to the HAS instance.

2.1. Update of Instance Manager

Certain SPs require an update of the Instance Manager.

Condition Update of Instance Manager Comment

From HOPEX Aquila Not needed
to HOPEX Aquila SP1

Update of Instance Manager is performed systematically if you run HOPEX installer (e.g.: new
installation, offline installation.

To perform a new installation, see HOPEX Application Server Installation document in online
documentation.

Note that, if the expected version of .NET core is not installed, the Instance Manager will not
restart. Verify that this prerequisite fulfilled before running the setup.exe.
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2.2. Online procedure (internet access)

The procedure applies to a HAS instance.

Prerequisites:
e You can access HOPEX store: https://store.mega.com.
« You have an installation key.

For each HAS instance:
1) Enter the url of the HAS Agent Console.

E.g.: http://localhost:30100/
2) In the left menu, select HAS Versions.

= HAS Dashboard

Instances

AVAILABLE LOCAL HAS VERSIONS
HAS Versions

Hosts

LA O | new version

Nade Bundle Version name Instances

1700-000-16657 Hopex 6.0.0+2144 (HOPEX 6.0 [17.0.0+6657 - Daily]) 1

3) Click E] > Download new version.
4) In the list, select carefully the version to install.
E.g.: 6.0.1+298 (HOPEX 6.0 SP1 [17.0.14+6658])
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Download a new version »

Machine name

1700-000-16657 W

Select a bundle

HOPEX v

Select a version

6.0.1+298 (HOPEX 6.0 SP1 [17.0.1+6658]) W

[_] Show all versions

Download will be processed in the background

5) Click Download.

Wait a few minutes up to the end of the download (100% then extraction).
A new folder is created in C:\ProgramData\MEGA\Hopex Application
Server\.binaries\HOPEX\<version>

E.g.: C:\ProgramData\MEGA\Hopex Application Server\.binaries\HOPEX\V6.0.1+298

AVAILABLE LOCAL HAS VERSIONS

Download new version

Node Bundle Version name Instances
1700-000-16657 Hopex 6.0.0+2 144 (HOPEX 6.0 [17.0.0+6657 - Daily]) 1
B 1700-000-16657 HOPEX 6.0.1+298 (HOPEX 6.0 SP1 [17.0.1+6658]) 0

6) In the left menu, select Instances.
7) In the target instance row, click Action > Stop and confirm action.
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Node Port Bundle Version Status
1700-000-16657 5000  Hopex 6.0.0+2144 Running .
Stop
The HAS instance stops (status Stopped)
CLUSTER INSTANCES
New instance

£ Cluster 5000
£ https://1700-000-i6657.fr. mega.com Add cluster node
Node Port Bundle Version Status
1700-000-1665T 5000 Hopex 6.0.0+2144 Stopped m-

8) In the target instance row, click Actions > Start.

9) In the Start instance window, select carefully the target bundle and click OK.

E.g.: 6.0.1 +298 (HOPEX 6.0 SP1)
The HAS instance starts.

Start instance X

Select HAS version to run this instance on node 1700-000-16657

HAS Version for node 1700-000-16657

HOPEX v ‘ 6.0.0+2144 (HOPEX 6.0 [17.0.0+665T7 - Dailyi) W ‘

6.0.1+298 (HOPEX 6.0 SP1 [17.0.1+6658])
6.0.0+2144 (HOPEX 6.0 [17.0.0+6657 - Daily])

10) In the left menu, select HAS Versions.
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AVAILABLE LOCAL HAS VERSIONS

Node Bundle Version name Instances
¥ 1700-000-16657  Hopex 6.0.0+2144 (HOPEX 6.0 [17.0.0+665T - Daily]) 0
1700-000-16657 HOPEX 6.0.1+298 {HOPE)( 6.0 5P1 [lT.D.l+E-E-58]}I 1

11) You can delete previous version, if there is no associated instance: click its

corresponding L

E.g.: 6.0.0+2144 version
12) Access the HAS Console related to the target instance and check that all modules are
loaded.
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2.3. Offline procedure (no internet access)

The procedure applies to a HAS instance.

Prerequisite: you have received a folder containing an offline package (downloaded
previously).

= To create an offline package, see HOPEX Application Server (HAS) Installation
Guide.

Browse the folder containing the offline package related to the hotfix. It contains:
« afile: has.setup.exe.
« a folder: .haspackages.

Procedure:
1) Run has.setup.exe as an administrator.
2) Check Accept license and click Next.

HOPEX Application Server Setup

You must accept the license to continue installation.

SOFTWARE AGREEMENT FOR END USER MEGA PRODUCTS
REDISTRIBUTION FOREBIDDEN

CAUTION: READ ATTENTIVELY BEFORE USING THIS SOFTWARE

This agreement concerns the use of certain MEGA preducts. It is a legal agreement
between the Customer (physical or moral person) and MEGA International, for the use of
MEGA Products, named hereafter Products.

When installing, copying or using the Products, you recognize the formal character of the
provisions of this software agreement.

IF YOU DO NOT AGREE WITH THESE PROVISIONS, PLEASE DO NOT INSTALL THE
PRODUCTS.

Accept license

Copynight 2024 - MEGA International - All Rights Reserved

3) Keep existing settings for HOPEX Agent and click Next.
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HOPEX Application Server Setup

Set the settings informations for installing HAS Instonce Manager on this machine. All informations are
required.

Instance Manager

Mode

Existing Instance Manager settings will be used.

Copyright 2024 - MEGA International - All Rights Reserved

The package is installed.
A message is displayed: 'Installation completed successfully'.
HOPEX Application Server Setup

Installation in progress...

Starting installation version 6,0.0+2114...
- Installing Instance Manager and starting Instance Manager service...
Instance Manager installed

- Copying module packages

Modules copied.

Installation completed succesfully

Copynght 2024 - MEGA International - All Rights Reserved

4) Click Next.

CO - PUBLIC page 11/17



5)
6)
7)
8)

HOPEX Application Server Setup

Installation completed

HAS Instance Manager ready.

Open Instance Manager console

Finish
Copynight 2024 - MEGA International - All Rights Reserved
Click Open Instance Manager console
Login to Instance Manager console.

In the left menu, select Instances.
In the target instance row, click Action > Stop and confirm action.

Node Port Bundle Version Status

1700-000-16657 5000  Hopex 6.0.0+2144 Running m.

Stop

The HAS instance stops (status Stopped)

CLUSTER INSTANCES

New instance

£ Cluster 5000

Z https://1700-000-i6657.fr.mega.com Add cluster node

Node Port Bundle Version Status

1700-000-16657 5000  Hopex 6.0.0+2144 Stopped m.
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9) In the target instance row, click Actions > Start
10)In the Start instance window, select carefully the target bundle and click OK.

E.g.: 6.0.1 +298 (HOPEX 6.0 SP1)
The HAS instance starts.

Start instance x

Select HAS version to run this instance on node 1700-000-16657

HAS Version for node 1700-000-16657

HOPEX v ‘ 6.0.0+2144 (HOPEX 6.0 [17.0.0+665T - Daily]) v‘

11)In the left menu, select HAS Versions.

6.0.1+298 (HOPEX 6.0 5P1 [17.0.1+6658])

6.0.0+2144 (HOPEX 6.0 [17.0.0+6657 - Daily])

AVAILABLE LOCAL HAS VERSIONS

Node Bundle Version name Instances
¥  1700-000-16657  Hopex 6.0.0+2144 (HOPEX 6.0 [17.0.0+665T - Daily]) 0
1700-000-16657 HOPEX 6.0.1+298 {HDPEK 6.0 5P1 [lT.D.l+E-E-58]}| 1

12)You can delete previous version, if there is no associated instance: click its

corresponding L

E.g.: 6.0.0+2144 version
13) Access the HAS Console related to the target instance and check that all modules are
loaded.
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3. FAQS

3.1.1.How to check that no user is connected to the HAS instance?

Check list of workspaces in Administration.exe.
Use supervision console.

3.1.2.How to prevent that a user connects to the HAS instance
during hotfix installation?

You need to warn end users.

3.1.3.1 did not install the version I wanted to. How to restore the
previous version of the module?

You need to download again and install again the expected version of the module.

3.1.4.How to verify that no workspace exists in read/write mode?

Check the workspace list in Administration.exe.

3.1.5.Error Something went wrong. Module X with version YY is
older that the current version ZZ. Deployment is ignored!

This means that the version selected cannot be installed since it is older that the current
version. Only upgrade is possible, not downgrade.

Something went wrong %

Module hopex.core with version 901.5719.0 is older
than the current version 902.5744.0. Deployment
ignored.

B
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3.1.6.Error: Module mode constraints do not match current server
mode Production

This means that the version selected cannot be installed since it is not compatible with the
current installation.

Checking requirements failed *

Maodule mode constraints do not malch current
server mode Production

3.1.7.How to create an offline package?

You need an internet access to HOPEX Store.
Run HAS installer, ex: Hopex.Application.Server-1.0.94.Setup.exe
Start installation as usual but click Create offline package

HOPEX Application Server Setup

Downlpading modules from HOPEY Store. (You can unselect modules to ignore them)

B instsll Instance Managar only
— Modules

Module Version Type
has 15.0.0+ 157 Agent
has 15.0.0+ 157 Server
has.console 15.0.04157 Module
has.uas 15.0,0+157 Module
hopex.assessment 15.0.0+ 5947 Maodule
hopex.cone 15.0.0+594

Create offline package

Copynght 2021 - MEGA International - All Rights Reserved
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3.1.8.Unexpected login message 'You are not authorized to access
this page'

When trying to login to HAS console, a message 'You are not authorized to access this page' is
displayed. It likely that you tried to connect with a different login than the administrator login
(Admin). Use administrator login to connect.

3.1.9.Unexpected error 'The Sqgl Server Client could not be found.
ODBC Driver 17 for SQL Server may not be installed'

As said, ODBC Driver 17 for SQL Server is not installed. This is a technical requirement.
Download and install ODBC Driver 17 for SQL Server.
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3.1.10. Can I use the installer to update only the Instance
manager

Yes. Run installer and check only Install Instance Manager Only.

Note that if the expected version of .NET core is not installed, the Instance Manager ill not
restart. Verify that this pre-requisite fulfilled before running the setup.exe.

HOPEX Application Server Setup

Downloading modules from HOPEX Store. (You can unselect modules to ignore them)

Install Instance Manager only
Modules

Module Version Type
has 15.2.0+49 Agent
has 15.2.0+49 Server
has.console 15.2.0+49 Module
has.uas 15.2.0+49 Module
hopex.assessment 15.2.0+6110 Module
hopex.core 15.2.0+6110 Module

Start download

Previous

Copynight 2022 - MEGA International - All Rights Reserved
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1. Introduction

This document provides information about the impacts of the Questionnaire Builder
module for existing HOPEX users. It is intended to help understand what has been done
to ensure a smooth transition to Questionnaire Builder.

NOTE: For more information on how to manage questionnaire templates through

Questionnaire Builder, see the following section: Common _Features > Managing
Assessments > Managing Questionnaire Templates.

TOOLBOX PROPERTIES

T Single Input My New Questionnaire

sunes =
Checkbox Enter a surve ription

B HE ™ e
=
<

Please drog a guestion
Date here from the Toolbox.

[ 4
3

oo @m@mE

Questionnaire Builder provides a completely renovated and modern user experience
when it comes to building questionnaires for your assessment campaigns.

2. Questionnaire Template Migration Process

Before migrating to HOPEX V5, make sure all assessment/execution campaigns are
closed.

Once the migration towards the new version is completed, the following happens:

¢ All existing Questionnaire Templates are automatically flagged based on whether they
are fully compatible with Questionnaire Builder or not.

e Question Groups defined on objects, like Test and Execution Steps for Controls, are
converted to Questionnaire Templates, to provide a consistent user experience.

¢ All simple and multiple Direct Assessments propose a new layout to the respondent.

After migration, you can use the Questionnaires Templates Compatibility report. It
enables you to double check if some elements of your existing questionnaire templates
have not been converted due to compatibility issues.

2.1. Compatibility Analysis Report
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To have a comprehensive understanding of the impacts of Questionnaire Builder on
existing questionnaire templates, a dedicated report is available via the main menu.

@ Modify Password & settings >
it Options ! Community

£l New Quest. Builder Compatibility

[* Alerts management
f8f Reinitialize personal parameters
B License information

€ About HOPEX

Displaying 1 - 50 of 86

This report browses all existing questionnaire templates and questions defined on
HOPEX elements (like control execution and test steps). The report shows all the
elements that are no longer compatible with Questionnaire Builder, with a small
description of the identified issue.

This report is informative only. It should be used to make sure the migration has not
introduced any major disruption from a functionality perspective.

[

i New Questionnaire Builder Report & X

The table below highlights the impacts of the new questionnaire builder on your existing questionnaire templates. It provides an exhaustive list of all features used by your questionnaire templates which are no longer supported by the new questionnaire builder. You
should make sure to redefine your questionnaire templates in order to address all elements listed below.

o
c

Questionnaire Template  Element With Questions

PPM - Inherent Risk s . rer S~ 7 5
2 nherentRs Computed ti The logic to compute the value of the question must be rewritten in the new builder in the question Logic
ssssssss omputed Question e

%% PPM - Net Risk

94 Business Value

Identify the degree to which this application’s
iness needs.

Quest 1
functionality meets busine:

% Question-1 Indicates the level of sustainability and flexibility of the
application regarding technology.

e i How i is the i of this
@ [oL 9 Question-2 How does this application “ft”with current business Question with display Meta-tests used to make the ques! ased on a pre-defined condition must be rewritten in the

c ? metatest new builder if the test is based or ion.

3 How complex are the interfaces with other applications ?
Question-3 How would you rate the complexity of the the key
functionalities provided by the application ?
ion-4 Does you ion need or provide i

from/by other applications 2

#: Question-5 How difficult it is to maintain the required application

code and data.

sessment Date Presentation tool Presentation tools other than those of type Diagram are no longer supported.

@ [OLD]Customer Journey
OISR TET R #3 Customer Journey Steps Questions :g:c'l'".““esj"’r'; CEIDTID Questions groups which retrieve questions via a query are no longer supported.

2.2. Not Compatible Questionnaire Templates

If you try to open a non-compatible questionnaire template, an informative wizard lists
all the questionnaire elements not supported by Questionnaire Builder.

You can either decide to edit the questionnaire to remove the concerned elements or
launch the new builder: the elements which are not compatible will simply be
disregarded by Questionnaire Builder.

2.3. Compatible Questionnaire Templates
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If you try to open a compatible questionnaire template, Questionnaire Builder will
automatically open in full screen mode.

3. Question Types

Questionnaire Builder not only introduces new question types. It also renames some of
the question types originally provided by HOPEX.

The table below provides detailed information regarding the mapping between old
HOPEX question types and new ones.

Each HOPEX question type has a dedicated section to further explain how Questionnaire
Builder handles it.

HOPEX Question Type | New Builder Question Type
Text Comment
Vertical Radio Radiogroup
Combolist Dropdown
Multiple Answer Type Depending on content
Date Date
Number Number
Boolean Boolean
Multiple Values Object
Short Number
Duration Single Input
Object Object
OK/NO/NA Dropdown
Percent Single Input
Signed Number Single Input
String Single Input
Question Group Panel
3.1. Text

The question type "Text” has been renamed into "Comment”.

3.2. Vertical Radio

The question type “Vertical Radio” has been renamed into “Radiogroup”.

3.3. Combolist

The question type “"ComboList” has been renamed into “Dropdown”.

3.4. Multiple Answer Type

HOPEX provided a question of type “Multiple Answer Type”. This type of question
allowed to define several sub-questions of different types.
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This type of question is no longer available in the new Builder. In case of existing
questions of type “Multiple Answer Type”, the new Builder automatically converts them
into elementary questions (one per type).

3.5. Date

The question type “Date” still exists and has kept its original name.

3.6. Number

The question type “"Number” still exists and has kept its original name.

3.7. Boolean

The question type “Boolean” still exists and has kept its original name.

3.8. Multiple Values

The question type “Multiple Values” has been renamed into “"Object”. A parameter in
the question’s property pane allows to define which HOPEX object must be used to
answer the question.

Is required?
o Is delegation authorized?

Object type

Action Plan
Issue
Application

Organizational Process

TS e

3.9. Short

The “Short” question type no longer exists. All its instances are automatically converted
into the "Number” equivalent type.

3.10. Duration

The question type “Duration” does no longer exist. All its instances are automatically
converted into the type “Single Input” which allows to answer with a string of
characters.
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3.11. Object

The “Object” question type still exists and has kept its original name. Nevertheless, only
a limited number of HOPEX meta-classes are proposed in the standard version. These
meta-classes are connected to the ~dmuyO(mWU1AW[Answered Element] metaclass.
Therefore, if additional meta-classes must be proposed for questions of type “Object”,
you just need to connect them to this metaclass.

The comprehensive list of meta-classes available in the standard is as follows:

e Action Plan

o Issue

« Application

e Organizational Process

« ~jdFzaqlBkyb1l[Column]

e ~YXRV)88DpO0G1[Attribute]

e ~JafR4ysPDHUO[Part]

e ~bSv]YPrkR9)V[Computed Concept Component]
e ~dZEodwirR1IN8[Computed Part]

e« ~0XEovwirRTR8[Computed Attribute]

e ~0(eRvBHhKnzc[Information Item Component]
e ~Dr22mynkRHv7[Computed Concept Information Item]
+ ~PKkZR)eOBz80[Concept Component]

« ~QOYRZREhzC1yO[Concept Type Component]

3.12. OK/NO/NA

The “OK/NO/NA” question type no longer exists. All its instances are automatically
converted into the “"Dropdown” equivalent type.

3.12.1. Aggregation Schemas

When creating new questions of OK/NO/NA type that must be used in the context of
standard aggregation schemas, it is important to add the following values to the possible
answers’ internal values:

e Internal Value = 1 for possible answer “"OK”
e Internal Value = 2 for possible answer "NO”
e Internal Value = 3 for possible answer "NA”

Choices ~

Form Entry Fast Entry

Internal value Text

1 oK X

x

2 NO

3 NA x

see see (11
ses ses ses
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3.13.

The “Percent” question type no longer exists. All its instances are automatically
converted into the “Single Input” type which allows to answer with a string of
characters.

3.14.

New Questionnaire Builder — Migration of Existing Clients
| Question Types

Percent

Signed Number

The “Signed Number” question type no longer exists. All its instances are automatically
converted into the “Single Input” type which allows to answer with a string of
characters.

3.15. String
The “String” question type has been renamed into “Single Input”.
3.16. Question Group

In HOPEX a question of "Question Group” type was used for two main use cases:

1) To group multiple questions.

General

2) To dynamically select questions
defined on meta-lasses or objects
(e.g., on controls for execution and

Name

panell

Title

test steps).

Description

Both use cases are still supported with the
new questionnaire builder via the renamed
“Panel” question type.

Is required?

To specify whether the question panel should || motivation
be dynamically populated with questions

belonging to a specific "Questionning Motive”, a
dedicated parameter called “Motivation” has
been added to the panel property pane.

Logic

Validation

3.17. Checkbox

It is a new question type which allows to define questions with multiple possible answers
of “checkbox” type.
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4. Removed/Reviewed Features

4.1. Pictures in drop-down questions

Drop down questions cannot display colored icons next to the drop-down value.
This was the case for questions like “Risk Impact” which were displaying a colored
squared icon, based on the answer.

Impact

H)
Low
edium

I High

W }/ery High

4.2. Create HOPEX Object as answer to question

In HOPEX V5 it is not possible to create HOPEX objects when answering questions of
“Object” type. The only option is to select an existing one.

4.3. Questionnaire Layout

With Questionnaire Builder, a lot of effort was put into designing a new layout proposed
to questionnaire’s respondents. This new layout replaces the old ones. Therefore,
tabular entry is no longer provided as an option to answer questionnaires.

Risk-8
Org Unit MII

Risk Assessment
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4.4. Questionnaire Template Presentation

It is no longer possible to define a Questionnaire Template Presentation on the
Questionnaire Template.

The only option which is still available is accessible via the properties pane of the
questionnaire. It is the property:

« Creation Mode - To define how the questionnaires should be created in the
context of a campaign (one per person, one per assessed object, one per
context)

The following options are no longer available:

* Presentation Mode

e Matrix number per page

e Introduction Page Displaying

« Display an ending page

e Checks Page Displaying

¢ Question Comment Display

« Display a page to add documents

e Each Question in a group Displaying
e Context in a group

« Context group folded

e Scoring Displaying

e Historic Displaying

e Trigger Transition At Close

» Display explanatory documents

« Display explanatory external references

4.5. Presentation Tools

These objects are no longer supported. Nevertheless, for questionnaires on processes,
the new layout automatically allows access to the process diagram, when it exists.

4.6. Inherited Questions

HOPEX allowed to define questions at the metaclass level, so that they would be
automatically fetched on questionnaires assessing the metaclass instances. A practical
example of this mechanism is the “Inherited Control Steps”: questions defined at the
Control metaclass level, that would be automatically fetched by questionnaires
assessing controls.

This mechanism is no longer supported, and it has been replaced by another one.

Customers using inherited questions must re-create them in the questionnaire template
used by their campaign (e.g., the “Control Execution Questionnaire” questionnaire
template for the “Control Execution” assessment template).
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The following screenshot shows an example of the “Control Execution Questionnaire”
guestionnaire template used by Control Execution assessment campaigns, where a
generic question has been created, followed by a block which is dynamically populated
by the control steps.

TOOLBOX (B sorvrsoting ) PROPERTIES
Control Execution Questionnaire ’ <
Generic Question
Cortrel Execution Queitisanaing
Description
1. This s another question from Mike
m o
4 Mumbe B3 show/hide titie
Dedault language
control Steps Dl (engisn) n
Creation Mode
e o 5 guestion # balbo: Per Parson -
= I B8 - Transition At Close
Block dynamically populated by controls’ steps eI R

4.6.1. Aggregation of Inherited Controls Steps

When creating generic questions, you might want to include the question answers in an
aggregation schema. To do so, you must make sure to connect the question answer to
the existing scoring rule.

Below is an example where a new question of “dropdown” type, with possible answers
“OK”, *"NO” and “NA”, called "New question OK/NO/NA" is defined in the questionnaire
template used by control execution campaigns.

The question will be asked with respect to all controls in the scope of the campaign. To
make sure it is included in the aggregation schema launched once the campaign’s
session has been closed, the user must connect its answer to the existing “"OK/KO
Scoring Rule” scoring rule.
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Control Execution Questionnaire

TOOLBOX ® (% Survey Settings ) PROPERTIES
; Control Execution Questi i ”»
| . ontrol Execution Questionnaire
| T snge oo E
| Checkbox
| 3= Radiogroup p— .
=  Dropdown
Name
® Comment Control Steps
new-question-ok-no-na
&1 Boolean
&
Please drop a question here from the Taolbox. Title
Fanel N = OK/MO/NA
Neu question n
= o ¥ o Properties >
B File ¥ 4 |
B object 1. New question OK/NO/NA Description
# Date
S Choose. v Edit Choices
OK 1s required?
No
NA . s
" @ 15 delegation authorized?
Ch A
Form Entry | Fast Entry
Internal value Text
1 oK ®
2 NO x
3 NA x

Logic v

Save & Close

The list of existing Assessment Tempistes is displayed below. To create 3 new Assessment Templste, right-click on the 0K/KO Scoring Rule x
relevant folder and select "New".

& Characteristics v

Scoring Rule Type
4] Control Direct Assessment 1 o v
Macro v
] Control Execution 1
Assessed Characteristic
B % Definition & Connect ®» @ A d
Om scope ®, OK/NO B control OK/NO String
B 5% Questionnaire Template
-] Control Execution Questionnaire
B Questionnaire Elements
B % scoring Rules &
« < Page 1 of 1 >y o» & | Show 50 & elements Displaying 1 - 1 of 1
& OK/KO Scoring Rule
Answer
a
& B Aggregation Schemas & Connect ® m T
B Assessment Sessions P & new-question-ok-no-na ICM - technical framewor... ~ Enumeration (Combolist} No
[+ Risk Assessment per Application 1
B % standard
Assessment Template-1 0
Audit Default Assessmant 1
« < |pPage 1 oft| > » | & |show 50 T elements Displaying 1- 1 of 1
B % control Assessment IT Compliance i
‘Question Group
Control Assessment 1

Peonnec: B @ X

4.6.2. Inherited Test Steps

It is no longer possible to define inherited test steps to be used within Test Sheets.

4.7. Meta Tests

In older versions, HOPEX allowed to define meta tests of two types on each question:

1. Those defining whether a question should be visible/mandatory or not based on
the answer to previous question(s)
2. Those whose logic depends on actual HOPEX data
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The former type of meta-tests will have to be rewritten in the new Questionnaire Builder.

The latter are still supported, and can be defined, accessing the question property page
from HOPEX.

4.7.1. Write Logical Expressions in the new Builder

To write logical expressions affecting whether a question is visible, or mandatory based
on pre-defined conditions, the user must use the dedicated Logic section, available in
the new Questionnaire Builder, accessing the question property pane.

Ed Allow Delegation
Choices v
1. questionl
Logic
o @ v visible If
{question1} = true
= o Y & Properties »
2. question2
questiont M qual v
O i
- fremt Please enter/select the value
O item2
O item3 vo @) ves
+
Remove
Add condition

4.8. Delegation

Delegation must now be defined at the question level. By default, every question can
be delegated, otherwise the option must be disabled in the question properties pane.

This means that it is no longer possible to define delegation either at the questionnaire
template level or question group level.

4.9. Questions Group Populated by Query

HOPEX allowed to define question groups which were dynamically populated by a query.
This mechanism is no longer available.

4.10. Questions with Link Answered Objects

HOPEX allowed to define questions whose answer would be automatically linked to the
assessed object. This mechanism was used, for instance, when answering a question
via a Business Document which was then connected to the assessed object.

This feature is no longer available.

4.11. Computed Questions

HOPEX allowed to create questions whose answer was automatically computed.

This feature is no longer available.
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Summary

This technical article describes the procedures and best practices for deploying the HOPEX application

on a relational database server (SQL Server).

This deployment applies to HOPEX Aquila.

RDBMS Repository Installation Guide - HOPEX Aquila
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Generalities

Unsupported HOPEX Features in RDBMS Storage

When a HOPEX repository is stored on an RDBMS, HOPEX does not support the following features:

MySQL RDBMS
Oracle RDBMS
Offline mode
Repository protection
Mixed environments
o MEGA proprietary format (GBMS storage format) repository and repositories stored on
an RDBMS. For example, a GBMS environment (SystemDb) and one or more

repositories stored on SQL Server. The opposite is also not supported (SQL Server

environment with GBMS repositories within).

Expected Advantages

The advantages expected from an RDBMS deployment are:

p. 4/51

Compliance with company-wide IT standards.
Guarantee of scalability and security.

Quicker dispatch time. In particular with “big” HOPEX private workspaces (HOPEX private

workspaces with many creations/deletions/updates).
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With this type of architecture, HOPEX supports global deployment on the same repository. In

particular, it enables bypassing some limits related to the GBMS storage format.

e« Maximum limit of 510 concurrent private workspaces per environment. No limit is identified in
the HOPEX application for SQL Server storage format.
e Maximum limit of 24 GB of data per HOPEX repository. No limit is identified in the HOPEX

application for SQL Server storage format.

With the RDBMS storage format, the HOPEX environment contains unshared files. All the data accessed
during the execution of the HOPEX application is stored in the RDBMS. The RDBMS guarantees

scalability and security.

Licensing

The “HOPEX repository storage (SQL Server)” product is required on the license to gain access to the
RDBMS storage feature. The license can be dedicated to the workstation or shared by a group of users.
All users connecting to HOPEX must have access to this license as well as to other products (HOPEX
IT Architecture...).

RDBMS Repository Installation Guide - HOPEX Aquila
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Infrastructure Requirements

RDBMS Client
An RDBMS Client is necessary on each workstation that uses HOPEX with data stored on an
RDBMS.
e SQL Server
Installation of Microsoft ODBC Driver 17 or 18 for SQL Server is required.

This Microsoft ODBC Driver 17 or 18 for SQL Server is compatible with the 2019 versions of SQL Server. See

corresponding Microsoft articles for more details:

System Requirements, Installation, and Driver Files - ODBC Driver for SQL Server | Microsoft Docs

Download it from Microsoft download website:

https://aka.ms/downloadmsodbcsql

RDBMS Repository Installation Guide - HOPEX Aquila
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Network Capability to Database Server

On a client computer running HOPEX, it is recommended to ping the RDBMS server with a filled buffer
to have an evaluation of the infrastructure. To do this, download the hrPING freeware tool available

at https://www.cfos.de/en/ping/ping.htm. To use this tool, you must first accept the terms of the

licence. Use it with the following command in a command window from a computer that will be running
HOPEX:

hrping.exe -W -1 5000 —n 50 -y <RDBMS Server name or IP>
Example for this command output:

Statistics for <RDBME Server name or IP>:
Packetz: sent=5A, rcud=49., error=H,. lost=1 (2% lo=s) in 24.588562 sec

RTTz of replies in ms: minsavgsmaxsdev: 8.338 ~ B8.535 ~ B8.637 ~ B.6848
Bandwidth in kbhssec: sent=18.268, rcvd=16.855

If the value returned for “"RTTs of replies in ms/avg” (0.535 in the example) is higher than 1 ms,

contact MEGA. See hrPING help for details on this command.

Database Server

The following sections will help your database administrator (DBA) size the Database server according

to the profiles and the number of HOPEX users you plan to use.

Server disk size

Each new object takes up 30 KB on a disk (object with its attributes and links).

If you activate the HOPEX Repository Log file each action on the HOPEX repository creates an object.
You should reserve 5GB on the server disk.

Reminder:

HOPEX will stop working if the datafile is full. To avoid this, the databases can be created with the
autoextend property activated. If this is not possible, the datafiles growth must be monitored carefully

in order to provide more space if fullness is about to be reached.

RDBMS Repository Installation Guide - HOPEX Aquila D MEGA
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Number of connections opened by HOPEX on the RDBMS for each HOPEX
workstation

This information will help you define the amount of memory (RAM) required for the database instance

used to run HOPEX on the database server
e SQL Server

One connection is used for each RDBMS storage. It means that, when a HOPEX User is connected to

HOPEX, two connections to SQL Server are open (one for the SystemDb and one for the User

repository).

An additional connection is used for each RDBMS storage when you use the HOPEX locks.

Each opened connection uses 24 KB of memory on the SQL Server.

RDBMS Repository Installation Guide - HOPEX Aquila D MEGA
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HOPEX RDBMS Diagnostic Utility

Purpose

MEGA provides a Java based utility that should be used before starting to use environments and
repositories on an RDBMS. This utility runs several tests for which the results will be compared to
some memorized values corresponding to a situation where HOPEX is likely to have close-to-optimum

performances.

The RDBMS Diagnostic utility is available in MEGA HOPEX Store (store.mega.com).

Running the RDBMS Diagnostic Utility

A batch file was created to run the tool.

To run the RDBMS Diagnostic Utility:
1. From MEGA HOPEX Store (store.mega.com), download RDBMS Diagnostic module.
2. Extract the content of the “RDBMS Diagnostic.zip” compressed file, for example in the <HOPEX

installation> > Utilities folder:

For example: ‘‘C:\ProgramData\MEGA\HOPEX Application
Server\5000\.shadowFiles\hopex.core\15.6.0+6366\Utilities™"

C:h\ProgramData\MEGA \Hopex Application Server 3000 shadowFiles\ hopex .coret 17.0.0+ 6559 thilitie

(] Mame Type Size
P HOPEX Automation File folder
- HOPEX Health Center File folder
o HOPEX [D Converter File folder
o RDEMS Diagnostic-13.6.0+ 6450 File folder
RDBMS Repository Installation Guide - HOPEX Aquila
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3. Inthe RDBMS Diagnostic folder, execute the RDBMS Diagnostic.bat.

< |lilities » RDBMS Diagnostic-15.6.0+6430

Fat

[] Mame

jre
lib
| | has-manifest.json
= icon.png
| | LICENSE
RDBMS Diagnostic.bat

v O

Type Size

File folder
File folder
JSONM File
PMG File
File

Windows Batch File

1KB
21 KB
IKB
1KB

4. Enter the connection information to the RDBMS storage that is the target for hosting the HOPEX

data:

o the server name

o adatabase name

¥ MEGA RDBMS Diagnostic Utility

EmTestsLab_1700_000_tst_6559_S0OHO

Server Mame : localhostiS0L2019
Base Mame :

Login : HOPEXUSR
Password SETTErTe

5. Click Start Tests.

6. To get consistent times, the Expected Execution Time values were recorded after running the
utility more than once and noticing that the values were stable.

So to get results that can be considered valid, run the utility twice and consider the values of the

2" run.
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Here is an example of test results:

& MEGA RDBEMS Diagnostic Utility

SemnverMame: |localhostS0L2019

Base Mame : EmvTestsLab 1700_000_tst 6559 SOHO
Login : 'HOPEXUSR

Password .

Connection Parameter :

| | Test Name | Execution Time (ms) |Expected Execution Time ... | Test Result
E] Compatibility level ] 100 i[}k
[f] INSERT (LIGHT) 21126 20000 [ Ok
[f] INSERT (LIGHT, server le... 2797 4300 | Ok
[f] INSERT (HEAVY) 572 14000 [ Ok
[+f] READ (LIGHT) 5797 9000 | Ok
[f] READ (HEAVY) 23062 34000 [ Ok
[+f] SERVER CPU SPEED 6579 7500 | Ok
[+/] SERVER DISK 18812 20000 | Ok
|| SERVER DISK (BLOB's) 19703 20000 | Ok
[+] BANDWIDTH 12485 24000 [ Ok
|| BANDWIDTH (BLOB's) 4062 40000 | Ok
l@] RESET DB 16 100 [ Ok

Test Description :

Creation of 2 Tables called TEST1 and TESTZ.
Each table has 3 columns: 1D BIGINT, NAME VARCHAR(1024), BLOB VARCHAR{max).
Creation ofthe index TESTA(ID), TESTA(NAME), TESTZ(ID), TESTZ(NAME).

Diagnostic:
T TEST TT [BANDWILITHE
Ok time=12485ms | expected time=24000ms
TEST 12 (BANDWIDTH (BLOB's)):
Ok time=4062ms | expected time=40000ms
TEST 13 (RESET DB):
Ok time=16ms , expected time=100ms
#aaaas Batch Test Finished: 2023-09-06 17:45:07(CEST) #H#5

L

[ ] Auto Commit

Start Tests

E] Loop Test Copy Diagnosticto Clipboard J

Close

Siop Tests

RDBMS Repository Installation Guide - HOPEX Aquila
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SQL Server support

SQL Server Requirements

Encoding

After  the database has been created, verify that  “Collation” is set to
“SQL_Latinl_General_CP1_CS_AS". If the database is created from the HOPEX application, the

appropriate encoding is automatically configured.

User management

When the HOPEX application accesses the HOPEX data stored in the RDBMS, it uses an SQL connection

string. This connection string refers to a user account that has certain privileges for the instance.
This user can either be a native account, or a Windows account:

- Native account:

o Pros: unique account, configured for everyone that runs the Web Front-End or Windows

Front-End clients.
o Cons: thought to be less secure.
«  Windows accounts/Domain account: Trusted Connection
o Pros: do not set up any connection string in the tool.

o Cons: need to authorize several Windows accounts to have direct access to the data:
the service account that runs the Instance manager, every user that needs to run the

Windows Front-End client (Administration.exe or Hopex.exe).

Privileges for native account

You can have several kinds of SQL server users in relation to the customer security policy:

« Standard security policy: the user account is enabled to manage databases. This is the

easiest solution especially if the SQL Server instance is dedicated to HOPEX.

User type Comment Server roles Database roles Server permissions
User with Allowed to manage any database dbcreator db_owner (1) View server state (2)
maximum (create database, delete database,
privileges data read access, data write access,

update database structure)
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« Advanced security policy: only the DBA is allowed to create new databases following specific

naming rules. A user is required to use the existing databases.

User type Comment Server roles Database roles Server permissions
User with limited | Allowed to use an existing database public db_owner (3) View server state (2)
privileges (data read access, data write access,
update database structure)

(1) db_owner role is automatically assigned by the system when a database is created.
(2) To consult the view 'sys.dm_exec_sessions' for the server.
(3) db_owner role is manually assigned by the DBA after database creation.

The HOPEX application will create table, columns and index objects dynamically. The right to create

Procedures is mandatory. Trigger, functions and view objects are not used.

Privileges for Windows accounts

Since this configuration requires to grant access to the different databases to several Windows
accounts, and especially to accounts of people running the thick client of the application, it is
recommended to limit those rights to a minimum, to reduce the risk of harming the application by

directly modifying or deleting data.

« Advanced security policy: only the DBA is allowed to create new databases following specific

naming rules. A user is required to use the existing databases.

User type Comment Server roles Database roles Server permissions
User with limited | Allowed to use an existing database public db_ddladmin, View server state (2)
privileges (data read access, data write access, db_datawriter
update database structure) and

db_datareader (3)

(2) To consult the view 'sys.dm_exec_sessions' for the server.
(3) those roles are manually assigned by the DBA after database creation.

The HOPEX application will create table, columns and index objects dynamically. The right to create

Procedures is mandatory. Trigger, functions and view objects are not used.

The Windows users should not have the “db_creator” server role.
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Defining a HOPEX SQL Server Connection

A Configure SQL Connection menu is available in the HOPEX Administration application at different
levels (site, environment, and repository) if the license contains the Repository Storage (SQL Server)

product.

Procedure with a native SQL account

1. Start HOPEX Administration.exe.

2. Right-click HOPEX (the root of the administration tree) and select Configure SQL connection >
SQL Server.

%% HOPEX - Administration
File Help

Options k |

Cenfigure 501 connection * @

EI |#| Properties

S Leamd e T TERTT

3. Enter the connection parameters.

o Instance: <machine network name>\<SQL Server instance name> (1)

Example for a standalone installation with SQL Express: MyMachine\SQLEXPRESS
o User: user enabled to access/update SQL Server
o Password: password of the user enabled to access/update SQL Server

ﬁ Warning: Ensure this password is consistent with MS SQL rules, see MS

related documentation.

4. Click Connection Test to check the connection parameters.

Connection Parameters (SCOL Server) Repository: "SystemDb" 4
Instance: | myserverymyinstance | Test Connection
User: | mynativeuser | Test GRANT=
Passward: | TIITIIITII I |

Parameters: | |

Repository creation mode

Creates the SQL database ("[dbo] " default schema) ~ |
SOL Server | S SystemDb | 0
SOL Server schema: E—
RDBMS Repository Installation Guide - HOPEX Aquila
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Procedure when using Windows authentication

1. Start HOPEX Administration.exe.

2. Right-click HOPEX (the root of the administration tree) and select Configure SQL connection >
SQL Server.

Fe HOPEX - Administration
File Help

Options 3 |

ot ol comecion s 85t s |

EI |4] Properties

S Laerd s T TERTT

3. Set the connection parameters.
o Instance: <machine network name>\<SQL Server instance name> (1)
Example for a standalone installation with SQL Express: MyMachine\SQLEXPRESS
o User: leave blank
o Password: leave blank
o Parameters : set "Trusted_Connection=Yes;"

You may need to add Encrypt=no or Encrypt=Yes

4. Click Connection Test to check the connection parameters.

Connection Parameters (SOL Server) pod
Instance : | myserver myinstance | | Test Connection |
2T | | Test GRANTs
Paszword: | |
Parameters: | Trusted_Connection=Yes; |
Ok,
Cancel

RDBMS Repository Installation Guide - HOPEX Aquila
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Creating an Environment

The environment creation mainly consists in creating a SystemDb repository. For SQL server, two

creation modes are available from HOPEX:

e Creating a new database on the SQL Server (standard security policy)

« Using an existing database of the SQL Server (advanced security policy)

Prerequisite

Before creating an environment, download the HOPEX Environment Installation Package Aquila module

from HOPEX store (https://store.mega.com/modules/details/hopex.core.install) and import it in HAS Console

modules.

Creating a new SystemDb database

Prerequisite:

« Identify the SQL connection parameters (RDBMS instance, user, password)

e Identify the location of the environment folder on the file server

Procedure:

1. Start HOPEX Administration.exe.

g

Right-click the Environments folder and select New.
3. Enter the environment Name.
This creates a folder on the file server.

(If needed) Change the Location.

Click OK.

Confirm or change SQL Connection parameters.

As the Repository Creation Mode select “Create Database”.

© N o U0 &

Click Test Connection to check that the SQL Server is reachable. This step must be successful for
the process to continue.

9. Click Test GRANTs to check different actions (table creations, indexing columns etc.) that are
necessary for HOPEX to be able to work. This step must be also successful for the process to
continue.

10. Click OK to start the environment creation.

Result:

« A SystemDb repository stored in the selected RDBMS instance is created.

e« A folder (HOPEX environment folder) is created at the selected Ilocation.

This folder contains several files and subfolders (Db, Mega_usr, SysDb).

RDBMS Repository Installation Guide - HOPEX Aquila
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Using an existing SystemDb database

Prerequisite:
« Identify the SQL connection parameters (RDBMS instance, user, and password).
« Identify the location of the environment folder on the file server.
e« Check that the T“Collation” property of the database is set to
“SQL_Latinl_General_CP1_CS_AS".
« Identify the exact name of the user database in the SQL Server. It follows this naming rule:

<EnvironmentName>_SystemDb

Example: MyEnvironment_SystemDb

Note: the environment name must match the environment folder.

Procedure:
1. Start HOPEX Administration.exe.
2. Right-click the Environments folder and select New.

4

3. Enter the environment “Name” (in this example : “Name” = “MyEnvironment”)
This creates a folder.

(If needed) Modify the Location.
Click OK.
Confirm or change the SQL Connection parameters.

As Repository Creation Mode select “Uses an existing SQL database (“[dbo]” default schema)”.

© N o U0 &

Click Test connection to check that the SQL Server is reachable.

This step must be successful for the process to continue. If “Use existing database” option was
specified, this test tries to connect to the database matching the following pattern:
“MyEnvironment_SystemDb”. This test must be successful for the process to continue.

9. Click Test Grants to check different actions (tables creations, indexing columns etc.) that are
necessary for HOPEX to be able to work. This test must be also successful for the process to
continue.

10. Click OK to start the environment creation.

Result:

« The SystemDb repository is initialized.

e« A folder (HOPEX environment folder) is created at the selected Ilocation.

This folder contains several files and subfolders (Db, Mega_usr, SysDb).
» Default users:
o Identifier: System, Password: Hopex (or empty for previous HOPEX versions)

o Identifier: Mega, Password: Hopex (or empty for previous HOPEX versions)
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Creating a Repository

Two creation modes are available from HOPEX:

Creating a new database on the SQL Server (standard security policy).

Using an existing database of the SQL Server (advanced security policy).

Creating a new SQL Server database

Prerequisites:

Procedure:
1. Start HOPEX Administration.exe.
2. Connect to the environment concerned.
Use for example: Identifier: System, Password: Hopex (or empty for previous HOPEX versions).
3. Right-click the Repositories folder and select New.
4. Enter the repository Name.
5. Keep the default Location.
6. Keep the Import module standard data option selected.
This option enables to import the .xmg files of the modules already deployed on the HAS instance.
Note: If you create several repositories, clear the Import module standard data option and once
all of your repositories are created launch the Environment Automatic Update. Else, keep the
option selected for the last repository creation only.
7. Click OK.
8. Confirm or change the SQL Connection parameters.
9. As Repository creation mode keep “Creates the SQL database ("[dbo]" default schema)".
10. Click Test connection. The test must be successful for the process to continue.
11. Click Test GRANTSs. The test must be successful for the process to continue.
12. Click OK to create the new database
Result:
e A repository is created in SQL server. It follows this naming rule:
<EnvironmentName>_<RepositoryName>
Example: MyEnvironment_SQLServerRepository
e A folder is created in the specified location.
This folder contains an EMV and an EMQ file.
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Using an existing SQL Server database

Prerequisites:

Identify the SQL connection parameters (RDBMS instance, user, and password).

Verify that the property ‘'Collation’ of the database is set to
'SQL_Latinl_General_CP1_CS_AS'

Identify the exact name of the user database in the SQL Server. It follows this naming rule:

<EnvironmentName>_<RepositoryName>

Example: MyEnvironment_SQLServerRepository

Note that the environment name must match the actual environment folder.

Procedure:

1.

2
3.
4

5
6
7.
8
9

Start HOPEX Administration.exe.
Connect to the environment concerned.
Right-click the Repositories folder and select New.

Enter the repository Name.

E.g.: SQLServerRepository
Click OK.
Confirm or change the SQL Connection parameters.
As Repository Creation Mode select “Uses an existing SQL database (“[dbo]” default schema)”.

Click Test to check that the login can be performed and that the database exists.

Click Test connection. The test must be successful for the process to continue.

10. Click Test GRANTs. The test must be successful for the process to continue.

11. Click OK.

Result:

A repository is referenced in the SQL server and initialized.

Example: MyEnvironment_SQLServerRepository

A folder is created in the specified location.

<this folder contains a .EMV and a .EMQ file.
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HOPEX Private Workspaces Cleanup

This procedure is used to delete the data of terminated private workspaces of HOPEX Users. It is
necessary to clean up these data often in order to reduce database growth and preserve good
performances. We recommend running this procedure every week if you have less than 10 users and

every night if you have more than 10 users.

Installing the procedure
Warning: You must repeat this procedure for each HOPEX Repository and the SystemDb.

1. Right-click your HOPEX repository and select RDBMS Administration > Remove private
workspace temporary data.

This will launch SP_CLEAN_MEGA_DATABASE and if the procedure:
o does not exist, the application will create it.

o already exists, it is overwritten by this action.

e HOPEX - Administration

File Help

HOPEX |
5 HOPEX
|—_-1@ Environments
=] @ Ch\ProgramData\MEGA \Hopex Application Servery 30004 Repos\EnvTestsLab
|_| \g Repositories
- SystemDb [EN]
55 EA[EN]

,_+. a SOHO [E Repository Log b

+| -1
| User manager

Object Management 4

@ Explore

Logical Backup . || Configure SOL connection

st ing ll-dext search Generate repository health report

Recigaaus Generate repository performance data

C d Ali ;
S e o 5 Rernove private workspace temporany data

Shrink unused repository historical data

Delete reference Align SOL FK optimizations with MetaModel definition
X Delete Align DataType and Indexes with MetaModel definition
Protect with a password : Perform S0L Server Maintenance Plan (DBA only)
4] Properties : Perform S0L conversion on the repository
35 See EMV file | Archive historical data to improve performances

RDBMS Administration * Check and repair data consistency (Hopex Support only)
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HOPEX Historical Data Cleanup

This procedure is used to delete the historical data of the HOPEX repository. Each time a HOPEX object
is updated, the previous data is kept in database. That method insures a high data security even when
connection to SGBD is interrupted. It is necessary to clean up these data often in order to reduce
database growth and preserve good performances. This clean-up will have no impact on the repository
logfile. We recommend running this procedure every week if you have less than 10 users and every

night if you have more than 10 users.

Before cleaning Historical Data

Historical data are used in the Repository Snapshot mechanism. See HOPEX Common Features >
Other Features > Using Repository Snapshots: Repository Snapshot Prerequisites section for more

details.

If you need to have Repository Snapshots taken, be aware that it will not be possible anymore for the
period of time covered by the cleanings. In other words, if you need Repository Snapshots, be sure to

take them before the procedure runs.

repositary updates accurring with advancing time

—
t

Repository Historical Data cleaning taking place

E——

t

shrinked size of the usefull data left in the repository

ﬁ
t

In this first illustrated case, all archived states were deleted, so all the space that these archived states

were using is reclaimed physically (an actual delete in the tables was issued for every one of them).
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repasitory updates occurring with advancing time

—
t

Repository Historical Data cleaning taking place

snapshots where taken here  and here

t

shrinked size of the usefull data left in the repository

— O
t

In this second example, all archived states were also deleted except those corresponding to the state

of the repository when the 2 Snapshots were taken.

In this case, the data corresponding to the repository state for the Snapshot(s) is saved and it is

thanks to this saving that special features will be available within this repository regarding this data.
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Installing the procedure

Warning : You must repeat this procedure for each HOPEX Repository and the SystemDb.

1. Right-click your HOPEX repository and select RDBMS Administration > Shrink unused repository

historical data.
This launches SP_CONSOLIDATE_MEGA_ DATABASE and if the procedure does not exist, the
application creates it. If the procedure already exists, it is overwritten by this action.

g HOPEX - Administraticn

File Help

HOPEX. |

[ HOPEX
:'@ Environments

=l
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:‘:a Ch\ProgramDatatMEGA\Hopex Application Server\ 30004 Repos\EnvTestsLab
|—1\@ Repositories
. [T SystemDb [EN]

&-{3 EA [EN]

. N
[ 3

|+]\[Iﬂ User manager Repository Log
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Batching Cleanup procedures for SQL Server

It is very important to run the two procedures on a regular basis. So If you do not want to have to

remember to click on the corresponding menus in the Administration.exe program every time that

each of the procedure should run, you can batch it using SQL Server agent job.

1. Using SQL Server Management Studio, find the SQL Server database that corresponds to the
HOPEX repository for which you want to batch the stored procedure.

Reminder : the database will be named following this rule <EnvironmentName_RepositoryName>.

2. In Programmability > Stored Procedures folder,
Stored Procedure as > Execute to > Agent job.

right-click this procedure and select Script

=]

= = T
U Demonstration_Adventure SQLServer

] I_j Demonstration_Adventure-ede SQLServer
] IJ Demanstration_Adventure-LAB

] IJ Demonstration_dfbdfbdfbdfb

| IJ Demonstration_EDE_test_0309

| IJ Demonstration_sgll

1 IJ Demanstration_srtharth

| IJ Demonstration_testcompareimport

| IJ Demonstration_testcompareimport2

| IJ Demonstration_testcomparevan SQLServer
| | il Demonstration_thv lab

[ [3 Database Diagrams
# |4 Tables
# [ views
@ [ Synonyms
= [_3 Programmability
= @ Stored Procedures
@ [ System Stored Procedures

(=M= dbo.5P CLEAN MEGA_DATABASE

# [ Functions

& [ Database Triggers
# [ Assemblies

& [ Types

MNew Stored Procedure. ..
Modify

Execute Stored Procedure..,

# [ Rules

Script Stored Procedure as

i [ Defaults
# [ Plan Guides
@ (3 Service Broker
[# 3 Storage
[ 3 Security

View Dependencies
Policies

Facets

Start PowerShel
Reports

Rename

Delete

Refresh

Properties

> _I[ gj Connected. (1/1)

CREATETo 3

ALTER To 3

DROP To 3

DROF And CREATE To 3

EXECUTE To P |E@  new Query Editor Window
& Al
&% Clipboard
|3 Agent Job ..,
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Enter a name for the job and the schedule.

B Job Schedule

PIX]

COnedime occumence =
Date: 10/21/2005 Time:

W0 A F
12:00:00 AM -

L) The onetime occumence date and time must be greater than the cument date and time.

Job name:! i(]ean Database |
Schedule name:; | Every Might |
Schedule type:

Summany -

Clescription; Occurs on 10/21/2005 at 12:00:00 AM.

ok | [ Cencat | |

Help

The job is created.
3. Right-click this job and select Properties.
4. Select the Schedules tab and click Edit.
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EE Job Properties - Clean Database

B Scedics |
12 Merts

[ Notffications
12 Targets

Connecon
Server;

LAB

Connection;
53

3 View connection properties

% Serint ~ [ Help

P =
Ready

Schedule list:

D MName

Enabled

Description
Yes Oceurs on 10/,21/2009 at 12:00:00 AN

J [ Bemove J

0K J[ Cancel ]
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5. Set up the schedule to execute the job every night.

il Job Schedule Properties - Every Night

MName: EE*.'er;.' Might | [ Jobs in Schedule ]
Schedule type: !F{ecumng V| Enabled
Frequency
Cgours: | Daily |
Recurs eveny: !1 3_: dayis}
Daily frequency
(3) Ocours orice gt [12:0000 AM 2|
) Ocours eveny; [l > | | hour Starting at:
Ending at: | BT Fl |
Duration -
Stat dte: [10/21/2008 ] O End date: [toziz0m  ~]
(®) Moend date:
Summary
Diescripfion: [Oecurs eveny day at 12:00:00 AM. Schedule will be used starting on 10/21/2003,

O ][ Cancel ]’_ Help

Maintenance tasks

The SQL Server databases need to be maintained, in order to keep the best possible performances.
Tasks such as “update of the statistics”, “reorganize or rebuild of the indexes”, “shrink of the

databases”, as well as backups, need to be run regularly.

We recommend set up the standard maintenance plans of SQL Server to manage those tasks. The

backups can be excluded, if they are done through another chanel.

Also, we can imagine to put the execution of the HOPEX cleanup procedures (see previous chapter)

as the preliminary step to the SQL Server job that will run the maintenance tasks.

You can find below some screenshots of a default maintenance plan (with backups), with SQL Server

2012. It can be adapted to your version, and your rules :

1. Create a maintenance plan using the SQL Server wizard (in SQL Server Management Studio).

2. Give it a name and a schedule (click Change).
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Select Plan Properties
How do you want to schedule your maintenance tashs?

|Weeldy Maintenance plan

| SQL Server Agent service account

() Separate schedules for each task
(®) Single schedule for the entire plan or no schedule

Schedule:
|Bc:curs every week on Sunday at 12:00:00 AM. Schedule will be ||

Finish

3. Select the following maintenance tasks:

Select Maintenance Tasks
Which tasks should this plan peform?

Select one or more maintenance tashs:

| Check Database Integrity
[w] Shrink Database

[ ] Reorganize Index

[w] Rebuild Index

[#] Update Statistics

[#] Clean Up History

[] Execute SQL Server Agent Job

[w] Back Up Database (Full)

[T] Back Up Database (Differential)

[] Back Up Database (Transaction Log)
[#] Mairtenance Cleanup Task

@ The Check Database Integrity task performs intemal consistency checks of the data and
index pages within the database.

[ <Beac ]| [ e | [Cance

4, Order the maintenance tasks as follows:
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Select Maintenance Task Order
In which order should these tasks be peformed?

Select the order for the tasks to execute:

Check Database Integrity
Rebuild Index

Update Statistics

Clean Up Histo

Back Up Database (Full)
Mairtenance Cleanup Task

The Shrink Database task reduces the disk space consumed by the database and log
files by removing empty data and log pages.

Frish || Cancel

5. Check all databases (including the system databases):

p. 29/51

Define Database Check Integrity Task
Configure the maintenance task.

Databases:

[#] Include indexes

Schedule:

| Not scheduled (On Demand)

Change...
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6. Rebuild indexes for the user databases:

4% Rebuild Index Task x
Connection: Local server connection | | New...
Database(s): I All databases :J
Object:

Selection: | LI

Free space options

(® Default free space per page

(C) Change free space per page to: 20 | %
Advanced options
[] Sort results in tempdb Pad Index
[] Keep index online [] MAXDOP [ z
( : that }
[ it | ingex rebuy
(= Id i EXE
Rebuild i line
Prionty U
: fits ' None
ax Dura o =
Index Stats Options
Scan type: O Fast
() Sampled
(® Detailed
Optimize index only if: _
[] Fragmentation > 10 T %
[] Page Count > 1000 =
[] Used in last 700 =
0K Cancel View T-SOL | Help
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7. Same thing for the u

Define Update Statistics Task
Configure the maintenance task.

pdate of the statistics:

®) Al existing statistics

() Column statistics only

() Index statistics only
Scan type:

® Full scan

) Sample by

Schedule:

Not scheduled (On Demand)

[l [ hes>

|| Erishss || Coned
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8. Define how long the log files will be kept:

Define History Cleanup Task
Configure the maintenance task.

Select the historical data to delete:
[«] Backup and restore history
[« SQL Server Agent job histary

[« Maintenance plan history

Remowve historical data older than:

B[] [weske)

Schedule:
Net scheduled (On Demand)

Define Shnink Database Task
Configure the maintenance task.

Shrink database when it grows beyond:

Amourt of free space to remain after shrink:

() Retain freed space in database files

(®) Retum freed space to operating system

Schedule:
| Not scheduled (On Demand)

10. Backup all databases, choose the destination folder, and if you want to have subfolders for each

database:

RDBMS Repository Installation Guide - HOPEX Aquila
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- B B B T & LI e

Define Back Up Database (Full) Task

Backup component

Configure the maintenance task. Ny
Ful &
Database(s): ] All databases LJ

[] Copy-only Backup
[ Backup set will expire:
/2142015 [

Back up to: '-.i" Diisk '.:.' Tape

() Back up databases across one or more files:

Append

(®) Create a backup file for every databasa
Create a sub-directory for each database

Backup file extension; bak
[] Verfy backup integrity

Set backup compression: | Lse the default server setting

11. Provide the folder where the backups are being stored, the extension, and if you want to include

subfolders, as well as how long you want to keep the files before deleting them:

RDBMS Repository Installation Guide - HOPEX Aquila
p. 33/51 CO - PUBLIC



IE| Maintenance Plan Wizard I;li-

Define Maintenance Cleanup Task
Corfigure the maintenance task.

Delete files of the following type:
(®) Backup files
() Maintenance Plan text reports

File location:
() Delete specific file
File name:

(® Search folder and delete files based on an extension

T .

File extension: |.I:uak |

Include firstdevel subfolders
File age:
Delete files based on the age of the file at task rn time

Delete files older than the following:
2

o | Weekis) W

Mot scheduled (On Demand)

Help | <Back || Net> | Cancel
12. Keep the default :
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Select Report Options
Select options for saving or distibuting a report of the maintenance plan
actions.

[w] Write a report to a text file

Folder location: [E\ENVTOOLS2K12\MSSQLTTENVTOOLS2K12Y [ .. |

[] E-mail report

To: bq’|

Net> || Frsn-o || Cancel |

Complete the Wizard
Verify the choices made in the wizard, and then click Finish.

Click Finish to perform the following actions:

[=I- Maintenance Plan Wizard

¥ Create Maintenance Plan Weekly Maintenance plan’
- Define Database Check Inteqrity Task

- Define Rebuild Index Task

- Define Update Statistics Task

- Define Histony Cleanup Task

- Define Shrink Databasze Task

- Define Back Up Database (Full) Task

- Define Maintenance Cleanup Task

- Selected reporting options
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Maintenance Plan Wizard Progress

Click Stop to intemupt the operation.

0 Emor
0 Waming

Adding scheduling options
Adding reporting options

Creating maintenance plan "Weeldy Mai...
Adding tasks to the maintenance plan

Saving maintenance plan "Weekhy Main...

Status

Success
Success
Success
Success
Success

Message
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HOPEX RDBMS repositories specific administration
actions

Migrating Your Data from One Storage Support to Another

Previous versions of Hopex were compatible with GBMS (proprietary Mega data format), and Oracle.
This section shows how to convert data from one of those to SQL Server.

General procedure:

1.

2
3.
4

Start HOPEX Administration.exe.
Connect to the environment containing the repositories to be migrated.
Expand the Repositories folder.

Right-click a repository and select Reorganize.

NB: Launch a complete environment migration starting with the data repositories and finishing

with the SystemDDb repository.

Index tor full-text search

e HOPEX - Administratior ,

File Help Compare and Align L
HOPEX Conversions |

HOPEX Delete reference

EIJ@ Envirenments % Delete

E| @ ChProgramData’,
El &E Repositories
; |ﬁ SystemDb [#] Properties
- DEMO [EN = e ey file
- EA [EN]

. 1__‘@ SOHO [EN ROEMS Administration

&- jﬁ User management

Protect with a password

4
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To reorganize a repository:

1. Select the expected Target storage support.

e Recrganize Repository (SOHO) =
Log of objects
iKeep log Y
(®) Delete log Close
() Delete log older than:
Help
Keep backup file Impart the logfile a posteriori
Target storage support
@ SQL Server
Ready

2. Click Apply to start the reorganization.

You are prompted to confirm or change the SQL Connection parameters.

Connection Parameters (0L Server) Repository: "SystemDb” =
Instance: | myserver{myinstance | Test Connection
ser: | mynativeuser | Test GRANTS
Password: sevssssl |

Parameters: | |

Repaository creation mode

Creates the SQL database ([dbo] ™ default schema) o |

SQL Server | Training_SystemDb |
QK

Cancel

The Test connection step must be successful for the process to continue.
The Test GRANTSs step must be successful for the process to continue.

Note: To be successful, there should be no storage on the Sql Server concerning a HOPEX
repository with the same name in a same HOPEX environment.

If your Sql Server User does not have the right to create databases, you need to ask your
DBA to create an Sql Server database following the naming rule:
<EnvironmentName>_<RepositoryName>. You should then choose the option “Use
existing Sql Server Database”.

Results:
« The database is now migrated to the SQL Server storage.
« The .emq (SQL Server) file corresponding to the newly created repository storage is created.

e« The Megaenv.ini file is updated.
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The logical backup file, used during the process, is stored in the 'work' folder of the source
repository.

This backup is named according to the following format: Bkp_Date_BaseName.mgr .
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Restoring a HOPEX environment from formatted data

In some cases, in HOPEX Administration, you need to recreate a repository from an existing set of
data (a previously HOPEX formatted repository). For example, after a physical corruption (disk crash)

of the machine hosting the HOPEX repository folder tree.

In such a situation, since the repository folder contains files indicating the way to reach the data and
on which database server it can be found, the data could be considered lost from a HOPEX point of

view,

It is necessary to understand that, from then on, HOPEX needs a new way to access the data inside
the RDBMS. This is why this action is seen as a Restoration of the data: a re-creation of the repository

folder structure allowing to re-save the way to access the data.

This method can also be used for duplicating an environment from a production infrastructure to a
test infrastructure (or vice versa). For doing so, all the repositories (including the SystemDb) must be
duplicated first in the RDBMS. The restoration can then be done on the duplicates repositories, starting
with the SystemDb.

Restoring an environment (SystemDb repository)

1. Start HOPEX Administration.exe.
2. Right-click the Environments folder and select New.
g HOPEX - Administration

File Help

HOPEX

[-E, HOPEX
Y vironmentd
=8 CProgr G

Create reference

3. In Name, enter the name of the environment that is to be restored (the exact same name as the
one used for the first creation).

4, Select Restore.

?‘ Envircnment installation (Create/Update) ot
Mame; | test restore_sql| | I oK I
Location Fancdd
| ct\programdataimegathopex application server\5000\Repos | Browss.,, |
Repository Server Type Help
(@) 50L Server Restore
5. Click OK.
p. 40/51 RDBMS Repository Insclé)a_llgslgLr;cGwde - HOPEX Aquila D MEGA




6. Specify the connection parameters for accessing the RDBMS where the HOPEX -yet-unreachable

data is located.

Connection Parameters (SCL Server) Repositony: "SystemDb"

Instance: | serverlinstance |
User: | MEGALSR. |
Password: | IITI T TS |
Parameters: | |

Repository creation mode

X

Test Connection

Test GRANTSs

IUses an existing 0L database ("[dbo] " default schema)

SOL Server test_restore_sqgl_SystemDb

0K

Cancel

7. Click Test Connection.

The test must be successful for the process to continue.

8. Click Test GRANTSs.

The test must be successful for the process to continue.

9. Click OK.
The SystemDb repository is restored.

o You have restored environment: “test_restore_sql’

Once these actions are performed successfully, there are a few more actions to perform to be able to

restore the repositories that were referenced into the newly restored environment.

At this point, if you open the environment that was just restored, you will see the following warning

message: "The <repository name> is not referenced”).

The reason is that the environment that was just restored has “a knowledge” of the repositories that

should be referenced in it but the references for those repositories do not yet exist in the folder tree

structure of the newly restored environment.

To be able to re-reference the required repositories by restoration in this environment, you must first

purge that “knowledge”:

1. Right-click the Environment and select Remove not referenced repositories:
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g HOPEX - Administration = O w
File Help
HOPEX

HOPEX

- #8 Environments

ER=1C orooro fENR

thrﬂ Reposi Clice
i User m
Reports k
Options k
Metamodel b

Environment automatic update
Delete reference
:| Configure SCL c::nnnectin:nn"
Perform SCL conversion on the repository

Restart Dispatch Cueue

* DO NOT use Remove not referenced repositories if the environment is in use
Important notes somewhere else as it will delete the references to the repositories there too!
¢ Use it only on an environment that is a physical copy on the RDBMS storage side.
e Be carefull that the repositories also must be restored from a physical RDBMS copy
! (see next chapter for repositories restoration).

¢ Not taking care of this would lead to situations where users might think that they are
using different sets of data when they are actually using and modifying the same
repositories.

Restoring a data repository

Note: A repository can only be restored within an environment that has the same name as
the one in which the repository was originally created. An environment with the same name
can be recreated before restoring the repository in it or the actual environment can be

restored beforehand.

To restore a data repository:
1. Start HOPEX Administration.exe.
2. Connect to the environment in which you want to restore the repository.

3. Right-click the Repositories folder and select New.
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&g HOPEX - Administration
File Help
HOPEX |
HOPEX

.:_@ Envircnments
_ﬁ Ch\ProgramData\MEGA\Hopex Application Server, 5000% Reposh test_restore_sq|

Create reference ¥

4. In Name, enter the name of the repository that is to be restored (the exact same name as the one
used for the first creation).

5. Select Restore from an SQL backup.
6. Keep the Import module standard data option selected.
This option enables to import the .xmg files of the modules already deployed on the HAS instance.

Note: If you restore several repositories, clear the Import module standard data option and once
all of your repositories are restored launch the Environment Automatic Update. Else, keep the
option selected for the last repository restoration only.

i Create Repository X
Mame: | Data | | (014 I
Location Cancel
| C:\ProgramDataMEGA\Hopex Application Server!\5000\Repos\EnvTestslab_: Browse. ..
Help

Restore from an SQL backup
Import module standard data
7. Click OK.

8. Specify the connection parameters for accessing the RDBMS where the HOPEX -yet-unreachable
data is located.

Connection Parameters (SCL Server) Repositony: "Data” *
Instance: | serverijnstance | | Test Connection |
User: | MEGALISR | Test GRANTS
Password: | tesaseee |

Parameters: | |

Repository creation mode

Uses an existing SQL database {"[dba] " default schema) ~ |

SQL Server test_restore_sqgl_Data
OK

Cancel

NB: the “Creation Mode” parameter is disable (the choice is not possible) when “Restore from
an SQL backup” is selected. As in this case, HOPEX is actually told to re-attach to physical data
so no database creation or repository initialization will be carried out.
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Repository creation mode

Izes an existing SOL database ("[dbo]” default schema)

9. Click Test Connection.
The test must be successful for the process to continue.
10. Click Test GRANTS.

The test must be successful for the process to continue.

11. Click OK.

The repository is restored.

o Mega repository Data has been restored. |
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Handling of HOPEX RDBMS repositories specific internal format
There is an internal format used by HOPEX when accessing a repository that is stored on SQL Server.

To view this internal format version:
1. Start HOPEX Administration.exe.

2. Right-click the HOPEX repository (either SystemDb or data repository) and select Properties.

Heorganize

‘ﬁ HOPEX - Administrati Compare and Align

File Help Conversions
| HOPEX | Delete reference
HOPEX > Delete

EI@ Environments Protect with a password
El--a C\ProgramDat

EH& Repositorie

-5 Systeml 33 See EMV file

-0 EALEND  popyic s dministration »

o L

@ User management

©% Properties of Repository SOHO by
Characteristics:
Mame SOHO A
Language English
Repository log Enabled
Repository folder C:\ProgramData\MEGA\Hopex A
Repository size (bytes) i
Format V5,9-5gl Server I
Creation date 2024/03/29 22:45:25

When upgrading your HOPEX installation (applying a Cumulative Update or migrating your data from
a HOPEX SP version to the next one), there might be some modifications leading to a new internal

format version.
Menus are available to manually activate this internal format upgrade.

When you need to upgrade the internal format version, you are prompted to do it:

 Upgrade Database Version

45 You cannet access repository "Mega_Repository_On_Oracle”. Its
.f_'ﬁ; internal structure is not up to date.
Run the menu "Technical Conversion” to perform the upgrade.
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Note: The technical conversion of the repositories of the environment must be done before upgrading

to the environment:

1. Apply the technical conversion on the SystemDb:

Right-click the environment and select Perform SQL conversion on the repository.

“e HOPEX - Administration — O X
File Help

I HOPEX
HOPEX
E@ Environments
Ba CAProgramDat g
@ Repositories| —

@ User manag Close
Reports r
Options r
Metarmaodel r

Environment automatic update

Delete reference

Remowve not referenced repositories

@ Configure SCL connection

Perform 50L conversion on the repository

Restart Dispatch Queue

2. Apply the technical conversion on the other data repositories of the environment:

For each repository, right-click the repository and select RDBMS Administration > Perform SQL

conversion on the repository.
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g HOPEX - Administration
File Help

[ HoPEX |

HOPEX

El@ Envirenments
Ea Ch\ProgramData\MEGA\Hopex Application Server\ 30004 Repos\EnvTestsLab

E{a Repositories

. -] SystemDb [EN]

- EA [EN]

- m_ Repository Log 4

G-I User mana

Object Management »

@ Explore

Logical Backup || Configure SOL connection

Index for full-text search Generate repository health report

Reorganize Generate repository performance data

C d Ali
ornpare and ~ian Remove private workspace temporary data

R Shrink unused repository historical data

Delete reference Align SOL FK optimizations with MetaModel definition
X Delete Align DataType and Indexes with MetaMeodel definition

Protect with a password Perform S0L Server Maintenance Plan (DBA anly)
Properties Perform S0L conversion on the repository

see EMV file Archive historical data to improve perfermances
RDEMS Administration * Check and repair data consistency (Hopex Support only)
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Vocabulary

Database A database is a collection of data, usually in the form of tables or files, under
the control of a database management system (DBMS).

Database server | A database server is a machine providing database services to other
(hardware) machines. In this document the database server is a machine running
relational database management systems. A database server can host one or
several instances.

Example:

e Server 'iba.company.com'
e Server '192.888.777.666'
e Server 'SQL02'

DBA The DataBase Administrator is responsible for administering, monitoring, and
maintaining the database.

DBMS A DataBase Management System (DBMS) is a set of software programs that
controls the organization, storage, management, and retrieval of data in a
database.

Example: GBMS, Oracle...

GBMS GBMS is MEGA'’s historical proprietary DBMS.

HOPEX Environment |On RDBMS installations, an environment is a group of directories where
HOPEX generates documents, log files, etc.

RDBMS Relational DataBase Management System.

Examples: Oracle, SQL Server, DB2 Universal Database,...

Repository A repository is a structured collection of data.

A HOPEX repository is a collection of HOPEX data. Data is structured in
relation to a metamodel. Object names are often unique within the
repository or with a namespace of the repository.

Schema A schema object is a logical data storage structure.
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In Oracle, it is a collection of objects (example: tables, views, indexes,
procedures, functions...) mapped to an Oracle user. A schema is stored in
one/several tablespace objects of the database.

It is strongly recommended to isolate each HOPEX Repository in a separate
Oracle schema (User Repositories AND SystemDb repository)

Storage format HOPEX term. It defines the type of DBMS storing HOPEX data.

Possible value is SQL Server: storage in SQL Server DBMS.
SystemDb repository | HOPEX Term.

It is @ HOPEX repository that stores system data, such as, user definition,
metamodel definition, template definitions, queries, diagram configuration.
This data can be shared by all user repositories within a HOPEX environment.
A SystemDb repository is associated to one/several user repositories.

User repository HOPEX Term.

This is a HOPEX repository storing data, such as diagrams, org-units...
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Appendix - FAQs

Is it possible to share user repositories and the SystemDb repository
through user’s workgroups that do not share a file server?

Yes. You can duplicate HOPEX Environment on each side to obtain this kind of configuration.

G4 client

Client work statisn

=3 MEGA

Environment 1

File Server

Workgroup 1

Client work statioh

MEGA
Environment 2

53]

File Server

Workaroup 2

Is it possible to have a user repository stored on a GBMS and a SystemDb
repository stored on a SQL server?

No. Some features might work but it is not tested an not supported. Moreover many specific features
will not work.
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Is it possible to consult the data from a SQL Server?

It is technically possible and supported (e.g.: SELECT statement). However, this requires knowledge
of the HOPEX RDBMS implementation and the HOPEX Metamodel. It is much easier to query the data
from within HOPEX.

Is it possible to update the data from an SQL Server?

It is technically possible but NOT supported (e.g.: UPDATE or DELETE statement). This requires the
knowledge of the HOPEX RDBMS implementation and of the HOPEX Metamodel. Data updates must

be performed from within HOPEX. All updates from outside the HOPEX application are made at the

customer's risk. Consequences of inappropriate updates will not be supported.
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1.

Unified Authentication Service Overview

Unified Authentication Service (UAS) is HOPEX web-based authentication system. UAS is a centralized
service, which enables to manage several authentication types:

External authentication or Single Sign-On (SSO)

SSO is an authentication system enabling users to login with a single ID and password to access HOPEX
and any other Customer application types like web or mobile, access control for APIs, and federation
(support for external identity providers like Google and enterprise identity management systems via
SAML2).

UAS manages two standard authentication protocols:

SAML2

Security Assertion Markup Language 2.0 (SAML 2.0) is a version of the SAML standard for
exchanging authentication and authorization data between security domains.

SAML 2.0 is an XML-based protocol that uses security tokens containing assertions to pass
information about a principal (usually an end-user) between a SAML authority (ldentity
Provider), and a SAML consumer (Service Provider).

SAML2 Specifications: https://tools.ietf.org/html/rfc7522

Open ID Connect

OpenlD Connect (OIDC) enables to implement a centralized identity federation and respond to
SSO issues.

OIDC specifies an HTTP Restful authentication interface and relies on the OAuth2 protocol to
do delegation authorization, i.e. in most of the cases, the end user no longer needs to directly
provide credentials to a third-party application. OIDC also uses the JSON Web Token (JWT)
exchange formalism to convey user identities to applications, as well as their roles /
entitlements.

Open ID Specifications: http://openid.net/connect/

These protocols are supported by some Identity Providers (IDPs) like Azure AD, AD FS, OKTA, Google.
Authentication through HOPEX platform

If you do not have any external authentication module, you can use HOPEX platform to manage user
authentication (HOPEX or Windows).

=>» See HOPEX Administration (Web) documentation for information regarding
authentication through HOPEX platform.

If needed, you can define several providers of OpenlD and/or SAML2 types.


https://tools.ietf.org/html/rfc7522
http://openid.net/connect/

Modules:

HOPEX
GraphQL
BoldBI

Service Provider

Identity| Provider

,. ldentity

Server
V4

)

SerVice|Provider

OKTA
AD FS
PingFederate

Identity Providers
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2.  Configuring UAS Options

2.1. Configuring authentication options

UAS options are configured in HAS console.

To configure authentication options:
1) Connect to HAS console.
2) Access the Authentication module.

a. Inthe left pane, expand Modules.

Modules v

Module List
Module Settings

Authentication 4

b. Click Authentication.

3) In UAS Administration, click the Identity providers section.

—-—)
== User accounts

Api keys
= Authorized clients

/” |dentity providers v

HOPEX
Windows
SAML2
OpeniD
4) Select the Identity provider you want to configure.
5) Click Create.
6) To activate this Identity Provider, select Active.
7) You can configure as many Identity providers as you want.

» See ldentity Provider Option Description.

2.2. Identity Provider Option Description
The identity provider options are the following:
e HOPEX, see HOPEX provider section

e ]IS Windows, see |IS Windows provider section

SAML2, see
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SAML2 provider section

Open ID Connect, see OpenID Connect (OIDC) provider section

2.2.1. HOPEX provider

The HOPEX provider is the HOPEX default provider, which displays a login page with username and
password.

To authenticate HOPEX users, use HOPEX User Native Authentication.

=» See HOPEX Administration documentation: “Authentication in HOPEX” section.

2.2.2. 1IS Windows provider

With the IIS Windows provider HOPEX users are authenticated by Windows Authentication.

To configure IIS Windows provider, define the following parameters:

Display Name

Defines the name of the button displayed on the login page for IS Windows Identity provider.
Default value: “Windows”

Windows Roles

As some logins belong to several (hundreds) groups you might need to filter HOPEX related groups. If
you do not filter the groups, you might get http 400 errors, due to the size of cookies generated from
the claims retrieved.

ClaimForRoles
Enter the name of the claim used for the role.
Windows Source Identifier
You can define the property used to identify the connection.
e Standard (by default)
* sAMAccountName
*  Employeeld
Authentication schemes
If 11S and HAS:
* are on the same machine, keep the default settings (Negociate and Basic seleted)
e are not on the same machine (e.g.: in a cluster mode) you must clear Negociate.
Authentication schemes

Negociate[O]

Basic
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2.2.3. SAML2 provider

SAML 2.0 is an XML based framework, used to describe and exchange security information. It can be used
for Single Sign On (SSO), Identity Management and Federation.

To use SAML2 provider, you must set UAS in SSL Mode.
UAS manages only Service Provider (SP) initiated SSO and not Identity Provider (IDP) initiated SSO.
For examples regarding SAML2 Identity Provider implementation see:

¢ OKTA Configuration with SAML2

¢ Pingfederate Configuration with SAML2

e Azure AD Configuration with SAML2

To configure SAML2 Identity provider, define the following parameters:
In the General tab:
¢ Display Name
Defines the name of the button displayed on the login page for SAML2 Identity provider.
¢ Entity Identifier (Entity Id)

Entity Identifier is the identity of the Service Provider to use when sending requests to the ldentity
Provider and presenting the Service Provider in metadata.

e Metadata location
Location of the metadata for the Identity Provider. Automatically enabled.

The location can be a URL, an absolute path to a local file, or an app relative path (e.g.:
~/App_Data/IldpMetadata.xml). By default, the Entity Id is interpreted as the metadata location (this
is a convention).

e Groups Authorized

As some logins belong to several (hundreds) groups you might need to filter HOPEX related groups. If
you do not filter the groups, you might get http 400 errors, due to the size of cookies generated from
the claims retrieved.

e ClaimForRoles
Enter the name of the claim used for the role.
e ClaimForSub
Enter the name of the claim used for the sub.
* ModulePath
Application root relative path for Saml2 Assertion Consumer EndPoint.
By default: "AuthServices".
It is used in the calculation of the url.
In case several SAML2 are configured, they must have a distinct ModulePath value.
In the Certificate and signature tab:
¢ Certificate friendly name
Certificate used by the service provider for signing or decryption.

¢ Want assertion signed
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Select this option if you want the assertions to be signed.
¢ Want AuthnRequests signed

Select this option if you want this Identity Provider to get the AuthRequests signed.
¢ Authenticate Request Signing Behavior

You can modify the authenticate request signing behavior:

*  “IfldpWantAuthnRequestsSigned” (by default): signs AuthnRequests if the Identity Provider
is configured for it.

* “always”: always signs AuthnRequests. AuthnRequestsSigned is set to true in metadata.
*  “never”: never signs AuthnRequests.
e Certificate use
Allows to sign and/or encrypt SAML2 assertions.
You can modify the certificate use:
* Both (by default)
* Signing
* Encryption
In the Organization tab:
e Name / Email / Url
Enter the information (name, email, URL) describing the organization responsible for the entity.
In the Contact tab:
e Email

Enter the collection of contacts for the SAML2 entity.

2.2.4. OpenlD Connect (OIDC) provider

Use the OpenlD Connect (OIDC) provider to authenticate HOPEX users with an OpenID Connect account by
OAUTH2.

For examples regarding OpenID Connect Identity Provider implementation see:

e  OKTA Configuration with OpenlD Connect

¢ Pingfederate Configuration with OpenlID Connect

Prerequisite: authentication is performed using the Authorization Code Flow
(response_type=code) only.

All tokens are returned from the Token Endpoint
(source: https://openid.net/specs/openid-connect-core-1_0.html#toc).

The Authorization Code Flow returns an Authorization Code to the Client, which can then exchange it
for an ID Token and an Access Token directly. This provides the benefit of not exposing any tokens to
the User Agent and possibly other malicious applications with access to the User Agent.

The Authorization Server can also authenticate the Client before exchanging the Authorization Code
for an Access Token.
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The Authorization Code flow is suitable for Clients that can securely maintain a Client Secret between
themselves and the Authorization Server.

The Authorization Code Flow goes through the following steps:

1.

2
3
4
5.
6
7
8

Client prepares an Authentication Request containing the desired request parameters.
Client sends the request to the Authorization Server.

Authorization Server Authenticates the End-User.

Authorization Server obtains End-User Consent/Authorization.

Authorization Server sends the End-User back to the Client with an Authorization Code.
Client requests a response using the Authorization Code at the Token Endpoint.

Client receives a response that contains an ID Token and Access Token in the response body.

Client validates the ID token and retrieves the End-User's Subject Identifier.

To configure OpenID Connect provider, define the following parameters:

Display Name
Defines the name of the button displayed on the login page for OpenID Connect Identity provider.

This name is also used in the calculation of the RedirectURL (specific to OpenlID Connect protocol),
which is also displayed on the login page.

Authority server url
This URL defines the OpenlID server location.
Proxy Url

If the proxy is configured on the same server as UAS, this url defines the output url for the protocol to
reach its endpoints (e.g.: DiscoveryEndPoint and TokenEndPoint).

Client Identifier
Is the identifier of your application.
Secret client
You can use either:
* the Secret > Client Secret (less secure), or

* a Certificate defined by a Thumbprint and an Audience, which is the Token EndPoint url of your
IdentityServer, so as to read the Access Token via this certificate.

Scopes

Each OpenlD server must support the Openld scope that provides the JWT (JSON Web Token) claims
(https://datatracker.ietf.org/doc/html/rfc7519).

In addition, OpenID server can support other scopes like email.profile from which other claims are
provided.

ClaimForRoles

Enter the name of the claim used for the role.
ClaimForSub

Enter the name of the claim used for the sub.

MetadataAddress server url

Page:9/34


https://datatracker.ietf.org/doc/html/rfc7519

() MEGA

The DiscoveryEndPoint url provides the metadata of the OpenlD Connect identity provider. It provides
information like endpoint token and scopes.

Usually, you do not need to enter this URL as it comes from the Authority Server URL. It should be:
[Authority Server url]/.well-known/openid-configuration
e Groups Authorized

As some logins belong to several (hundreds) groups you might need to filter HOPEX related groups. If
you do not filter the groups, you might get http 400 errors, due to the size of cookies generated from
the claims retrieved.
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3. Configuration Examples

3.1. OKTA Configuration with SAML2

3.1.1. Configuring OKTA application

To configure OKTA application:
1) Connect to your OKTA account.
2) Go to Admin Portal > Applications: create an application.

3) Select SAML2 sign-in method.

Create a new app integration

Sign-in method OIDC - OpenlID Connect

ed OAuth 2.0 authenticatic
Learn More (2

he Okta Sign-In Widget

© samL20

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or

SAML

APl Services

with Okta APls using the scoped OAuth 2.0 access tokens for

4) Click Next.
5) In General Settings:
e Enter the App name.

Example: Hopex
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#Create SAML Integration

o General Settings

1  General Settings

App name

App logo (optional) @

App visibility

Cancel

6) Click Next.

7) In Configure SAML:

Configure SAML

Hopeﬁ

©

Do not display application icon to users

Do not display application icon in the Okta Mobile app

Next

e Enter Single Sign on URL with the following URL syntax:

https://<server name>/UAS/AuthServices/Acs

* Enter Audience URI with the following URL syntax:

https://<server name>/UAS

# Create SAML Integration

A SAML Settings

General

Single signon URL @

Audience URI (SP Emtay 10) @

Default RelayState @

Name 1D format @

Applhcation username @

Update apphcation username on

©) contigure SAML

htps:/) mega.com/UAS/AuthServices/Acs

Use this for Recipient URL and Destination URL

Allow thes app 10 request other SSO URLs

htps /-MQ‘A com/UAS

f no value 15 set. a blank RelayState s sent
EmadAddress v
Emasl .
Create and update -

Show Advanced Setungs

¢ In Attribute Statements, add an attribute:

Feedback

What does this form do?

Thus form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have 1ts own documentation on
using SAML. You'll need to find that
doc, and 1t should outhine what
nformation you need to specify in thus

form,

Okta Certificate

Import the Okta certificate to your
Identity Prowsder if required.

)

4. Download Okta Certificate
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o Name: “sub”

o Value: user.email.

8) Click Finish.
At the end of the App creation, from the View Setup Instructions, write down the following

information carefully as you will need it for the UAS configuration:

* |dentity Provider Issuer

¢ Identity Provider metadata

General Sign On Mobile Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the < party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration.

Credentials Details

9) Create users that are allowed to connect to HOPEX with OKTA \ SAML2 authentication:

a. In Directory > People: click Add person.

A People

. Pecson & aasmame Prary emad
0 tearyra 2
I=—— = Acvee
. . Ontwardrg f e——
o e — = —— Asvw
]
TRe— 0
Costomyotors v
At
Agrim 0% s v
o ~
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b. Enter the person characteristics and Save.
c. Click the user to access its properties

d. Click Assign Applications and assign the OKTA application (“Hopex”) to the user.

A User 4 Active

Applications Groups Profile

Assigned Applications
Assign Applications

Application Assignment & App Username

3.1.2. Configuring UAS with OKTA

To configure UAS with OKTA:

1) Connect to HAS console.
2) Access the Authentication module.

a. Inthe left pane, expand Modules.

Modules v

Module List
Module Settings

Authentication 4

b. Click Authentication.
3) In UAS Administration, in the Identity providers section, select SAML2.

-—
== User accounts

Api keys
= Authorized clients

/” |dentity providers v

HOPEX
Windows
SAML2
OpenliD

4) Click Create.
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5) In SAML2 Configuration, to activate SAML2 Identity Provider, select Active and enter the required
information:

e  Entity Identifier

SAML2 Configuration

General Certificate and signature Organization Contact
Active

Display name
Sami2

The display name which can be shown in the button text on the login page

Entity Identifier
http://www.okta.com/exkewn3by| NG

The issuer url that the idp will be using when sending responses
Metadata location

https://dev-492179.okta/app/exkewn3b I sso/metadata

The url where is located the xml federation medatafile
ClaimForRoles

http://schemas_xmlsoap.org/claims/Group

ModulePath

AuthServices

Application root relative path for Saml2 endpoints. The default is "AuthSenvices”
Assertion Consumer EndPoint: https:// | I mega.com/UAS/AuthSenices/Acs

3.2. OKTA Configuration with OpenID Connect

3.2.1. Configuring OKTA application

To configure OKTA application:
1) Connect to your OKTA account.
2) Go to Admin Portal > Applications: create an application.
3) Select:
¢ Sign-in method: “OIDC — OpenID Connect”
e Application type: “Web Application”.
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Create a new app integration

Sign-in method

Learn More (2

Application type

© 0IDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication

Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API| Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

© Web Application

Server-side applications where authentication and tokens are handied on the

What kind of application are you trying to integrate

with Okta?

4) Click Next.

server (for example, Go, Java, ASP.Net, Node.js, PHP)

5) In General Settings:

* Enter the App integration name.

Example: WebappOpenID

# New Web App Integration

General Settings

App integration name

Logo (Optional) @

WebappOpenlD

<]
-

©

e Enter the Sign-in redirect URIs with the following URL syntax:

https://<server name>/signin-oktaopenid (in lower case letters)
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Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.
mtps:/_/signin'oktaopenid x
Learn More (2 + Add URI

Sign-out redirect URIs (Optional)
+ Add URI

¢ In Assignments: select your Controlled access.

For example: “Allow everyone in your organization to access”

Assignments

Controlled access ° Allow everyone in your organization to access
Limit access to selected groups
Skip group assignment for now

6) Click Save.
You get Client Credentials information.
7) Write down the following information carefully as you will need it for UAS configuration:
e C(ClientID

¢ C(Client secret

Client Credentials Edit

Client ID Ooa3uzn4uzznPpkruSd7 =

Public identifier for the client that is required for all OAuth

flows.

Chent secret C000000000000000000000000000RRRRRIRIINMYS ©

Secret used by the client to exchange an authorization
code for a token. This must be kept confidential! Do not
include it in apps which cannot keep it secret, such as

those running on a client.
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3.2.2. Configuring UAS with OKTA

To configure UAS with OKTA:

1) Connect to HAS console.
2) Access the Authentication module.

a. Inthe left pane, expand Modules.

Modules v

Module List
Module Settings

Authentication 4

b. Click Authentication.

3) In UAS Administration, in the Identity providers section, select OpenlID.

—
== User accounts

= Apikeys

Authorized clients

/” Identity providers v

HOPEX

Windows

SAML2

OpenlD
4) Click Create.

5) In Openld Configuration, to activate Openld Identity Provider, select Active and enter the required
information:

e Authority server url
* Client Identifier

¢ Client secret
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Api keys

= Authorized clients

A Identity providers

== Authorized clients

f' |dentity providers

v15.4.0.35

-~

UAS Administration @ [»

Openld Configuration

General
Active

Display name

oktaopenid

Authority server url

https://dev-27284285.0kta.com/

Proxy url

Client Identifier

Ooa3uzn4uzznPpkrusd?

Certificate Secret

Client secret

IBg1 YMyBZnWDfoqczaBnuOSV- ®
RedirectURI: htlps:H_fuas!signin-oktaopenid

Scopes

openid email profile

ClaimForRoles

http://schemas.xmlsoap.org/claims/Group

ClaimForSub
MetadataAddress server url

Groups Authorized

(oo [
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3.3. Pingfederate Configuration with SAML2

3.3.1. Configuring Pingfederate application

To configure Pingfederate application:

1) Connect to your Pingfederate account.

2) Go to Admin Portal > Applications: create a Web application with SAML sign-in method:

* WEB APP
e SAML
O~ | = —J
Web applications that Applications that are A front-end application Ma
are accessed within a stored and run from a that uses an API. inte
browser. device or desktop. per
Ro
* No
Inte
* Cliv
« iOS and Android apps w/F
* NET web apps » Desktop apps » Angular . Inte
 Java apps  Push Authentication * Node.js cor
WEB APP NATIVE APP SINGLE PAGE APP

CHOOSE CONNECTION TYPE

SAML
Configure
Apps that utilize an Identity Provider (IDP) to authenticate users and provides Service

Providers an Authentication Assertion.

3) Click Configure.

4) Enter the Application name.
Example: SAML2Pingfed
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“POTSONBIZE YOUr BPPICATON DY Creating @ Unique protie. 1Ne Sescnption Will NeIp YOUT CUSIOMers iIcently The purpose of The appication and
provide important information 10 misguided connections.

APPLICATION NAME

SAML2Pingfed

DESCRIPTION

o
)| i

Cancel Next

5) Click Next.

6) Configure SAML Connection as follows:

Configure SAML Connection

SAML is an authentication protocol that acts as a service provider (SP) to PingOne (the identity provider, or IdP).

PROVIDE APP METADATA

Import Metadata Import From URL @ Manually Enter
ACS URLS
| hitps./, AS/AuthServices/Acs
+ Add
SIGNING KEY
| PingOne SSO Certificate for Administrators environment (Default) -
: Download Signing Certficate

@® SignAssertion (O Sign Response (O Sign Assertion & Response

Segrng Algonthn *

RSA_SHA256 M

ENCRYPTION
[ Enable Encryption
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i R | S

SLO ENDPOINT

SLO RESPONSE ENDPOINT

SLO BINDING
@® HTTPPOST (O HTTP Redirect

SUBJECT NAMEID FORMAT

urn:oasis:names:tc:SAML: 1. 1:nameid-format.emailAddress

240

TARGET APPLICATION URL

(O] Enforce Signed Authn Request

VERIFICATION CERTIFICATE (OPTIONAL)

® None O Import (O Choose from list

7) Click Save and Continue.

8) In SAML ATTRIBUTES, add an attribute statement “sub” and select “Email Address” as Outgoing
value.

Attribute Mapping

Map your PingOne user defined attributes to the corresponding Application attribute for accessibility between users and this app

SAML ATTRIBUTES

- Emall Address v v
Advanced Expression

+ ADD ATTRIBUTE

9) Click Save and Close.
10) Write down the following information carefully as you will need it for UAS configuration:

e C(ClientID
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O PingfederateSAML2 ‘)
Client ID: 848f9be2-17a2-4189-9432-ba751c2d0596

Profile  Configuration  Attribute Mappings  Policies  Access

App Type
Web App (SAML)

Description

Not Set

Client ID
848f9be2-17a2-4189-9432-ba751c2d0596

Home Page URL

No Home Page Configured

Signon URL

Default Signon Page

3.3.2. Configuring UAS with Pingfederate

To configure UAS with Pingfederate:

1) Connect to HAS console.
2) Access the Authentication module.

a. Inthe left pane, expand Modules.

Modules v

Module List
Module Settings

Authentication £

b. Click Authentication.
3) In UAS Administration, in the Identity providers section, select SAML2.
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Api keys
= Authorized clients

/” |dentity providers v

HOPEX

Windows

SAML2

OpenID
4) Click Create.

5) In SAML2 Configuration, to activate SAML2 Identity Provider, select Active and enter the required
information:

*  Entity Identifier

¢ Metadata location

SAML2 Configuration

General Certificate and signature Organization Contact
Active
Display name

pingfederateSami2

The display name which can be shown in the button text on the login page

Entity Identifier

848r9be2-17a2-4189-9432-o | G

The issuer url that the idp will be using when sending responses
Metadata location

hittps:/auth pingone. ew8aca40f9-2bfb-4295-a115-a71b221a1513/sami20/metadata/84819be2-1 732-4!89-9432-!)_'

The url where is located the xmi federation medatafie
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6) Click Save.

To save and apply your changes, the instance and all related nodes need to be restarted. Any
connected user will be disconnected.

7) Click I understand the consequences, restart.

3.4. Pingfederate Configuration with OpenID Connect

3.4.1. Configuring Pingfederate application with OpenID Connect

To configure Pingfederate application:
1) Connect to your Pingfederate account.

8) Go to Admin Portal > Applications: create a Web application with OIDC sign-in method:
* WEBAPP
« 0IDC
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Web applications that Applications that are A front-end application Ma

are accessed within a stored and run from a that uses an API. inte

browser. device or desktop. per

Rol

* Noi

inte

. : * Cli¢

« iOS and Android apps w/F

« .NET web apps * Desktop apps  Angular « Inte

« Java apps * Push Authentication * Node.js cor
WEB APP NATIVE APP SINGLE PAGE APP

CHOOSE CONNECTION TYPE

SAML )
Configure
Apps that utilize an Identity Provider (IDP) to authenticate users and provides Service

Providers an Authentication Assertion.

OIDC
Configure
Employs Universal Login and redirect users to the login page.

9) Click Configure.

10) Enter an Application Name.

Example: Pingidconnect

Pingiaconnecy

11) Click Next.
12) In Redirect URLS enter the URL in the following format:

Error! Hyperlink reference not valid. name>/uas/signin-ping
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SCOPES FILTERED BY: ALL ~ SCOPE GRANTS 1

address

p1.create:device
p1:.create:pairingKey

p1.delete.device

Cancel Save and Continue

13) Click Save and Continue.

Attribute Mapping

Map your PingOne user defined attributes to the corresponding Application attribute for accessibility between users and this app

OIDC ATTRIBUTES

«— Emaill Address v v
Advanced Expression

+ ADD ATTRIBUTE

Cancel Save and Close

14) Click Save and Close.
15) Write down the following information carefully as you will need it for UAS configuration:
e C(ClientID

¢ C(Client secret
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O Pingidconnect

Client ID: 54d132ba-90f6-4d6d-8a64-d82faa3bf374 o s X

Profile  Configuration  Resources

~ URL

AUTHORIZATION URL :

TOKEN ENDPOINT:
JWKS ENDPOINT :
USERINFO ENDPOINT :

SIGNOFF ENDPOINT :
OIDC DISCOVERY ENDPOINT :

TOKEN INTROSPECTION ENDPOINT :

TOKEN REVOCATION ENDPOINT :
ISSUER:

Policies  Attribute Mappings  Access

https://auth.pingone.eu/8ac44019-2bfb-4295-a115-
a71b221a1513/as/authorize

https://auth.pingone.eu/8ac44019-2bfb-4295-a115-a71b221a1513/as/token
https://auth.pingone.eu/8ac44019-2bfb-4295-a115-a71b221a1513/as/jwks

https://auth.pingone.eu/8ac44019-2bfb-4295-a115-
a71b221a1513/as/userinfo

https://auth.pingone.eu/8ac44019-2bfb-4295-a115-a71b221a1513/as/signoff

hitps://auth.pingone.eu/8ac44019-2bfb-4295-a115-a71b221a1513/as/ well-
known/openid-configuration

https://auth.pingone.eu/8ac44019-2bfb-4295-a115-
a71b221a1513/as/introspect

https://auth.pingone.eu/8ac44019-2bfb-4295-a115-a71b221a1513/as/revoke
https://auth.pingone.eu/8ac44019-2bfb-4295-a115-a71b221a1513/as

Pingidconnect .
O Client ID: 54d132ba-90f6-4d6d-8a64-d82faa3bf374 () : X
Profile  Configuration Resources Policies Attribute Mappings  Access
/7
~ GENERAL
CLIENT ID: 54d132ba-9016-4d6d-8a64-d82faa3bf374

CLIENT SECRET: ﬁlpoF5b5XchYaAdSNSOZIRvC.aIsICFNAPQNchOoN7_

RESPONSE TYPE:
GRANT TYPE:

PKCE ENFORCEMENT:
REDIRECT URIS:
SIGNOFF URLS:

TOKEN AUTH METHOD:
INITIATE LOGIN URL

TARGET LINK URL:

Code

Authorization Code

OPTIONAL
hnps://_luaslsignin-pingfederate
None Specified

Client Secret Post

Not Specified

Not Specified
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3.4.2. Configuring UAS with Pingfederate

To configure UAS with OKTA:

1) Connect to HAS console.
2) Access the Authentication module.

a. Inthe left pane, expand Modules.

Modules N/

Module List
Module Settings

Authentication 4

b. Click Authentication.

3) In UAS Administration, in the Identity providers section, select SAML2.

—-—)
== User accounts

Api keys
= Authorized clients

/7 Identity providers v

HOPEX

Windows

SAML2

OpeniD
4) Click Create.

5) In Openld Configuration, to activate Openld Identity Provider, select Active and enter the required
information:

e Authority server url
¢ Client Identifier

¢ Client secret
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T PEX UAS Administration

Openld Configuration

= User accounts

General
Active
= Apikeys
Display name
= Authorized clients pingfederate

Authority server url

A identity providers A
hitps:/fauth.pingone.eu/8ac440f9-2bfb-4295-a115-a71b221a1513/as

Proxy url

Client Identifier

54d132ba-90f6-4d6d-Bab4-dB2faa3bf374

Certificate Secret

Client secret

bg1poF5b5XkcD YaAdSNSDZ[RvC.aisICFNAF‘BNCTbDON??-]
v15.4.0.35 RedirectURI: https:#_uasfsigninpingfederate

= Apikeys Scopes
openid email profile

= Authorized clients
ClaimForRoles

/’ Identity providers ~ http://schemas.xmisoap.org/claims/Group
ClaimForSub
MetadataAddress server url
Groups Authorized

6) Click Save.

3.5. Azure AD Configuration with SAML2

3.5.1. Configuring Azure AD application

=>» Follow Microsoft documentation for detailed configuration:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-

application-portal-setup-sso.
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To configure Azure AD application:

1)
2)
3)
4)

Connect to your Azure AD account.

In Enterprise applications create an application (e.g.: “Azure AD SAML Toolkit”).

Access the SAML SSO configuration page (e.g.: in the Manage section > Single Sign-On page > SAML)
Configure the Azure AD application as follows:

In Basic SAML Configuration:

*  Reply URL (Assertion Consumer Service URL) enter the reply URL in the following format:

https://<server name>/UAS/AuthServices-Azure/Acs

Basic SAML Configuration

" Edit
Identifier (Entity ID) https:/ AV~ 5
Reply URL (Assertion Consumer Service URL) httpsy/ NG VA S/AuthServices-Azure
IACS
Sign on URL https:/login.microsoftonkine.com/62369be1-7d51-4ae3-8
o S 2
Relay State (Optional) pt
Logout Url (Optional)
In Attributes & Claims, configure at least one attribute and claim.
Example: emailaddress user.mail
Attributes & Claims o
Ednt
givenname user.givenname
surname user.surname
emailaddress user.mail
name user.userprincipalname
Unique User Identifier user.userprincipalname
Group user.groups

In SAML Certificates, write down the following information carefully as you will need it for UAS
configuration:

e App Federation Metadata Url
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o SAML Certificates

Token signing certificate 2 edi
Status Active

Thumbprint so7cocss 14610893 s EGEGEGE

Expiration 1/3/2023, 3:34:33 PM

Notification Email F

App Federation Metadata Url https://login.microsoftonline.com/62369be1-7d51... D I
Certificate (Base64) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional) (Preview) 2 edi
Required No

Active 0

Expired 0

In Set up <application name>, write down the following information carefully as you will need it for
UAS configuration:

e Azure AD identifier

e I

You'll need to configure the application to link with Azure AD.

Login URL https://login.microsoftonline.com/62369be1-7d51... D
Azure AD Identifier | https://sts.windows.net/62369be1-7d51-4ae3-892.... [
Logout URL mg:/@gin.microsoftonlige.iciom/76727369be1-7d51 E};

3.5.2. Configuring UAS with Azure AD

To configure UAS with Azure AD:

1) Connect to HAS console.
2) Access the Authentication module.

a. Inthe left pane, expand Modules.

Modules v

Module List
Module Settings
Authentication £

b. Click Authentication.
3) In UAS Administration, in the Identity providers section, select SAML2.
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= Apikeys
= Authorized clients

/” |dentity providers v

HOPEX
Windows
SAML2
OpeniD

4) Click Create.

5) In SAML2 Configuration, to activate SAML2 Identity Provider, select Active and enter the required
information:

*  Entity Identifier

¢ Metadata location

SAML2 Configuration

General Certificate and sgnature Organzaton Contact .
Actve
Desplay name

Sami2

Tha Saghay name which Can Be shown in B Bulion et on T gin page

Entity identfior

[ wesom ez I

The isswer urf that he idp will B U3in) when sendng resgonses
Metadata locaton

The wrt where is located the xmi federation medatafle

Groups Authorzed

ClamForRoles

hitp Vschemas xmisoap org'clams/Group

ModulePath

AuthServices
Application root relative path for "ASecvices”
Asserticn Consumer EndPont htps AthSecvces Acy
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4. Terminology

4.1. Client

A client is a piece of software that requests tokens from UAS - either for authenticating a user or for accessing
a resource (also often called a relying party or RP). A client must be registered with the OP.

Examples: Web applications, native mobile or desktop applications, Single Page Applications (SPA), server
processes etc.

4.2. User

A user is a person who is using a registered client to access his/her data.

4.3. Scope

Scopes are identifiers for resources that a client wants to access. This identifier is sent to the OP during an
authentication or token request.

By default, every client can request tokens for every scope, but you can restrict that.

They come in two flavors.

4.3.1. Identity scopes

Requesting identity information (aka claims) about a user, e.g. his name or email address, is modeled as a
scope in OpenlID Connect.

There is for example a scope called profile that includes first name, last name, preferred username, gender,
profile picture and more. You can read about the standard scopes here and you can create your own scopes
in UAS to model your own requirements.

4.3.2. Resource scopes

Resource scopes identify web APIs (also called resource servers) - you could have for example a scope
named calendar that represents your calendar API.

4.4. Authentication/Token Request

Clients request tokens from the OP. Depending on the scopes requested, the OP will return an identity token,
an access token, or both.

4.4.1. Identity Token

An identity token represents the outcome of an authentication process. It contains at a bare minimum an
identifier for the user (called the sub aka subject claim). It can contain additional information about the user
and details on how the user authenticated at the OP.

4.4.2. Access Token

An access token allows access to a resource. Clients request access tokens and forward them to an API. Access
tokens contain information about the client and the user (if present). APIs use that information to authorize
access to their data.
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Summary

Check if a more recent version of this document is available in online documentation
(MEGA Community).

This document describes the procedures necessary for installing Must licences with
HOPEX V5.0 and higher CP.

It applies to all Front-ends.

It does not describe:
+ System requirements and possible architectures (see architecture overview
documentation).
« How to install a product release (see installation documentation).
« How to manage installations (see administrator manuals).
« How products are licenced (see licensing documentation).
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1. Foreword

HOPEX Must is the usual type of licences provided by MEGA Sales administration to
enable execution of HOPEX software. It is a proprietary technology of MEGA.

To obtain or update your licence, contact your sales representative.
« A UNC will be requested.
« A .must licence file will be sent with installation instructions.

A Must licence:
+ Is a file with a. must extension.
» Contains the definition of the licence (locking information, expiration date and
list of products).
« Is locked on a shared folder (UNC address).
e Is required to run HOPEX Web Front-End (HOPEX Application Server).
« Is required to rub HOPEX Windows Front-end (for customization).

It is distinct from installation key required to install HOPEX V5.0 or higher version.

An installation key is a string such as mg.5i1542vixa7ptl9qocsev4zico5tzgqpzgnfc.

It will define the list of modules available for download and installation in HOPEX Store
(https://store.mega.com/).

A Must licence is usually programmed with distinct solutions.
Ex: HOPEX Business Process Analysis (code HBPA)
Licence tokens provide access to the particular solution.

A Must licence can also be programmed with value packs.
A value pack is a set of HOPEX Solution used as a whole.
Licence tokens provide access to all the solutions of the value pack.

As a convention, value packs and solutions will be named as products later in this
document.

Each product can be managed in different modes.

Mode Description Example
Dedicated mode License tokens is dedicated to a specific | 20 registered users
user. This user is sure to get this token. | 2 tokens APM assigned to
User U0O001
User U0002
Shared mode License token is shared with users 20 registered users

Only users configured as possible user | 2 token APM for 4 users
for the product (subset of registered | User U0O001
users) can use the token provided if is | User U0004
available User UO005
User U0007

cannot use them

16 (20-4) other wusers

Concurrent  mode | License token is shared with users 20 registered users
(floating mode) Any registered user can use a token | 5 token APM
provided it is available.

There are tree exclusive types of users.
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Description

consult data, search, use collaboration
features

Cannot edit properties or diagrams

Example
profile Application
Owner

Contributor user

consult data, search, perform limited
updates, use collaboration feature
Cannot edit diagrams

profile Application
Contributor

Main users

consult data, search, perform all
updates in particular via diagram editor,
use collaboration features

profile ITPM Functional
Administrator
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2. Get a licence from Sales Administration

There are three situations where you will need a new Must licence:
e« When you purchase HOPEX products (new license).
« When you negotiate a different licence content (licence update).
« When you relocate Must licence folder (licence relocation).

To obtain or update your licence, contact your sales representative.
« A UNC will be requested.
A Must licence file will be sent by MEGA Sales Administration.

2.1. Choose a machine to host the licence folder

If you do not have the technical skills or the authorization required for this step,
contact your system administrator.

Recommendations:
« With single server deployment, use the HOPEX Server.
« With multiple server's deployment, choose one of the back-end servers.
« Target server should be an efficient file server.
« At runtime, file access will be made from module HOPEX Core.

2.2. Create a licence folder

If you do not have the technical skills or the authorization required for this step,
contact your system administrator.

Create a shared folder, as far as possible in a DFS.
The licence folder must be accessible as a UNC address, meaning a shared folder with
one unique address on the network.

Examples of authorized sharing:
\\Server001\Licences
\\Domain01\Applications\HOPEX\Licences (DFS)
\\Server001.Domain01.com\Licences (FQDN)

Examples of unauthorized sharing:
\\Server002\c$\ HOPEX\Licences (administrative share)
M:\Licences (network letter)

Notes:

e The shared folder name will be used a parameter for programming the licence.
If it changes, the license will no longer be valid.

e The licence folder must be accessible as a UNC with permission modify to all
Windows account that run HOPEX Core components. If you want to configure
smarter permissions, consult the 'FAQs and troubleshooting' section of this
document.
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2.3. Get licence file

Send the shared folder path to MEGA Sales Administration when requested.
You will get a .must file valid for this path

3. Install Must licence

3.1. Copy Must licence file

Once you have a .must licence file valid for a shared folder path:
+ Browse the shared folder path, ex: \\Server001\Licences.
« Copy the .must licence file (ex: Licence-Y9999.must) to this folder.

You can check there is nho mismatch by viewing licence file content with a text editor.

Licence file content
[MEGAShareLicence]
MG_SERVER_PATH=\\Server001\Licences\Licence-
Y9999.must

Check MG_SERVER_PATH = <share folder path> \ <.Must licence
file>
-> 0K

3.2. Configure file permissions

At runtime, files will be created dynamically in a hidden subfolder in the licence folder.
It is necessary to configure file permissions so that execution is correct.

Grant the permission Modify for the licence folder (ex: \\Server001\Licences and its
subfolders) to Windows account that run HOPEX Core components.
The list of windows users varies with the front-end:

Front-end Users to be configured

Web Front-end Local user SYSTEM by default (1)

(HOPEX Application

Server)

Windows Front-end Local user SYSTEM by default (1)

(customization or Each account allowed to

administration) « Run HOPEX.exe for customization tasks
e Run Administration.exe for administration tasks
» Run Licensing.exe

(1) if another account is used, configure identify of windows service HAS Instance
Manager.
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3.3. Specify licence folder during installation

From HOPEX V5.0 and HOPEX Application Server, deployment is different from
previous versions.

Installation of the license is a step of the overall installation procedure.
« Installation of HAS Instance Manager
e Creation of HAS instance.
o Licence folder can be specified (optional)
o HOPEX Core programs are installed
o A configuration database is created.
« Configuration of the HAS instance.
o Licence folder must be specified if not done earlier.
¢ Restart of the HAS Instance.

To install HOPEX Application server, follow document HOPEX Application Server -
Installation V5.0 EN.
The key step is 'Adding Must license to MegaSite.ini setting'

You must be ready to add the following section
[Must Licence]
Path=<licence folder>

You can edit this section to update megasite.ini

DefaultDatal anguage=00(6wlHmk400 ~
DefaultGUILanguage=00(6wIHmk400

[Must Licence]
Path=\\Server001\Licence

Custom megasite content

Save

This specification is saved in the configuration database used by the HAS instance.
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4. Configuration and monitoring procedures

4.1. Must licence utility (Licensing.exe)

A utility Licensing.exe is available in the folder of the HAS instance
ex: C:\ProgramData\MEGA\Hopex Application Server\5000

Run Licensing.exe
e A path is requested
e Select the license folder path
» Licence is loaded.

HOPEX Must Licence pd
Select the server path
Wvp-jhr-V5Mustys] Browse... |
oK Exit
(4 HOPEX Licencing: MUST User Licence Management - 0 X

File User Administration

Add User Remove Liser Possble User oot | Setasdefaulticence | Cleanup Refresh Al |
@ R Yoo Fryspencr Code Product Usedicence Totalkcences Poss.Users  Total Poss. User »
ol s Sl anw Web Front-End 0 1 0 NA
Calapm HOPEX IT Portfolio ... 0 20 0 NA
Calarc HOPEX IT Architechre 0 0 0 NA
CalBasp HOPEX Business Arc... 0 0 0 NA
CalsBIwy MEGA BBIWY 0 0 0 NA
Calscm HOPEX Business Co... 0 2 0 NA
CalBDNA HOPEX ITPMEDNA ... 0 20 0 NA
Silcast HOPEX CAST Highight 0 0 i NA
Slom HOPEX Contrbutor 0 0 0 NA
ylose HOPEX Information ... 0 20 0 NA
Celooisc HOPEX Data Discov... 0 20 0 NA
Ealocov HOPEX Data Gover... 0 0 0 NA
Cslomo HOPEX Information ... 0 20 0 NA
|__1rv-\n-| AVEREY MaMAE [} - [a] (IR v
< >
E Bundle Name  Product included in the Bundle

Licence-JHRVS
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4.2. Set a default licence
It is possible to specify a default licence if several Must licences exist.

In Licensing.exe
« Select the license in the left pane.
e Click on button Set as default licence in the top toolbar.

4.3. Manage users using a license

This is important in several situations:
e Several Must licences exist: users should be allocated in the different licences
unless a default licence is specified.
+ Shared licence: possible users should be specified beforehand.
« Dedicated licence: named users should be specified beforehand.

Users are identified by their login in HOPEX.
Ex: the HOPEX login of John Smith is 'U0001'

Add a user to a licence

In Licensing.exe
e Select the license in the left tree.
e Click on button Add user in the top toolbar.
A window Add user to a licence is displayed.
e enter the login name (Ex: enter 'U0001' for the user 'John Smith is 'U0001")
and click OK.

Remove a user from a licence

In Licensing.exe
» Select the license in the left tree.
» Select the user to remove in the left tree
+ Click on button Remove user in the top toolbar.

4.4. Configure a user as a possible user of a product
Set a user as possible user

In Licensing.exe
e Select the license in the left tree.
e Select the product to be configured in the top right pane.
+ Select the user to be set as a possible user of the product.
* Click on button Possible user or not.
A green checkmark is displayed in the column Poss. User.
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(4 HOPEX Licencing: MUST User Licence Management

File User Administration

Add Lice Remave User | Possble User or not |  Set as default licence Clean up
= g \wp-hr-v5WMustys Code Product Connected Remaining bcen...  Poss. User  Remaining Poss..
= 4l Licence-3HRVS
4 uoool _prMu Web Front-End
: 8% ApM__ | HOPEX IT Partfollo ... | -_J -_
laor WADEY TT Architarh ma

This specification is saved by creating a file in a subfolder of the licence folder
ex: create file <licence folder>\Licence-Y9999\USERS\UOOO1.usr-APM-MEGA.

Remove a user as possible user
In Licensing.exe
e Select the license in the left tree.
» Select the product to be configured in the top right pane.
+ Select the user to be set as a possible user of the product.
A green checkmark is displayed in the column Poss. User.
e Click on button Possible user or not.
The green checkmark is removed in the column Poss. User.

4.5. Clean up licence tokens

In Licensing.exe
e Select the license in the left tree.
e Click on button Clean up.

This action purges unexpected token files.

4.6. Monitor licence use

The utility Licensing.exe displays several elements:
« A top menu (File, User, Administration) and a toolbar 'Add User, Remove
User..)
e The left tree displays the Must licence available in the selected folder.
e The top right pane displays the products available for the selected licence.
« The bottom right pane displays the bundle definition, if any.

The licence status is displayed in the left tree:

Display Status Possible causes
[5] Licence-T0001 Valid -
B! Licence-T0001 Invalid Licence has expired

Locking failed: the folder address
containing the licence file does not match
the expected UNC
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The user status is displayed in the left tree:

Display Status

#4 uooo1 Connected

) uoool Not connected

The top right pane has several columns. The list is different if a user or a licence is
selected:

Code: the code of the technical product.

Product: the name of the technical product.

Connected: the number of users currently logged in to the product (this figure
changes over time).

Used licences: the number of licence tokens currently used for the product
(this figure changes over time).

Remaining licences: the number of licence tokens currently available for the
product (this figure changes over time).

Total licences: the number of licence tokens programmed for the product (this
figure does not changes over time).

Poss. User: the number of users that are set as possible users of the product
(this figure changes over time).

Remaining Poss. Users: the number possible users currently available for the
product (this figure changes over time).

Total Poss. Users: the number possible users programmed for the product
(this figure does not changes over time).
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5. Customizing the command line

With HOPEX out of the box, it is not necessary to change command lines.
This can be useful if you need to

» Design new profiles.me

e Use value packs.

* Tune license vision of a specific user.

Remember that it is not recommended to alter command line of standard profiles.

Each product is associated to a product code.
Ex: HOPEX Business Process Analysis code 'HBPA'

A property Command line can be configured at several levels:

Level Comment

Profile level Configuration at this level is recommended. As there are
less profiles than users, configuration is easier to
maintain.

User level (Login) Configuration at this level is NOT recommended. It is
mainly available for compatibility with previous versions.

At each level, it is possible to specify a command line according to the type of user
chosen.

Type of users Possible syntax Examples
Main users /RW'<list of product codes>' | /RW'DMO;HBPA'
/RO'< list of product codes> | /RW'DMO;HBPA' /RO'DBB'
Viewer users /HV'<list of product codes>"' | /HV'HBPA'
Contributor users /HC'<list of product codes>"' | /HC'APM'
Where:

« /RW: defines a list of product code accessed in read/write mode.
Note that /K (previous specification) is equivalent to '/RW'

« /RO: is optional and defines a list of product code accessed in read/only mode.
Note that /RO is only a complement to /RW and cannot be used without /RW.
Do not use /RO command lines to provide a consultation access. Use viewer
users instead.

« /RW, /HV and /HC are exclusive. They cannot be mixed in a command line.

5.1. Configure main users (/RW /RO)

Configure profile command line

Use the /RW syntax and eventually /RO syntax and quote product codes.
Ex:

/RW'APM,HBPA' for main users on APM

/RW'APM,HBPA' /RO'DBB' for main users on APM and consultation on DBB

It is not possible to use /RO without /RW

Ex
/RO 'APM,DBB' is not allowed
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5.2. Configure viewer profiles (/HV)

By convention, a product programmed in dedicated mode will use the VIEW counter.

Check the licence.

Extract of licence description \ Comment

[MEGAComponentInfo]

(LAN) HOPEX MainUser=3 ; 0

(RSQ) Repository Storage (SQL Server)=YES
(DMO) HOPEX Logical Data=3 ; 5

(SUP) HOPEX Power Supervisor=1 ; 1

(APM) HOPEX IT Portfolio Management=1 ; 1
(ANW) Web Front-End=NO

(HPP) HOPEX Productivity Pack=NO

(HBPA) HOPEX Business Process Analysis=3 ;
3

(CBTR) HOPEX Contributor=1 ; 0

(VIEW) HOPEX Viewer=1; 0
APM_F=5;0

LAN_D=5;0

LAN_F=3; 0

[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Counter of main users (shared mode)

Programmed in shared mode
Programmed in dedicated mode
Programmed in dedicated mode

Programmed in dedicated mode

Counter of contributor users

Counter of view users

Programmed in concurrent mode
Counter of main users (dedicated mode)
Counter of main users (concurrent mode)

Configure profile command line
Use the /HV syntax and quote product codes.
Ex: /HV'APM,DBB'
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5.3. Configure contributor profiles (/HC)

By convention, a product programmed in dedicated mode will use the CBTR counter.
Check the licence.

Extract of licence description \ comment

[MEGAComponentInfo]
(LAN) HOPEX MainUser=3 ; 0 Counter of main users (shared mode)
(RSQ) Repository Storage (SQL Server)=YES | -
(DMO) HOPEX Logical Data=3 ; 5 -

(SUP) HOPEX Power Supervisor=1 ; 1 Programmed in shared mode
(APM) HOPEX IT Portfolio Management=1 ; 1 | Programmed in dedicated mode
(ANW) Web Front-End=NO Programmed in dedicated mode

(HPP) HOPEX Productivity Pack=NO -
(HBPA) HOPEX Business Process Analysis=3 ; | -

3 Programmed in dedicated mode

(CBTR) HOPEX Contributor=1; 0 Counter of contributor users

(VIEW) HOPEX Viewer=1 ; 0 Counter of view users

APM_F=5;0 Programmed in concurrent mode
LAN_D=5; 0 Counter of main users (dedicated mode)
LAN_F=3;0 Counter of main users (concurrent mode)

[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Configure profile command line:
Use the /HC syntax and quote product codes.
Ex: /HC'APM,HBPA'
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5.4. Configure profiles for value packs

A value pack is a set of products used as a whole.
ex: value pack VPP_F aggregates the following products:
APM;ADES;DBB;DMO;ERML;HBPA;HBAS; BASP;HC];HITA;HITS; PPM;IDEA;INFA; HAM.

By convention, a product programmed via a value pack will use the counter of the
value pack code. Check the licence.

Extract of licence description Comment

[MEGAComponentInfo]

(LAN) HOPEX MainUser=10; 0

(RSQ) Repository Storage (SQL Server)=YES
(SUP) HOPEX Power Supervisor=1 ; 1
(MTS2) HOPEX Power Studio=1 ; 1

(CBTR) HOPEX Contributor=10 ; 0
LAN_D=1; 1

VPP_F=10;0 Counter of value pack

[MEGABundlelnfo]
LAN_D=LAN

VPP_F=APM;ADES;DBB;DMO;ERML;HBPA;HBAS; | code and definition of value pack
BASP;HCJ;HITA;HITS;PPM;IDEA;INFA;HAM;

Configure profile command line:

Use the /RW or /HC or /HV syntax and quote product codes.
Ex:

/RW'VPP_F' for main users.

/HC'VPP_F' for contributor users.

/HV'VPP_F' for viewer users.
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Inside

6.1. Licence check at login

When HOPEX is run by user U0001:
1. Configuration is read to identify the licence folder mapped to the HAS instance.
2. Licence folder is read to identify
« The authorized licence file for this user.
e The definition of the licence
« The possible products for this user
e The available tokens for each product of the license
3. Command line is read at both profile and login level to identify the requested
products
4. Connection is refused if:
« Command line is inconsistent
e Products tokens are not available
5. Connection is allowed otherwise
Possible user files can be created dynamically
Token files are created according to product used

6.2. Token requested at runtime

Web Front-End (HOPEX Application Server)

Context Must Main Tokens requested Command
licence counter line
checked | used considered

HOPEX Main users Yes LAN One token per Product | Yes

(Common situation) One token LAN (2)

HOPEX Main users Yes (1) | LAN One token per Product | Yes

(controlled multi front-end) One token LAN (2)

HOPEX Contributor Yes CBTR One token for CBTR Yes

HOPEX Viewer Yes VIEW One token for VIEW Yes

Web Service API No (3) - - -

(1) ANW product should be programmed.
Ex: ANW is required to run ARC (controlled multi front-end).
(2) LAN or LAN_D, or LAN_F.

(3) UAS token is requested

With Windows Front-end (customization or Administration)

Context

Must
licence

Tokens requested

Command line
considered

checked

Administration.exe Yes One token SUP No

One token LAN (1)
HOPEX.exe with HOPEX | Yes One token MTS2 Yes
Power Studio (MTS2) One token LAN (1)
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6.3. Files access

A licence folder can contain one or more licences.
For each licence, a hidden folder is created with the licence name

Ex:
<licence folder>\Licence-Y9999.must licence file
<licence folder>\Licence-Y9999 hidden folder

The hidden folder contains 2 subfolders.

Folder Description Example

TOKENS | Enables to count product | When user UO0O01 opens a session with

tokens used at runtime product APM, a file TOKEN-
Each product has a subfolder | CAS8CCE4613838E4-u-U0001.tkn-APM is
1 token = 1 file created automatically in <hidden
folder>\TOKENS\APM
Where

+ UO0001 is login name
« APM is product code
« CA58CCE4613838E4 is an ID
generated at runtime
This file will be deleted automatically when
users U0O0O01 logs out (end of session)
USERS Enables to configure possible | When U0002 is set as possible user of

user HBPA, a file U0002.usr-HBPA-MEGA is
Flat list created in <hidden folder>\USERS where
1 possible user seat = 1 file + UO0002 is login name

« HBPA is product code
This file is not deleted automatically

A file Router.ini is created in the licence folder.
It saves:
e The default licence if any
« The assignment of users (logins) to licences
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7. FAQs and Troubleshooting

7.1.1. Do I have to configure possible users?

This is not mandatory. Possible user tokens are generated dynamically at runtime.
When user U0O001 logs as main user, a token is requested for each product mentioned
in the command line (/RW). If possible user seats are available, U0001 is
automatically configured as a possible user for the requested products.

It can be necessary to manage assignment of possible users.

7.1.2. Do I have to add each user in Licensing.exe?

This is not mandatory. Users (logins) are added dynamically at runtime.
It can be necessary to declare explicitly users that did not yet connect and you want
to manage assignment of possible users.

7.1.3. How can I prevent the dynamic declaration of
possible users?

There is no way of preventing a user who is not explicitly configured from logging in.
If a possible user seat is available, the system will set a user requesting a token as a
possible user. To fully control the assignment, it is recommended you configure
possible users beforehand.

7.1.4. Is my licence shared, concurrent or dedicated?

Licencing mode (dedicated, share, concurrent) is not set at licence level but at product
level

To check the licensing mode, you need to understand the .Must licence
The mode depends on the combination of 2 digits.
<Licence Product>=T ; U

Where:

T: tokens

U: users
Dedicated mode (T=U) (HITA) HOPEX IT Architecture=20 ; 20
Shared mode (T< U) (HITA) HOPEX IT Architecture=20 ; 25

Concurrent mode/floating mode (T>U, (HITA) HOPEX IT Architecture=20 ; 0
U=0)
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7.1.5. Error: The license file XX is not valid. The crypted
path does not correspond to the license path file

Possible reasons:
e The path of the folder containing the Must licence file does not match the path
programmed in the licence.
« The path of the folder quoted in the configuration does not match the path
programmed in the licence.
e The licence file name does not match the file name programmed in the licence
(licence file was renamed).
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1. Introduction

This document describes how to update existing virtual reports to use the new Report
Tool.

This applies starting from Hopex V5.
2. Virtual Reports with Report Edition
2.1. Identifying the macro to edit

These reports are defined in Property Pages which define a specific informal query and
use the Report Edition generic subpage:

[Template]

ParametersGroup=Group(Bar).FPos(Top).Name("")

technologyFPortfolio = Item(Cogt Nature). In(ParametersGroup) . XRef(True)
Year = Item(Date).In(ParamstersGroup). Mandatory(¥Yes) . XRef(True)

refreshReport=Item(Refresh the report).In(FParametersGroup),Control(Button) Name(Refresh the report).Param(NoCall)

Map=Map(ITPM - Report Center - Top 10 most expensive applications - Informal Query For Edition)
Report=Item(Report Edition).From(Map).Control(SubPage).VClip(TopToBottom) . HClip(LeftToRight).Param(Refresh=1)

The report formatter macro must be updated. It is defined in the informal query
_Parameterization attribute:

P Properties of ITPM - Report Center - Top 10 most expensive applications - Informal Query For Edition O

. General Characteristics Macro Permissions Texts

_Parameterization ~

BByl A 0 0% 0|l

3 |[InterfaceDescription]
i Readwrite = 1

[InterfaceAttribute]
ReportEditionObject = XREF
HTMLFormatterOrDirsctMacro = XREF
ReportTemplatelD = XREF
ViewerParameters = XREF

| |[ReportiviewsrObjecthccess = XREF

| |pParentlevel = XREF

Referenceltem = XREF

7 |[ReportEdition]
HTMLFormatterOrDirectMacro{APM — HTML Formatter - Report - Center - Top 10 most Expensive ADDlications‘Macrol

ReportTemplate=Top 10 most Tt et

J |[ReportEditionObject=CurrentlUser

2.2. Updating the macro

Perform the following two changes to this macro:

« After the report creation part, add the following code :

MEGA International mega.com




Hopex V5 Virtual Reports Update
| Sommaire

Set oAnalysisPlugin =
oRoot.CurrentEnvironment.GetMacro("~9MuFp4qmBD40[Analysis Plugin]")

Set oAnalysis = oAnalysisPlugin.newAnalysisFromXMLString(oRoot,
oXmlAnalysisBuilder.xmlAnalysis)

'Report tool parameterization

dim sUserData

sUserData = oGenerationContext.UserData
if sUserData <> "" then

oAnalysis.setReportCmpId(oAnalysisPlugin.getReportCmpld(sUserData))

end if
« Remove the HTML Header and Body added to the string returned at the end of
the Generate sub.

sout = sout & "<IDOCTYPE HTML PUBLIC ""-//W3C//DTD HTML 4.01
Transitional//EN""
""http://www.w3.org/TR/html4/loose.dtd""><html><head>" _

& oRoot.CurrentEnvironment.GetMacro("~gu3rwuUjw4D70[Html Complete
Analysis]").getCssAndJsReferences (oRoot, oGenerationContext) &
oAnalysisPlugin.getCssJs(oRoot,o0GenerationContext) _

& "</head><body class=""nae"">" _
& oAnalysis.Generate("HTML",oGenerationContext,null) _

& "</body></html>"

You get now :

sout = oAnalysis.Generate("HTML",oGenerationContext,null)
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3. Virtual reports without Report Edition

3.1. Updating the Property Page

The MetaPropertyPage or Macro which defines the viewer control must be updated. It
contains this kind of definition:

myReport=Item(~H(IbRVABTP9B[MyReportMacro) ,From(Map)

,Control(Viewer),Param(DirectMacro)

e The new Report control must be used instead of Viewer, so the previous line
should be changed to:

myReport=Item(~H(IbRVABTP9B[MyReportMacro) ,From(Map) ,Control(Report)

,Param(DirectMacro)

Warning: MyReportMacro must be a Macro and not an HTMLFormatter, it is
therefore mandatory to define a DirectMacro. If you have defined an
HTMLFormatter, you can use its existing macro.

3.2. Updating the macro

Proceed as described section 2.2 Updating the macro.

4. Finding my customized virtual reports

4.1. Finding Virtual reports with Report Edition

to get all specific informal queries, use the following query:

Select [Query] Where [_Parameterization] Like "#HTMLFormatterOrDirectMacro#"

And [Creator] Not = "j6L3BsG8kW60"

Then, modify the HTML Formatter macro or Direct Macro as described section 2.2
Updating the macro.

4.2. Finding Virtual reports without Report Edition

They can be defined in a MetaPropertyPage or in a Macro defining a MetaPropertyPage
or in a custom JAVA project defining a MetaPropertyPage.

To find them, use the following queries:
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Select [MetaPropertyPage] Where [_Parameterization] Like "#control(viewer)#"
And [Creator] Not = "j6L3BsG8kW60"

Select [Macro] Where [VB Script] Like "#control(viewer)#" And [Creator] Not =
"j6L3BsG8kW60"

And find occurrences of the following string in custom JAVA files:

Control(Viewer)

Then, modify the Page as described in section 3.1 Updating the Property Page to use
the new Control Report and the Direct Macro used by this Control as described
section 3.2 Updating the macro.

5. Updating Widgets based on a Tool
5.1. Finding Widgets based on a Tool

Updatable Widgets use a MEGA Parameterized Tool as Formatter. This Tool is a

Docked MetaPropertyPage Tool. The viewer control is defined in the Parameterized
Tool Property Page.

For example:

FI:: Widget Completeness of Applications Assessment.. — O X
Explore View Help

2+ 0 & (=] [EEEE e

2 Completeness of Applications Assessment &
(=% Formatter
(=l MEGA Parameterized Tool (1)
(=3 ITPM - Dashbord - Repository Completion - Application Evaluation
[+#8 Abstract Property Of System Element With TaggedValue (2)
[+#8 Referenced Generic Object System (1)
(=8 Tool (1)

il Docked MetaPropertyPage Tool

Widget (1)
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5.2. Updating the Property Page

Hopex V5 Virtual Reports Update
| Sommaire

The property page to update is defined in the Tool Description page:

@ Properties of ITPM - Dashbord - Repository Completion - Application E... O X

General Characteristics Description  Permissions  Texts

Tool: Docked MetaPropertyPage Tool ]
Container title strategy: |Keep L
title:

icon: >

Hide status bar

Default Object: »
Property Page: ITPM - Repository Completion - Application E\raluatitﬂ H

[]Listen Current Change
|:| Stop Current Emission
[ nitially blank

[ keep nitial Configuration hd

Cancel Apply Help

It must be updated as described section 3.1 Updating the Property Page.

5.3. Updating the Macro

The report formatter macro defined in this Property Page must be updated as
described section 2.2 Updating the macro.

6. Updating Widgets based on a Formatter

These widgets define an HTML Formatter.

For example:

FI:: Widget Action Plan Gantt - Explore

Explore View Help

2+ 0 & (=] [EEEE e

= Action Plan Gantt

=8 Formatter

=8 HTML Formatter (1)
. Ba
9 Folder of widgets (1)

This formatter should be removed. It must be replaced by a MEGA Parameterized Tool
using the Docked MetaPropertyPage Tool. The MetaPropertyPage must use the new
Report control as described section 3.1 Updating the Property Page. The HTML
Formatter macro can be reused but only as a DirectMacro. It must also be modified as
described section 3.2 Updating the macro.
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7. Updating Tiles based on a Tool

Hopex V5 Virtual Reports Update
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7.1. Finding Tiles based on a Tool

Updatable Tiles define a MEGA Parameterized Tool in the hierarchy of their definition.
This Tool is a Docked MetaPropertyPage Tool. The viewer control is defined in the
Parameterized Tool Property Page.

For example:

E'h: Tile Vulnerabilities by Status - Explore

d

Explore View Help

=+ M@ EE [EEER e

= Vulnerabilities by Status
1 EI_- Action Launcher
E|_- MetaCommand ltem (1)
B"F‘ Vulnerability by Status
= ™ MEGA Parameterized Tool (1)

F EF‘ \ulnerability by Status

[ ®8 Abstract Property Of System El

[ #m Referenced Generic Object Sys
f =™ Tool (1)

'@ Docked MetaPropertyPage -
B #9 MetaCommand ltems (1)

f B Tile (1)

[+ # MetaPicture (1)

[ Tile Type (1)

[+ ® Tiled System Object (1)

H

E

+70 Folder of Tiles (1)
470 Tiles Homepage (1)

7.2. Updating the Property Page

Proceed as described section 3.1 Updating the Property Page.

7.3. Updating the Macro

The report formatter macro defined in this Property Page must be updated as in
section 2.2 Updating the macro.
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