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Summary

This document describes all the steps required to install MEGA HOPEX Web Front-end on Windows
Server 2008 R2 or above.
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PREREQUISITES

Operating System
MEGA HOPEX Web Front-End can be installed on the following systems:

« Windows Server 2008 R2 (not recommended because of the coming end of Support
by Microsoft, but supported)

Windows Server 2012

Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

To install MEGA HOPEX Web Front-End, you must open a Windows session with a domain user
that has administrator rights on the server machine.

This document describes installation steps for Windows Server 2016. Some steps might need to be
adapted when using Windows Server 2008 R2.

.Net

.Net 4.7 is required.
It is already installed by default with Windows Server 2019.
For more information on installing it on previous versions, see:

https://dotnet.microsoft.com/en-us/download/dotnet-framework

.NET Core 2.1 Runtime & Hosting Bundle
Warning: only necessary with Update 04 of Hopex V2R1, or above.

This component installs a module in IIS to allow the execution of ASP.NET Core web services.
With Update 04, a diagnostic/benchmark page is available, using this feature.
You can download the installer following this link:

https://dotnet.microsoft.com/download/thank-you/dotnet-runtime-2.1.7-windows-hosting-
bundle-installer

JRE IBM Eclipse Openl9

HOPEX is no more installing Oracle JRE, it is installing JRE IBM Eclipse Open]9 instead.
The new JRE IBM Eclipse Openl9 is automatically installed by HOPEX.

Prior Hopex versions

If installing on a server that has had other major Hopex versions installed, please uninstall them
completely before proceeding with the installation of this version of Hopex.

M A
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Required roles
If the roles are already in place, at least check that all sub features are active.
1. Through the “Server Manager”, click "Manage” and select “"Add Roles and Features”:

er » Dashboard

1 | Add Roles and Features

T8 Dashboard WELCOME TO SERVER MANAGER "
Add Servers

H Local Server Create Server Group

Server Manager Properties

i AlS :
skt 0 Configure this local server
R File and Storage Services b

QUICK START

B 2 Add roles and features
3 Add other servers to manage
I — 4 Create a server group
Hig
ROLES AND SERVER GROUPS
Roles: 1 | Server groups:1 | Servers total: 1
g File and Storage X 5 i . B s X
" ocal Server ervers
Services L o
@ Manageability @® Manageability @ Manageability
Events Events. Events
Performance Services Senvices
& BPA resuits Performance Performance
BPA results BPA results

2. In the Roles, activate both:

e « File Server » :

DESTINATION SERVER

Select server roles AR Cr

Before You Begin Select one or more roles to install on the selected server,

Instaliation Type Roles Description

Server Salection . L ML ALy AR dr R L R s F T A File Server manages shared folders
[] Application Server and enables users to access files on
this computer from the network.

Foatures [[] BHCP Server ]
[] DNS Server
[[] Fax Server
4 [H] File and Storage Services (1 of 12/ installed)
4 File and iSCS] Services
|
[] BranchCache for Network Files il
[[] Data Deduplication
[] DFS MNamespaces
[[] DFS Replication
[] File Server Resource Manager
[] File Server W55 Agent Service
[] iSCSI Target Server o

<] L} | [»

Confirmation

I < Previous | | MNext = | | Install | | Cancel
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e« Web Server (IIS) » and its related features :

Add Roles and Feat

res Wizard

ﬂ_l

DESTINATION SERVER

Select server roles S PARIE e

Select one or mare roles tof

Roles Add features that are required for Web Server (11S)?

| iSCSI Target The following tools are required to manage this feature; but do not

— = have to be installed on the same server.
Server for N

1

L
L] Work Foidel |4 Web Server (IS)
[ Storage Serviceff 4 Management Tools
L[] Hyper-v [Tools] 1S Management Console
[] Network Policy ands
[] Print and Documerf
[] Remote Access
[] Remate Desldop 5
[] Volume Activation
[ Windows Deploym
[ ] Windows Server Esf§

Include management tools {if applicable)

S—
] Windows Server Uy B Esatiires
?! [Tl Fm— |

| < Previous || Mext > | | Install H ‘Cancel |

3. In the “Features”, make sure to activate the “"ASP.NET 4.5”. Normally, if you installed
4.6.2 prior to this activation of features, it shouldn’t be needed:

M A




Select features

Before You Begin
Installation Type

Server Selection

Server Foles

Web Server Role {iis)
Role Services

Confirmation

DESTIMATION SERVER
WE-05-W2K1 2 frmega.com

Select one or more features to install on the selected server.

Features

b [] .NET Framework 3.5 Features
4 [H] NET Framework 4.5 Features (2 of 7 installed)
[¥] .MET Framework 4.5 (Instslied)

~ ASP.NET 4.5 provides core support
for running ASP.NET 4.5 stand-alone
applications as well as applications
=!  thatare integrated with IS,

b [®] WCF Services {1 of 5 installed)
b Background Intelligent Transfer Service (BITS)
[[] Bitlocker Drive Encrypticn
[] BitLocker Network Unlock
] BranchCache
[ Client for NFS
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering

— = i

<l " |

<Previous | [ Newt> | [ sl | [ Cancel

4. In the “Role Services” of IIS, make sure that “Static Content” is checked:
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Select role services

Befora You Bzgin
Installation Typa
Server Szlaction
Server Roles
Featuras

Web Server Rolke (1I5)

Confirmation

Select the role services to install for Web Server (115)

Role services

DESTIMATION SERWER
VR-OS-W2K 12 frmegacom

Description

CBRTil Veb Serve

Web Server provides support for
HTML Web sites and optional

4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
] HTTP Redirection
[] WebDAV Publishing

4 Health and Diagnostics
HTTP Logging
[[] Custom Logging
] Logging Tools
[] ODBC Logging
[] Request Monitor

e

support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

L

(3]
HEY

< Previous ] [ Next > | |

install | | Cancel

5. In addition, for the “Web Server (IIS)” role, the following “Role Services” and their
dependencies must be installed:

 ASP.NET 4.5
« CGI

(and related features)
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Select role services

Before You Begin
Installation Type
Server Sslection

Server Roles

Features

Wieb Server Role {lIIS)

Corfirmation

Select the role services to install for Web Server (1IS)

Role services

DESTIMATIOM SERVER
WP-OE-W2K12.fr.mega.com

Description

o o F-: LGl defines how a Web server
[] Windows Authentication passes information to an external
4 Application Development program. Typical uses might include
[ NET Extensibility 3.5 using a 1|||.'||'Eb form to colleq
— information and then passing that
I MNET Extensibility 4.5 I information to a CGl script to be
[_] Application Initialization emailed somewhere else, Because
] ase CGl is a standard, CGl scripts can be
written using a variety of
L] ASP.NET 3.5 programming languages. The
ASP.NET 4.5 L downside to using CGl is the
cal ] performance overhead.
ISAPI Extensions 8
ISAP| Filters
[1 Server Side Includes =
[ WebSocket Protocol
4 [] FTP Server o
< | n [ T3]
< Previous | | Next > I | Instal! | | Cancel

6. To manage specific rights on the website (such as restricting access to the admin page),

you can also:

a. activate “URL Authorization” and “Windows Authentication”:

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Faaturss
Web Server Role (I1S)

Select the role services to install for Web Server (115}

Reole services

Lg oL prsarsa sy |~
[] Tracing
A Perfgrmance
Static Content Compression
] Dynarnic Content Compression
4 Security

DESTINATION SERVER.
VR-05I-W2K12.frmega.com

Description

Windows authentication is a low
cost authentication solution for
internal Web sites. This
authentication scheme allows
administrators in a Windows domain
to take advantage of the domain
infrastructure for authenticating

Sanfemiton Reqaest Rt B :i;sm[;c;;?;:;eug:m must be
[[] Basic Authentication authenticated access your Web site
[[] Centralized S5L Certificate Support | | from behind firewalls and proxy
[[] Client Certificate Mapping Authentication serErs
[] Digest Authentication
[] 1IS Client Certificate Mapping Authenticatio
[ 1P and Domain Restrictions
URL Authorization
|— Windows Authentication I'v_
< ll [ T3] |
<previous | [ Mea> | [ kst | [ Cancel ]
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7. Install:

= Add Roles and Features Wizard [= | = [
;’_ s . ’ + T - A . DESTINATION SERVER
Confirm installation selections VI7 St

- 1 = - I o
Before You Beain To install the following roles, role services; or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

F
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Web Sarver Role (11S) .NET Framework 4.5 Features
ASP.NET 4.5

e . : File and Storage Services
Confirmaticn X ; ;
File and i5C5 Services

File Server

Web Server (IIS)
Management Teels
115 Management Console
Web Server
Application Development
Export configuration settings
Specify an alternate source path

Mext » Install | | Cancel

Desktop heap configuration

The Desktop Heap is an internal memory of Windows. It is heavily used by the web application.
It is thus mandatory to update this value.

Thus, when running several users simultaneously on the same server, the Windows session of
the impersonation user might start running out of desktop heap. This will create execution errors.

This is especially true because the impersonation user uses a non-interactive session, and the
default value set for the non-interactive desktop heap for in this case is very low.

With the latest version of the application, we check that the desktop heap is set to at least 8 MB.
If it isn’t, anyone that will access the website will receive a warning message.

This modification needs to be made in the Windows Registry. Look for the “Windows” value in
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems.
There's a long string for this value that will look similar to this:
%SystemRoot%system32csrss.exe ObjectDirectory=Windows SharedSection=1024,3072,512
Windows ...

It is the Shared Section part that might need to be modified. The three values are, in order: the
shared heap, the interactive desktop heap, and the non-interactive desktop heap. They are
expressed in KB. Default values vary significantly between Windows versions. You will need to
modify the non-interactive desktop heap.

Be careful of not using excessive values, as this could stop you from logging into your server. It
is therefore recommended to change this value using small increments.

M
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The minimum value to put is therefore: 8192.
Edit String *

Walue name:
|Windows |

Walue data:
|ED‘t Directony="Windows SharedSection=1024, 20480 FTER Windows=0n S||

Cancel

It works for small/medium deployments. For configuration when a large amount of concurrent
users is expected on the Web Front-End server, please get in touch with your Mega contact that
will ask for the assistance of appropriate people.

Configuration of SSL / TLS

To ensure data protection, it is mandatory to use SSL/TLS.

Therefore, the installer allows to install the web application on a website where HTTPS is already
deployed.

It is therefore a prerequisite to configure your IIS platform to activate the SSL/TLS.

You will need to have a certificate. You can bind the HTTPS protocol to any wanted port, the
installer will ask you on which website you want to install Hopex, and on which port.

You will need to choose the “"Custom Setup” type of install (see section *"MEGA HOPEX Setup” for
details). In a standalone web deployment, we deploy without SSL/TLS which is not supported in
production to ensure appropriate data protection.

You can find on the following link some documentation of IIS:
http://technet.microsoft.com/en-us/library/cc771438%28v=ws.10%29.aspx

We also provide a technical article that explains how to secure the Hopex platform that contains
some guidelines about the actions of SSL/TLS, as well as an example of configuration. Please
refer to the article "Web Front-End - Securing the platform.doc”.

HWarning!! Do not choose to use the SSL/TLS when installing Hopex unless you have made the
deployment on your web server, with a proper certificate on the appropriate port.

If you are not able to have this deployment at the time of HOPEX installation, you may
temporarily install without SSL/TLS and switch your installation to SSL/TLS before putting in
production by following the “Activating SSL on the website” section of the “Web Front-End -
Securing the platform.doc” article.

Windows User(s) for MEGA HOPEX

When installing MEGA HOPEX, a user is required to manage process authentication. It is
recommended not to execute the Web Application processes with an administrator user. You
will therefore need a second domain user.

This user will be used as an impersonate user in the web application. It is specifically linked to
the feature called "Mega Web Access for Hopex”. All the actions carried out in MEGA HOPEX will
be done under the identity of this windows user.

This is only the user that will run some application pools for the web front-end part of the
application.

M
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Moreover, if you need to use web services, and thus, you activate the feature called "HOPEX
API", you will need a second Windows user. It cannot be the same as the first one, or it will

create side-effects such as navigation issues and errors for users.
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Define Group permissions
This user (or users) must belong to specific windows groups:

He must belong to the “IIS_IUSRS” group of the server. To add the user to this group, use the
“Computer Management” dialog box in the “Tools"” of the “Server Manager”. Browse to the
“Groups” node. Right-click “IIS_IUSRS” and select “Add to Group...”

a == [
Eile  Action View Help
s 2mE RE =
A Computer Management (Local | Name Description Actions
A '[fé System Tools 8 Access Control Assist..  Members of this group can remot... Groups i
I @ Task Scheduler & Administrators Rande: xu o
b £ Event Viewer % Backup Operators Backup Operators can override se... Mioss Achions r
b @] Shared Folders .ﬁ Certificate Service DC...  Members of this group are allowe... 1IS_IUSRS A
a & I__-c!cal Users and Granps % Cryptographic Operat... Members are authorized to perfor... = I'.v'i.o.re.ﬁ;ctions |
*‘ gsers %Distnhuted COM Users  Members are allowed to launch, a...
LA % Event Log Readers Members of this group can read e..,
I @ Performance y
& . :E-Guat; Guests have the same access as m..
. = Device Manager 5 Hyper-V Administrators Members of thi h
4 8 Storage yper ministrators Members of this group have com...
3 @5 Windows Server Backug | - Ao G,
=% Disk Management ¥ Metwork Config P can have s...
b 5“ Services and Applications &'PerformanceL All Tasks * 1may sche..
&% performance M Delete €an acces..,
% Power Users R ed for back...
it ename :
% Print Operators ter printers ..,
3= RDS Endpoint § Properties n virtual m...
4 RDS Managem: Help an perform ...
&-‘ RDS Remote Access m, servers i oms groupenable users .
% Remote Desktop Users  Members in this group are grante...
%‘ Remote Management... Members of this group can acces...
% Replicator Suppeorts file replication in a dem..,
% Users Users are prevented from making ..
% SophosAdministrator  SophosAdministrators may run S...
%- SophosOnAccess Contains accounts used by Sopho..
M SophosPowerlser SophosPowerlUsers may run Seph..
&_'-' SophosUser SophosUsers may run Sophos Ant...
J WinRMRemoteWMIU... Members of this group can acces...
< w1
Change Groeup membership.
H N ” n o,
Example with local users called “...\hopexusr” and “...\hopexapi”:
MEGA
page 13/61 CO - PUBLIC HOPEX




II5_IUSRS Properties ? et

General

é [15_IUSRS

Description: Builtt4n group used by Intemet Information Services.

Members:

A HOPEXARI
A HOPEXUSR

Changes to a user’s group membership
Add. Femove are not effective urtil the next time the
user logs on.

Conca | [ hosy | [ Hep

Define MUST Licence Access

He must be registered in the MUST license tool, have the rights to read and write data in the
MUST license folder and to share data. For more details, see the “"Must License Installation
Guide” technical article located in the Documentation folder of your MEGA installation.

Define COM Access rights

He must be able to launch COM applications by default. To assign this right, proceed from the
“Component Services” dialog box through the “Tools” section of the “Server Manager”:

1.

- | O

Manage Tools

1
I Component Services I

Computer Management

Defragment and Optimize Drives

Event Viewer

Expand the “"Component Services” node, then Computers.

2. Right-click "My Computer” and select “Properties”.

M A
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. File

Action  View Window Help

@

#m B 6| BE D E=

23 Console Root
4 B Component Services

4O
[

[ @ Event Viewer
[ Cm Services (Loc

3. Select the "COM Security” tab and click “Edit Default...” on “Launch and Activation

Permissions” group.

Computers Computers
1A My Comnuter

Refresh all components

Mew Windaow from Here

| | Properties |

Help

General | Cptions | Default Properties

Defaut Protocols | COMSecuity | MSDTC

Access Pemissions

You may edit who iz allowed default access to applications. You may
also set limits on applications that determing their own pemissions.

Caution: Modifying access permissions can affect the ability
i of applications to start, connect, function and/or un

securely,

| Edilmis.. | | Edit Defaut...

Launch and Activation Pemmissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Madifying launch and activation permissions can
i affect the ability of applications to start, connect, function
and/ar run secursly.

[ Edilmis.. | || EditDefauk..| |
Leam more about setting these properties.
ok [ ] [ o

B

4. Add the Windows user, in this example “...\hopexuser”, and give him “Local Launch” and
“Local Activation” rights.
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Default Security |

GI’OIJD ar User names:

52 5YSTEM

& hopexuser (hopexuser@

%Mministmturs "I - dministrators)
52, INTERACTIVE

Permissions for hopexuser
Local Launch

Hemate Launch

Local Activation
Remaote Activation

page 16/61

CO - PUBLIC




MEGA HOPEX SETUP

Choosing your setup type
HOPEX offers two ways to install the Web Front-End:

- Standalone Setup: automatically installs the Web Front-End and its dependencies

(SSP,...) on a single standalone server without SSL/TLS.

- Advanced Setup: allows more complex installation scenarios. Use it for any multi-server

installation (scale out or scale up), or if you require SSL/TLS.

Important Notice

The Master installation folder HOPEX V4 (MSI) must be stored on the network and kept saved
and accessible as long as Hopex V4 is installed and running. When applying CPs on the Hopex

V4 installation, the Master installation folder (MSI) path is used during the CPs installations.

Web Front-End Standalone Setup
1. Double-click Setup to launch the Setup program.

2. If prompted, answer “Yes” to “"Do you want to allow the following program to make

changes to this computer?”

3. Go through each of the following screens:

73 HOPEX V4.00.00 - InstallShield Wizard X
Welcome to the InstallShield Wizard for
HOPEX V4.00.00
mega The InstallShield(R) Wizard will install HOPEX V4.00.00 on your
computer. To continue, click Next.
WARNING: This program is protected by copyright law and
international treaties.
MEGA
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ﬁ HOPEX V4.00.00 - InstallShield Wizard x

License Agreement
Please read the following license agreement carefully. mﬂga
SOFTWARE AGREEMENT FOR END USER MEGA PRODUCTS ~

REDISTRIBUTION FORBIDDEN

CAUTION : READ ATTENTIVELY BEFORE USING THIS SOFTWARE

This agreement concerns the use of certain MEGA products. It is a legal
agreement between the Customer (physical or moral person) and MEGA
International, for the use of MEGA Products, named hereafter Products.

When installing, copying or using the Products, you recognize the formal
character of the provisions of this software agreement.

IF YOU DO NOT AGREE WITH THESE PROVISIONS, PLEASE DO NOT
INSTALL THE PRODUCTS. v

(@) I accept the terms in the license agreement Print

{_)1do not accept the terms in the license agreement

InstallShield
75 HOPEX V4.00.00 - InstallShield Wizard X
Customer Information
Please enter your information. mgga

User Name:

Organization:

Install this application for:
(@) All system users
() Only for me (SUPPORT)

InstallShield
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4. If needed, click Change to modify the installation folder for the Mega Software, else keep

the default one.

75 HOPEX V4.00.00 - InstallShield Wizard X
Destination Folder
Click Mext to install to this folder, or click Change to install to a different folder. mgga
l—'—ﬂ Install HOPEX V4.00.00 to:
.--/ C:\Program Files (x86)\MEGA\HOPEX V4), Change...
InstallShield
5. Select Web Standalone Setup.
@ HOPEX V4.00.00 - InstaliShield Wizard X
Setup Type

Choose the setup type that best suits your needs. mgga

Please select a setup type.

() windows Standalone Setup

- Enables installation of all Windows Front-End functions.

(@ Web Standalone Setup
Enables installation of all functions of Web Front-End and
Windows Front-End. (Check that IIS is deployed on the machine )

{_) Customized Setup
Enable selective installation and definition of target location of selectif

-: functions. Recommended for experienced users.
nstallShield
MEGA
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6. Enter the username and password of the Windows User for Mega Hopex you have
chosen in the previous section of this document. It will be used for impersonation of the

Web application:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify @ user name and password for HOPEX application

DOMAIN\Username.

User name for HOPEX application:

I - OFEXUSR

Password:

—

Specify the user account that will be used by HOPEX application. The user account must be in the form

Browse...

InstallShield

Cancel

7. Enter the username and password of the Windows User for Mega HOPEXAPI, the

second account that needs to be used in case you deploy the web services part:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify @ user name and password for HOPEXAPT application

>

Specify the user account that will be used by HOPEXAPI application. The user account must be in the
form DOMAIN\Username.

User name for HOPEX API application:

—— o= Browise...

Password:
InstallShield

MEGA
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8. You are now ready to launch the installation by clicking Install :

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

>

megao

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit

the wizard.

InstallShield

< Back Install

Cancel

ﬂ HOPEX V4.00.00 - InstallShield Wizard s
InstallShield Wizard Completed
The InstallShield Wizard has successfully installed HOPEX
W4.00.00. Click Finish to exit the wizard.
MEGA
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Advanced Setup

Advanced Setup is similar to the standalone setup, except for the initial choice screens and
extra parameter choices.

Remark: if you plan to install the web components in a different location than
“C:\inetpub\wwwroot”, you need to first configure the root directory of the website where
you will install it. Here, an example for the “Default Web Site”:

Qa Internet Information Services (|15} Manager L
'(- & » W-05| » Sites » Default Web Site » o f

File View Help

@ Default Web Site Home
el
~ 83 W-05SI (NTAS\OS) ‘
Filter: - ¥ Go - gk Show All | Group by: -~ -
-2} Application Pools s 20 eI Snp ) Aa =
v [ ASPN—— = i A A
@ Default Web Site ol FddSite ! zj
1 : Application poal: e
Authoriy | IEENITI S | [pefauttappPool | Select...
Manage Website &
Physical path: oo
Applic il © Restart
Settin |%SystemDrlve%\metpuh\wwwroot | E 3
s Pass-through authentication i P
§ Connect as... Test Smin?i... ?iq &1 B
Authenti ndler & Br
1497 = v L e I o =
HTTP HTTP ISAPI Filters Logging  MIME Types  Medules Output Request
Redirect Respon... Caching Filtering =
&
SSL Settings  WebDAY
Authori...
Management ~
= - b
\E Features View |{75 Content View
Q.

Ready

Browse to the folder where you want to install, and validate:

Edit Site ? %
|Defau|t Web Site | |Defau|mpppoo| | Select..

Physical path:

|C:\anex\inetpub\mwvront | | |

Pass-through authentication

Connect as... Test Settings...

Do not forget that you will need to grant the same permissions for the same users on that
folder, following the steps of “Define "Windows User for MEGA HOPEX"” files Access Rights”

in a later section of this document.

M A
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Choice Screen
1. Choose Customized Setup:

[@ HOPEX W4.00.00 - InstallShield Wizard x
Setup Type
Choose the setup type that best suits your needs. mega

Please select a setup type.

() windows Standalone Setup

Enables installation of all Windows Front-End functions.

.

g
k -
i

() web Standalone Setup

Enables installation of all functions of Web Front-End and
Ty Windows Front-End. (Check that IS is deployed on the machine )

(@ customized Setup

Enable selective installation and definition of target location of selectif
.:J functions. Recommended for experienced users.

InstallShield

2. Choose the features that you want to install. Depending on how many servers you have,
and the type of deployment you choose (see the “Web Front-end Architecture Overview”

document), you need at least :
o HOPEX FrontEnd and its subfeatures
o HOPEX BackEnd, wih at least:
= “Hopex Web Access” -> “Mega Web Access for Hopex”
= Hopex Site Service Provider
o The “"Mega Software” suite, already activated by default

In this example we install all features on a single server, including the web services:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard
Customized Setup

Select the program features you want installed.

>

meg’a)

Click on an icon in the list below to change how a feature is installed.

Feat D ipti
= | HOPEX Backend ~ eature Description
[ =3~ | Web Access
--------- El-l HOPEX Site Service Provider
e HOPEX FrontEnd
......... =3 ~| HOPEX []15]
--------- =) | HOPEX AFI This feat ) OKE
is feature requires on your
= =2-| UAS
I—T-I | was hard drive. It has 5 of 5
oo subfeatures selected. The
B _|E" HOPEX Consoles Portal subfeatures require 311MB on
! Qvl HOPEX Web Administration & your hard drive.
= - | LADDV WAk CunaRician
Install to:
C:\inetpubiwwwroot), Change
InstallShield
Help Space < Back Cancel

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Customized Setup

Select the program features you want installed.

>

megao

Click on an icon in the list below to change how a feature is installed.

......... gvl HOPEX API

Feature Description

~
a ...... E_"l UAS
: [ gv| WAS
E ------ E_l-l HOFEX Consoles Fortal
i 5 Qvl HOPEX Web Administration
=3~ | HOPEX Web Supervision i i
= License Manager This feature requires OKB on your
: =71 Web Monit hard drive. It has 5 of 5
—I &b Monitor subfeatures selected. The
- =3 ~| Hopex GraphQL subfeatures require 311MB on
[ Qvl MEGA Software w9 your hard drive.
i =] padie Cliane
Install to:
C:\inetpublwwnwrooth, Change
InstallShield
Help Space < Back Cancel
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ﬁ HOPEX V4.00.00 - InstallShield Wizard X

Customized Setup
Select the program features you want installed. mgga

Click on an icon in the list below to change how a feature is installed.

: | Feature D ipti
. =3+ | Hopex GraphQL = eature Description

- =3~ | MEGA Software

......... =3~| Redis Client

--------- =3 ~| Administration Program

--------- g[ MUST License Management Program

= %‘--&ITTZDBMS Diagnostic This feature requires 0KB on your
g[ ODEC Extraction Utily hard drive. It has 5 of 5

subfeatures selected. The
=3~| Test Utility subfeatures require 311MB on
gl Environment Comparator " your hard drive.

=i = | MECA NArmAntstian

Install to:

C:\inetpublwwnwrooth, Change...

InstallShield
Help Space < Back Cancel

Note that by selecting each item, you can click Change to modify the installation

location of the files that are linked to a specific feature.

3. The “HOPEX API” feature, above, is needed when you have to add web services on the
platform. It requires another Windows user, different from the one used by the “Mega
Web Access for Hopex” feature. You will also need to activate the "Mega Web Access for
Hopen API” ni the "HOPEX BackEnd” section.

4. Choose to activate use of SSL/TLS or not. SSL/TLS is highly recommended; however, it
requires some prior configuration of IIS (see Prerequisites section). Moreover, do not
choose "Yes"” unless the certificate is deployed in IIS. Otherwise, the installation
will roll back.

In this example, we do not have HTTPS activated on our website:

M
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ﬁ HOPEX V4.00.00 - InstallShield Wizard x

S Certificate
Activation of SSL protocol on Web site mﬂga

If you want to secure your Web site and activate SSL protocol, you must first import your certificate
manually and create the link between the certificate and the S5L port you want to use. In this case,
succeeding dialog boxes will ask you to specify this information.

Refer to Installation Guide

() Yes, Twish to activate SSL protocol on the Web site and I have configured TIS.

{®) No, not required.

InstallShield

Choose the IIS web-site where you want to install the Hopex Web Front-End. Please
note that the installer will check that there is a website running on the chosen port, and
will install in the first site using that port that is available. So make sure to properly
manage your websites and their ports before choosing one for the Hopex deployment. If
you choose a port that is bound to no site, and that isn’t listening during the
installation, the setup will roll back :

75 HOPEX V4.00.00 - InstallShield Wizard X
Select Web site
You can choose the site on which you want to install Web applications mﬂga

{®) Use default Web site

Port number applied |BD

() use another Weh site

Web site name |Default Web Site

Port number applied |8IZI

InstallShield

M
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6. Enter the username and password of the Windows User for Mega Hopex you have
chosen in the previous section of this document. It will be used for impersonation of the

Web application:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify @ user name and password for HOPEX application

DOMAIN\Username.

User name for HOPEX application:

I - OFEXUSR

Password:

—

Specify the user account that will be used by HOPEX application. The user account must be in the form

Browse...

InstallShield

Cancel

7. Enter the username and password of the Windows User for Mega HOPEXAPI, the

second account that needs to be used in case you deploy the web services part:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify @ user name and password for HOPEXAPT application

>

Specify the user account that will be used by HOPEXAPI application. The user account must be in the
form DOMAIN\Username.

User name for HOPEX API application:

_\HDPE:(API Browse...

Password:
InstallShield

MEGA
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Advanced Parameters

Parameters depend of the components you have chosen to install. Here is the list of parameters

that are not proposed in the standalone setup.
Mega Site Provider (SSP) URL

On a standalone deployment, this will contain the local name of the server. It has to be an
address that can be accessed from within the server itself:

ﬁ HOPEX V4.00.00 - InstallShield Wizard

MEGA Site Provider

You can use the default path or enter another one.

MEGA Site Provider

metsd

hetp /v e gassP

InstallShield

< Back

Cancel

>

Security Token

It should be identical on all Hopex installs (Web, Windows, SSP,..) that work together in a

scale up or scale out scenario
75 HOPEX V4.00.00 - InstallShield Wizard

Security Token

Security Token for MEGA services access

Security key generated by default

wee)

X

1jq55hh7YaCsgbs
InstallShield
< Back Cancel
MEGA
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Control Portal access limit

You provide the credentials of the user that can access the new Web Consoles Portal, if activated.

If more than one user needs to access it, you will need to make additional IIS configuration:

ﬁ HOPEX V4.00.00 - InstallShield Wizard

Console Portal access limit

Specify @ user name and user password

You have chosen to install HOPEX Console Portal. You can specify a user who will have access to this
companent.

User name

] Browse...

Password:

I

InstallShield

URL of HOPEX MWAS Web Site

Defined on a web server to indicate the application server
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ﬁ HOPEX V4.00.00 - InstallShield Wizard x

URL MWAS HOPEX
You can use the default path or enter another one. mega

URL MWAS HOPEX

htp: /o pexMWAS

InstallShield

URL of HOPEX Web Site
Defined on an/the application server to target the web server:

75 HOPEX V4.00.00 - InstallShield Wizard X
URL Application HOPEX
You can use the default path or enter another one. mega

URL Application HOPEX

htp /S Hopex

InstallShield

URL of HOPEXAPI MWAS Web Site

Defined on a web server to indicate the application server containing the HOPEXAPI features:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard

URL MWAS HOPEXAPI

You can use the default path or enter another one.

meg’a)

URL MWAS HOPEXAPIL

http:/ AN HOPEXAPIMWAS

InstallShield

< Back

Cancel

URL of HOPEXAPI Web Site

Defined on an/the application server to target the web server containing the web application of

the HOPEXAPI feature:
ﬂ HOPEX V4.00.00 - InstallShield Wizard

URL Application HOPEX API

You can use the default path or enter another one.

>

megao

URL Application HOPEX API

hitp:/ R HopexaP1
InstallShield
MEGA
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UAS Certificate Management

The Master installer HOPEX V4 installs by default a UAS certificate valid until 25/05/2023.

The CPs and Hot Fixes do not install or update the UAS certificate. A manual installation is

required in this case.

Refer to the community for further information about UAS certificate installation and download:

https://community.mega.com/t5/Downloads-Updates/Certificates/ta-p/21403

HOPEX Web Application GraphQL
The Master installer HOPEX V4 includes the last version of GraphQL.

The CPs and Hot Fixes do not install or update the GraphQL web application.

The last version of GraphQL is available for download from the HOPEX Store:

https://community.mega.com/t5/HOPEX-Store/bd-p/hopex-store
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COMPLETING INSTALLATION

Define "Windows User for MEGA HOPEX" files Access Rights

e Go to the installation folder of MEGA HOPEX (By default, “C:\Program Files

(x86)\MEGA\HOPEX V2R1"” on 64 bits systems).

Give read/write access rights to the IIS_IUSRS group, that contains your Windows

User that does the impersonation.

This way, if you change that user, you will not have to change that security, but

just update the above group:

L Permissions for MEGA -

Security

Object name:  C:\Program Files &cB6)"MEGA

GI’CIUD ar User names:

52, 5YSTEM -
ﬂiﬁdministlatcurs (I - miinistrators)

F 3115 _IUSRS ( MIS_IUSRS) _
3!, Users (NG == =
EE,Trustedlnstaller W
£ m b

| Add. .. | | Remove |

Pemissions for [15_IUSRS Allow Deny

Full cortrol ] LT Ta

Modify O

Read & execute |:| =

List folder contents |:|

Read |:|

Wit [i#l 1 h

| oK || cCancel || Apply

e Repeat this operation for:

o The installation folder of MEGA HOPEX Web Front-End (by default at

C:\Inetpub\wwwroot\hopex)

o The environments folders to be reached through MEGA.
By default, environments are created in sub-directories of

C:\Users\Public\Documents.

o The Temporary folder used for Web Access. Usually, it is at

C:\Windows\Temp.

Make sure your user is correctly configured for the MUST license (for more details see the "Must
License Installation Guide” technical article located in the Documentation\Articles folder of your

installation).

As a first test, run HOPEX application as the “windows user for MEGA HOPEX".
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Prerequisite: a Mega HOPEX environment is referenced on your platform. An environment that
you created in a separate step.

To do so, go into the Mega installation folder.

Hold down the “Shift” button, right-click Hopex.exe and select “"Run as different user”:

e v P » This PC ?> Local Disk (C:) » Program Files (x86) » MEGA *» HOPEX V4
MName Date modified Type Size
# Quick access
6/26/2020 9:45 AM  File fold
b Deskicp " Cfg 6/26/2020 9:45 e folder
Documentation 0/26/2020 913 AM  File folder
3 Downloads * _ ? o o
DotMet 6/26/2020 916 AM  File folder
B *
i Documents Install 6/26/20209:14 AM  File folder
= Pictures java 6/26/2020 9115 AM  File folder
Cfg Mega_Std 6/26/2020 9:16 AM  File folder
6/26/20209:13 AM  File folder
Open
. 6/26/2020 %16 AM File folder
G Run as administrator
? 6/26/2020 916 AM  File folder
Run as different user |
o Lexe 6/20/2020 11:51 PM  Application 57 KB
Troubleshoot compatibility = == ==
‘ 6/20/2020 11:51 PM  Application 55 KB
Pin to Start — —= -
6/20/2020 11:51 PM  Application 52 KB
7-Zip >
CRC SHA >
Windows Security b4
Run as different user
Please enter credentials to use for C:\Program Files
(xBE\NMEGA\HOPEX VAAHOPEX exe.
I HOPEXUSR
sesese oo| o
You must be able to launch MEGA.
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o R&D version ( HOPEX) —|a| x

) Connection to MEGA =

Copyright: MEGA International - www.mega.com - Contact: support@mega.com

Tune IIS
A default option of IIS makes the worker process of the HOPEX/HOPEX2 recycle every 29 hours.

This is what Microsoft chose to make sure that the w3wp.exe process, that manages websites
and/or web applications within websites, to be stable.

However, the fact that this process restarts, makes the browsing of connected users to fail, as
they lose their browsing context.

To avoid that, the installer disables completely this recycling, and use the default idle timeout,
that says that after 20 minutes of complete inactivity, the worker process will stop (it will
automatically start next time someone tries to access the website).

We recommend to manually add a restart at a fixed hour, when you know that no one will actually
be connected on the website, to be sure it restarts at least once a day.

To do this.
1. Open the “Internet Information Services (IIS) Manager”, and go to Application Pools.
2. Select HOPEX.
3. In the Action pane, click Advanced Settings:

M A
page 35/61 CO - PUBLIC HOPEX




"‘3 Internet Information Services (lIS) Manager — O x
ﬁ » - » Application Pools | 5 s E;} @ -
File View Help

= J Application Pools
> [ Sites

L

g;' Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with
worker proceszes, contain one or more applications, and provide isclation among different applications,

Filter: - % Go - GHShowAll | Group by: No Grouping . :

MName Status MET CLR V... Managed Pipel.. Identity Applications -

Q.NEF\M.S Started w40 Integrated ApplicationPoolld... 0 5 A

CFNETvAS Classic  Started vl Classic ApplicationPoolld... 0 L Afp ation Lot
Started V4.0 Integrated ApplicationPoolld.. 1 SR
Started 4.0 Integrated B [opexuser 1
Started w40 Integrated G cpeser 1

,,;" HOPEXAP| Started w40 Integrated NetworkService 1 Rename

L HOPEXMWAS Started w40 Integrated B opeuser X Remove

L MEGASSP Started 4.0 Integrated LocalSystern 1 Vs Al catiars

QMegaSuper\.’ise Started w40 Integrated LocalSystemn 0 — e

Eruas Started w40 Integrated NetworkService 1 ® ree

L} WADMIN Started 4.0 Integrated NetworkService 1

@ WAS Started w40 Integrated MNetworkService 1

EhwLic Started w40 Integrated NetworkService 1

QWMON Started 4.0 Integrated NetworkService 1

QWSUP Started w40 Integrated NetworkService 1

Ready

Features View ‘

Content View

R

4. In the Recycling section, select Specific Times row, and click the “...” button:

5. Click Add:

L2 IS

Executable ~
Executable Parameters

4 Rapid-Fail Protection
"Service Unavailable” Response ™ Httplevel

Advanced Settings

Enabled True
Failure Interval (minutes) 5
Maximum Failures 5
Shutdown Executable
Shutdown Executable Parameter

4 Recycling
Disable Overlapped Recycle False

Disable Recycling for Configurat False
I Generate Recycle Event Log Entr

Private Memory Limit (KB) 0

Regular Time Interval (minutes) 0

Request Limit 1]

s TimeSpani] Ary
Virtual Memory Limit (KB) 0

Specific Times

[schedule] A set of specific local times, in 24 hour format, when the
application pool is recycled.

0K | | Cancel
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| I Add I || Remave
 m—

6. Enter the wanted restart time (in this example it is at 2am everyday), and click OK to
validate:

7. Close the Advanced Settings.
8. Repeat this procedure for the HOPEX2 application pool if you deployed HOPEX.
A restart of IIS will be needed to make this configuration active.

Configure Web Content expiration

1. In the “Internet Information Services (IIS) Manager”, expand Web Sites, then Default
Web Site.

Select "HOPEX"

Double-click the HTTP Response Headers functionality to open the feature:

M A




@ Internet Information Services (IIS) Manager

< =

3 » M » Stes b DefaultWebSte » Hopex »

View Help

L} Application Pools
w (@) Sites
v @ Default Web Site
» | aspnet_client
> ¥ Hopex
¥ Hope
HOPEXAdministrati
HOPEXAP|
[ HOPEXLicenceMana
> . HOPEXMonitor
HOPEXMWAS
HOPEXSupervision

9 /Hopex Home

Filter: - ¥ Go - g ShowAll | Groupby: Ares - E-
ASP.NET
= & 52
8 © ° s O
NET NET NET Error NET WNET Profile  .NET Roles  .NET Trust  .NET Users
Authorizati... Compilation Pages. Globalization Levels
7 N i [F
=2 s & R & =
Application  Connection Machine Key Pages and Providers ~ Session State SMTP E-mail
Settings Strings Controls
s

firtual Directories
Manage Application o]
Browse Application
[S] Browse 443 (hitps)

Advanced Settings...

(&)
MEGASSP i et %J 'y -
uas (QL i [ @ >
Windowsuthenticsl | Authenticat... Authorization  CGI Compression  Default  Directory  ErrarPages  Handler
Rules Document  Browsing Mappings
o 3 3 e =
@ B = #H = & §
HTTP HTTP. Logging  MIME Types  Modules Qutput Request  SSL Settings
Redirect  Response Caching  Filtering
Headers
WebDAV
Authori...
Management
: ;
Ready L
4. Click Set Common Headers on the right panel:
& Internet Information Services (IIS) Manager - ] *
ﬁ [ -_bm b Sites » .De-fa_u.i:(-\l;-’eb Site » -l-h)pax > m = ",:} @ 42
Eile Niew Help
Connections Actions.
P ‘i HTTP Response Headers
L] -
ey . Use this feature to configure HTTP headers that are added to responses from the Web server,
Application Pools
~ (@] Sites Group by: Mo Grouping =
v @ _Dafault Aeh it MNarmne Value Entry Type
5| aspnet_client i
Y Fioper X-Content-Type-0.. nosniff Local
Hopex2 X-Powered-By ASP.NET Inherited
HOPEXAdministrati #-X55-Protection 1; mode=hlock Local
HOPEXMWAS
HOPEXSupervision
¥ MEGASSP
UAS
WindowsAuthentica
< 3 [=1] Features View |2 Content View
Configuration: 'Default Web Site/Hopex' web.config G_:] 43
5. Set it to expire immediately:
MEGA




Set Common HTTP Response Headers

Enable HTTP keep-alive

I Expire Web content: I

® Immediately

) After:
1 Dayis)

) On (in Coordinated Universal Time (UTC)):

¥

P 4
UILELILELRY

lundi 27  juin 2016 ]

£

0K Cancel

6. In the “Internet Information Services (IIS) Manager”, expand HOPEX.
7. Select the script folder and choose "HTTP Response Headers” again.
8. Click Set Common Headers on the right panel.
9. Enable content expiration after 31 days.
gj Internet infarmation Services (I1S) Mana = O
(— =] D-D Sitez » Default Web Site » Hopex » script » 1 *+ BES f_’?} @'
File  View Help
Connections .
# | HTIP Response Headers
y T Use this feature to configure HTTP headers that are added to responses from the Web server. nmon Headee:
Application Pools @. Help
@/ Sites Group by: Mo Grouping - g
~ & Default Web Site Naie — So—
» | aspnet_client X-Content-Type, Set Commaon HTTP Response Headers 7 *
ii::;::j:;o Enable HTTP keep-alive
5 Expire Web content;
— manifest O Immediately
' Dyt C
HOPEXAdministratic () On (in Coordinated Universal Time (UTC)):
HOPEXAPI jeudi 12 octobre 2017 3
HOPEXLicenceMana
HOPEXMonitor I
HOPEXMWAS | Cancel
HOPEXSupervision
& MEGASSP
s - UAS
» [ WindowsAuthentica
g > .j'iContent‘u’iew
Configuration: 'Default Web Site/Hopex/script’ web.config L=HE
10. Repeat this step on the images folder.
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WHAT’'S NEXT?

You have successfully installed MEGA HOPEX Web Front-end.

You should now personalize your setup.

The two main steps are:
e Setting up an RDBMS environment
e Configuring authentication

Refer to Mega administration documentation.
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TESTING THE INSTALLATION

A pre-requisite for the test is to install an environment.

On the server, run MEGA Administration Console (Administration.exe).

Click the menu Help > About MEGA and check the license used.

It must be the MUST license name generated for this installation.

About HOPEX

]
HOPEX V4.00.00 (9.00.5563.0000)
Copyright © 1986-2020 MEGA

Site: SUPFORT

This program is licensed to: MEGA
|

Web: http:/fwww.mega.com

E-Mail: MailTo: Support@mega.com

megao

)

oK

Systemdb

|S'_.rstem information...

Switch to...

If the Administration Console does not start or if the license is not the one expected, you need

to review the license configuration before going further.

page 41/61

CO - PUBLIC




Testing MEGA HOPEX (Web Front-End)

Prerequisite: a HOPEX environment is referenced on your platform.

On the server, open a supported browser and browse to https://<servername>/HOPEX/.

The login page should appear.

e 1 W hitp:/]

File Edit View Favorites Tools Help

£ - ¢ | @ Hopex x|

9k [ Office 365

Welcome to

HOPEX

Password

SIGNIN »

FORGOT PASSWORD?

Now, use another client machine with any supported browser and browse to
https://<servername>/hopex/. The login page should appear.

Log in to the environment with the Login "mega” and an empty password.

Then select:

M
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e-- | http://w-osi/Hopex/mapping.aspx?Db=HEcVEWIPFSIaProfite=13iCq Glg)uto P~ H P MEGA HOPEX x | T T
File Edit View Favorites Tools Help
v [ Office 365

Enterprise Architect

[ | have read and accept the privacy policy
Create a private workspace

® 1986 — 2017 MEGA In
http://w-osi/Hopex/mapping.aspx?Db=HEcVEWrPfSFB:Profile=19iCqGlg)ud0

The web workspace should be displayed:

== m] X
e' | et/ [ o< defauit.aspiatart P~ G| P MEGA HOPEX (osi) x | ir v
File Edit View Favorites Toak Help
7 [ Office 365
b  HOPEX = Ao _
[l enrererise archimeCTURE L g 0 a @ L Main Menu @

i

All Business Processes

All Organizational Processes All Org-Units

Depending on available licenses, the displayed content may vary.

M
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More required configuration

Word, Excel and PDF exports
Please, make sure your browser authorizes to download files.

IE may display the following message in the status bar preventing from opening the PDF file:

|F'|:||:|-u|:|5 were blocked on this page. Press the "Chrl" key when clicking ko allow pop-ups.

Reports (MS Word)

In Hopex V4, generated documents of new environments are automatically converted to the RTF
format.

However, the format of Reports documents was MS Word.

So if you are performing a migration from a source that still has this MS Word format, you must
follow the below steps, in order to use documents on the Web Front-End.

You must exit any web session by dispatching or discarding your private workspace.

Then, from a computer where Microsoft Word is installed, go to the Administration Tool,
open the environment you wish to convert with the user ‘System’, navigate to the systemDB and

right-click “Conversions > Convert data into current version > From HOPEX V1Rx data”, ‘x
obviously being the version of your environment in the process of being migrated:

o HOPEX - Administration L= 1o —
File rl'lelp
HOPEX
i) HOPEX

= @@ Environments
= a C'_'iIJszr:\Puhluc%[}lﬂ(umm!s‘\.HGPE_
=-{i8 Repositonies
- i
I g EA[EN] Repository Log L
¥ -ﬁ MEGA Tute Ohject Management L]
&G SOHO [EN] F
% Custormized 5h
-8 User managen i
i {8 Shapes Reorganize |
+ (B Decumentation | M Emvirenment automatic update  #
2 Worsaton Fom 050 R

Logical Backup

Index for quick search

From HOPEX lata Utilities
RDBMS Administration ¥ k.
j’) Swsilb is 0 special repostory s e s ud D technical dats (descriptors, web sde templates,

queries, sic.).
The metamodel and the fechnical data are common io all the repostories in the sams environment
Uisar defnition and user parmesion definiion are stored in this reposdony.

This is the last possible conversion called "MEGA Repository - Convert Report Templates (MS
Word) to RTF Format”, that is checked by default:

M
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#, Conversions of repository SystemDb -

Type of actions to be carried out

MEGA Repository - Conversion of Deprecated MetaAssodationType to Operator -~
MEGA Repository - Conversion of Diagram Type (Described Element)

["1MEGA Repository - Conversion of File Nature Attribute

MEGA Repository - Conversion of name properties

MEGA Repository - Conversion of old MetaAssodation into deprecated Metafssodation

MEGA Repository - Conversion of Restricted MetaAssodation into Abstract MetaAssociation

MEGA Repository - Conversion of tree folder menu
MEGA Repository - Conversion of Where Used Queries

|:| MEGA Repository - Convert Property Page Link/Tree to PropertyPageExtension

MEGA Repository - Convert Report Templates (MS Word) to RTF format A

| Select all | | Deselect Al |

3} This tool enables execution of conversions required for carrect operation of MEGA.
The preselected conversions are obligatory. If you do not execute these conversions, this can cause MEGA data integrity problems.

Required options configuration

You must fill-in a number of site options using Administration.exe, at the root level:

L HOPEX - Administration =1 =
F.llé IHﬁp

HOPEX

Ly HorEx]

" o
=&  50i Connection » nentsoHUPE

[4] Properties
w133 EA [EM]
& (58 MEGA Tutorial [EN]
# i SOHD [EN]
Y Customized Shapes
4 (88 User management
s 08 Shapes
+ {1 Documentation
W Workstation

x
57 The MEGA ot fokler enaiies the administrator to access al ihal s necessary for inatadation and sdminatration of MEGA
users on & ‘browser mode network sie: programs, standand configuration fles, standand shapes, work environments,
user rights definion, language management, generated Web sies, cusiomizations,

The following options are required for MEGA HOPEX Web front-end to operate:
e In the Installation > Web Application folder:

o “Web Application path” (e.g. https://myWebServer/HOPEX/) and “"Complete
path of the web application to open a second HOPEX”, are already filled-in
by the setup. However, you may have to change it if a DNS alias is put in
place after the setup, or if your web servers are behind a Load Balancer or a
reverse-proxy that has a different address than the server name itself:
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https://mywebserver/HOPEX/

B ’n- Options "

E-m Irrstallation o' Webapplication path e | http://myWebServer/Hopex |
-8 Licenses
-0 MEGA Advisor: Indicator Access Proto ﬁ‘ Data language o | English v|
-2 Synchronization GRC -
i) Company Information = o’ SUlanguege 4 | Englich b |
-8 Advanced ot Complete path of the web application to open a second HOPEX o | hittp:// myWebServerl Hopex? |
-[~] RDBMS Authentication
s Currency Y Default stylesheet of the application Y | HOPEX V2 v |
5% J;I::tronic Mail d" Error display management in web front-end: I | Display message and errors W |
@ Scheduler

m User Management
ﬂ Web Application
.. Documentation
- Data Exchange

&+ Documentation

..... £ Repository v
- -~ T T
[<] T om | [>]

@ Complete path of the web application to open a second HOPEX
Defines the complete path of the web application to open a second HOPEX

Ok | [ Conodl [[ ooy [[ M |

 In the Installation > Electronic mail folder:

o Default address of sender via SMTP
o SMTP Server
o Any SMTP configuration (port, SSL, authentication, etc.) required by your

infrastructure
Bﬂ- Options ;_:__ Tl
=7 Installation d‘ Send MEGA errors by electronic mail s ] —
[#-2 Licenses 5 o= )
[#-00 MEGA Advisor: Indicator Access Prota [P Activation of mail dispatch by workflow engine & [v]
‘?) Synchronization GRC = Iy Service for sending e-mails for dumps L |MAD| w
... 1) Company Information =
. B Advanced ' Default address of sender via SMTP £ | genericaddress@mycompany.com
..[~] RDBMS Authentication
s Currency IP SMTP Server £ | smtpseweri =
-y Java =
s pon
By Electronic Mail o’ i
Scheduler gt Activate SMTP SSL Support [C |
[k User Management .
R, Web Application g’ Activate SMTP TLS Support &[]
. - Documentation gt Activate SMTP Authentication Support s ] —
-2 Data Exchange
-2 Documentation d‘ Authenticated User L | l
..... =] Repository —1
- . | d‘ Authenticated User Password [ | ssssanes l |
[<] ] [ T>] L
L 1= 1
@; SMTF Server
Specify SMTP server address
0K | [ GComest |[ Aoy || Heb |

In V4, please note that your MegaSite.ini will contain the version number. So if you upgraded a
V1R2 version to a V2R1 version, and wanted to keep your settings, make sure that you have
those information in the [System] section of your MegaSite file :

MegaCurrentVersion=30464
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File Edit Format View Help

[System]
Language=U5
MegaCurrentWVersion=38464

Allowing the use of verbose logs and activation

To allow Mega to perform deep analysis of the logs, it can be asked to activate the verbose mode.
The verbose mode activation includes two steps:

* Registry update

» Mega Server Supervisor: « verbose mode » activation

= To deactivate this configuration, see Disabling the verbose mode.

Registry update

To update the registry before activating the verbose mode:

1. Allow the impersonate account (see “Windows User for MEGA HOPEX"” section) to have
read/write access to a key (see Windows User(s) for MEGA HOPEX p. 11).

2. Make sure that the account that runs the “Mega Site Service Provider” Windows service
has the same access level.

a. Check which account is running the service:

General | Log On | Recovery | Depmdmci&s|

Log on as:

() Local System account
Allow service to interact with desktop

() This account: Browse...
Pazgwiord:

Confirn password:

| oK || Canesl |  appy

If it is « Local System », you do not need to update the registry for that service,
only for the impersonate user.
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Otherwise, if you run the service with a local account or domain account different
than the impersonate account, we advise you to add this account in the IIS_IUSRS

local group.

b. Launch the “regedit.exe” executable to open the registry.

c. The registry key on which you need to change the permissions is:
HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\MEGA

Right-click the key and select Permissions.

File Edit View Favorites Help

b-
P
b
o
i_‘
B

|5

[
[
B

-« DeterministicMetworks
-« 4, Ericsson AB
-}y FileZilla 3

i
3
b
4
4
i
k
i | FileZilla Client
b
&
)
4
i
&
b
!
&

[+~ . Garmin

b -l Gooegle

. IM Providers

b . Intel

.. -4y JavaSoft

. JreMetrics

. Khronos

B . Macromedia

o [ MEGS

b 1 Micrg Excpand

b 1 Micrg New

bel Mezil Find...

-4y mozil

1 Mozl Beiete

=

i

o NuGe

-}/ ODBC Permissigns...
!
i

. Classes Mame

i) Clients :!,:] (Default)
1 Crystal Decisions

. Description

. Fujitsu

. Motey Rename

. Muan
Export

o

y PDFC

L
i Copy Key Name

Data

{value not set)

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\MEGA

d. On this key, add the “IIS_IUSRS” local group.

The impersonate acount is normally included in the “IIS_IUSRS” local group, and
as stated before, that can contain the account that runs the “"Mega Site Service

Provider”.
e. Allow: “Full Control” and “Read”.
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Security

GI‘OIJD ar user names:
2 CREATOR OWNER

#2,15_1usrs (EEIS_IUSRS)
82, 5YSTEM

%Mministmtors _\.ﬂdministmtors)

Pemissians for [15_IUSRS

Full Contral
Read
Special pemissions

For special permissions or advanced settings,
click Advanced. Advanced

| % | Concd || teoly |

f. Apply and close the registry.

Mega Server Supervisor: « verbose mode » activation

1. In the MEGA installation folder, expand the Utilities > Mega Server Supervisor folder
of Mega binaries.

2. Right-click « MEGA Server Supervisor.exe » tool and select Run as administrator.

v 4 > This PC * Local Disk (C) * Program Files (x86) > MEGA * HOPEXV4 > Utilities > HOPEX Server Supervisor

e

Name Date modified Type Size
zaccess

E¥ Honex Server Sunenvisor exe 6/20/2020 11:52 PM  Application 1,809 KB

Open 6/20/2020 11:51 PM  Application 50 KB
G Run as administrator eHelperexe 6/20/2020 11:51 PM  Application 34 KB

Troubleshoot compatibility
Pin to Start
7-Zip >
CRC SHA >

[ Edit with Notepad++

The MEGA Server Supervisor icon appears in the system tray of your workstation.
3. Right-click the icon and select Options.

page 49/61 CO - PUBLIC




HOPEX Server

Supervision
HOPEX Administration
Logs..

Hopex Platform

MEGA Service L4
HOPEX >
Is »

Exit

4. Select Verbose Mode.
HOPEX Server Configuration || (=l lgl

Logs

Folder location - Clog g

Day(s) to keep logs : 15

Verbose mode

Multi session connexion mode

Mumber of users sharing the same process - 30

Supervision

Interval between each health snapshot :

Close the configuration window to apply.
6. If your application was started, you need to restart it. You can use the Mega Server

Supervisor to do so: right-click the MEGA Server Supervisor icon and select HOPEX
> Restart HOPEX Processes Services and Web Application.

Supervision
HOPEX Administration
Logs..

Hopex Platform

MEGA Service »

HOPEX HOPEX 4
Restart HOPEX Processes Services and Web Application s »

Stop HOPEX Processes Services and Web Application

Options..
l Exit i

Disabling the verbose mode

To deactivate the verbose mode:

1. Follow the Mega Server Supervisor: « verbose mode » activation procedure p. 49 and
clear Verbose mode.

MEGA




2. Restart the application to take the modification into account.
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TROUBLESHOOTING

Check that the Site Service Provider is running

If you have the following message, and environments are accessible using Administration.Exe

and Mega.exe:

[ HoPex x
& C | A Not secure | hitps://vp-lab-mwas2.frmega.com/uas/login?signin=7c8721abd26a2af88cc36917819798bb
HE Apps Others [W] Oraclel2c [] ENTERT1 p BBIWY () BBIWYPProd

Error

There was an unexpected error

Request Id: fe22cfi8-7507-4cf5-b751-0 1ci7e 138e80

You should first check that the "HOPEX Site Service Provider”, and the "HOPEX Service

Back to Home page

Watchdog”, are running using the Services administration tool:
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w Services

File  Action

View Help

= | @ d= HmE »anwp

. Services (Local)

-~

MName Description Status Startup Type Log On As
£k Function Discovery Resourc... Publishes th... Manual Local Service
L Geolocation Service This service .. Running  Manual (Trig...  Local Syste...
[l NP P e i =T T P P s SR P S
-.".(?;EHOPEX Service Watchdog HOPEX Serv... Automatic (0. Local Syste... |
5} HOPEX Site Service Provider HPEX Site ... Automatic (D..  Local Syste..
‘s Hopexkedisbackend Running  Automatic Local Syste...
‘& Human Interface Device Ser.. Activates an... Manual (Trig...  Local Syste...
{£LHV Host Service Provides an ... Manual (Trig...  Local Syste...
&l Hyper-V Data Exchange Ser... Provides a ... Manual (Trig... Local Syste...
Ll Hyper-V Guest Service Inter... Provides an ... Manual (Trig...  Local Syste...
£k Hyper-V Guest Shutdown S... Provides a ... Manual (Trig...  Local Syste...
5k Hyper-V Heartbeat Service Manitors th... Manual (Trig...  Local Syste...
£k Hyper-V PowerShell Direct ... Provides a ... Manual (Trig...  Local Syste...
5l Hyper-V Remote Desktop Vi.. Provides a p... Manual (Trig...  Local Syste...
Ll Hyper-V Time Synchronizat.. Synchronize... Manual (Trig...  Local Service
£k Hyper-V Volume Shadow C... Coordinates... Manual (Trig...  Local Syste...
5L IKE and AuthlP IPsec Keying... The IKEEXT .. Running  Automatic (T.. Local Syste...
£k Interactive Services Detection Enables use... Manual Local Syste...
Lk Internet Connection Sharin..  Provides ne... Manual (Trig...  Local Syste...
ELIP Helper Provides tu... Running  Automatic Local Syste...
£k IPsec Policy Agent Internet Pro...  Running  Manual (Trig...  Metwork 5.
5L KDC Proxy Server service (K. KDC Proxy S... Manual Network 5...
{Eh KtmRm for Distributed Tran... Coordinates... Manual (Trig... Metwork 5...

Extended )\Standard /’

If those are not running, check that its startup is « Automatic » and Start the services.

If it is running, restart the service.

Then restart IIS (see below).

Restarting Internet Information Services

If errors occur, the first step is to try to restart the Web Server.

In the “Internet Information Services (IIS) Manager”, select the server name and click “Restart”
in the Actions panel
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G Internet Inf ion Services (11S) M [= =
(G & » I |@ « L @

File View Help

e Gy o

- [ Manage Server
: :33 Start Page Filter: - ¥ Go - ghShowAll | Groupby: Area - B
2 Application Fools ASP.NET . || m sop
4[] Sites 2. ; . = E| = B - ihiedar s
[y 4@ Defauitweb sie =3 N~ ¢ _gf 1= ab| i‘ﬂ’ =g “2,3; &’ *“;‘] Wiet flpp Estian et
b-17] aspnet_client NET MNET  NETEmer  MNET  NETTrust Application Connection MachineKey Pagesand Providers Session State SMTP E-mail View Sites
b g Authorizat.. Compilation  Pages  Globalization  Levels Settings  Strings Controls © GetNew Web Platform
3 Components
) an? s > le P
b -1 admin B — = . = @ Help
571 App_Code R =n E S n = i = & E‘ !
L e a ® 2' e B [& ed = L
| App] Authentic.. Authorizat..  CGl  Compression Default  Directory EmorPages  FastCGl  Handler HTTP  ISAPland  ISAPI Filters
b - bin Rules Document  Browsing Settings:  Mappings:  Respon..  COl Restri..
» A ess .
= 3 i o = P
1> -] Diagnosis E‘J = A:_!%H E Ry o= =
: 2| = &
51 Help = ” =il i‘ = A <y
o s Logging MIMETypes Modules  Output  Request Server Worker
pEs Caching  Filtering  Certificates  Processes
b samples
p -] seript Management ~
f: | Upload = Ei % ’ZT'_
b Hopex? = ;“JE =]
b} HOPEXMWAS Configurat..  Feature Shared
b1 MegaMsw Editor  Delegation Configurat.
b MEGASSP
7 W 5[] Features View |iZ Content View
Ready 43

Referencing a New Environment

So that a new environment is fully accessible in MEGA HOPEX, do not forget to give the "Windows
user for MEGA HOPEX" full access rights to the environment folder.

If you have a multi-server deployment, you should reference it and check the rights on every
server (except for pure web servers).

Disabling Data Execution Prevention

In rare cases, it might be necessary to disable “"Data Execution Prevention (DEP)” for MEGA
programs.

If you are able to run the Administration.exe and/or the Hopex.exe rich clients from the web
server, then the following procedure is unnecessary.

To access the DEP settings:

In the “Start” menu, right-click "Computer” and select “Properties”. In the next screen, click
“"Advanced System Settings”. Go to the “"Advanced” tab, click “Settings” in the “Performance”
group and select the “"Data Execution Prevention” tab.
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You can either turn on DEP only for essential Windows programs and services, or add exceptions
for the following Mega programs (default installation locations):

e C:\Program Files (x86)\MEGA\HOPEX V4\System\mgwspro.exe
e C:\Program Files (x86)\MEGA\HOPEX V4\System\mgwmapp.exe
e C:\Program Files (x86)\MEGA\HOPEX V4\System\mgwmwas.exe

Performance Options E E |

Visual Effects | Advanced [Data Execution Prevenkion I

against damage from viruses and ather security

) : Data Execution Prevention (DEP) helps protect
- threats, How does it work?

™ Turn on DEP for essential Windows programs and services
only

¥ Turn on DEF for all programs and services except those T
seleck:

l oo9
MEGA SubProcess Launcher
MEGA WEE Access

Add. .. Remove

’TI Cancel | apply |

Loosening Internet Explorer Security Settings

Although default browser security settings on client machines are sufficient for using the MEGA
Web Application, some computers, especially servers, might have stricter security policies. For

M A
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instance, they might prevent the execution of JavaScript, on which the MEGA Web Application

relies.

a@\“’? hitp://localhost/hopex/login.aspx D= & || ) MEGA HOPEX

Welcome to

HOPEX

Login

Password

FORGOT PASSWORD?

ERROR: Javascript must be enabled to
access this application.

@ 1986 — 2016 MEGA Intemational. All Rights Reserved

To fix this issue, follow the steps below:

Step 1: Enable Active Scripting on the trusted sites zone

1. Go to the “Tools\Internet Options...” menu
2. Select the “Security” tab
3. Click on “Trusted Sites” then “Custom Level”
Internet Options [ 7 |

| General | Security |F‘ri\"acljuI l Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet [oei=icd  Restricted
sites

Trusted sites
. 3 : Sites
f This zone contains websites that you =
v trust not to damage your computer or
your files.
‘You have websites in this zone,
Security level for this zone
Allowed levels for this zone: All
Medium

- Prompts before downloading potentially unsafe
content
] - Unsigned ActiveX controls will not be downloaded

["]Enable Protected Mode {requires restarting Internet Explarer)
Custom level... L

| Reset all zones to default level |
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4.

Enable “Active Scripting”

Settings

() Disable ~
(®) Enable
) Prompt
@ Scripting

@ Active scripting
() Disable
®
O Prompt

@ Allow Programmatic dipboard access
() Disable
® Enable
O Prompt

@ Allow status bar updates via script I:‘
() Disable
® Enable

i i i iwima errintad winds
< m >

*Takes effect after you restart your computer

Reset custom settings
Reset to: |Medium—low {default)

Step 2: Add MEGA Web Application to the trusted Web sites list

uis W e

Go to the “Tools\Internet Options...” menu.
Select the “Security” tab.

Click “Trusted sites” then "Sites”.

Enter the Address of your Web site, click “Add”.
Validate.

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:

[ ntto: /I | | aw |

Websites:

http: f{*.technet.microsoft.com ~ Remave

http: f{*.update. microsoft.com
http: f{*.windowsupdate.com
http: f{*. windowsupdate.microsoft.com

[ S § S S = S

'

[[Jrequire server verification {https:) for all sitez in this zone
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Manage http 503 error

If, when trying to access the /hopex of your web application, you end up on this kind of error

page:
[% Service Unavailable X

F C | A Notsecure | besps// [ - -«

£ Apps Others [@] Oraclel2c [ ENTER11 P BEIWY {2 BBIWY PProd

Service Unavailable

HTTP Error 303. The service is unavailable

If this is the case, you may want to check IIS Manager, and more precisely the status of the

application pool called "HOPEX".

As you can see, it is in “"Stopped” status:
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@i! Application Pools
This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes, contain one or more
armong different applications.
Application Pools
' Filter: = v Go - g Show All | Group by: No Grouping -

b €D Default Web Site Name = Status  .NET CLRV.. Managed Pipel... Identity Applications

b & Hopex Server Supe @.NHM.S Started  v4.0 Integrated A.ppﬁcatiunpooﬂd... 0
[} NETv45 Classic  Started 4.0 Classic ApplicationPoolld.. 0
F’B DefaultAppPool  Started w40 Integrated ApplicationPoolld... 2
: i y4.0 Integrated MNetworkService 1

Stopped  §4.0 Integrated S ;
S 4.0 Integrated MNetworkService 1

[Z}HOPEXAPIMWAS  Started 4.0 Integrated - 1
@ HOPEXMWAS Started w40 Integrated 1
@ MEGASSP Started w40 Integrated LocalSystem 1
(o) MegaSupervise  Started w40 Integrated 1
@ UAS Started w40 Integrated MNetworkService 1
@ UASTools Started w40 Integrated NetworkService 1
@WADMIN Started w40 Integrated MNetworkService 1
@WAS Started w40 Integrated MNetworkService 1
@WLIC Started w40 Integrated NetworkService 1
@WM{)N Started w40 Integrated MNetworkService 3
@WSUP Started w40 Integrated MetworkService 1

You can try to start it again, and refresh your browser. If you continue to have this error
message, you can go back to IIS Manager, refresh the view of the application pools, and see if

it is stopped again.

If it is still the case, you most likely have a policy issue on that account.

To check the local policies, execute the following command from the “Run” menu of your

application server:

gpedit.msc

Type the name of a prograrn, folder, docurnent, or Internet
rescurce, and Windows will open it for you.

|

W

@ This task will be created with adrinistrative privileges.

In that tool, browse to “Computer Configuration -> Windows Settings -> Security Settings ->
Local Policies -> User Rights Management”, and locate the rules :
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- Log on as a batch job

- Impersonate a user after authentication

If you open the Properties of those rules, you need to check if the groups containing the Windows
user you set up during the installation are part of the list of granted resources.

Here, we see that the IIS_IUSRS local group is missing:

Local Securty Setting | Esxplain |

Log on as a batch job

Administrators
Backup Operators
Performance Log Users

Add User or Group... | | Remove

It most likely means that, at a higher level, group policies (or GPOs) are set to remove that

group, which is normally granted that right.

If you can modify it yourself, click on “Add User or Group...”, and add the “IIS_IUSRS"” local

group:
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Local Security Setting | Explain |

Log on as a batch job

%

Administrators
Backup Operators

Performance Log Users

Add User or Group.. | | Bemove

| @9k || cencel || sepy |

T

o

Do it for both policies. And restart the application, and IIS. Make sure that the “HOPEX"”
application pool is started. And test again. If this update was successful, you will see the login
page:

/D vopex x\

<« c |A Not secure | hesps:/ N =/ |ogin?signin=5631e2b88df4bb63cfod 1c76a4ba74531

i Apps || Others [@) Oracleize [ ENTER1T P BBIWY 4P BBIWY PProd

Welcome teo

HOPEX

| Login

Password

Select your environment v

If editing those policies is not permitted (grayed out in the interface), you need to explain this
to the people in charge of setting up GPOs for the servers, so that they make this modification.
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Summary

This document describes all necessary steps to install MEGA Hopex in V4, on a clustered architecture.

Hopex V3 Installation Guide
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PREREQUISITES

Operating system

In this deployment, 2016 was the chosen OS for all virtual machines.

The list of servers used in this example is the following:

137.74.87.161 (V-CLUST-W1): first web server.

137.74.87.162 (V-CLUST-W2): second web server.

137.74.87.163: IP of the Load Balancer in front of the web servers -> use this IP address when
setting up URLs about Hopex front-end website.

137.74.87.164 (V-CLUST-MW?1): first application (MWAS) server.

137.74.87.165 (V-CLUST-MW?2): second application (MWAS) server.

137.74.87.167 (V-CLUST-S1): first SSP server.

137.74.87.168 (V-CLUST-S2): second SSP server.

137.74.87.169: IP of the Load Balancer in front of the SSP servers -> use this IP address when setting
up URL of the SSP.

137.74.87.170 (V-CLUST-SQL): hosting the SQL Server instance.

Tweaks

When you work in a deployment with no domain, and no Active Directory, some tweaks are mandatory.

If you are in a cluster deployment case but with servers within a domain, you do not have to perform the
tweaks, and we recommend you to use domain accounts instead of local ones.

Tweak 1: Users

Create the same local users on all servers:
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A Computer Management

Eile  Action View Help

e | HE 6= HE

A Computer Management (Local
v {f} Systern Tools
@ Task Scheduler
2] Event Viewer
| Shared Folders
~ & Local Users and Groups|
| Users
| Groups

E ', Guest

&:Administrator

+ au CCo...

B HOPEXAR
B HOPEXUSR
B MEGA_ADM

.é?. Performance
:.l.: Device Manager

v 25 Storage
\}&s Windows Server Backug
= Disk Management

v i; Services and Applications
i}l Internet Information Sel
@ Routing and Remote Ag
4 Services
& WMI Control

i — || [3mE

HOPEXAPI
HOPEXUSR
MEGA_ADM

Description
Built-in account for administering...
A user account managed by the s...

Built-in account for guest access t.,

On a single server, each account can have its own password. However, for a specific username, you need to
provide the same password on all servers.

This is the only way to make you access a remote share with a user that is local to your server.

Tweak 2: « hosts » file

As the DNS server does not know the correspondence between the server name and its IP address, you can

use an internal mechanism of Windows to make a link between name and IP address.

On all servers:

1. Edit the “hosts” file (located in “C:\Windows\System32\drivers\etc”):

- : |j = | etc
Home Share View
< v T CAWindows\Systern 32\ drivers\et

PrintDialog * MName
Provisioning C‘ hoe
Registration I_'l |m|'105t5.sarl%
RemotePacl |_'| networks
rescache IJ protocol
Resources L] services
SchCache
schemas
security
ServiceProfi
servicing
Setup
ShellExperie

cun

Date modified Type

28/02/207915:23 File

16/07/20716 15:21 SAM File
16/07/2016 15:21 File
16/07/2016 13:21 File
16/07/2016 15:21 File

Size

TKB
4KB
1 KB
2 KB
18 KB
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2. Enter the lines that help the server to know which IP address to contact when using the hostname

of the other servers:

E CA\Windows'\Systern32\drivers\etc\hosts - Notepad++ [Administrator] O X
| File Edit Search View Encoding Language Settings Toels Macre Run  Window 7 X[
|sEHER L +mE|pe (e ax|BE= P lEDN B
Hhast‘sﬂl

1 # Copvright (c)} 1983-2009 Micrasoft Corp.
= A
3 # This is a sample HOSIS file used by Microsoft TCP/IP for Windows.
T
5 # This file contains the mappings of IP addresses to host names. Each
& # entry should be kept on an individuoal line. The IP address should
T # be placed in the fifst column followed by the corresponding host name.|
8 # The IP address and The host name should be separated by at least one
2 # space. F
o ¢
11 # Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
4
# For example:
4
1 # 102.54.94.97 rhino.acme.com # source server
1T # 38.25.63.10 X.acme.com # x client host
19 # localhost name resolution is handled within DNS itself.
20 # 127.0.0.1 localhost
4 =1 localhost
137.74.87.161 V-CLUST-W1
24 137.74.87.162 V-CLUST-W2
25 137.74.87.164 V-CLUST-MW1
26 137.74.87.165 V-CLUST-MW2
27 137.74.87.167 V-CLUST-51
28 137.74.87.168 V-CLUST-52
29 137.74.87.170 V-CLUST-5QL
Mormal text file length: 1016 lines: 29 Ln:7 Col:73 5el:0|0 Windows (CRLF)  UTF-2 INS
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Server Windows 2016

Install the "Web Server (lIS)" and "File Services roles" on both Web Front-End and application server.
1. From the “Server Manager”, select Manage > Add Roles and Features.

| r Manage Tools View

Add HD|E'EH{’ Features

Remowve es and Features

Add Servers

Create Server Group

Server Manager Properties

The Add Roles and Features Wizard appears.
f, Add Roles and Features Wizard = O *

DESTIMATION SERVER

Befare you begin

Before You Begin This wizard helps you install roles, role services, or features. You determine which rales, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Instaliation Type hosting a website,

Server Selection .
To remTiErales, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] skip this page by default

2. Inthe left pane, select Installation Type.
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& Add Roles and Features Wizard = O *

DESTINATION SERVER

Select installation type

Hatoro-Youl Hoagin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, ar on an offline virtual hard disk (WVHD).
Installation Type
= ® Role-based or feature-based installation
Server Selection f : :
Configure a single server by adding roles, role services, and features.

! Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext > Install

3. Inthe left pane, select Server Selection.
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Fﬁ Add Roles and Features Wizard — O

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

*

DESTIMATION SERWER

Installation Typs (®) Select a server from the server pool
() Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

FINT238V.internzollner....  10.99.2.238 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection is still incomplete are not shown,

| < Previous | | Next > Install Cancel

4. Check the “File Server” is installed. If not, activate it:

Hopex V3 Installation Guide page 10/178




-ﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Inswallstion Type

Server selection

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services
[1 Active Directory Domain Services
[] Active Directory Federation Services
[1 Active Directory Lightweight Directory Services
[1 Active Directory Rights Management Services
[[] Device Health Attestation
[] DHCP Server
[] DNS Server
[] Fax Server
4 [H] File and Storage Services (2 of 12 installed)
PRI 1WFil= and iSCSI Services (1 of 11 installed
'« File Server {Installed)
[C] BranchCache for Network Files
[] Data Deduplication
[] DFS Namespaces
[] DFS Replication
] File Server Resource Manager
[] File Server VS5 Agent Service
[71 i5CSI Tarast Server

DESTINATION SERVER

Description

File and iSCSI Services provides
technologies that help you marﬁ?ﬁﬁ
file servers and storage, reduce disk
space utilization, replicate and cache
files to branch offices, move or fail
over a file share to another cluster
node, and share files by using the
NFS protocol.

| < Previous | |

Mext >

5. Activate the “Web Server (11S)” and its features.
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Select server roles

- O

DESTINATION SERVER

Select one or more roles to i

Roles

File Server Re:
| File Server WS
| i5CSI Target §
| iSCSI Target 5
| Server for NF
| Waork Folders

| Storage Services
Host Guardian Servig
Hyper-V

MuitiPoint Services
Metwork Policy and 4
Print and Document
Remote Access
Remote Desktop Sen
Volume Activation 5S¢

Windows Deploymer
Windows Server Essel
Windows Server Upd

fE, Add Roles and Features Wizard

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not

have to be installed on the same server,
4 Web Server (1I5)
4 Management Tools
[fools] 115 Management Console

Include management tools (if applicable)

X

‘Adr.‘l:_ Featurﬁ” Cancel ‘

| = Previous | | Next >

Install | Cancel

6. Click Next.

7. Inthe left pane select Features, and activate the ,,ASP.NET 4.6".
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E—h Add Reles and Features Wizard

Select features

Server Selection

Seryer Roles

Server Role (II5)
Role Services

Confirmation

8. Click Next.

-ﬁﬁ. Add Roles and Features Wizard

O X

DESTINATION SERVER

Select one or more features to install on the selected server,

Features

_(J?_

I [] .NET Framework 3.5 Features
4 (W] NET Framework 4.6 Features (2 of 7 installed)
' NET Framework 4.6 {Installed)

SP,NET 4.6

I [W] WCF Services {1 of 5 instalied)
| Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock

[ BranchCache

[ Client for NFS

[] Containers

[] Data Center Bridging
[] Direct Play

[] Enhanced Storage
[] Failover Clustering

[ Group Policy Management

I:| 1O Quality of Service
1 115 Hostable Web Core
[ Internet Printing Client

Web Server Role (IIS)

Befors You Begin
Installstion Type
Server selection

Server Roles

Web Server Role (II5)

Role Services

Confirmation

Description

ASP.NET 4.6 provides core support
for running ASP.MET 4.6 stand-alone
applications as well as applications
that are integrated with [I5.

< Previous | |

Next »

Install

|

O X

DESTINATION SERVER

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (115} 10.0 with enhanced secunity,

diagnostic and administration, a unified Web platform that integrates 115 10,0, ASP.NET, and Windows

Communication Foundation,

* The default installation for the Web Server (1S} role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

Mare information about Web Senver 115

< Previous | | Mext =
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9. Click Next.

10. In the Role Services part:
a. Check that Static Content is enabled.

Fﬁ'. Add Roles and Features Wizard

Select role services

Before You Begin

Installation Typs Role services
Server Sglaction i
' SR TIRWeb Server
Server Roles 4 Common HTTP Features

Default Document
Directory Browsing

Features

Web Sarver Role (IS HTTP Errors

= Static Content
1 Services ~ =
BAIE seivis [C] HTTP Redirection

Confirmation [[1 WebDAV Publishing

Select the role services to install for Web Server (IIS)

Description

O x

DESTINATION SERVER

Web Server provides support for

HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or

external Web site or to provide an
environment for developers ta

4 Health and Diagnostics

HTTP Logging
[] Custom Logging
[[1 Logging Tools
[] ODBC Logging
[1 Request Monitor
[] Tracing

4 Performance

Static Content Compression
[1 Dynamic Content Compression

4 [ Security

|<Previous|| Mext = |

create Web-based applications.

b. In Security, manually add , URL Authorization” and ,Windows Authentication”:
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-IE Add Roles and Features Wizard

Select role services

Befors You Bagin
Installation Type
Server Selection

Server Roles

Confirmation

Select the role services to install for Web Server (115)

Role services

4 |¥f| Security
Request Filtering
[C] Basic Authentication
[ Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
1 1S Client Certificate Mapping Authenticatic
[] iP and Damain Restrictions
URL Authorization
¢ [] Application Development
4 [ ] FTP Server
[] FTP Service
[] FTP Extensibility
4 Managemant Tools
115 Management Console
¢ [] 1IS 6 Management Compatibility
[C] 115 Management Scripts and Tools
[] Management Service

= O b

DESTINATICN SERVER
L

Description

Windows authentication is a low
cost authentication solution for
internal Web sites. This
authentication scheme allows
administrators in a Windows domain
to take advantage of the domain
infrastrulture for authenticating
users. Dd not use Windows
authentication if users who must be
authenticated access your Web site
from behind firewalls and proxy

SEMVEers.

| < Previous | | Mext >

Install

c. In Application Development, add:

- ,ASP.NET 4.6“ and related features.
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Select role services

Salect the role services to ins

Role services

115 Client Cert

IP-and Domai

| URL Authoriz3

| Windows Aut

4 Application Deve|
MNET Extensibi

MNET Extencsibi
Application In|

ASP

ISAP] Extensiol
ISAPI Filters
Server Side In
| 'WebSocket Pr
Fl FTP Server
FTP Service
FTP Extensibility

O

CECTIMATI A SEDVED

fz, Add Roles and Features Wizard

Add features that are required for ASP.NET 4.67

You cannot install ASP.NET 4.6 unless the following role services or
features are also installed.

4 Web Server (1I5)
4 Web Server
4 Application Development

ISAP| Extensions
ISAPI Filters
MET Extensibility 4.6

Include management tools (if applicable)

‘MFMH Cancel |

s

»CGI“.

o -
| Install | Caricel

Hopex V3 Installation Guide

page 16/178




Fﬁ Add Roles and Features Wizard

Select role services

Instaliation Type Role services

Server Sslection
Server Roles

Faatures

Web Server Role (IIS)

Confirmation

E
O

Select the role services to install for Web Server (115)

Ll
&
=
=
m
—
b
Lr

OORKRIE]

=l
g
3

=

L_| 1i5 Client Certificate Mapping Authenticatic #
[] IP and Domain Restrictions
URL Authorization
Windows Authentication

Fl Application Development
[] \NET Extensibility 3.5
NET Extensibility 4.6
[] Application Initialization

ISAP| Extensions

Server Side Includes
‘WebSocket Protocol

11. Click Next.

= | X

DESTINATIOM SERWVER

Description

CGl defines how a Web server
passes information to an external
program. Typical uses might include
using a Web form to collect
information and then passing that
information to a CGl script to be
emailed somewhere else. Because
CGl is a standard, CGI scripts can be
written using a vanety of
programming languages. The
downside to using CGl is the
performance overhead.

< Previous | | Mext > | | Install
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f=; Add Roles and Features Wizard = O et

DESTINATION SERVER

Confirm installation selections

Before You Bagin To install the following roles, role services, or features on selected server, click Install.
Instaliztion Type [[] Restart the destination server automatically if required
Sarver Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

er Roles 2
SenverRges their check boxes,

Featuras

web Sarver Role (115) | \NET Framework 46 Features
ASP.NET 4.6

™

Management Tocls

115 Management Console

Web Server
Application Development
ASP.NET 4.6
CGl
ISAPI Extensions

Export configuration settings
Specify an afternate source path

-"eex: > Install | | Cancel

12. Cick Install.

f=, Add Roles and Features Wizard — O *

DESTINATION SERVER

Installation progress

View installation progress

o Feature installation

Installation succeeded on ZZNT238V.intern.zollner.de,

MNET Framework 4.6 Features
ASPNET 4.6
Web Server (1IS)
Management Tools
IS Management Console
Web Server
Application Development
ASPMET 4.6

cal
ISAPI Extensions
ISAPI Filters

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| <Previous | | Next> | Close Cancel
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13. Click Close.

Installing .Net 4.7

With Mega Hopex V4, we need to use at least version 4.7 of the .Net Framework.

We deployed the 4.7 version that was copied on each server:

IiREs ApplicationTools  V2R1_12.2018

Home Share WView Manage

- + 4 |0 I

-
ame ate moditie e
N D dified Typ
# Quick access i
R 4%)_ | Install and Deployment Articles 10.12.2018 08:58 File fol
' | Mega 10.12.2018 08:58 File fol
_. tilities V1. : ile fo
& Downloads ¢ | Ukl 10.12.2018 08:59 File fol
=/ Pictures 7 @ autorun.exe 00.11.2018 18:19 Applic
O This PC 15| AUTORUMN.INF 26.06.2000 18:10 Setup ~

#8 NDP4T-KB3186497-x86-x64-AlI0S-ENU.sxe  1107.20171208  Applic
— Data (F) "

- Programs (E:]

1. Click Yes:

% Microsoft .NET Framework 4.7 Setup

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

Show more details
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2. Accept the license terms and click Install.

o Microsoft MET Framework

MNET Framework 4.7 Setup

Please accept the license terms to continue.,

NET

Download size estimate:

Download time estimates:

Let the installation proceed:

I have read and accept the license terms.

0 Me

MICROSOFT S0FTWARE SUPPLEMENTAL LICENSE TERMS

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. If you are licensed to use
Microsoft Windows operating system software (the "software™), you
may use this supplement. You may not use it if you do not have

.NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING 5YSTEM

d

L

= e

Dial-Jp: 0 minutes
Broadband: 0 minutes

For data collection information, read the Microsoft Privacy Statement.

Install

Cancel
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o Microsoft MET Framework

MET Framework 4.7 Setup
Please wait while the .NET Framework is being installed.

NET

File security verification:

All files were verified successfully.

Installation progress:

Installing .MET Framework 4.7

Cancel

3. Click Finish:

ol Microsoft MET Framework

Installation Is Complete

.NET Framework 4.7 has been installed.

Check for more recent versions on Windows Update.

4, Restart the servers:
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Microsoft \MET Framework

You must restart your computer to complete the installation. If you choose
Restart Later, applications dependent on .MET Framewaork may stop

waorking.

Restart Mow Restart Later

Windows users for MEGA

When you install MEGA Hopex, at least one user is necessary to manage the process authentication. It's
recommended to avoid using a user that is Local Administrator of the server. You then need an additional

user, preferably in the Domain.

If it is not possible, and that all resources, such as the license file and the Mega environments, are hosted

locally, it is possible to have a local user.

This user is going to be impersonified for the web applications. All actions done in MEGA Hopex will be done

using the identity of this user.

In our case, we want to deploy Mega Hopex with all its features, including the Web Services part, called
“HOPEX API”. Because of that, we need a second impersonate user, as you cannot use the same account for
both the web front-end, and the web services.

We then have (“.\” means that those are local users):

.\HOPEXUSR: for the web front-end.
.\HOPEXAPI: for the web services.

Define the group permissions

1. From the “Server Manager”, select Tools > Computer Management:

—

o

P
=l
"{u}l
Sl

Component Services

F- Manage Tools View Hell

Computer Management

Defragmenthg.nd Optimize Drives
Event Viewer

Internet Information Services (I15) Manager

2. Theimpersonate user needs to be part of both the local groups “IIS_IUSRS”, and “Distributed COM

Users”.

a. Start with “Distributed COM Users” by opening its properties:
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& Computer Management
File Action View Help
&= aE

XE= HE

& Computer Management (Local
v m System Tools
> @ Task Scheduler
» f@ Event Viewer
» | Shared Folders
v & Local Users and Groups
= Users
| Groups
> @ Performance
‘_‘ Device Manager

~ ﬁ Si:orage
» b Windows Server Backuf
Disk Management

i@ -EIENiCES and Applications

< >

Narme

&-;A[(ESS Control Assist...
%EAdmini;trators

&g-: Backup Operators

ég-: Certificate Service DC...
&r‘ Cryptographic Operat...

ributed COM U
5 Event Log Readers
% Guests

ég-; Hyper-V Administre
#115_IUSRS

égj Network Configurat
&g Performance Log U
@Performance Monit
& Power Users

&g Print Operators

@- RDS Endpoint Servers

ég-; RDS Managerment Ser...
$; RDS Remote Access 5.

&E‘. Remote Desktop Users

ég Remote Management...

&r‘ Replicator

%-: Storage Replica Admi...
EEESyﬂEm Managed Acc...

% Users

Description

Members of this group can remot..
Administrators have complete an..
Backup Operators can override se..
Members of this group are allowe..,

Members are authorized to perfor

Add to Group...

1read ...

All Tasks ¥ pras L,
/€ COML.,

Delete srnet Inf...
Rename thaves.
y sche...

- 13CCES.,

Help or back.

Members can administer printers ...
Servers in this group run virtual m...
Servers in this group can perform ...
Servers in this group enable users ...
Members in this group are grante...
Members of this group can acces..
Suppeorts file replication in a dom...
Members of this group have com...
Members of this group are mana...

Users are prevented from making ..

Opens the properties dialog box for the current selection,

b. Click “Add”:

Actions
Groups -
More Actions 4
&
More Actions 4
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Distributed COM Users Properties ? >

General

@j Distributed COM Users

Description:

Members are allowed to launch, activate and use
Digtributed COM objects on this machine.

Members:

Changes to a user's group membership
Remove are not effective until the next time the
user logs on.

QK Cancel Apphy Help

L

c. Inour case, the users are local, so we need to make sure that the “Locations” are set to the

server itself:

Select Users

Select this object type:

|USEH’S or Builtin securty principals | Ohject Types...
FErom this location:

|V-CLUST-W1 || Locations...
Enterthe object names to select (zamples):

| Check Mames

Advanced. .. QK Cancel

pod

d. Enter the names of both accounts, with the ;" separator, and click OK:
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Select Users >

Select this object type:

|Users ar Built-in securty principals | Object Types. ..
From this location:

[v-cLusT W1 || Locations...
Enterthe object names to select (=xamples):

HOPEXUSR:HOPEXAP| Check Names

Advanced... I_T%_I Cancel

e. Click OK to validate:

Distributed COM Users Properties ? et
General

@:’ Distributed COM Users

Description: Members are allowed to launch, activate and use

Distributed COM objects on this machine.

Members:

AHOPEXAPI
AIHOPEXUSR

Changes to a user's group membership
Remove are not effective until the next time the

user logs on.
oot || s || b

3. Perform the same steps for the « 1IS_IUSRS » group:
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I15_IUSRS Properties ? *

General

k 15_IUSRS

Description: Built4in group used by Intemet Information Services.

Members:

A HOPEXAPI
A HOPEXUSR

Changes to a user's group membership
Add. Remove are not effective until the nexd time the
user logs on.

Concsl | | hosy || Heb

Define the COM rights

The impersonate user must be able to launch COM applications by default.
To give that right:

1. From the “Server Manager”, expand the Component Services node.

- {3‘} | ['1 Manage  Tools

‘ View Hel

| Compaonent Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

Internet Infarmation Services (115 Mananer

2. Expand the tree Component Services > Computers > My computer:

3. Right-click My Computer and select Properties.
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» i Services (Le Mew Window from Here

Properties 15
Help

Opens the properties dialog box for the current selection,

4. Inthe COM Security tab, in the Launch and Activation Permissions pane, click Edit Default:

%, Component Services X
%, File Action View Window Help -8 x
& . 21y B

bl A Bl RE RN 7 Yiel| I

(23 Console Root —=| Actions

v (%. Component Services L= G i
L J Computers Computers A KRR RD oy )

> (8 My = | More Actions »
» [ Event View Refresh all components
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5. Click Add:

My Computer Properties ?

General Options Default Properties
Default Protocols COM Security MSDTC

Access Permissions

You may edit whao is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function and/or run
securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit whao is allowed by default to launch applications or
activate objects. You may also set limits on applications that
detemmine their own permissions.

Caution: Modifying launch and activation pemmissions can
affect the ability of applications to start, connect, function
and/or run securely.

L

Leam more about setting these properties.

0K Cancel Apply
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Launch and Activation Permission

Default Security

Group or uger names:

HE INTERACTIVE

SYSTEM

SR Administrators (V-CLUST-W1'Administrataors)

Pemissions for SYSTEM

Local Launch
Remate Launch
Local Activation
Remate Activation

6. Add the local « Distributed COM Users » group and click OK:

Cancel

Select Users or Groups

Select this object type:

|Users. Groups, or Buitt-in securty principals

From this location:

|‘|.|"-CLI..IST-W1

Enterthe object names to select (=xamples):

distributed com users|

Advanced...

| Chject Types...

Locations...

Check Mames

Cancel

7. Grant it Local Launch and Local Activation, and click OK to validate:
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Launch and Activation Permission ?

Default Securty

Group or USer names:

SR SYSTEM
SR Administrators (V-CLUST-W1\Administrators)

SR INTERACTIVE

SR Distributed COM Users (V-CLUST-W1\Distributed COM Use...

Add Bemove
Permissions for Distributed COM
Users Allow Dery
Local Launch O
Remote Launch ] [l
Local Activation |
Remote Activation | [l
Cancel

8. Close the properties, and the Component Services feature.

Create folders

On this specific deployment, we only have a C drive available, so we will use the default

installation folders for the web components, and the Mega binaries.

To save time later on, we create on all servers except the RDBMS server, the “"C:\Program

Files (x86)\MEGA" folder:
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I [ ] = MEGA

Home Share View

« v 4 | C\Program Files (x86)\MEGA/

3+ Quick access
[ Desktop
; Downloads

Documents

[&=] Pictures

NN % %

= This PC

|_j Metwork

Narme Date modified Type

Size

This folder is empty.

Then, on the RDBMS server, the folders that we need to create are those that will be

transformed to shared folders. The three folders are:

e “C:\Environments” for the environments folders:

= | Environments

|
m Home Share View
&«

#F Quick access Name Date modified

I Desktop -
* Downloads
Documents
[&=] Pictures -

[ Desktop
& Administrator Ik
[ This PC
[ Desktop

Documents

* Downloads
b Music

e “C:\MegaSite” to host the clustered configuration file:

Type

Size

This folder is empty.
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| = | MegaSite

Home Share Wiew

« R g5t d

[ Desktop £ Mame
Documents

; Downloads

JS Music

[&=] Pictures

B Videos

o5 Floppy Disk Dri

s Local Disk (C:)

SRecycle.Bin
Config.Msi

7 Documents a
Environment:
inetpub
Logs
Megasite

e “C:\Must” that will host the license file:

(I = | Must

Home share View

Date modified

Type Size

This folder is empty.

€ < 4|

[ Desktop o] Mame

£ Documents

-‘ Downloads

D Music

[&=] Pictures

B videos

5 Floppy Disk Dri:

ae Local Disk (C)
SRecycle.Bin
Config.Msi

s Documents a
Environment:
inetpub

Logs

Date modified

Type Size
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Give rights on the proper folder

Web/Application Servers

The local “IIS_IUSRS” group needs to have read/write rights on the older that will host the
Hopex website and the Mega binaries.

1.

2.

Start with the “C:\Program Files (x86)\MEGA” folder:

I & = | MEGA

s ThisPC » Local Disk (C:) » Program Files (x86) » MEGA

€ v

[ Desktop
& Adrministrator
I This PC
B Desktop
I'::| Documents
; Downloads
J’.\ Music
=] Pictures
B videos

w5 Floppy Disk Dri

~

View

MNa

~
Mat, el

MEGA Properties

Gereral Sharng Securty  Previous Versions  Customize

Objectname:  C:\Program Files &86"\MEGA

(Group or user Names:
[ ALL APPLICATION PACKAGES

[ ALL RESTRICTED APPLICATION PACKAGES

SR CREATOR OWNER
HR oveTEM hd
<

To change permissions, click Edit.

Permissions for ALL

yp=

Size

This folder is empty.

‘e Local Disk (C:) APPLICATION PACKAGES Allow Deny
SRecycle.Bin Full cortrol L
s Documents a Madiy
2 Read & execute
B List folder contents
Logs Read
PerflLogs W L
Program File: Z(i:é‘:ﬁ:’aalnizn;issiuns or advanced setlings, Aihramced
| Program File:
3 Common Fi
Internet Exp Cancel Aoply
MEGA
Ditems )
Click Add:
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Permissions for MEGA
Securty
Object name:  C:\Program Files &86)\MEGA

GI‘GIIJD ar user names:

{55 ALL APPLICATION PACKAGES

[E]ALL RESTRICTED APFLICATION PACKAGES
S%. CREATOR OWNER

S8 5YSTEM

SR Administrators (V-CLUST-W1Administrators)

£

W

>
Pemissions for ALL h‘

APPLICATION PACKAGES Allow Ciery
Full control O 0
Modify [l ]
Fead & execute ]
List folder contents ]
Read ] o

Cancel Aply

3. Add:

- thelocal “lIS_IUSRS” group:

Select Users or Groups

Select this object type:

|U5E.-rs. Groups, or Buitt4n securty principals | Object Types...

From this location:
|w:Lu5T-w1 |

Enter the object names to select (eamples):
I15_IUSRS|

Advanced. ..

Locations...

Check Mames

Cancel

- with “Read & Execute” and “Modify” rights:
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Permissions for MEGA *
Security
Object name:  C:\Program Files (<86)\MEGA
Group or user names:
[EALL APPLICATION PACKAGES ~
[E)ALL RESTRICTED APFLICATION PACKAGES
SR CREATOR OWNER
SR I15_JUSRS (VCLUST-WINIS_IUSRS)
SR SYSTEM W
< >
Pemissions for 15_IUSRS Allow Deny
Full contral | 0 =
Madify : L]
Read & execute ]
List folder contents ]
Fead U v
QK Cancel Apphy

4. Same thing on “C:\inetpub\wwwroot”. By default, the group already has read access on the folder. Add the
“Modify” right:
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Permissions for wwwroot

Security

GI’DIJFI ar User names:

Object name:  Clinetpubwwwroot

HE CREATOR OWNER
HE SYSTEM

SR TrustedInstaller

SR Administrators (V-CLUST-W 1 \Administrators)
SR Users (VCLUST-W1'Users)
SR IS _JUSRS (V-CLUST-WTMIS_IUSRS)

Add... Remove
Pemissions for 1I5_IUSRS Allow Deny
Full contral ] g =
Modify ]
Read & execute O
List folder contents ]
Read ] "
Cancel Apply

RDBMS Server

Grant the local users HOPEXUSR and HOPEXAPI read/write rights on three folders:

e “C:\Environments”:
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Permissions for Environments
Securty
Object name:  C:\Environments

GI‘DLIBI Or User names:

SR CREATOR OWNER

SR SYSTEM

SR Administrators (V-CLUST-5QL Administrators)
a HOPEXAPI (V-CLUST-SQLWHOPEXAPI)

l HOPEXUSR (V-CLUST-SQL\HOPEXUSR)

SR Users (VCLUST-50LN sers)
Add... Remove
Pemissions for HOPEXUSR Allow Deny
Full control ] »
Madiy O]
Read & execute | O
List folder contents 1 O
Read 1 Il W
Cancel Apply
e “C:\MegaSite”:
Permissions for MegaSite
Security
Object name:  C:'\MegaSie
Group or user names:
SR CREATOR OWNER
SR SYSTEM
SR Administrators (V-CLUST-SQL Administrators)
a HOPEXAPI (W-CLUST-SQLNHOPEXAPI)
l HOPEXUSR (V-CLUST-SQL\HOPEXUSR)
SR Users (VCLUST-50LN sers)
Permissions for HOFEXUSR Allow Deny
Full contral |:| g =~
Modify i O
Read & exscute [+ ]
List folder contents [ ]
Read [~ Il W
Cancl Apply
e “C:\Must”:
. . MEGA
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Permissions for Must
Securty
Object name: T \Must

GI‘CIIJD ar uUser names:

SR CREATOR OWNER ~
a HOPEXAPI (V-CLUST-SGLWHOPEXAP)
SR SYSTEM
SR Administrators (V-CLUST-5G L Administrators)
l_ HOPEXUSRE (V-CLUST-SQLNHOPEXUSE) "
< >
Add.. Remove
Pemissions for HOPEXLUSR Allow Dery
Full control ] »
Madify L]
Fead & execute |
List folder contents ]
Read ] W
Cancel Aply
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INSTALL MEGA ON THE WEB SERVERS

1. From Mega Hopex installation folder, launch the autorun.exe installation file:

1 E =

Application Toaols

Share View Manage

Commercial DVD - Y2R1 U4

C 0 [ —

Lo
Documents ™ MNarrne Date modified Type Size
¥ Downloads | Install and Deployment Articles 18/03/2019 1448 File folder
D Music || Mega 18/03/2019 14:48 File folder
&=/ Pictures | Utilities 18/03/2010 14:48 File folder
E Videos :ﬁ autor 18/6372019 14:48 Apphcation 1207 KB |
& Floppy Disk Dri AUTORUM.INF 18/03/2019 14:48 Setup Information 1KE
i Local Disk (C:)
SRecycle.Bin
7 Documents a

| inetpub

| Logs

| Perflogs

. Program Files.

: Program Files:

2. Click Start installation:
Start installation
Resd Techrical Articie
Browsea This DVD
. . MEGA
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3. Select “Anglais” (for “English”, because the virtual machine was installed with french regional

settings).

4. Click Next :

ﬁ HOPEX V4.00.00 - InstallShield Wizard

5. Accept the terms, and click Next:

Welcome to the InstallShield Wizard for
HOPEX V4.00.00

The InstallShield(R) Wizard will install HOPEX V4.00.00 on your
computer. To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.
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ﬁ HOPEX V4.00.00 - InstallShield Wizard X
License Agreement
Please read the following license agreement carefully. mega
SOFTWARE AGREEMENT FOR END USER MEGA PRODUCTS ~
REDISTRIBUTION FORBIDDEN
CAUTION : READ ATTENTIVELY BEFORE USING THIS SOFTWARE
This agreement concerns the use of certain MEGA products. It is a legal
agreement between the Customer (physical or moral person) and MEGA
International, for the use of MEGA Products, named hereafter Products.
When installing, copying or using the Products, you recognize the formal
character of the provisions of this sofiware agreement.
IF YOU DO NOT AGREE WITH THESE PROVISIONS, PLEASE DO NOT
INSTALL THE PRODUCTS. v
(@)1 accept the terms in the license agreement Print
{)1do not accept the terms in the license agreement
InstallShield
< Back Cancel
Click Next:
ﬁ HOPEX V4.00.00 - InstallShield Wizard x
Customer Information
Please enter your information. mﬂga

User Name:

QOrganization:

Install this application for:

(@) All system users
() Only for me (SUFPORT)

InstallShield

By default, the binaries of Mega are installed on the C drive in the below location. Keep that setting

and click Next:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard

Destination Folder

Click Mext to install to this folder, or click Change to install to a different folder.

me;ﬁ)

[:j} Install HOPEX V4.00.00 to:
C:\Program Files (x86)\MEGA\HOPEX V4

InstallShield

Change...

Cancel

8. Choose Customized setup:
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[@ HOPEX V4.00.00 - InstallShield Wizard =

Setup Type
Choose the setup type that best suits your needs. mgga

Please select a setup type.

() Windows Standalone Setup

o Enables installation of all Windows Front-End functions.

o,

() web Standalone Setup

T Enables installation of all functions of Web Front-End and
Ak Windows Front-End. (Check that IIS is deployed on the machine )

(@ customized Setup

Enable selective installation and definition of target location of selectif
-:: functions. Recommended for experienced users.

InstallShield

In the list of products to install, you will have to install everything in “Hopex FrontEnd” and disable

the “Software Mega”:

a. Activate features and subfeatures for Hopex FrontEnd:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard *
Customized Setup

Select the program features you want installed. mnga ,

Click on an icon in the list below to change how a feature is installed.

= | HOPEX BackEnd Feature Description

= This feature will be installed on local hard drive.

= This feature, and all subfeatures, will be installed on local hard drive.

8 This feature will be installed to run from network.

13 8 This feature, and all subfeatures, will be installed to run from the network.

X This feature will not be available.

|
Install to:
C:\inetpublwwnwrooth, Change...
SpmEles Saved to this PC
‘ Help | | Space | ‘ < Back || Next > | | Cancel
b. Disable Hopex BackEnd:
@ HOPEX V4.00.00 - InstallShield Wizard X

Customized Setup

Select the program features you want installed. mnga ,

Click on an icon in the list below to change how a feature is installed.

______ Feature Description
""" = This feature will be installed on local hard drive.
.....
=8 This feature, and all subfeatures, will be installed on local hard drive.
This feature will not be available.
['TIIS Tedtlre requires Lomve o
your hard drive. It has 2 of 2
subfeatures selected. The
subfeatures require 1151KB on
your hard drive.
Install to:
C:\Program Files (x86)\MEGA\HOPEX V4 Change
[nstallShield
Help ‘ ‘ Space | ‘ < Back || Mext = | ‘ Cancel |

c. Disable Software Mega:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard
Customized Setup

Select the program features you want installed.

pet

mq;q,

Click on an icon in the list below to change how a feature is installed.

------ Qvl HOPEX BackEnd
[ -Qvl HOPEX FrontEnd

Feature Description

All files required for MEGA
operation.

= This feature will be installed on local hard drive,

=28 This feature, and all subfeatures, will be installed on local hard drive.

This feature will not be available.

[Fre r=r= e e 1T

subfeatures require 1844MB on
your hard drive.

Install to:
C:\Program Files (x86)\MEGA\HOPEX V4\

InstallShield

Help | | Space | ‘ < Back

|| Mext = | | Cancel ‘

10. When you have this list, click Next:

ﬂ HOPEX V4.00.00 - InstallShield Wizard
Customized Setup

Select the program features you want installed.

X

mag€>

Click on an icon in the list below to change how a feature is installed.

- =3~ | HOPEX FrontEnd
...... X -| MEGA Software

Feature Description

This feature requires 0KB on your
hard drive. It has 0 of 2
subfeatures selected. The
subfeatures require OKB on your
hard drive.

Install to:

Change...
InstallShield
G| cma e ]| cme

11. If the SSL is not activated directly on the web/applications servers, choose No, and click Next:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard >

s Certificate
Activation of SSL protocol on Web site mgga

If you want to secure your Web site and activate SSL protocol, you must first import your certificate
manually and create the link between the certificate and the SSL port you want to use. In this case,
succeeding dialog boxes will ask you to specify this information.

Refer to Installation Guide

() Yes, I wish to activate SSL protocol on the Web site and T have configured IS.

{®) No, not required.

InstallShield

12. Use the default website on port 80, and click Next:

73 HOPEX V4.00.00 - InstallShield Wizard X
Select Web site
You can choose the site on which you want to install Web applications mega

(@) Use default Web site

Port number applied ‘BD

() Use another Web site

Web site name ‘Default Web Site

Port number applied ‘30

InstallShield

13. Click Browse to search for the first impersonate user:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify a user name and password for HOPEX application

Specify the user account that will be used by HOPEX application. The user account must be in the form
DOMAIN\Username.

User name for HOPEX application:

|| Browse...

Password:
InstallShield
< Back || MNext = | | Cancel
14. Click Browse again:
ﬂ Browse for a User Account hod

Select the button below to spedfy information about the user being used as
authentication user for Web applications

Domain or server:

|| | Ernl::?e. -

User name:

I | Browse, ..

0K I | Cancel |

a. Select the local server:
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ﬁ Select a Domain or Server -

Darnain or server:

V-CLUST-W1

. =

b. Click OK.

15. Click the bottom Browse:

ﬁ Browse for a User Account ot

Select the button below to spedify information about the user being used as
authentication user for Web applications

Darnain or server:

W-CLUST-W Browse...

User name:

I Ei[uwaf... |

Cancel

a. Select the “HOPEXUSR” account and click OK:
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ﬁ Select a User Mame ot

User Mame:

Administrator
DefaultAcoount
Guest
HOPEXAPL

MEGA_ADM

b. Click OK:

E] Browse for a User Account

Select the button below to specify information about the user being used as
authentication user for Web applications

Domain or server:

Browse...

User name:

HOPEXUSR Browse...

Cance

16. Enter the password and click Next:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify a user name and password for HOPEX application

Specify the user account that will be used by HOPEX application. The user account must be in the form
DOMAIN\Username.

User name for HOPEX application:

IV— CLUST-WI1\HOPEXUSR. Browise...

Password:

InstallShield

< Back || Mext = | | Cancel

17. Perform the same steps with the “HOPEXAPI” account for the “HOPEXAPI” application:

ﬂ HOPEX V4.00.00 - InstallShield Wizard >

Login Information

Specify a user name and password for HOPEXAPI application

Specify the user account that will be used by HOPEXAPI application. The user account must be in the
form DOMAIN\Username.

User name for HOPEX API application:

I Browse...

FPassword:

InstallShield

< Back || Next = | | Cancel

18. It remembers previous settings, so click the bottom Browse, to switch:
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ﬁ Browse for a User Account

Select the button below to spedfy information about the user being used as
authentication user for Web applications

Domain or server:

Browse,..

User name:

HOPEXLISH Browse...

Cance

19. Select “HOPEXAPI” and click OK.

ﬁ Select a User Mame o

User Mame:

Administrator
DefaultAccount
Guest
HOPEXUSR.
MEGA_ADM

=

20. Click OK:

ﬁ Browse for a User Account X

Select the button below to specfy information about the user being used as
authentication user for Web applications

Domain or server:

V-CLUST-W

Browse...

User name:

|HOPEXAPT Browse...

cance
A

21. Enter the password of the user and click Next:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify a user name and password for HOPEXAPI application

Specify the user account that will be used by HOPEXAPI application. The user account must be in the
form DOMAIN\Username.

User name for HOPEX API application:

IV—CLUST—WI‘\HDF’E}{AF’I Browse...

FPassword:

InstallShield

22. For the SSP Url, we use the IP address of the Load Balancer, so in this case “137.74.87.169”:

75 HOPEX V4.00.00 - InstallShield Wizard X
MEGA Site Provider
You can use the default path or enter another one. mga

MEGA Site Provider

http://NEENER: Y@ T/ MegaSSP

InstallShield

Security key (for reference, and because we need to use the same on all web servers). It is generated

randomly. We keep the key that was created for the very first server that we install.
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On all other servers of the platform, we will need to reuse this key so that they all share the same one, and

can work together:

all1U8CfR3yUEOS8
ﬂ HOPEX V4.00.00 - InstallShield Wizard *
Security Token
Security Token for MEGA services access maga

Security key generated by default

a1T1USCfR3yUEDS|

InstallShield

23. To secure the access to the consoles portal, we use the “HOPEXUSR” local account:

Console Portal access limit

Specify a user name and user password

You have chosen to install HOPEX Console Portal. You can specify a user who will have access to this
companent.

User name

I‘I.I'- CLUST-W1\HOPEXUSR Browse...

Password:

InstallShield

ﬂ HOPEX V4.00.00 - InstallShield Wizard >
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24. We clear the “MWAS” URL, as it is not hosted on the web servers:

75 HOPEX V4.00.00 - InstallShield Wizard X
URL MWAS HOPEX
You can use the default path or enter another one. mga

URL MWAS HOPEX

InstallShield

25. For the “HOPEX” URL, we use the IP address of the web Load Balancer, so here “137.74.87.163":

75 HOPEX V4.00.00 - InstallShield Wizard X
URL Application HOPEX
You can use the default path or enter another one. mga

URL Application HOPEX

hitp://NEENEXFRE Hopex

InstallShield
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26. We also clear the MWAS URL of the API part:

%‘ HOPEX V4.00.00 - InstallShield Wizard

URL MWAS HOPEXAFT

You can use the default path or enter another one.

>

megao

URL MWAS HOPEXAPT

1stallShield

27. Click Install to start deploying the tool:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

>

megao

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit

the wizard.

InstallShield

< Back Install

Hopex V3 Installation Guide

page 55/178




28. Click Finish:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed HOPEX
V4.00.00. Click Finish to exit the wizard.
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INSTALL MEGA ON THE MWAS APPLICATION SERVERS

1. Launch the install (autorun.exe file in the install folder of Mega Hopex:

= | Commercial DVD - VZR1 U4

41 M

Application Taols:
Share View Manage

0 [ e—

E Documents % MName Date modified Type Size
& Downloads ' Install and Deployment Articles 18/03/201814:48  File folder
D Music | Mega 18/03/2019 14:48 File folder
[&] Pictures | Utilities 18/03/2019 14:48 File felder
i Videos %) autorupm,exe 18/03/2019 14:48 Application 1207 KB
8 Floppy Disk Dri ;@ AUTORUM.INF 18/03/2019 14:48 Setup Information 1 KB
% Local Disk (C:)
SRecycle.Bin
7 Docurnents a
| ingtpub
| Logs
| Perflogs
. Program Files
Program File:
2. Click Start installation:
Start installation
Resd Technical Articie
Browse: This DVD
. . MEGA
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3. Choose “Anglais” (for “English”, because the virtual machine was installed with french regional

settings):

4. Click Next:

ﬁ HOPEX V4.00.00 - InstallShield Wizard

5. Accept the terms and click Next:

Welcome to the InstallShield Wizard for
HOPEX V4.00.00

The InstallShield(R) Wizard will install HOPEX V4.00.00 on your
computer. To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.
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ﬁ HOPEX V4.00.00 - InstallShield Wizard X
License Agreement
Please read the following license agreement carefully. mega
SOFTWARE AGREEMENT FOR END USER MEGA PRODUCTS ~
REDISTRIBUTION FORBIDDEN
CAUTION : READ ATTENTIVELY BEFORE USING THIS SOFTWARE
This agreement concerns the use of certain MEGA products. It is a legal
agreement between the Customer (physical or moral person) and MEGA
International, for the use of MEGA Products, named hereafter Products.
When installing, copying or using the Products, you recognize the formal
character of the provisions of this sofiware agreement.
IF YOU DO NOT AGREE WITH THESE PROVISIONS, PLEASE DO NOT
INSTALL THE PRODUCTS. v
(@)1 accept the terms in the license agreement Print
{)1do not accept the terms in the license agreement
InstallShield
< Back Cancel
Click Next:
ﬁ HOPEX V4.00.00 - InstallShield Wizard x
Customer Information
Please enter your information. mﬂga

User Name:

QOrganization:

Install this application for:

(@) All system users
() Only for me (SUFPORT)

InstallShield

By default, the binaries of Mega are installed on the C drive in the below location. We keep that

setting and click Next:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard

Destination Folder

Click Mext to install to this folder, or click Change to install to a different folder.

X

me;ﬁ)

D Install HOPEX V4.00.00 to:

C:\Program Files (x86)\MEGA\HOPEX V4

InstallShield

Change...

Cancel

8. Select Customized setup and click Next.
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[@ HOPEX V4.00.00 - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs. mega

Please select a setup type.

() Windows Standalone Setup

- Enables installation of all Windows Front-End functions.

() web Standalone Setup

Enables installation of all functions of Web Front-End and
Windows Front-End. (Check that IS is deployed on the machine )

(@ customized Setup

Enable selective installation and definition of target location of selectif
-:,; functions. Recommended for experienced users.

InstallShield

In the list of products to install, we will have:
- in “Hopex BackEnd”, all the subfeatures of “Hopex Web Access”.
- the default of what is contained in “Mega Software”.

1. Activate features and subfeatures in Web Access:
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@ HOPEX V4.00.00 - InstallShield Wizard x

Customized Setup

Select the program features you want installed. mnga )

Click on an icon in the list below to change how a feature is installed.

5 ------ Qvl HOPEX BackEnd

Feature Description

= This feature will be installed on local hard drive.

= This feature, and all subfeatures, will be installed on local hard drive.

®  This feature will not be available.

[El-l Utilities

El-l MUST License Management Program

- El-l MEGA Documentation

Mara urive. 1 rmmas o ur £
subfeatures selected. The
subfeatures require 220KB on your

hard drive.
Install to:
Change...
InstallShield
T T T
2. Disable Hopex FrontEnd:
ﬁ HOPEX W4.00.00 - InstallShield Wizard X

Customized Setup

Select the program features you want installed. mnga )

Click on an icon in the list below to change how a feature is installed.

=

Feature Description

B = This feature will be installed on local hard drive.
=8 This feature, and all subfeatures, will be installed on local hard drive.

8 This feature will be installed to run from network.

8 8 This feature, and all subfeatures, will be installed to run from the network.

Install This feature will not be available.

C:\inetpublvwwwroot),

InstallShield

Change...

Help | | Space

‘ | < Back “ Next> | ‘ Cancel |

3. Keep MEGA Software as it is, and click Next:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard >

Customized Setup
Select the program features you want installed. maga

Click on an icon in the list below to change how a feature is installed.

Feature Description
[ =3 ~| Web Access HOPEX Site Service Provider

-------- IF| HOPEX Site Service Provider

...... _X_~| HOPEX FrontEnd
=) =3~ | MEGA Software

......... .=3~| Redis Client

--------- gl Administration Program

--------- gl MUST License Management Program
- 3 -] utilities

--------- =~ | MEGA Documentation

This feature requires 220KB on
your hard drive.

Install to:

Change...

InstallShield

Help Space < Back Cancel

4. The SSLis not activated directly on the web/applications servers, so choose No, and click Next.

ﬂ HOPEX V4.00.00 - InstallShield Wizard *
s Certificate
Activation of SSL protocol on Web site mega

If you want to secure your Web site and activate SSL protocol, you must first import your certificate
manually and create the link between the certificate and the S5L port you want to use. In this case,
succeeding dialog boxes will ask you to specify this information.

Refer to Installation Guide

() Yes, I wish to activate SSL protocol on the Web site and I have configured IIS.

(@) No, not required.

InstallShield

5. Enter the default website port number (here 80) and clcik Next:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard >

Select Web site
You can choose the site on which you want to install Web applications mana

(@) Use default Web site

Port number applied Igg

() Use another Web site

Web site name I[:Iefault Web Site
Port number applied Igg
InstallShield
| < Back || MNext = | ‘ Cancel

6. Click Browse to search for the first impersonate user:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify a user name and password for HOPEX application

Specify the user account that will be used by HOPEX application. The user account must be in the form
DOMAIN\Username.

User name for HOPEX application:

|| Browse...

Password:

InstallShield

< Back || MNext = | | Cancel

7. Click Browse:
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ﬁ Browse for a User Account oo

Select the button below to spedfy information about the user being used as
authentication user for Web applications

Damain or server:

|| Brofuse...

User name:

I Browse. ..

Cance

8. Select the local servern, and click OK:

ﬁ 5elect a Domain or Senver ot

Domain or server:

V-CLUST-W1

o ][ e

9. Click the bottom Browse:

ﬂ Browse for a User Account -

Select the button below to specify information about the user being used as
authentication user for Web applications

Damain or server:

Browse,..

User name:
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10. Select the “HOPEXUSR” account and click OK:

ﬁ Select a User Mame

User Mame:

Administrator
DefaultAcoount
Guest
HOPEXAPL

MEGA_ADM

HOPEXLISE.

11. Click OK.

ﬁ Browse for a User Account

Select the button below to specify information about the user being used as
authentication user for Web applications

Domain or server:

User name:

Browse...

HOPEXUSR.

Browse...

Cance

12. Enter the password and click Next:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify a user name and password for HOPEX application

Specify the user account that will be used by HOPEX application. The user account must be in the form
DOMAIN\Username.

User name for HOPEX application:

IV— CLUST-WI1\HOPEXUSR. Browise...

Password:

InstallShield

< Back || Mext = | | Cancel

13. Proceed with the same steps with the “HOPEXAPI” account for the “HOPEXAPI” application:
ﬂ HOPEX V4.00.00 - InstallShield Wizard X

Login Information

Specify a user name and password for HOPEXAPI application

Specify the user account that will be used by HOPEXAPI application. The user account must be in the
form DOMAIN\Username.

User name for HOPEX API application:

I Browse...

FPassword:

InstallShield

< Back || Next = | | Cancel

14. It remembers previous settings, so click the bottom Browse button, to switch:
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ﬁ Browse for a User Account ot

Select the button below to spedfy information about the user being used as
authentication user for Web applications

Domain or server:

Browse,..

User name:

HOPEXLISH Browse...

Cance

ﬁ Select a User Mame o

User Mame:

Administrator
DefaultAccount
Guest
HOPEXUSR.
MEGA_ADM

=

15. Click OK:
ﬁ Browse for a User Account >

Select the button below to specfy information about the user being used as
authentication user for Web applications

Domain or server:

V-CLUST-W Browse...
User name:
|HOPEXAPT Browse. ..

Corce
3

16. Enter the password of the user and click Next:
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ﬂ HOPEX V4.00.00 - InstallShield Wizard

Login Information

Specify a user name and password for HOPEXAPI application

Specify the user account that will be used by HOPEXAPI application. The user account must be in the
form DOMAIN\Username.

User name for HOPEX API application:

IV—CLUST—WI‘\HDF’E}{AF’I Browse...

FPassword:

InstallShield

< Back “ Next = | ‘ Cancel

a. Forthe SSP Url, we use the IP address of the Load Balancer, so in this case “137.74.87.169":

75 HOPEX V4.00.00 - InstallShield Wizard X
MEGA Site Provider
You can use the default path or enter another one. maga

MEGA Site Provider

http://NEENER: Y@ T/ MegaSSP

InstallShield

< Back “ Next > | | Cancel
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b. Security key (it is the one that was generated on the first web server that we installed).

(here a1l1U8CfR3yUEQS8)

ﬁ HOPEX V4.00.00 - InstallShield Wizard *
Security Token
Security Token for MEGA services access mgga

Security key generated by default

a1T1USCfR3yUEDS|

InstallShield

c. We replace the server name of the MWAS server by its IP address (as they do not belong to

a domain, and are not known by the DNS server). For this example, IP address is
“137.74.87.164". Do not forget to adapt depending on each server you install:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard X

URL MWAS HOPEX
You can use the default path or enter another one. mega

URL MWAS HOPEX

http://TEERZICERTZ) HopexMWAS

InstallShield

d. For the “HOPEX” URL, we use the IP address of the web Load Balancer, so here
“137.74.87.163":

ﬂ HOPEX V4.00.00 - InstallShield Wizard >

URL Application HOPEX
You can use the default path or enter another one. mga

URL Application HOPEX

hitp://NEENEXFRE Hopex

InstallShield
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e. Same thing with the MWAS API URL, where we use the IP address of the server rather than

its name:

ﬁ HOPEX V4.00.00 - InstallShield Wizard

URL MWAS HOPEXAPI

You can use the default path or enter another one.

pet

meg€>

URL MWAS HOPEXAPT

http://TEAL L E R L HOPEXAPIMWAS

InstallShield

< Back

Cancel

f.  For the “HOPEX API” URL, we also use the IP address of the web front-end Load Balancer,

so “137.74.87.163":
ﬁ HOPEX V4.00.00 - InstallShield Wizard

URL Application HOPEX API

You can use the default path or enter another one.

%

meg’a)

URL Application HOPEX API

http: /N EENE RS HopexAPT

InstallShield

< Back

Cancel
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g. Click Install to start deploying the tool:

ﬁ HOPEX V4.00.00 - InstallShield Wizard *
Ready to Install the Program
The wizard is ready to begin installation. mega

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

< Back Install Cancel

17. Click Finish:
ﬂ HOPEX V4.00.00 - InstallShield Wizard x>

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed HOPEX
V4.00.00. Click Finish to exit the wizard.
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INSTALL MEGA ON THE SSP APPLICATION SERVERS

1. Launch the install (autorun.exe file in the install folder of Mega Hopex:

jl__:7|

Home Share

Application Tools Commercial DVD - V2R1 U4

View Manage

€ COn | —

)

= Documents

; Downloads

J'! Music

[&=] Pictures

B Videos

w5 Floppy Disk Dri

‘e Local Disk ()
SRecycle.Bin

s Documents a

| inetpub

| Logs

| PerfLogs

| Program Files

| Program Files

~

MName
|| Install and Deployment Articles
| Utilities

@ auf;:w =
& AUTUJEN.INF

2. Click Start installation:

Date modified

18/03/2010 14:48
18/03/2010 14,48
18/03/2019 14:48
18/03/2019 14:48
18/03/2019 14:48

Resd Technical Aricie

Browse This DVD

Type

File folder
File folder
File folder
Application

Setup Infarmation

B e T

Size

1207KE!

1KB
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3. Choose “Anglais” (for “English”, because the virtual machine was installed with french regional

settings):

4. Click Next:

ﬁ HOPEX V4.00.00 - InstallShield Wizard

5. Accept the terms, and click Next:

Welcome to the InstallShield Wizard for
HOPEX V4.00.00

The InstallShield(R) Wizard will install HOPEX V4.00.00 on your
computer. To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.
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ﬁ HOPEX V4.00.00 - InstallShield Wizard X

License Agreement
Please read the following license agreement carefully. mega
SOFTWARE AGREEMENT FOR END USER MEGA PRODUCTS ~

REDISTRIBUTION FORBIDDEN

CAUTION : READ ATTENTIVELY BEFORE USING THIS SOFTWARE

This agreement concerns the use of certain MEGA products. It is a legal
agreement between the Customer (physical or moral person) and MEGA
International, for the use of MEGA Products, named hereafter Products.

When installing, copying or using the Products, you recognize the formal
character of the provisions of this sofiware agreement.

IF YOU DO NOT AGREE WITH THESE PROVISIONS, PLEASE DO NOT
INSTALL THE PRODUCTS. v

(@)1 accept the terms in the license agreement Print

{)1do not accept the terms in the license agreement

InstallShield
6. Click Next:
73 HOPEX V4.00.00 - InstallShield Wizard X
Customer Information
Please enter your information. mﬂga

User Name:

QOrganization:

Install this application for:

(@) All system users
() Only for me (SUFPORT)

InstallShield

7. By default, the binaries of Mega are installed on the C drive in the below location. Keep that setting
and click Next:

EG
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ﬁ HOPEX V4.00.00 - InstallShield Wizard

Destination Folder

Click Mext to install to this folder, or click Change to install to a different folder.

me;ﬁ)

[:j} Install HOPEX V4.00.00 to:
C:\Program Files (x86)\MEGA\HOPEX V4

InstallShield

Change...

Cancel

8. Select Customized setup:
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[@ HOPEX V4.00.00 - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs. mega

Please select a setup type.

() Windows Standalone Setup

- Enables installation of all Windows Front-End functions.

() web Standalone Setup

Enables installation of all functions of Web Front-End and
Windows Front-End. (Check that IS is deployed on the machine )

(@ customized Setup

Enable selective installation and definition of target location of selectif
-:,; functions. Recommended for experienced users.

InstallShield

In the list of products to install, we will have:
- In “Hopex BackEnd”, only “Hopex Site Service Provider”.
- The default of what is contained in “Mega Software”.

1. Activate Hopex Site Service Provider:
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ﬁ HOPEX V4.00.00 - InstaliShield Wizard x

Customized Setup
Select the program features you want installed. mena

Click on an icon in the list below to change how a feature is installed.

=} =) =] HOPEX BackEnd Feature Description

[ X | Web Access HOPEX Site Service Provider

PR | HOPEX Site Service Provider
= This feature will be installed on'local hard drive,

=38 This feature, and all subfeatures, will be installed on local hard drive.

X This feature will not be available.

-3~ | Utilities

bos =~ | MEGA Documentation

Install to:

thange..-

InstallShield

T T

2. Disable Hopex FrontEnd:

ﬁ HOPEX V4.00.00 - InstallShield Wizard *
Customized Setup
Select the program features you want installed. mnga

Click on an icon in the list below to change how a feature is installed.

Feature Description
[ E_l-l HOPEX BackEnd

% ~| web Access
‘ --Qvl HOPEX Site Service Provider

= This feature will be installed on local hard drive.

=38 This feature, and all subfeatures, will be installed on local hard drive.

@  This feature will be installed to run from network.

@8 8 This feature, and all subfeatures, will be installed to run from the netwark.

Install This feature will not be available.
C:\inetpub\wawwroot’, Change...
InstallShield
Help ‘ ‘ Space ‘ | < Back “ Next> | ‘ Cancel |

3. Keep MEGA Software as it is and click Next:
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ﬁ HOPEX V4.00.00 - InstallShield Wizard
Customized Setup

Select the program features you want installed.

X

meg’a)

Click on an icon in the list below to change how a feature is installed.

- X v|Weh Access
--------- Elvl HOPEX Site Service Provider

......... /=3 -| Redis Client

--------- gl Administration Program

--------- gl MUST License Management Program
- = -| Utilities

--------- El-l MEGA Documentation

Feature Description

This feature requires 0KB on your
hard drive. It has 0 of 5
subfeatures selected. The
subfeatures require 2872KB on
your hard drive.

Install to:

InstallShield

Change...

Help Space < Back

4.

ﬂ HOPEX V4.00.00 - InstallShield Wizard
1S Certificate

Activation of SSL protocol on Web site

If the SSL is not activated directly on the web/applications servers, choose No:

>

megao

If you want to secure your Web site and activate SSL protocol, you must first import your certificate
manually and create the link between the certificate and the SSL port you want to use. In this case,
succeeding dialog boxes will ask you to specify this information.

Refer to Installation Guide

() Yes, I wish to activate SSL protocol on the Web site and I have configured IIS.

(@) No, not required.

InstallShield

5. Click Next, and enter the default website port number (here 80):
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ﬂ HOPEX V4.00.00 - InstallShield Wizard >

Select Web site
You can choose the site on which you want to install Web applications maga

(@) Use default Web site

Port number applied Igg

() Use another Web site

Web site name IDEfauIt Web Site

Port number applied ISD

InstallShield

Click Next, and for the SSP Url, we use the IP address of the Load Balancer, so in this case
“137.74.87.169":

75 HOPEX V4.00.00 - InstallShield Wizard X
MEGA Site Provider
You can use the default path or enter another one. mega

MEGA Site Provider

http://NELNER YA /MegaSSP

InstallShield

Click Next and enter the Security key (it is the one that was generated on the first web server that

we installed).
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(in this case all1U8CfR3yUEQOS8)
ﬁ HOPEX V4.00.00 - InstallShield Wizard

Security Token

Security Token for MEGA services access

mag€>

Security key generated by default

alTLUSCIR3YUEDS|

InstallShield

Cancel

8. Click Next, and for the “HOPEX” URL, we use the IP address of the web Load Balancer, so here

“137.74.87.163":

ﬂ HOPEX V4.00.00 - InstallShield Wizard

URL Application HOPEX

You can use the default path or enter another one.

>

mgao

URL Application HOPEX

hitp://NEENEXFRE Hopex

InstallShield

Cancel
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9. Click Next and click Install to start deploying the tool:

ﬁ HOPEX V4.00.00 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

X

meg’a)

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit

the wizard.

InstallShield

< Back Install

Cancel

10. Click Finish:

ﬂ HOPEX V4.00.00 - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed HOPEX
V4.00.00. Click Finish to exit the wizard.

Cancel
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FINISH THE INSTALLATION

Create share folders
All shares will be hosted on the RDBMS Server. This is a choice that needs to be made before the
deployment. Here we chose the server that was alone and had a unique role.
License share
The license was generated to be hosted on the RDBMS server, and accessed on this address:
\W-CLUST-SQL\Must

The physical folder is located on the RDBMS Server, and is “C:\Must” (note that the license file was already
copied in the folder):

:ij = | Must
Home Share View

e v A » ThisPC » Local Disk (C:) » Must

»~

> [l Desktop i) Mame Date modified Type Size
> [E] Documents [ Licence-CLUST.must 21/03/2019 15:25 MUST File 3KB
> ‘ Downloads

» J’s Music

» =] Pictures

> B Videos

> 8 Floppy Disk Dri

v i Local Disk (C)

SRecycle.Bin

Config.Msi

Documents a

Environment:

inetpub

Logs

MegaSite

1. Open the properties of the folder:
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baggage/Must

= | Local Disk ()

Home Share View

&« v~ 4 s > ThisPC > Local Disk (G} »
[ Desktop (s Name
| Diicuimignts SRecycle.Bin
& Downloads Config.Msi
b Music 7 Documents and Settings
| Pictures Environments
B videos inetpuls
L
<2 Floppy Disk Dri o
MegaSite
‘= Local Disk (©) TS
sl Open
C Open in new window
=8 Pin to Quick access
E 7-Zip >
. CRC SHA >
L Ea Scan with Windows Defender...
M Share with A
M Restare previous versions
P: Include in library »
Pin to Start
p
P Send to >
P Cut
R Copy
st Create shorteut
20 items Dilite
Renarne
Properties o

2. Inthe Sharing tab, click Advanced Sharing:

Date modified

01/06/2017 10:59

Type

File folder
File folder
File folder
File folder
File folder
File foider
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

System file

Size
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Must Properties

Gereral Shaing  Securty Previous Versions  Customize

Metwaork File and Folder Sharing
Must
Mot Shared

Metwork Path:
Mot Shared

Advanced Sharing

Set custom pemissions, create multiple shares, and set ather
advanced sharing options.

| E;‘Mvanceﬁ\Sharing... |
Sy

Password Protection

People must have a user account and passwaord for this
computer to access shared folders.

To change this setting, use the MNetwork and Sharing Center.

QK Cancel Apphy
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3. Select Share this folder, keep the default share name, and click Permissions:

Advanced Sharing et
Share thiz folder
Settings
Share name:
| Must | |
Add Femaove
Lirnit the number of simultaneous users to: 16777 =
Comrments:
F‘erm"uns Caching

Cancel Apply

4. Allow Everyone the “Change” right, then click OK:
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Permissions for Must >

Share Permissions

(Eroup or user names:
2 Everyone

Add Remove
Pemissions for Evenyone Dery
Full Contral ]
Change ]
Read ]

|_T%_| Cancel Apply

5. Click OK to close the advanced sharing interface:
Advanced Sharing =

Share this folder

Settings
Share name;

| Must |

Add Remove

Limit the number of simultaneous users to: 16777

4k

Comments:

coom
o] ot [
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6. Inthe Security tab, confirm that the “HOPEXUSR” and “HOPEXAPI” users have read/write access:

Must Properties X

General Sharng Securty  Previous Versions  Customize

Object name:  C:\Must

GI‘OLID ar User names:

B2 SYSTEM ~
& HOPEXUSR (V-CLUST-5QL\HOPEXUSR)
a HOPEXAPI (V-CLUST-SQLYHOPEXAPI)

SR Bdmimictrstrre AT T IEToSO % Adminictest o ~
< >

To change pemissions, click Edi. Edit.

Pemigsions for HOPEXUSR Allow Derry

Full contral &
Modify

Read & execute
List folder contents
Read

Wiite

AAANANEN

For special permissions or advanced settings, Advanced
click Advanced.

-- Cancel Apply
L3

7. Close the Properties.
The share is operational.

Environment share

Perform the same steps on the “C:\Environments” folder, to have a share called \\V-CLUST-
SQL\Environments :
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baggage/Environments
baggage/Environments

Envircnments Properties X

General Sharng  Securty Previous Versions  Customize

Networl File and Folder Sharing

Environments
Shared

MNetwaork Path:

SW-CLUST-SGLNEnvironments

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

G.Hg\fanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

MegaSite share

Eventually, the share that will host the clustered MegaSite file on folder “C:\MegaSite” to have the share
\\V-CLUST-SQL\MegaSite :

MegaSite Properties X

General Sharing  Securty  Previous Versions  Customize

Metwor File and Folder Sharing

MegaSite
Shared

Metworlc Path:

WW-LLUST-5Q1\MegaSite

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

Gﬁg\ranced Sharing. ..

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.
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baggage/MegaSite

Configure the license

1. Connect to one of the application servers (in our case, on the first SSP Server V-CLUST-S1).

2. Go to the installation folder of Mega, and launch the « licensing.exe » tool:

| |._/| + | Application Taols

Home Share View Manage

e v 4
a Administrator ™ Mame
[ This PC Cfg
[ Desktop Documentation
jl Documents Dothlet
& Downloads Install
J’! Music ¥ain
1N I Std
&= Pictures o
Mega_Usr
& Videos
Systemn
<= Floppy Disk Dri Utilities
ie Local Disk (C:) £ administration.exe

SRecycle.Bin ) HOPEX.exe

s Documents a

&, licensir\%exe

~

HOPEX VZR1

Date modified

2019 22:05

- ______ ______________|

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Application
Application

Application

3. Enter the UNC path and click OK. In our case, it is \\V-CLUST-SQL\Must:

Size

159 KB
133 KB

114 KB
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baggage/Must

B MEGA Licencing: MUST User Licence Management O et
File User Administration
Add User Remove Lser Possible User or not Set as default licence Clean up | | Refresh al
MEGA Must Licence *
Select the server path
[ W-CLUST-5qL WMust] | | Browse.. |
N

4. Expand the tree to check that you have the requested products:
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B, MEGA Licencing: MUST User Licence Management — O >

File User Administration

Add User Remove User Possible User or not Set as default licence Clean up Refresh Al
= Fa1 W-CLUST-50L Must Code Product Usedlicence  Totallicences  Poss. Users  Total Poss, User ™
B Licence-CLUST .
: @ADES HOPEX Application ... 0 10 u] MA

@ANW Web Front-End 0 1 u] MA
@#\PM HOPEX IT Portfolio ... 0 10 u] MA
@BDNA HOPEX IT PMEDMNA ... O 10 u] MA
Slcast HOPEX CAST Highlight 0 10 0 MA
@CETF‘. HOPEX Contributor 0 10 u] MA
@CMDB HOPEX CMED Align... 0 10 u] MA
@DBB HOPEX Datsbase B... 0 10 u] MA
Slomo HOPEX Logical Data 0 10 0 MA
SlermL HOPEX Risk Mapper 0 10 0 MA
@EF‘.MW HOPEX Enterprise R.,. 0 10 a MA
@GDPR HOPEX General Dat... 0 10 a MA
@HAM HOPEX ArchiMate 0 10 a MA
=lupac LANEY B imimmnn Aem 0 “n n nin h
< >
Bundle Name Product induded in the Bundle

|Licence CLUST | |

5. Select File > Update Config to write this parameter in the “MegaSite.ini” file located in the “Cfg”
folder of the Mega install:

By MEGA Licencing: MUST User Lice
File | User Administration

Open move 1

lmiale config - ¢
Exit E
| E
6. Keep the default folder, and click OK, then exit the tool.

7. Close the tool.
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You can check that the license information is written in the “MegaSite.ini” file in “.\Cfg” folder of the Mega
binaries C:\Program Files (x86)\MEGA\HOPEX V4\Cfg:

i

= | Cfg

Home Share View

@

v |

.

& This PC 2 Mame
[l Desktop n

{_j megasite.ini %

=| Documnents

; Downloads

J‘) Music

= Pictures

B videos

== Floppy Disk Dri

‘. Local Disk (Z2)

SRecycle.Bin

7 Documents a

inetpub

Date modified

02/04/2019 16:20

Type

Configuration sett...

Size

TKE

Mj megasite.ini - Notepad
File Edit Format WView Help

SecurityKey=| ¢+-70395613ACF69858FDF76D26AATEGR285

[Lan]
clusterrootpath=

[UserConfiguration]
DefaultDatalanguage=08(6wlHmk160
DefaultGUILanguage=08(6wlHmk188

[Filter]

478E4qg84ﬂ688315=1
BBCHREASAABB0195=0
4425515C55895530=0
A442552F5558955B85=1
ESFOF4BF3D1284C7=8
B8750EBB551486CE=1
1B38214155147176=8

[Model]
FormGridSize=142
ModeGridSize=283

[Must licence]
Path=\\V-CLUST-5QL\Must

You can open “Administration.exe” to make sure that it can open:
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| =]

Application Tools ~HOPEXV2R1

Share View Manage

Ny
3 This PC N MName - Date modified Type Size
I Desktop Cig File folder
= Documents Documentation File folder
4 Downloads DotMet File folder
J, Music Install File folder
=] Pictures java File folder
M Std File folder
B Videos R el
= Mega_Usr File folder
o2 Fl Disk Dri :
R L Loy System File folder
i Local ki) Utilities File folder
SRecycle.Bin = administra'tion.exh Application 159 KB
= Documents a @ HOPEX.exe Application 129 KB
inetpub B} licensing.exe Application 114 KB
Logs
8, HOPEX - Administration
File Help
HOPEX
HOPEX
{28 Environments
G- Shapes
@ Documentation
o ’LJ Workstation
. . MEGA
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Update the Desktop Heap

To be done on the Web Servers.

This is an internal memory of Windows. It is used by the application to manage the graphical

objects of the website.

We need to increase the default value of this memory size, in order for users to connect and

work in the website.
1. Open the registry:

LT FIUUIITL WEil

[@

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Cancel Browse...

2. Go to the key:

HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro/\Session Manager\SubSystems

3. Update the “"Windows” entry:

B Registry Editor
File Edit View Favorites Help
ProductOp A

Name Type Data
RadioManz

SafeBoot

ab) Debug REG_EXPAND_SZ
ScEvents

o
SecureBoo b Optional REG_MULT|_SZ

SecurePipe

ServiceAge
SenviceGro
ServiceProv

v Session Mz

AppCo
Config:
DOS De
|| Enviror
o Executi
FileRen
1/ Sys
Kemel
Known
-/ Memor
- | Names
Power
Quota !
SubSys [
WRA

SNMP

SOMSenvic

Srp

SrpExtensic

Stillmage

Storage

StorageMa

StorPort

StSec

< >

ab) (Default) REG_SZ mnmsnve

ab
cabort Kmode REG_EXPAND_SZ  \SystemRoot\System32iwin32k.sys

ab|Required REG_MULTI|_SZ Debug Windows
SecurityPrc ab] Windows REG_EXPAND_SZ %SystemRoot %\system32\csrss.exe ObjectDirecto...

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems

Find, in the string, the part called “SharedSection”, and update the 3™ number to 8192,

The number is in KB, so that means that it will be set to 8MB:
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Edit String =

Value name:
|‘|"I.|"|r1duws |

Value data:
|ectory=\Windows SharedSection=1024,20430,FEH Windows=0n SubSys|

K ] oo

Warning ! Reboot each server you apply this configuration. Otherwise, this parameter won't
be taken into account.

Install SQL Server native client

To be done on all MWAS and SSP servers. Because those are the ones that will need to make direct
communication with the SQL Server databases.

You can find the installation program in “C:\Program Files (x86)\MEGA\HOPEX V4\Install\RDBMS
client\Sqlserver\x64”.

1. Launchit:
Ch\Program Files (x86)\MEGA\HOPEX V4\Instal\RDBMS client\Sglserver\xt4
Ea)
MName Date modified Type Size

» r@ sqlncli.msi 1/20/2020 4:31 PM Windows Installer ... 4 964 KB
»
*
*

2. Click Next:
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ﬁ Microscft SCL Server 2012 Mative Client Setup >

Welcome to the Installation Wizard for SQL Server
2012 Native Client

Setup helps you install, modify or remove SQL Server 2012 Mative
Client . To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties,

Back I Mext = I Cancel

3. Click Next:

ﬁ Microsoft SOL Server 2012 Mative Client Setup >

License Agreement

Please read the following license agreement carefully.

MICROSOFT SOFTWARE LTICENSE TERMS
MICROSOFT SQL SERVER 2012 NATIVE CLIENT

These license terms are an agreement between Microsoft Corporation {or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft

s updates,

{®) I accept the terms in the license agreement

{1 do not accept the terms in the license agreement

< Back Mext = Cancel

4. Keep the default and click Next:
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ﬁ Microsoft SCL Server 2012 Mative Client Setup

Feature Selection
Select the program features you would like to install,

Client Components
S0L Server Mative Client SDE

Installation path

Click an icon in the following list to change how a feature is installed.

Feature description

Microsoft SQL Server Native
Client

Browse...

Disk Cost. ..

< Back Mext = Cancel

5. Click Install:

ﬁ Microsoft SCL Server 2012 Mative Client Setup

Ready to Install the Program

Setup is ready to beqin installation.

Click Install to begin the installation.

If you want to review or chanage any of yvour installation settings, dick Back. Clidk Cancel to

exit Setup.
< Back Install Cancel
6. Click Finish:
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f@ Microscft SCL Server 2012 Mative Client Setup

Completing the SQL Server 2012 Native Client
installation

Setup has installed QL Server 2012 Mative Client successfully, Clid:
Finish to exit.

< Back | Firish | Cancel

Centralize the MegaSite

Now that we have our shares, we want all servers to use the same central configuration file.

To do that, we will first create, on the RDBMS server, subfolders to the ,,C:\MegaSite” folder. Two levels

called ,\ClusterRoot\Cfg“:
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I|:| = | Cfg

Home Share View

= SR oSt ClusterRoot CF:

B videos ! Mame Date modified Type Size
o5 Floppy Disk Dri
s Local Disk (C:)

This folder 1= emnpty.

SRecycle.Bin
Config.Msi
s Documents a
Environment:
inetpukb %
Logs
Megabite
ClusterRoot
Cfg
Must

Then, we connect on the first SSP server, where we configured the licence, and copy the “MegaSite.ini” file
in “C:\Program Files (x86)\MEGA\HOPEX V4\Cfg":

' @ = | Cfg
Home Share View
R

~

Marne Date modified Type Size

Legs 63

Perflogs 1] megasite.ni 02/04/2019 1620  Configuration seft... 1KE
Program Files
Program Files
Commen Fi
Internet Exp
MEGA
HOPEX V2

Cfg M

That we copy in “C:\MegaSite\ClusterRoot\Cfg” on the RDBMS Server:

Hopex V3 Installation Guide page 101/178 HOPEX




|E| = | Cfg

Home Share View

L= v 4 | C:\ MegaSite) ClusterR oot Cf
P
B Vvideos . MName Date modified Type
= p—
&8 ‘Foppy Disk Dy | megasiteiini 02/04/2019 16:30  Configuration sett..
‘e Local Disk (C:)
SRecycle.Bin
Config.Msi

Documents a
Environment:
inetpub
Logs
Megasite
ClusterRoot
Cig

N

1 KB

After that, we need to retrieve some parts that were only written on the Web servers, linked to the UAS

module to manage the authentication.
So we connect on one of the Web servers, and edit the “MegaSite.ini” file:

C:\Program Files (x86)\MEGA\HOPEX V4\Cfg
I Cfg v @

~ = —
A Name _| megasite.ini - Notepad

File Edit Format View Help

O

megasite.ini

[Authentication]

PublicOrigin=http://137.74.87.163

ConfigurationSection=WebServices;Authentication
[WebServices]
Authentication.AuthenticationServerUrl=http://137.74.87.163/uas
Swagger.ProxyUrl=http://137.74.87.163 /hopexapi/api/vl.8/uasproxy|

Client.DTPX.AllowedRedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.
Client.DTPX.PostlLogoutRedirectUris=http://137.74.87.163/hopex/Default.aspx|
Provider.Windows.ServerUrl=http://137.74.87.163/WindowsAuthenticationService
Client.DTPX.RedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hop
Authentication.InvalidSignInRedirectUrl=http://137.74.87.163/hopex/Default.aspx
Client.Swagger.RedirectUris=http://137.74.87.163/hopexapi/api/vl.8/uasproxy)
Client.5wagger.AllowedRedirectUris=http://137.74.87.163 /hopexapi/api/vl.8/uasproxy|

We copy all the lines.
That we paste in the file of the RDBMS Server, at the beginning of the file:
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7| megasite.ini - Notepad

- a x
File Edit Format View Help
[Authentication] "
Client.DTPX.AllowedRedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hopex2/uaslogin.ashx|
Client.DTPX.PostLogoutRedirectUris=http://137.74.87.163/hopex/Default.aspx]|
Provider.Windows.ServerUrl=http: //137.74.87.163 /WindowsAuthenticationService|
Client.DTPX.RedirectUris=httn://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hopex2/uaslogin.ashx]
Authentication.InvalidSignInrRedirectUrl=http://137.74.87.163/hopex/Default. aspx|
Client.Swagger.RedirectUris=http://137.74.87.163/hopexapi/api/v1.@/uasproxy|
Client.Swagger.AllowedRedirectUris=http://137.74.87.163/hopexapi/api/vl.@/uasproxy]|
PublicOrigin=http://137.74.87.163]
dlebApplicationPath=http://137.74.87.163/Hopex
debApplicationPath2=http://137.74.87.163/Hopex2)]
ConfigurationSection=WebServices;Authentication
[WebServices]
Authentication.AuthenticationServerUrl=http://137.74.87.163/uas
Swagger.ProxyUrl=http: //137.74.87.163/hopexapi/api/vl.8/uasproxy|
[HOPEX]
WebApplicationPath=http://137.74.87.163/Hopex
WebApplicationPath2=http://137.74.87.163/Hopex2
[System]
MegaCurrentVersion=30464
Language=US
[General]
Company=MEGA
SiteName=TEMPLATE
[SsP]
Url=http://137.74.87.169/MegaSSP
SecurityKey=| §+-78395613ACF698508FDF 76D26AATEG285
[Lan]
clusterrootpath=
v
You notice that the section called [HOPEX] is duplicated. To clean this, remove the second occurrence of
this section:
" megasite.ini - Notepad - O X

File Edit Format View Help

[Authentication]
Client.DTPX.AllowedRedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hopex2/uaslogin.ashx
Client.DTPX.PostLogoutRedirectUris=http://137.74.87.163/hopex/Default.aspx
Provider.Windows.ServerUrl=http://137.74.87.163/WindowsAuthenticationService
Client.DTPX.RedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hopex2/uaslogin.ashx
Authentication.InvalidSignInRedirectUrl=http://137.74.87.163/hopex/Default.aspx
Client.Swagger.RedirectUris=http://137.74.87.163/hopexapi/api/vl.@/uasproxy
Client.Swagger.AllowedRedirectUris=http://137.74.87.163/hopexapi/api/vl.@ /uasproxy
PublicOrigin=http://137.74.87.163

[HOPEX]

WebApplicationPath=http://137.74.87.163/Hopex

WebApplicationPath2=http://137.74.87.163/Hopex2

[General]

ConfigurationSection=WebServices;Authentication

[WebServices]

Authentication.AuthenticationServerUrl=http://137.74.87.163/uas
Swagger'.Pr'onyr'I:http://137.7£1.B7.153/hopexapi,‘api,fv1.B/uaspnoxﬁ

[System]
MegaCurrentVersion=38464
Language=US

[General]
Company=MEGA
SiteName=TEMPLATE

[SSP]
Url=http://137.74.87.169/MegaSSP
SecurityKey=!¢+-70395613ACF69850FDF 76D26AA7E6285

[Lan]
clusterrootpath=

[UserConfiguration]
DefaultDatalanguage=8(6wlHnkde
DefaultGUILanguage=080(6wlHmk408

The [General] section is also showing in two parts now. You can transfer one line from the first part of the

file to the second section, and remove the first one:
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| megasiteini - Notepad
File Edit Format View Help

[Authentication]

Client.DTPX.AllowedRedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hopex2/uaslogin.ashx

Client.DTPX.PostLogoutRedirectUris=http: //137.74.87.163/hopex/Default.aspx
Provider.Windows.ServerUrl=http://137.74.87.163/WindowsAuthenticationService
Client.DTPX.RedirectUris=http://137.74.87.163/hopex/uaslogin.ashx;http://137.74.87.163/hopex2/uaslogin.ashx
Authentication.InvalidSignInRedirectUrl=http://137.74.87.163/hopex/Default.aspx
Client.Swagger.RedirectUris=http://137.74.87.163/hopexapi/api/vl.8/uasproxy
(lient.Swagger.AllowedRedirectUris=http://137.74.87.163/hopexapi/api/vl.@/uasproxy
PublicOrigin=http://137.74.87.163

[HOPEX]
VWebApplicationPath=http: //137.74.87.163/Hopex
WebApplicationPath2=http://137.74.87.163/Hopex2

[WebServices]
Authentication.AuthenticationServerUrl=http://137.74.87.163/uas
Swagger.ProxyUrl=http://137.74.87.163/hopexapi/api/vl.8/ /uasproxy

[System]
MegaCurrentVersion=38464
Language=US

[General]
Company=MEGA
SiteName=TEMPLATE

[ConfigurationSection=WebServices;Authentication|

[SSP]

Url=http://137.74.87.169/MegaSSP

SecurityKey=|¢+-76395613ACF69858FDF76D26AA7EG285
I

[Lan]

clusterrootpath=

[UserConfiguratien]

DefaultDatalanguage=00 (6wlHmk408
DefaultGUILanguage=80/(6wlHmki00

Save and close the file.

Lastly, on all MWAS and SSP servers, we edit the file located in “C:\Program Files (x86)\MEGA\HOPEX

V4A\Cfg”.

We remove everything except the [Lan] section:

mj megasiteini - Notepad
File Edit Format View Help

[Lan]
clusterrootpath=

And we give the “clusterrootpath” value the path of the “MegaSite” share, so in our case \\V-CLUST-

SQlL\MegaSite :
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baggage/MegaSite
baggage/MegaSite

Mj megasite.ini - Motepad
File Edit Format Wiew Help

[Lan]
clu5tePPuutpath=\1V—CLUST—SQL\MegaSitﬂ

Do not provide the full path. The application will look, inside that share, in “\ClusterRoot\Cfg”, to locate the

MegaSite.ini file.

We save the file. And on each server, to make sure that the configuration is valid, we open

“administration.exe”. If no error message appears, it means it was able to reach the centralized file and

read its configuration:

re View Manage
| Search He
F
i MName
h & HOPEX - Administration X
Cfg File Help
Deocumentation [
DotNet HOPEX
o
[Ty HOPEX
Install k= :
; -8 Environments
e 8| Shapes
Mega_Std E Documentation
Mega_Usr iy Workstation
System
Litilities
% administration.exe
) HOPEX.exe
B} licensing.exe
= x
3’) Using MEGA. Administration, advanced users can configure the system and options: A
- Create and configure new users.
- Manage problems relating to use of repositories.
- Define access rights to repositories for each user.
- Modify the user writing access diagram.
- Define products and filters that can be accessed by users.
- Faciltate deployment of modeling solutions in the enterprise.
- Compare repositories and environments.
- Obtain statistics on repository obiects and check repository integrity. &
y [ielete historiez and isolatad ohiacis
. . MEGA
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Managing the RDBMS setup

Instance and databases
We use SQL Server as our RDBMS and data storage.
The instance name is “V-CLUST-SQL,1436".

We use a SQL Server native account called “MEGAUSR”. Password is shared to the people that can use this
platform to deploy the solution. It has “dbcreator” right at the instance level, as well as the securable “view

server state”. Thus, it will be able to create new databases through Hopex.

Configure the default connection string

1. From one of the application servers (it does not matter which), open “administration.exe”:

A

~

Cfg
Documentation
DotMet
Install
java
Mega_Std
Mega_Usr
System
Utilities
'ﬂ}; administration.exe
©) HOPEX.exe
B licensing.exe

Mame Date modified

2. Select HOPEX > Configure SQL Connection > SQL Server:

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Application
Application

Application

159 KB
133 KB
T14 KB
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& HOPEX - Administration — 0 *
File Help

Options 4 |
Configure SQL connection * G Oracle

{8 b [4] Properties 5]

b Q VW OTKSTATION

B Measure performance of your SQL data source

Lg) The MEGA root folder enables the administrator to access all that is necessary for installation and administration of MEGA
users on a ‘browser mode network site: programs, standard configuration files, standard shapes, work envirenments,
user rights definition, language management, generated Web sites, customizations...

3. Provide the instance name, and the credentials of the ,MEGAUSR" native account, then click Test

Connection:
Connection Parameters (5ql Server) *
Instance: | V-CLUST-5QL, 1436 | [ Test Connpetion |
lag
User: | MEGALISR. | Test GRANTS
Password: | (TITTITTIY] |
Parameters: | |
Cancel
4. Click OK:
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HOPEX

o Test of connection to database server successful,

5. Click OK to validate this configuration:

Connection Parameters (Sql Server) %
Instance: | V-CLUST-5QL, 1436 | [Fest Cormecton |
User: | MEGALISR. | Test GRANTS
Password: | [ TIITTIIIT) |

Parameters: | |
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Creating an environment

1. Open the “Administration.exe” tool from one of application servers:
|

.

] Mame Date modified Type Size
Cfg File folder
Documentation File folder
DotMet File folder
Install File folder
java File folder
Mega_Std File folder
Mega_Usr File folder
System File folder
Utilities File folder
£ administration.exe Application 159 K8
@) HOPEX.exe Application 138 KB
B licensing.exe Application 114 KB
2. Right-click Environments and select New:
8 HOPEX - Administration - O X
File Help
| HOPEX
£ HOPEX

- & EIe

¢ smoes I
@ Docum Creat&teference

x
3) This folder enables creation of or access to MEGA environments for their administration. The first connectien to an
environment by the administrator requires administrater identification. Connection is established when the environment is
first explored by expanding this folder. In general, two environments exist in an installation: a production environment for all
users and an example environment installed by MEGA to allow test or learning.

3. Enter the name of the environment (in our case “HOPEX”), the location of the folder (\\V-CLUST-
SQL\Environments) to be created, its type (SQL Server), and click OK:

EG
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baggage/Environments
baggage/Environments

& Environment installation (Create/Update)

Mame: | HOPEX ‘ r\DK
Location Cﬁcel
| \W-CLUST-SQL\Environments | —

Repository Server Type Help
() GBMS () Crade [Restore
4. All parameters are set by default, click Test Connection:
Connection Parameters (SCL Server) Repository: "SystemDb” x
Instance: ‘ V-CLUST-50L, 1436 | | Test Copnection |
L
User: ‘ MEGALISR | Test GRANTS
Password: ‘ [TITTTITIY] |
Parameters: ‘ |
Repository creation mode
r
Creates the SQL database ("[dbo]” default schema) o | [
i
SOL Server HOPEX_SystemDb
OK
SOL S h i
QL Server schema Cancel
5. Click OK.
HOPEX *

o Test of connection to database server successful,

L9 |

6. Click Test GRANTSs:
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Connection Parameters (SCL Server) Repository: "SystemDb"

ot

| Instance: | U'CLUST'EQLrlq'SG | I Test Connection I
| User: | MEGALISR, | | Test GRANTS |
b
| Password: | ITTITITIIIY] |
| Parameters: | |
Repository creation mode
| Creates the S0L database (" [dbo]” default schema) w |
S0L Server HOPEX_SystemDb
Ok
S0L Server schema: Cancel
L
MEGA .
o User GRANTs OK
OK
7. Click OK to start the creation:
Connection Parameters (SOL Server) Repositony: "SystemDb" >
Instance: | V-CLUST-SGL, 1436 | Test Connaction
User: | MEGALISR | | Test GRANTS
Passwnrd: | (I 11X TR11] |
Parameters: | |
Repository creation mode
Creates the 5QL database ([dbo] " default schema) w |

SOL Server HOPEX_SystemDb

S0 Server schema;
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ﬁ Environment installation

Repaository installation

Cancel

Started around 7:15pm on the 2nd of April. Finished at 11:14pm.
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The environment is created:

£, HOPEX - Administration
File Help

IHOPE}{ |
o

HOPEX
BT ronments
a WW-CLUST-SCQL\Environments\HOPEX %
-% Shapes
@ Documentation
d Workstation

3‘) Thiz folder enables creation of or access to MEGA environments for their adminiztration. The first connection to an
environment by the administrator requires administrator identification. Connection is established when the environment is
first explored by expanding this folder. In general, two environments exist in an installation: a production envirenment for all

users and an example envirenment installed by MEGA to allow test or learning.

x

1.

account :

":5 |dentification (OW-CLUST-50LEnvironmentstHOPEX)

% Enter an identifier and a password to open a session IKI

Identifier: | system| | Cancel

Hel

Two accounts are created by default on every new environment:

Connect to the environment (click the + in front of the environment name), with the « system »
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module.

assignments.

“System” account (no password) allowing a connection to the environment in the Administration

“Mega” account (no password) allowing to connect to the rich client and the web client, with basic

You can see a star at the end of the environment name, showing that some compilation is missing. This is

normal, as technical data is not compiled at creation:

£ HOPEX - Administration
File Help

HOPEX

£ HOPEX

B Erionments

El& WW-CLUST-50L\Environments\HOPEX *
; EF.E Repositories

i{8 Customized Shapes

I}Fa User management

(-8 Shapes

[j.--@ Documentation

..... J_’l Waorkstation

x

3) This folder enables creation of or access to MEGA environments for their administration. The first connection to an
environment by the administrator requires administrator identification. Connection is established when the environment is
first explored by expanding this folder. In general, two environments exist in an installation: a production envirenment for all

users and an example envirenment installed by MEGA to allow test or learning.

2. Right-click he environment, and select Metamodel >Translate and Compile:
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ey 8%, HOPEX - Administration - i X
Il File Help

HOPEX |
E_Std HOPEX
a_Usr 5‘@ Environments
:m : Ela &
Gas 714k Repositories | LT Open

; ized ¢

s _ ‘J,:I:I Customized §  Close
—_— s @--@ User manage Reports b
o -/ Shapes -
sing.exe | o 7 po cumentation | Optans d

Install Additional Languages...
Deleting language...

Translate and Compile

Metarnodel L4

Environment automatic update

Delete reference

Remove not referenced repositories

4 Delete Environment

Ilij Configure S0L connection

Perform S0L conversion on the repository

ork, 4 system repository containing the

fa? A work environment grou
metamodel, object descri

ST | Environment activity

y Jon common to all users of this

3. Clear the last check box and click Start:

£, Translate and compile environment

| Environment:

An environment folder enables access to group working definition, environment repositories, administration reports
{backups, dispatches .} and to graphical shape customizations used in models.

| W-CLUST-5QL \Environments \HOPEX

| Start

Metamodel is compiled

[] compile Metamadel
Translation

Current language:

Cloze

Help

Report

English

Languages:
Deutsch -
Dutch
Espairiol hd

Technical data is not compiled

Compile Technical Data *
Pictures =

Diagram Types *

Trees =

Workflows Definition *

Compile permissions (recommended in production) *

[JDelete previous compilations (recommended in production)

[]close the window on completion of processing

%
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4, Letit run, and when finished, click Close :

¥, Translate and compile environment *

Environment:
[LlV-CLUST-50L Environments HOPEX Start

Metamodel is compiled QI%

[ compile Metamodel
Translation Help

Current language:
English

Languages:

Deutsch ~
Dutch

Espaiiol hd

Technical data is compiled

[] compile Technical Data

|:| Pictures
[piagram Types
[rees

[Jworkflows Definition
[] compile permissions {recommended in production)

[ pelete previous compilations {recommended in production)
] Close the window on completion of processing

Compilation completed

And the “*’ at the end of the environment name disappears:
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%, HOPEX - Administration
File Help

HOPEX

HOPEX

EI@ Environments

¢ &5 \W-CLUST-5QL\Environments\HOPEX
EFE Repositories

08 Customized Shapes

éﬁ User management

- % Shapes

B Documentation

J Workstation

3) A work environment groups a set of users, the repositories on which they can work, a system repository containing the
metamodel, object descriptors and report templates, az well as technical information common to all users of this

environment.

An environment folder enables access to group working definition, environment repositories, administration reports

(backups, dispatches...) and to graphical shape customizations used in models.

Creating a repository

Create at least one repository in the environment.
1. Right-click Repositories and select New:

x
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£, HOPEX - Administration O 4
File Help
HOPEX |
Fty HOPEX
{58 Environments
i Customiz Create reference ¥
@ User man Manage
(-8 Shapes
& Documentation
1§ Workstation
x
_?) This folder enables repository creation or access.
The green folder, SystemDb, contains the technical data. This technical data i= common to all repositories in the same
environment.
The blue folders represent the repositories that contain user data.
In thiz environment you can createidelete repositories and reference existing repositories.
A repository that you cannot access via the network is represented by a red crossed icon.

2. Enter the name of the repository (here, “Data”), check that “SQL Server” is the chosen storage, and

click OK:

& Create Repository

Pt

Mame: | Data] | EK |
Location Cancel
| \W-CLUST-SQL\Environments\HOPEX \Db\Data | Browse. ..
Repaository Server Type Help
() Gbms () orade (®) Sgl Server [ ]Restore
3. Keep the default settings and pass both tests:
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Connection Parameters (SCL Server) Repository: "Data”

ped

Instance: | V-CLUST-50L, 1436 | [[Test Camectin |
User: | MEGALISR. | Test GRANTs
Password: | [ TIITTITITT] |
Parameters: | |
Repository creation mode
Creates the SQL database ([dbo]” default schema) w |
SQL Server HOPEX_Data
Ok
Sl S hi ;
QL Server schema Cancel
HOPEX >
o Test of connection to database server successful,
QK
Connection Pararmeters (SOL Server) Repositony: "Data” >

Instance: | V-CLUST-S0L, 1436 | [ Test Connection |
User: | MEGAUSR | [ Tesicrants |
lg
Password: | I TIITTITITT] |
Parameters: | |
Repository creation mode
Creates the 5QL database ("[dbo] " default schema) w |
SQL Server HOPEX_Data
Ok
SOLS h !
QL Server schema Cancel
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HOPEX >

o User GRAMNTs OK

Ok,

Loy’

4. Click OK in the previous window to start the creation, and let it run (a minute or two) :

Connection Parameters (SCL Server) Repository: "Data” *
Instance: | v-CLUST-5QL, 1436 | Test Connection
User: | MEGALISR. | | Test GRANTs
Paszsword: | ITITTTITITY] |

Parameters: | |

Repository creation mode

Creates the SQL database ("[dbo] ™ default schema)
S0L Server HOPEX_Data
S0 Server schema:
Irmport MEGA Data XML (Data)
E — Cancel
‘-a |c:\pmglam files (xB6)\mega“hopex vl ~'«I'M'Iv.=:«g|E|_St::|"uE'lurv.=:rrtT'_.r|
Pause
Report File | | Repart...
Description | Report File...
- Messages ==
Oiptions Processing
Metamodel Mo ¥ML tags processed 1222
Data Yes Analyzed commands 25
Technical data Mo Accepted commands 25
Check absolute identifiers Yas Rejected commands 0
Check authorizations Ma Duration Oh Om 6=
Logging Mo Commands acc. /s
Save | Every 100 commands

The repository is created:
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£ HOPEX - Administration X
File Help
HOPEX
HOPEX
- {&# Environments
=& \\W-CLUST-50L\Environments\HOPEX
EH_'% Repositories
- [T SystemDb [EN]
- @39 Data [EN]
-8 Customnized Shapes
-5 User management
[0 Shapes
Eﬂ---lﬂ Documentation
----- § Workstation
s %
3’) Thiz folder enables repository creation or access.
The green folder, SystemDb, contains the technical data. This technical data i= commoen to all repositories in the same
environment.
The blue folders represent the repositories that contain user data.
In this environment vou can create/delete repositories and reference existing repositories.
A repository that you cannot access via the network is represented by a red crossed icon.

Perform the same steps to create some additional repositories, if necessary. In our example, it is not

relevant.

Configure the mega account

You need to be connected to the environment, using the ,administration.exe” tool.

Provide a password

Open ,,Manage” for the ,,Users” in the environment:
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Go to the ,Logins” tab, select the ,Mega“ user, right-click and choose ,,Password“:

£, HOPEX - Administraticn -

File Help

[ HoPEx |

B@ Environments
Ba WW-CLUST-SCL\Envirenments\HOPEX
B@ Repositories
* £ SystemDb [EN]
- Data [EN]
Customized Shapes
{£8 User management
R, |
-l As les
M Profiles
- Ul access

€3 Data writing access
-I0® Data reading access

__g Authentication
-7 Shapes

L?) This “Users’ folder enables administration of all users that are not administrators of this environment.

-
 Users

Persons  Person Groups  Logins

BEesmn

MName Login Holder User code 5tatus (Login)
O Guests Guests GST Active

=
[ Sy Login Mega Agent SYSMA  Active
|28 Sys Initialize Web Account  Administrator ADM Active

By Copy
() Remove
EE= Explore
Manage L4
[Z] Properties

Authen
MEGA
MEGA
MEGA

Cance Foply

Help

Provide an easy password. In our case we enter ,Hopex“. As it will be updated later on when connecting to

the web client:
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2 Change user password

Mame: Mega @

Password Cancel
Enter pazzwaord:

Help
L1 2 1] ]
Corfim password
| (X11] ll

Enter password again for confirmation

Close the Users interface after applying this password.
Create assignments

Then, in ,,Manage” of ,Assignment of Profiles”:

£ HOPEX - Administration
File Help

HOPEX

- %8 Environments

E‘tﬁ WW-CLUST-SCL\Environments\HOPEX
E@ Repositories
. (-] SystemDb [EN]

. @79 Data [EN]

ﬂﬂ Custoemized Shapes

E@ User management

{8 Users

WY A ssignmejpiget-eestites
% Profiles Manage
@ Ul access
----- €5 Data writing access
|8 Data reading access
----- __'5 Authentication
f+1.47% Shapbes

i

3} This folder enables access to management of assignments of roles to persons.

Select the ,Mega“ user and click the ,+‘ button:
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B Assignment of profiles O >

Assignments

B

BQ

Marme
€3 Adrinistrator

€1 Mega Agent

Profile Assignment:

O HIENOR-N - J - |

Local name Assigned profile Repository Validity
= All Repositories - Mega - Enterpri Enterprise Architect <All>

= All Repositories - Mega - HOPEX # HOPEX Administrator <All=

£ >

=R

In the dropdown list, select the profiles that you are interested in, based on your license. Here, we will just

add the ,,HOPEX Customizer” one:
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=

=1 Creation of Profile Assignment - Profile Assignment

Assigned profile: | |v »
" . Data Sdentist ~
R tory:
Epasiory Database Administrator -
Data access: DataBase Architect z|
Demand Manager
Connection Snapshot: |DoDAF Architect 2
- DoDAF Functional Administrator
Validity dates of profile DDA Viewer
Permanent DFO (GDPR)
® DPO Correspondent (GDPR)
) . Enterprise Architect
O valid for a limited pe Financial Controller
Functional Administrator (GDPR)
GDPR. Chief Privacy Officer
GDPR Team
GRC Contributor Lite
Guest
HOPEX Administrator
HOPEX Administrator - Production
HOPEX CustomizerPublisher
IA Functional Administrator
IC and Audit Director
IC and Audit Functional Administrator
p IC Audit and Compliance Functional Administrator
IC Functional Administrator
| Incident Approwver
Incident Dedarer
Incidents and Losses Administrator
Innovation Manager
Innovator hd
And click ,,OK“:
= Creation of Profile Assignment - Profile Assignment *
Assigned profile: | OPEX Customizer, | ¥
Repository: <All= ke
Data access: | Read\Write w
Connection Snapshot: b
Validity dates of profile assignment:
(®) Permanent
(_)valid for a limited period
Help

Add more assigments if necessary. Otherwise, you can close the window when the list is correct:

L3
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[—] Assignment of profiles

Assignments

FIE -]

Mame
€} Administrator

O [En

€} Mega Agent

Profile Assignment:

OomEBen|EA

Local name Assigned profile

Repository Validity

To be done on all MWAS and SSP Servers.

= All Repositories - Mega - Enterpriz Enterprise Architect <All>
= All Repositories - Mega - HOPEX / HOPEX Administrator <All>
F= 44| Repositories - Mega - HOPEX §HOPEX Customizer
< >
?
Configure the services
ontaining

Because we have a cluster deployment, and have shared folders c

licenses/environments/megasite, that all need to be accessed by the different components of the

application, some Windows Services are installed with the application. Two of them need to be updated, so

that the account that runs them, has access to the different share
e Hopex Service Watchdog.

e Hopex Site Service Provider.

The goal is to run those services with the impersonate user (“Windows users for Mega” section).

s of the platform:

Depending on the type of server, you will find one or two of those services:

¢ Nothing on the Web Servers.
e Only the Watchdog service on the MWAS Servers.
e Both services on the SSP Servers.

First, open the “Computer Management” interface:
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And go to “Services”:

Programs and Features
Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

File Explorer

Shut down or sign out

Desktop
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,’&" Computer Management — O >
File  Action View Help
= aE = HE »mnw»
$ C.omputer Management (Local | pjame - Description Status Startup Type Log On As ~ || Actions |
v [ System Tools {};}l;Active)( Installer (AxlnstSV) Provides Us... Manual Local Syste... Services -
§ GJ Tk Scheduler -f:LAIUUyn Router Service Routes Alllo... Manual (Trig... Local Service —_— .
5 @ Event Viewer EINA g EL 4 ; e More Actions b
& Shared Folders ;,fék pp ! ea. iness s.apps o . anua . ocal Syste... = :
I."E e -S:) Application Host Helper Ser... Provides ad.. Running  Automatic Local Syste... WB(SEMC&WE%CR&DQ_ -
; f§) Pistoimance \%Application Identity Determines ... Manual (Trig... Local Service More Actions »
_'.'_..; Device Manager &&Applfcatfon Information Famlrtatest... Manual (Trig...  Local S}rst.e...
- ﬁ Storage J;S!;Appllcatlun Layer Gateway ... Provides su... Manual Local Service
b Windows Server Backup %Application Management Processes in... Manual Local Syste...
= Disk Management {%;App)( Deployment Service (... Provides inf.., Manual Local Syste...
w f‘} Services and Applications -fngSP.NI:—I' State Service Prowvides su... Manual Metwork 5.
W3 Internet Information Sell| ‘5% Auto Time Zone Updater Automatica... Disabled Local Service
E) Routing and Remote Ac -@;:)_,Background Intelligent Tran... Transfers fil... Manual Local Syste...
M Services ;Q;Background Tasks Infrastru.. Windows in.. Running Automatic Local Syste...
ﬁa WhI Centrol @Base Filtering Engine The Base Fil... Run;ing Automatic Local Service
\f;\f!;BIuetooth Support Service The Bluetoo... Manual (Trig...  Local Service
Q CDPUserSve_bGald8c <Failed to R... Running  Automatic Local Syste...
£} Certificate Propagation Copies user... Running  Manual Local Syste...
-f:gCIient License Service (Clip5... Provides inf... Manual (Trig...  Local Syste...
G‘%CNG Key Isclation The CNG ke.. Running  Manual (Trig...  Local Syste...
5, COM=+ Event System Supports Sy.. Running  Automatic Local Service
% COM+ System Application Manages th.. Running  Manual Local Syste...
&k Computer Browser Maintains a... Disabled Local Syste...
J;;!;Connected Devices Platfor...  This service ... Automatic (.. Local Service
"} Connected User Experience... The Connec.. Running  Automatic Local Syste..
x‘}?_; Contact Data_b6a248c Indexes con.., Manual Local Syste...
-f:gCoreMessaging Manages co.. Running  Automatic Local Service
\%Credential Manager Provides se..  Running  Manual Local Syste...
-S:) ryptographic Services Provides thr... Running  Automatic Metwork 5.
;é.:e';;Data Sharing Service Provides da... Manual (Trig...  Local Syste... v
< * _Extended_)\ Standard/
Locate the first service to update (here “Hopex Service Watchdog”) and open its properties:
& Computer Management TR O *
File Action View Help
es| 2B Eas B> =D
xé; Computer Management (Local| Name - Description Status Startup Type Log On As ~ || Actions I
v [?‘E System Tooks HOPEX Service Watck Automatic (D... Local Syste... Services -
’ G‘) Task Scl:'leduler €, HOPEX Site Service Pr Start AGnaiE D Local S5t S :
> [l Event Viewe/ &} HopexRedisBackEnd Stop ing  Automati Local Syst i g
» ] Shared Folders S pexRedisBackEn | i nning utoma rc. ocal Syste... :
, @8 Local Users and Groups \.".':};Human Interface Devi Pause Manual (Trig.. Local Syste... HOPEXS&NLCEWa{chdgg -
; @\ Barfarmance '%@;-HV Host Service Resume Manual (Tr?g... Local Syste... More Actions
& Device Manager {%Hyper-'u’ Data Exchane Restart Manual (Trig...  Local Syste...
v = .ét.orage '-.%!;Hyper-\u’ Guest Servics Manual (Trig... Local Syste...
» U Windows Server Backug|| “«: Hyper-V Guest Shutde i ’ Manual (Trig...  Local Syste...
= Disk Management L‘.’:%;Hyper-\f Heartbeat Se Refrech Manual (Trig... Local Syste..
Services and Applications &l Hyper-V PowerShell C = Manual (Trig...  Local Syste...
» _\} Internet Information Se &!5 Hyper-V Remote Desk P"'Parﬁ% Manual (Trig...  Local Syste...
¥ @ Routing and Remote Ac '\.".?;Hyper-‘u’Time Synchr Help Manual (Trig... Local Service
5, Services &k Hyper-V Volume Shacew wr —couramaresin Manual (Trig...  Local Syste...
’ﬁ?‘ WMI Control {;&IKE and AuthlP IPsec Keying... The IKEEXT ... Manual (Trig... Local Syste...
{Eh Interactive Services Detection  Enables use... Manual Local Svste...

In the “Log On” tab, select “This account”, and put the proper user. We will use “.\HOPEXUSR” (the “.\”
forcing the use of a local account).

With its password, and click “OK” to validate:
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HOPEX Service Watchdeg Properties (Local Computer) ot

General LooOn  Recovery Dependencies

Log on as:
(" Local System account

Allow service to interact with desktop

(® This account: |."xHDF‘EKLISH | Browse
Password: |-|||-|||- |
Confim password: |""""- |

o] [ o

2,

And on “OK” again if the service was started:

Services >

| The account AHOPEXUSR has been granted the Log On As A Service
: . right.

RK

L%

Repeat those actions for the “Hopex Site Service Provider” on the SSP servers:
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HOPEX 5ite Service Provider Properties (Local Computer) *

General lLogOn  Recovery Dependencies

Log on as:

(") Local System account
Allow service to interact with desktop

(®) This account: |."'-.HOF‘EXUSH | Browse.
Password: ||--||-||| |
Corfirm password: |""“"- |

Cancel Aoply

Declare the SSP nodes

When you have multiple SSP Servers, they need to be declared in the MegaSite.ini file, explicitly, so that
they can talk to each other to share the information about the activity of the platform, and write in a
centralized place the Supervision log.

Since it is not a standard option, you need to edit the centralized “MegaSite.ini” file.

In our case, go to the RDBMS Server, and open the file in “C:\MegaSite\ClusterRoot\Cfg":
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!E| s | Cfg

Hame Share Wiew
«

SN icos5ie ClusterRoot Cig

a Administrator ™ MName Date modified Type Size
B Thi=PC 1] megasite.ni 2/04/201918:14  Configuration sett., 2KB
[ Desktop
ﬂ Documents
-'- Downloads
Jﬁ Music

| Pictures

m

Videos

o B

Floppy Disk Dri
% Local Disk (C)

Go to the [SSP] section, and add new lines. Each node needs to be listed with its direct URL. Here we have

two nodes, so we will create variables “UrISSPNodel” and “UrISSPNode2”.
You get the idea if you have more than two nodes, on how to name the other variables.

The URL for each server is the same as the one of the Load Balancer, but it targets directly the servers
instead of going through the LB. We use IPs in this deployment, so it looks like this:

Mj megasite.ini - Motepad

File Edit Format Wiew Help

[General]
ConfigurationSection=WebServices;Authentication

[WebServices]
Authentication.AuthenticationServerUrl=http://137.74.87.163/uas
Swagger.ProxyUrl=http://137.74.87.163 /hopexapi/api/vl.8/uasproxy

[System]
|Mega[urrentVersion=38464
Language=US

Company=MEGA
SiteName=TEMPLATE |

[SsP]

Url=http://137.74.87.1658/MegaSSP
SecurityKey=|¢+-78395613ACF69850FDF76D26AA7EG285
Ur155PNodel=http://137.74.87.167/MegaS5P

Url155PNode2=http://137.74.87.168/MegaS5P

[Lan]
clusterrootpath=

[UserConfiguration]
| DefaultDatalanguage=08(6wlHmk480
| DefaultGUILanguage=80{6wlHmk460

Save the file and restart the application so it is taken into account.

Test the web client

Prerequisite: the application must be started on all servers. See Annex for the procedure.
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The URL is:
https://137.74.87.163/hopex

We are redirected to the UAS authentication page. When we enter the credentials of the “mega” user (at
that time, password is “Hopex”):

<) 2> C B ® 137.74.87.163/uas/loginTsignin=6bbc6396d5d7 ¢l dac1 29d264d2ce007

Welcome to

HOPEX

We then choose an assignment, like ,,Application Architect”, check the box to agree to the privacy policy
(only for the first connection), and click ,,Login“:
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https://137.74.87.163/hopex

Enterprise Architect

[4] | have read and accept the privacy policy

Create a private workspace

< Back

PRIVACY POLICY

As the password was set up by the ,,system” account in the administration tool, the application forces the
user to set up its own password with the complexity show below:

Change password

Passwords must be between 8 and 16 characters long, and use letters, numbers and special

characters.

Enter your previous password:
Enter your new password:

Re-enter your password:

We provide a strong password and click ,,Apply“:

Apply
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Change password

Passwords must be between 8 and 16 characters long, and use letters, numbers and special

characters.
Enter your previous password: sssse
Enter your new password: ssssssssss
Re-enter your password: ssosssseee

o)

The password is updated:

Your password has been sucessfully changed. The modification will take effect as soon as
you dispatch your current workspace.

The desktop is showing properly:

& MEGA HOPEX (mega) b+ =
&« c @ @ #& 137.74.87.163Hopex/default aspx¥start N CR] +mmo =

HOPEX = " A -
ENTERPRISE ARCHITECTURE ¥ 0 a o ¢ | (9 @

All Organizational Processes " Al OrgUnits

Click the , Logout” button:
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Click , Yes”, otherwise the password change won’t be done and you will have to do it again:

MEGA @

Do you want to dispatch modifications?

Design task: : ~ | [ Complete task

Dispatch mmmeﬁt (Report)

m Later No Cancel

IIS Tuning

To be done on the Web Servers only.

Application pools recycling

We need to configure the “HOPEX” application pool on each web server, in order to avoid an automatic
recycling of the processes during users’ activity.

Go to the IIS Management console, then to the "Application Pools" section, select the “HOPEX” one, and
open the “Advanced settings”:
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e« = 2} » T-2K16 » Application Pools

@l h @

Q- &8
#5 Start Page
€2 T-2K16 (V-CLUST-W1hAdr
H 3 Application Pools
[ Sites

v & Default Web Site

| aspnet_client

Benchrmark
GDPRWebServi
Hopex
5 /3 HOPEXAdmini
s -3 HOPEXAPI
3 HOPEXAPIMW,
¥ HOPEXLicencel
@ HOPEXMonito
HOPEXSupervi:
SupervisionPro
UAS
(D UASTools
» [ WindowsAuthe

0‘;! Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes,
contain one or more applications, and provide isolation among different applications,

Filter: - Go ~ El:, Show All | Group by: Mo Grouping =
MNarne Status NETCLRV... Managed Pipel... |dentity Applications
Q {NET v4.5 Started ~ w4.0 Integrated ApplicationPoolld... 0
3 MNET v4.5 Classic  Started w40 Classic ApplicaticnPoolld... 0
QBENCHMARK Started w0 Integrated NetworkService 1
@Defaultﬁpppoul Started w40 Integrated ApplicationPoolld... 1
QGDPRWehSeNice Started w40 Integrated MNetworkService 1
L HOPEX R iy : d V-CLUST-WI\HO... 1
QHOPB{A Add fipplication Pool.. ed NetwerkService 1
QHOPEXA Set Application Poel Defaults... ed V-CLUST-WIYHQ... 1
Q Supervis Start ed MNetworkService 1
3 UAS W stop ed MetworkService 1
Q UASTool! ed MNetworkService 1
Chwapmin = Recyele. ed MetworkService 1
QWAS Basic Settings... ed MNetwoerkService 1
QWL\C Recycling... ed MetworkService 1
QWMON Advanced Settings... ed MetworkService |
Epwsup A ed NetworkService 1
*  Remove
View Applications
@ Help
Feature: Content View

X

[7]

Recycle.
Edit Application Pool

Basic Settings...

Recycling..
Advanced Settings...

Rename

Remove

View Applic

Help

Select the “Specific Times”

line, and click the “...” button:
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Click “Add” :

Advanced Settings ?

Executahle
Executable Parameters
+ Rapid-Fail Protection

"Service Unavailable" Response ™ Httplevel

Enabled True
Failure Interval (minutes) 5
Maxirmum Failures 5

Shutdown Executable
Shutdown Executable Pararmeter
v Recyding
Disable Overlapped Recycle False
Disable Recycling for Configurat False
» Generate Recycle Event Log Entr
Private Memory Limit (KE) 0
Regular Tirme Interval (minutes) 0
Request Limit 0

Virtual Memory Limit (KB) 0

. TS i Areay| B

L

Specific Times
[schedule] A set of specific local times, in 24 hour format, when the
application pool is recycled.

QK Cancel
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Time5pan Cellection Editor

Members:

-+

3

Properties:

=

We decided to recycle every night at 1am, and validate:

Tirne5pan Collection Editor

Members:
O oooooo (RS
*
Add | | Remove

[ oK | Cancel
?
00:00:00 properties:
=1 |3
~ TimeSpan
TS o1 0000
| ok || Cancel
lag
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Manage expiration of HTTP response headers

On the “HOPEX” web application within your website, we open the feature called “HTTP Response

”,
Headers”:
< ? b T-2K16 » Sites » Default Web Site » Hopex »

1 s = Hopex Home
e -iH 28 D Hop
% Start Page = =

Filter: - ¢ Go - G Show All | Group by: - E-

€5 T-2K16 (V-CLUST-WT\Ad e ¥ G0 Show All | Sronp e Area

Application Pools ASP.NET

w @] Sites

v & Default Web Site
y B aspnet_client
-,? Benchmark
@ GDPRWebServi
Hopex
HOPEXAdmini
HOPEXAPI
HOPEXAPIMW,
HOPEXLicencel
HOPEXMenito
HOPEXSupervi
SupervisionPro
UAS
UASTools
3 WindowsAuthe

Pages

m W

R &

] 0O=] = = =

% N Q B L= ts'.)
MNET NET NET Error {NET MNET Profile  .NET Roles  (MET Trust  .NET Users

Authorizat... Compilation Globalization Levels

2

Connection Machine Key Pagesand Providers  Session State SMTP E-mail
Strings Controls
15
= ¥| 5 4 iy
S B B 9 ed|
Authentic... Authorizat... Cal Compression  Default Directory  Error Pages Handler
Rules Document  Browsing Mappings
= o = -y =T
g . ) -, -
B M P 2 &
HTTP  : Logging MIMETypes Modules Cutput Request S50 Settings URL Rewrite
Response | Caching Filtering
Headers :
fanagement
Configurat...
Editor

Application
Settings

gl
HTTP
Redirect

E Features View [_; Content View

We click "Set Common Headers...”:

Advanced Set

@ Help

e %80 (hitp)

-Q'ﬂ Start Page
&2 T-2K16 (V-CLUST-W1\Ad
Application Pools

~ £ Default Web Site

| aspnet_client
P Benchmark

3 GDPRWebServi
» 9 Hopex

.| HOPEXAdmini
HOPEXAPI
HOPEXAPIMW.
HOPEXLicencel
F HOPEXMonitoy
3 HOPEXSupervi
> SupervisionPro|
UAS

UASTools

’ :" WindowsAuthe

| &« =3 :_? v T-2K16 » Sites » Default WebSite » Hopex »
: e : HTTP Response Headers
e iz e £ P

Use this feature to configure HTTP headers that are added to responses from the Web server,

Group by: Mo Grouping =

Mame Value Entry Type
K-Content-Type-0... nosniff Local
X-Powered-By ASP.NET Inherited
X-X55-Protection 1: mode=block Local

Content View

We check the box “Expire web content” and we keep the “Immediately” setting :
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Enable HTTP keep-alive
Expire Web content:
®) Immediately

() After:
1 Day(s)

Set Common HTTP Response Headers

i) On (in Coordinated Universal Time (UTC)):

Samstag |, 13 Dezember 2018

W T
Uit

0K

Cancel

Then, we expand the web application, we select the “images” folder, and we open the same feature:

> 3 SupervisionPro.
» (B uas

g ? As Took Configurat...
» 3 WindowsAuthe Editor

And click the same link:

‘e |y TKI6 b Sites » DefaultWebSite » Hopex » images b w ey @
Q-2 8 | images Home
'i% Start Page =
= Filter: - W Go - g ShowAll | Gi 3 - [SE}r
€3 T-2K16 (v-CLUST-WT\Ad s S e Sew Al S upy | Area =5 v
Application Pools ASP.NET e it Permssmomss
v .6 Sites o % 5 = { r\ [g‘} & *='},_ [
i) - 8 L) =] = =
« &) Default Web Site JA Z _‘Lmj U—; = ¢ 15, = l{’; Browse Folder
» |1 aspnet_client MNET MNET NET Error MNET {MET Profile .MET Roles  .NET Trust  .NET Users  Application @] Browse™80 (http)
> P Benchmark Authorizat... Compilation Pages  Globalization Levels Settings =
5 [ GDPRWebServi e 1 - = = = @ Heip
=4 Hopex & iﬁ E OB & E;
i | bin Connecticn Machine Key Pages an Providers  Session State SMTP E-mail
| diagnosis Strings Contrals
115 -
resources = oot 3 N u#j sy,
i R o3 m o9 s
¥ | script
. upload Authentic... Authorizat... Cal Compression  Default Directory  Error Pages Handler HTTP
E Rules Document  Browsing Mappings Redirect
s g HOPEXAdmini - .
» P HOPEXAPI @1 ] ..;;H = @=" % 1—‘4
2 A i = =
> [ HOPEXAPIMW, ]lj—‘ L] i"a = = 3 i
> 3 HOPEXLicencel HTTP Logging  MIME Types  Modules Qutput Request 551 Settings URL Rewrite
Response Cachin Filterin
> (@ HOPEXMonito ik g 9
. /¥ HOPEXSupervi i
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« = | » T-2K16 » Sites » Default WebSite » Hopex » images »
Connections =
Q- idn e | HTTP Response Headers
g‘g 'Srt-;rkt(rﬁa?\fs-CLUST-WW\Ad Use this feature to configure HTTP headers that are added to responses from the Web server.
3 Application Pools Group by: Ne Grouping il
~ (@] Sites =
v-a W Name Value. Entry.TypE
. bt chent X-Content-Type-O... nosniff Inherited
Benchmark X-Powered-By ASP.NET Inherited
+ % GDPRWebSeri K-X55-Protection 1: mode=block Inherited
Hopex
2 bin
» -] diagnosis
- images
.| manifest
| resources
HOPEXAdmini
HOPEXAPI
HOPEXAPIMW,
HOPEXLicencel
=¥ HOPEXMenito
. ] HOPEXSupervi
SupervisionPro;
UAS
UASTools
3 ? WindowsAuthe
< » ._'5_=' Content View

This time we change the setting so that it expires after 31 days:

Set Common HTTP Response Headers ? X

Enable HTTP keep-alive
Expire Web content:
() Immediately
(@) After
Doyte) -

i) On (in Coordinated Universal Tirne (UTC)):

P TS ]

Samstag |, 15 Dezember 2018 00:00:00

QK Cancel

We do the same on the “script” folder:

A--E’ Hopex

b+ bin
[>_ diagnosiz
- images

B - manifest
b reso

Bt ipt |
b upload
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Diagnostic Tools

We ran a series of tests in order to estimate the performance that could be attained on the Production
platform.
The tools must run on all MWAS and SSP Servers.

Latency test with hrping

The latency between the application server and the database server is crucial. It is important for it to be
small. Ideally, lower than 1ms.
On this installation, it was put in the “C:\sources\hrping” folder:

e = | Application Tools ~ hrping
Home Share View Manage
« v A | C:\sources\hrping
RODEMS ~ MName - Date modified Type Size
solmar 52 hrping.exe 31/10/201315:30  Application 509 KB
Selutio
Ternpla
Microsoft S
Microsoft.M
MSBuild
Reference A
Windows Dv
[

Otherwise you can get it from this link: https://www.cfos.de/en/ping/ping.htm. Only the “hrping.exe” is
needed.

Then we copied it on all MWAS and SSP servers in “C:\Program Files (x86)\MEGA\HOPEX
VA\Utilities\hrping”:

S

= | Application Tools  hrping

Home Share View Manage

« v 4 C:\Program Files (x86)\MEGA\HOPEX VZR1\ Utilities\hrping v T

Compa ™ Mame Date medified Type Size
Doors 51 hrping.exe 31/10/2013 15:30 Application 509 KB
Langua
License
RDEMS
Orach
Sglser
xB4
uB6
Update
Upgrad
we_redi

java
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https://www.cfos.de/en/ping/ping.htm

We then must execute the following command between the two servers.

Please note that the first execution on a server of the hrping tool requires to accept the disclaimer. We just
must parse through them and reply “Y” for yes at the end to accept.

Also, when the UACs are activated on a server, the command invite window needs to be run with a “Run as
Administrator” option:

Programs and Features
Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

Explaining of the command line for hrping:
hrping.exe -W -1 5000 -n 50 -y V-CLUST-SQL

The parameters:
-W : warm-up, the 1st ping is not taken into account
-l number : size of the packet, in bytes
-n number : number of sent pings
-y : regroup the results instead of writing line after line
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B® Administrator: Command Prompt

Press “Enter”, then “Esc”, to accept to read the disclaimer, and go at the end.

Then press ] to reply Ja to the question at the end.

First MWAS Server (V-CLUST-MW1)

B Administrator: C\Windows\system32\cmd.exe

allation:

eberin weist Sie ausdr

Source address is 137.74.87.164; using ICMP echo-request, ID=4405
Pinging V-CLUST-SQL [137.74.87.170]
with 5000 bytes data (5028 bytes IP):

Total:

Hopex V3 Installation Guide

page 144/178




Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.500143 sec
RTTs in ms: min/avg/max/dev: 0.581/0.701/1.618 / 0.141
Bandwidth in kbytes/sec: sent=10.261, rcvd=10.261 4

Last 10 seconds:

Last 10 seconds:0, rcvd=0, error=0, lost=0 (0.0% loss)
Packets: sent=20, rcvd=20, error=0, lost=0 (0.0% loss) in 9.501326 sec
RTTs in ms: min/avg/max/dev: 0.581/0.740/ 1.618 / 0.212
Bandwidth in kbytes/sec: sent=10.583, rcvd=10.583 4

Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.500143 sec

RTTs in ms: min/avg/max/dev: 0.581 / 0.701 / 1.618 / 0.141
Bandwidth in kbytes/sec: sent=10.261, rcvd=10.261

Second MWAS Server (V-CLUST-MW2)

ch darauf hin, daf vor

, ID=e487

C:\Program Files MEGA\HOPEX R1\Utilities\hrping>

Source address is 137.74.87.165; using ICMP echo-request, ID=e407
Pinging V-CLUST-SQL [137.74.87.170]
with 5000 bytes data (5028 bytes IP):

Total:
Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.500359 sec
RTTs in ms: min/avg/max/dev: 0.399 / 0.500 / 0.655 / 0.050
Bandwidth in kbytes/sec: sent=10.261, rcvd=10.261

Last 10 seconds:

Last 10 seconds:0, rcvd=0, error=0, lost=0 (0.0% loss)
Packets: sent=20, rcvd=20, error=0, lost=0 (0.0% loss) in 9.501167 sec
RTTs in ms: min/avg/max/dev: 0.441 /0.522 / 0.655 / 0.054
Bandwidth in kbytes/sec: sent=10.583, rcvd=10.583
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Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.500359 sec
RTTs in ms: min/avg/max/dev: 0.399 / 0.500 / 0.655 / 0.050
Bandwidth in kbytes/sec: sent=10.261, rcvd=10.261

First SSP Server (V-CLUST-S1)

B Administrator: Command Prompt et O Y

Source address is 137.74.87.167; using ICMP echo-request, ID=4808
Pinging V-CLUST-SQL [137.74.87.170]
with 5000 bytes data (5028 bytes IP):

Total:
Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.484270 sec
RTTs in ms: min/avg/max/dev: 0.545 / 0.668 / 1.083 / 0.099
Bandwidth in kbytes/sec: sent=10.267, rcvd=10.267 6

Last 10 seconds:

Last 10 seconds:0, rcvd=0, error=0, lost=0 (0.0% loss)
Packets: sent=21, rcvd=21, error=0, lost=0 (0.0% loss) in 9.985041 sec
RTTs in ms: min/avg/max/dev: 0.545 / 0.646 / 0.760 / 0.045
Bandwidth in kbytes/sec: sent=10.574, rcvd=10.574 6

Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.484270 sec
RTTs in ms: min/avg/max/dev: 0.545 / 0.668 / 1.083 / 0.099
Bandwidth in kbytes/sec: sent=10.267, rcvd=10.267
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Second SSP Server (V-CLUST-S2)

B Administrator: Command Prompt 2 O *

Source address is 137.74.87.168; using ICMP echo-request, ID=ac16
Pinging V-CLUST-SQL [137.74.87.170]
with 5000 bytes data (5028 bytes IP):

Total:
Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.499875 sec
RTTs in ms: min/avg/max/dev: 0.536 / 0.699 / 1.070 / 0.074
Bandwidth in kbytes/sec: sent=10.261, rcvd=10.261 3

Last 10 seconds:

Last 10 seconds:0, rcvd=0, error=0, lost=0 (0.0% loss)
Packets: sent=20, rcvd=20, error=0, lost=0 (0.0% loss) in 9.500592 sec
RTTs in ms: min/avg/max/dev: 0.615/0.718 / 1.070 / 0.092
Bandwidth in kbytes/sec: sent=10.584, rcvd=10.584 3

Packets: sent=50, rcvd=50, error=0, lost=0 (0.0% loss) in 24.499875 sec
RTTs in ms: min/avg/max/dev: 0.536 / 0.699 / 1.070 / 0.074
Bandwidth in kbytes/sec: sent=10.261, rcvd=10.261

Conclusion

Network latency is below the recommended value, which is 1ms. This is what we want to have between the
application servers and the database server.

“"RDBMS Diagnostic” Tool

This tool allows us to make a kind of stress test between the application and the database, by playing
different types of SQL queries on a database and measure the response time.
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It is split between different types of tests to check the infrastructure, and the capability of the database
server to execute, as fast as possible, queries that are typical of how the application is going to trigger.

We will use the already existing “HOPEX_SystemDb” database to run the test.

Please note that the version delivered with Update 04 doesn’t work. We got the version from Update 03
FPO1 and copied it on all application servers in “C:\sources”:

1+ = | sources - m} X
Home Share WView 0
— v » ThisPC » Local Disk {C:) » sources > v | O Search sources el
[ Desktop o~ MName - Date modified Type Size
a Administrator Commercial DVD - V2R1 U4 File folder
O This PC hrping File folder
- —— RDBMS Diagnostic File falder
ﬂ Documents
-‘ Downloads
Jﬁ Music
&= Pictures
m Videos
& Floppy D\I}Dn
i Local Disk (C:)
SRecycle.Bin
First, we need to prepare the servers so that the tool can be launched.
We go to the “C:\Program Files (x86)\MEGA\HOPEX V4\Utilities\RDBMS Diagnostic” folder, in the Mega
binaries, and replace the content of the “RDBMS Diagnostic” with what was put in the sources:
“H . v @ | Search RDBI
& Mame Date modified Type Size
Files " Replace or Skip Files — *
MySQL
Oracle Copying 14 items from RDBMS Diagnostic to RDBMS Diagnostic
Sqlserver The destination has 10 files with the same names
¢ MailSenderExezip
| PerfTestExezip + Replace the f'tges in the destination
'7 Skip these files
4% Let me decide for each file
Maore details
Then we extract the content of the “PerfTestExe.zip” archive file:
. . MEGA
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ﬂ = | Compressed Folder Tools

Home Share View Extract

& . 0 |

-

Doors * MName

Langua Files

License MyS0OL

RDBMS Oracle
Orach SqlServer

A | % PerfTestExezip

Open

Open in new window

Extract All..,

7-Zip N >
CRC SHA >
Pin to Start

L

[ Edit with Motepad++
Ea Scan with Windows Defender...
Open with...

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

E bmmm -

RDBEMS Diagnostic

Date meodified

19/02/2018 18:.03

ype Size
File folder
File folder
File falder
File folder

Compressed (zipp... 4344 KB
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Extract Compressed (Zipped) Folders

Files will be extracted to this folder;

Select a Destination and Extract Files

iram Files (x86)\MEGA\HOPEX V4\tilities\RDEMS Diabnostic\Perﬂ'estExe

Show extracted files when complete

Browse...

Cancel

We now need to create an environment variable, so that the tool can know where the Java executable is

being stored.

We open the “System” console (right-click the “Start” button):
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We click “Advanced system settings”:

Programs and Features
Power Options

Event Viewer

Systemn

Device Manager
MNetwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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3 system

NN E + Control Panel » All Control Panel ltems » System

Contrel Panel Home . . .
View basic information about your computer

& Device Manager Windows edition
® Remote settings Windows Server 2016 Standard
L m@m © 2016 Microsoft Corporation. All rights reserved.
System
Processon AMD Opterenitm) Processor 4386 310 GHz (2 processors)
Installed memory (RAM): 8,00 GB
Systern type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: V-CLUST-MW1
Full computer name: V-CLUST-MW1
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00377-60000-00000-AA834

Seealso

Security and Maintenance

v O Search Control Panel yel

2= Windows Server 2016

B Change settings

®) Change product key

In the “Advanced” tab, we click “Environment variables”:
System Properties

Computer Name Hardware Advanced Remote

fou must be logged on as an Administrator to make most of these changes.

Perfomance

Visual effects, processor scheduling, memony usage, and virtual memory

lser Profiles
Desktop settings related to your sign4n

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings. ..

Environment Yariables...

QK Cancel Apply

In “System variables” we click “New”:
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Envirenment Yariables

User variables for Administrator

Variable Value
FUSERPROFILESa\AppDatat\Local\Microsoft\WindowsApps;

TEMP HUSERPROFILE%\AppDatatLocal\Ternp
TMP FUSERPROFILE%:\AppDatat\Local\ Ternp

New... Edit... Delete

System variables

Variable Value 2
ComSpec CA\Windows\system32\cmd.exe
MUMBER_OF PROCESSORS 4
as Windows_NT
Path CAWindows\system32; CA\Windows; C:\Windows\System32\Whbem;...
PATHEXT JCOM;. EXE; BAT;.CMD; VBS; VBE;.JS; JSE; WSF, W5H;.MSC
PROCESSOR_ARCHITECTURE  AMDE4
PROCESSOR IDEMTIFIER AMDEA Familv 21 Model 16 Steopina 0. AuthenticAMD hd

We create the variable called “JAVA_HOME” that will target the jre folder of the Mega binaries, so in this

installation it is in “C:\Program Files (x86)\MEGA\HOPEX V4\java\jre”, on click “OK” to validate:

New User Variable

Variable name:

Variable value;

pet

JAVA_HOME

CA\Program Files (x86\MEGA\HOPEX V4\java\jre

Browse Directory... Browse File... 0K

The variable is created, we can click “OK” and close this console:
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System variables

Variable Value A
ComSpec CAWINDOWS\system32\cmd.exe
DriverData CAWindows\System32\Drivers\DriverData
JAVA_HOME CAProgram Files (x86)\MEGA\HOPEX V4\java\jre
NUMBER_OF_PROCESSORS 4
0s Windows_NT
Path CAWINDOWS\system32;,CAWINDOWS,CAWINDOWS\System3...
PATHEXT LOM;.EXE,.BAT,.CMD; VBS; VBE; JS;.JSE; WSF, WSH; MSC

Mew... Edit... Delete

OK Cancel

Now we can go back to “C:\Program Files (x86)\MEGA\HOPEX V4\Utilities\RDBMS Diagnostic\PerfTestExe”

and launch the “PerfTestExe.bat” file:

1+ = Application Tools  PerfTestExe

Home Share View Manage

. S ceseesseesseessesseesessessessssssssesssssees..——e—n":

-~

classes ™ Mame Date modified Type Size
doc [7] mi_rdbmsjar 23/11/2018 22:22 AR File 180
Ire [ ojdbeT jar 23/11/201822:22 JAR File 3319
lib [ PerfTestExerﬁlt 2312018 22122 Windows Batch File 1
fib st [ sqljdbcd.ja 23/11/2018 22:22 JAR File 456
Mega_St
Mega_U:
System
Utilities
HOPEX
HOPEX
HOPEX
Choose “SQL Server” in the dropdown list:
. . MEGA
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Performance Test Launcher

Which RDBMS do you want to test:

[Sql Senver

)

[DK ] l Cancel J

Fill-in the instance name (be careful, in our case, the syntax is a bit different here than in Hopex, it is “V-
CLUST-SQL:1436"). We chose “HOPEX_SystemDb” for the database. And “MEGAUSR” for the SQL account:
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|| MEGA RDBMS Diagnostic Utility — O X
SenverName:  V-CLUST-SQL-1436 |
BaseName: HOPEX_SystemDb
Login: MEGAUSR
Password B

| TestName | Execution Time (ms) | Expected Execution Time ... | Test Result |
(] DDOL 0 20 R
(/] INSERT (LIGHT) 0 29000
/] INSERT (LIGHT, serverle... 0 4300
/] INSERT (HEAVY) 0 14000
(/] READ (LIGHT) 0 9000
/] READ (HEAVY) 0 34000
(/| SERVER CPU SPEED 0 7500
(/| SERVER DISK 0 20000
(/] SERVER DISK (BLOB'S) 0 20000
/] BANDWIDTH 0 24000
(/] BANDWIDTH (BLOB'S) 0 40000 r/
(/| RESET DB 0 100 y
Test Description &

By clicking on a test, you will have a short description of it.

Diagnostic :

| | Auto Commit || Loop Test

Start Tests |

Then click « Start Tests ». And do it twice, to have better results.

l Copy Diagnostic to Clipboard J

Close

Stop Tesis
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First MWAS Server (V-CLUST-MW1)

|£| MEGA RDBMS Diagnostic Utility — O x

S:L%terhlama i V-CLUST-30L: 1436

Base Mame 'HOPEX_SystemDb

Login - IEGALSR)

Password : okt g

| | TestName | Execution Time (ms) | Expected Execution Time ... | Test Result |

| DDL 18 a0 [l ok [;

V] INSERT (LIGHT) 38702 29000 [ toolong

W] INSERT (LIGHT, serverle... 3083 4300 [ Ok

] INSERT (HEAVY) 12968 14000 [ Ok

/] READ (LIGHT) B015 aooo ) ok

/| READ (HEAVY) 23062 34000 [ Ok

/| SERVER CPU SPEED 5156 7500 [ Ok

/| SERVER DISK 17734 20000 [ Ok

] SERVER DISK (BLOB's) 17625 20000 [ Ok

| BANDWIDTH 15374 24000 [ Ok

/] BANDWIDTH (BLOBS) 5219 40000 [ Ok r/
RESET DB 0 100 [ ok X

Test Description

By clicking on a test, you will have a short description of it

Diagnostic:

FH Start Batch Test: Thu Apr 04 11:24:11 CEST 2019 s+
FHHHEE Autocommit mode is QOFF FRSEEE
TEST 1(DDLYX

MNOK: time=47ms , expected time=20ms
TEST 2 (INSERT (LIGHT}):
L_PASSARI F-time=3R0°82ms exnectad time=20000ms

L

| | Auto Commit [ | Loop Test

Start Tests

l Copy Diagnostic to Clipboard J

fop Tes

[ 4F]

5 | Close

Results of the test in text mod

HitH##HE Start Batch Test: Thu Apr 04 11:34:11 CEST 2019 #####H#
H#it#HHH Autocommit mode is OFF HHH
TEST 1 (DDL):
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NOK: time=47ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
PASSABLE: time=35952ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3500ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
PASSABLE: time=17078ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6515ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=23922ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=6250ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=20780ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=17406ms , expected time=20000ms
TEST 10 (BANDWIDTH):
OK: time=14578ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=5078ms , expected time=40000ms
TEST 12 (RESET DB):
OK: time=16ms , expected time=100ms
HiHHH#H Batch Test Finished: Thu Apr 04 11:36:43 CEST 2019 #####
HiHHHH##E Start Batch Test: Thu Apr 04 11:36:49 CEST 2019 ##t####
HitHHHI Autocommit mode is OFF HHHHHHE
TEST 1 (DDL):
OK: time=16ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
NOK: time=38702ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3063ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
OK: time=12968ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6015ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=23062ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=6156ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=17734ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=17625ms , expected time=20000ms
TEST 10 (BANDWIDTH):
OK: time=15374ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=5219ms , expected time=40000ms
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TEST 12 (RESET DB):
OK: time=0ms , expected time=100ms
Hit### Batch Test Finished: Thu Apr 04 11:39:14 CEST 2019 #####

Second MWAS Server (V-CLUST-MW2)

| 4| MEGA RDBMS Diagnaostic Utility — O *
Server Mame ; YV-CLUST-S0L: 1436
Base Mame : HOPEX_SystemDb
Login MEGAUSR
Password : FRREEEEEE
| Test Name | Execution Time {ms}) | Expected Execution Time ... | Test Result |
] DOL 0 20 [ Ok L;
(] INSERT (LIGHT) 27546 29000 | Ok
(] INSERT (LIGHT, server le... 3016 4300 [ ok
[¥/] INSERT (HEAVY) 7937 14000 [ ok
[+f] READ (LIGHT) F234 gooo [ ] ok
[+f] READ (HEAWY) 292202 24000 [ Ok
[+f| SERVER CPU SPEED 5312 7500 | Ok
[+f] SERVER DISK 16938 20000 [ Ok
(/] SERVER DISK (BLOB'S) 21296 20000 | Ok
[+/] BANDWIDTH 17702 24000 [ Ok
[+/] BANDWIDTH (BLOB's) 6032 40000 [ Ok r/
[f| RESET DB 158 100 [ ok X

Test Description :

By clicking on a test, you will have a short description of it.

Diagnostic:

Ok time=17702ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=6032ms , expected ime=40000ms
TEST 12 (RESET DBY):
Ok time=15ms , expected time=100ms
#at Batch Test Finished: Thu Apr 04 11:45:35 CEST 2019 5+

4

[ ] Auto commit [ | Loop Test

Start Tests

Copy Diagnostic to Clipboard ]

Stop Tests Close

Results of the test in text mode:
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HiHHHHE Start Batch Test: Thu Apr 04 11:40:31 CEST 2019 ######
HitHHHI Autocommit mode is OFF HHHHH]
TEST 1 (DDL):
NOK: time=31ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
OK: time=28843ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3093ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
OK: time=11250ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6094ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=23046ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=6312ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=16984ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=16937ms , expected time=20000ms
TEST 10 (BANDWIDTH):
OK: time=15594ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=5015ms , expected time=40000ms
TEST 12 (RESET DB):
OK: time=16ms , expected time=100ms
Hit##H Batch Test Finished: Thu Apr 04 11:42:45 CEST 2019 #####
HitHH#HH Start Batch Test: Thu Apr 04 11:43:20 CEST 2019 #iH#HiH#
HHHHH#HE Autocommit mode is OFF HHuHHRE
TEST 1 (DDL):
OK: time=0ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
OK: time=27546ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3016ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
OK: time=7937ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6234ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=22202ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=6312ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=16938ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=21296ms , expected time=20000ms
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TEST 10 (BANDWIDTH):

OK: time=17702ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):

OK: time=6032ms , expected time=40000ms
TEST 12 (RESET DB):

OK: time=15ms , expected time=100ms

HiHHH# Batch Test Finished: Thu Apr 04 11:45:35 CEST 2019 #####
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First SSP Server (V-CLUST-S1)

|4 MEGA RDBMS Diagnostic Utility - O %
Server Mame YV-CLUST-30L: 1436
Base Mame : HOPEX_SystemDb
Login : MEGALSR
Password : T
| Testame | Execution Time (ms) | Expected Execution Time ... | Test Result |

(/] DL 16 20 [ ok L‘\
[¥/] INSERT (LIGHT) 34406 29000 [ Acceptable
[V] INSERT (LIGHT, senverle... 3266 4300 [ ok
[] INSERT (HEAWY) 16203 14000 [ Acceptable
[f] READ (LIGHT) B500 apoo [ ok
[/] READ (HEAVY) 234R0 34000 ) Ok
[/| SERVER CPU SPEED 5594 7500 ) Ok
[/] SERVER DISK 20375 20000 [ Ok
[¥/] SERVER DISK (BLOB's) 13953 20000 ) Ok
[/] BANDWIDTH 15344 24000 ) Ok
[/] BANDWIDTH (BLOB's) 4828 40000 [ Ok r/
(V] RESET DB 16 100 [ Ok v
TestDes Uipﬂﬂﬂ =

By clicking on a test, you will have a shart description of it.

Diagnostic:

T ORI tme=To3ddms | expected tme=24000ms
TEST 11 (BANDWIDTH (BLOB's))
Ok time=4828ms , expected time=40000ms
TEST 12 (RESET DB}
Ok time=16ms , expected time=100ms
#HHHA Batch Test Finished: Thu Apr 04 12:08:29 CEST 20190 #HeHH#

¥

[ ] Auto Commit [ | Loop Test

[ Start Tests

l Copy Diagnostic to Clipboard J

Stop Tests

Cloze

Results of the test in text mode:

HitHH#HH Start Batch Test: Thu Apr 04 11:58:43 CEST 2019 #iH#HiH#
H#it### Autocommit mode is OFF HEHHH
TEST 1 (DDL):
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OK: time=15ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
PASSABLE: time=36814ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3281ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
OK: time=10766ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6547ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=23688ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=6719ms , expected time=7500ms
TEST 8 (SERVER DISK):
PASSABLE: time=24391ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=21532ms , expected time=20000ms
TEST 10 (BANDWIDTH):
OK: time=16844ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=4671ms , expected time=40000ms
TEST 12 (RESET DB):
OK: time=110ms , expected time=100ms
HiHHH#H Batch Test Finished: Thu Apr 04 12:01:19 CEST 2019 #####
HiHHHHH##E Start Batch Test: Thu Apr 04 12:07:00 CEST 2019 ######
HitHHHI Autocommit mode is OFF HHHHHHE
TEST 1 (DDL):
OK: time=16ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
PASSABLE: time=34406ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3266ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
PASSABLE: time=16203ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6500ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=23469ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=5594ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=20375ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=18953ms , expected time=20000ms
TEST 10 (BANDWIDTH):
OK: time=15344ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=4828ms , expected time=40000ms
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TEST 12 (RESET DB):
OK: time=16ms , expected time=100ms

Hit### Batch Test Finished: Thu Apr 04 12:09:29 CEST 2019 #####

Second SSP Server (V-CLUST-S2)

| £ MEGA RDBMS Diagnostic Utility

Server Mame ; V-CLUST-S0L: 1436
Base Name : HOPEX_SystemDb
Login: MEGALUSR
Password : il
| Test Mame | Execution Time (ms}) | Expected Execution Time ... | Test Result |
] ooL 16 20 [l ok L;
(V] INSERT (LIGHT) 42093 29000 [ toolong
[+f] INSERT (LIGHT, server la... 3424 4300 [ ok
[+f] INSERT (HEAVY) 14328 14000 [ Ok
[f] READ (LIGHT) BO0D apo0 [ ok
[+f] READ (HEAVY) 21937 34000 | Ok
[/] SERVER CPU SPEED 5640 7500 | Ok
[/] SERVER DISK 18688 20000 [ Ok
[/] SERVER DISK (BLOB's) 17702 20000 [ Ok
[+f] BAMDWIDTH 15672 24000 [ Ok
[+/] BANDWIDTH (BLOE's) 5093 40000 | Ok r/
[¥] RESET DB 16 100 [0 Ok ¥

Test Description :

By clicking on a test, you will have a short description of it.

Diagnostic:

OK: time=158672ms , expected time=24000ms
TEST 11 (BANMDWIDTH (BLOB'S)):

QK time=5083ms , expected time=40000ms
TEST 12 (RESET DB

Ok time=16ms |, expectedtime=100ms

frrr Batch Test Finished: Thu Apr 04 14:52:53 CEST 2019 ##H5#

[ ] Autocommit [ | Loop Test

[ Start Tests

Results of the test in text mode:

¥

l Copy Diagnostic to Clipboard J

Stop Tests

Close
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HiHHHHHE Start Batch Test: Thu Apr 04 14:42:35 CEST 2019 ##t####
HitHHHI Autocommit mode is OFF HHHHHH]
TEST 1 (DDL):
NOK: time=31ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
PASSABLE: time=37030ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3047ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
OK: time=12234ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6187ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=23188ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=5952ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=20359ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
PASSABLE: time=24797ms , expected time=20000ms
TEST 10 (BANDWIDTH):
OK: time=15296ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=5766ms , expected time=40000ms
TEST 12 (RESET DB):
OK: time=31ms, expected time=100ms
Hit##H Batch Test Finished: Thu Apr 04 14:45:09 CEST 2019 #####
HitHHHH Start Batch Test: Thu Apr 04 14:50:22 CEST 2019 #iH#H#
HHHHH#HE Autocommit mode is OFF HHuHHRE
TEST 1 (DDL):
OK: time=16ms , expected time=20ms
TEST 2 (INSERT (LIGHT)):
NOK: time=42093ms , expected time=29000ms
TEST 3 (INSERT (LIGHT, server level)):
OK: time=3421ms , expected time=4300ms
TEST 4 (INSERT (HEAVY)):
OK: time=14328ms , expected time=14000ms
TEST 5 (READ (LIGHT)):
OK: time=6000ms , expected time=9000ms
TEST 6 (READ (HEAVY)):
OK: time=21937ms , expected time=34000ms
TEST 7 (SERVER CPU SPEED):
OK: time=5640ms , expected time=7500ms
TEST 8 (SERVER DISK):
OK: time=18688ms , expected time=20000ms
TEST 9 (SERVER DISK (BLOB's)):
OK: time=17702ms , expected time=20000ms
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TEST 10 (BANDWIDTH):
OK: time=15672ms , expected time=24000ms
TEST 11 (BANDWIDTH (BLOB's)):
OK: time=5093ms , expected time=40000ms
TEST 12 (RESET DB):
OK: time=16ms , expected time=100ms
HiHHH#H Batch Test Finished: Thu Apr 04 14:52:53 CEST 2019 ######

Conclusion

The results are good. The performances between the application layer and the database layer should be
satisfactory.

Activation and deployment of stored procedures for SQL
Server

To be done once, from any of the application servers.

To avoid having the transaction tables (linked to the activity on the platform) to grow too much, so that
they slow down operations such as connections or publications, it is necessary to deploy, on each Mega
repository in RDBMS (in Oracle in this context), two stored procedures, and to schedule them to run
regularly on the SQL Server databases.

Warning ! The following steps need to be done outside of the periods of activity on the application, because
it prevents new users to connect, or connected users to publish their work.

To create those, and execute those a first time, we use the Administration module:
1. Start the « Administration.exe ».
2. Connect to the environnement on which we want to perform those operations.
3. Expand the repositories.
4. Right-click each repository, starting with the SystemDb : choose « RDBMS Administration », then
« Remove Private workspace temporary data »
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£ HOPEX - Administration

File Help

[ HoPEX |

HOPEX
£1-@8 Envirenments

£ \\V-CLUST-SQL\Enviranments\HOPEX
{48 Repositories

rij Configure SCGL connection

- GO
: - Datai
{1 Custom|
@'@ User ma
-8 Shapes

[*_F@ Documentation
..... f} Workstation

queries, etc.).

Repository Log r

Object Management r

Logical Backup

Measure performance of your SCL data source

Generate repository health report

Rermove private workspace temporary data

Shrink unused reépository historical data

Index for full-text search

Recrganize

Conversions k

Align 5CL FK optimizations with MetaModel definition
Align S5CL Indexes with MetaModel definition
Perform S0L Server Maintenance Plan (DBA only)

|#] Properties
'L% See EMV file

Perform S0L conversion on the repository

Archive historical data to improve performances

ROBMS Administration  * Check and repair data consistency (MEGA Support only)

3) SyetDb is a special rnm_uiﬁaf_tﬁtmﬁﬁs_fﬁﬁéta model and the technical data (descriptors, web site templates,

The metamodel and the technical data are common to all the repositories in the same environment.
User definition and user permizsion definition are stored in this repository.

5. This opens up the following window, where you have to click « Clean Up », which will have the
effect of creating a stored procedure in the SQL Server related database, and to execute it at once :

5 Repository Cleanup

‘You are about to start deaning of transaction tempaorary data for
repository “SystemDb®

Pt

Elapsed time
00:00:00
6. Click , 0K
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RepositoryTemporaryDataRemove et

o Operation completed successfully

EK

L

7. Do the same operation with the second option in « RDBMS Administration », called this time
« Shrink unused repository historical data », that will create the second stored procedure and
execute it, by pressing the “Consolidate” button :

%

File

HOPEX - Administration
Help

[ Horex |

B4

8

G- Shapes Index for full-texdt search
E Documentation Reorganize
_15' Workstation =

HOPEX
@ Envircnments

EIQ WY-CLUST-5CL\Environments\HOPEX
El‘& Repositories

&'ﬁ Repository Log C
B Datal

2% Customi Object Management LS

rﬂ*& User ma Logical Backup

Conversions 4
|#] Properties
[% See EMVY file

? SystDb is a special ;'epusitury that contains the metamodel and the technical data (descriptors, web site templates,

RDBMS Administration *

i :.J Cenfigure SOL connection

Measure performance of your S0L data source

Generate repository health report

Rermnove private workspace temporary data

Shrink unused repository bistorical data

Align 5CL FK optimizations with MetaModel definition
Align 50L Indexes with MetaModel definition
Perfarm S0L Server Maintenance Plan (DBA only)

Perform 5CL conversion on the repository
Archive historical data to improve performances

Check and repair data consistency (MEGA Support only)

queries, ete.).

The metamodel and the technical data are common to all the repositories in the =ame environment.
User definition and user permizsion defintion are stored in this repository,

8. Click « Consolidate »:

3 Repository consolidation

“SystemDb”
Elapsed time

‘You are about to start consolidation of historical data for repository:

00:00:00

Consolidate Cancel
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9. Click,OK":

RepuositoryHistoricalDataShrink

o Operation completed successfully

oK

LS

10. Reproduce all those steps on all Mega repositories for all environments (here we have only one).

Those must be executed on a regular basis, at least once a week, to avoid
keeping two much logs on the transactions, and thus, making the application
slow down during phases like login or publish. The names are:
e dbo.SP_CLEAN_MEGA DATABASE
e dbo.SP_CONSOLIDATE_MEGA_DATABASE
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ANNEX

The log files

By default, all logs are located in “C:\ProgramData\Mega\Logs”, except the supervision log:

- MWHAS log (thin client, to trace connection of users): MWASLOG*.TXT files.
- Rich client log: megaerr*.txt files.

-SSP error log (errors and traces when connected to the web client and working in it): SSPERR*.TXT

files.

-SSP log (when launching the “Hopex Site Service Provider” and when SSP triggers actions):
SSPLOG*.TXT files.

- Watchdog log (starting the service or contacting the SSP): SWDLOG*.TXT files.
- Supervision log: SSPSPRVS*.TXT files stored in the share « \\V-CLUST-SQL\MegaSite\Supervision »
because we centralized the MegaSite.ini file.

- UAS logs

Restart the web application

Automatic restart with a Mega tool

On each server hosting the Mega binaries, you can find a tool that allows you
to restart the application, and open the daily logs (as well as other features).
It can be found in the “Utilities\Hopex Server Supervisor” of the install folder of

Mega:

7 = Application Tools ~ HOPEX Server Supervisor - ] X
Home Share ‘
- b » T, - Utilities » HOPEX Server Supervisor v O earch RDBMS D -]

' Date modified Type
3 Quick access
f Documents  # s SENEIS‘IMWF;}Z;: S E:g
¥ Downloads & Run as administrator
&=| Pictures Troubleshoot compatibility

Cfg Pin to Start

License Pin to taskbar

Utilities Restore previous versions

V2R1_.12_2018 Send to >

@ This PC Cut

[ Desktop Copy

1= Documents Create shortcut

4 Downloads Delete

J\ Music Rename

& Pictures Properties

B Videne
If you do a right-click the executable, and choose “"Run as Administrator”, it will
launch
the process, and an icon will appear in the taskbar next to the clock:
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baggage/Supervision

' Hopex Server Supervisor -

If you do a right-click the icon, you will get some options.

In the “"System” section, you can restart the application (first entry), or stop

the application (second entry):

HOPEX Server

Supervision
HOPEX Administration
Logs..

Hopex Platform

Hopex Service

Restart HOPEX Processes Services and Web Application
Stop HOPEX Processes Services and Web Application

3
HOPEX 3
3

15

Options..

Second one will stop it, in case a maintenance is needed :

Exit

HOPEX Server

Supervision
HOPEX Administration
Logs..

Hopex Platform

Hopex Service

Restart HOPEX Processes Services and Web Application
Stop HOPEX Processes Services and Web Application

3
HOPEX r
3

15

Options..
Exit

In the “Logs...” section, you can open a wizard to access the application logs:
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HOPEX Server

Supervision
HOPEX Administration

Hopex Pl;ifurm

Hopex Service r
HOPEX 3
5 3

Options..

m

You see by default the logs the day. You can click either "Open” to open them

locally, or “Zip”, to create an archive file with all those logs.:

file size

[w] " fzhappmegD2wpro'mega_site"megasite ini 942 B
[#] ¢ windows temp®asplog01-28-16 bt 669 KB
[#] ¢ windows syswowEd \config®systemprofile appdata local'mega’ssper 20160128 b 2118 KB
[w] cwsers‘sde_instal 1appdata®local mega megaer 201601 28 bd 21.14 KB
[#] cwindows temp®sspsprvs01-28-16 bt 6202 KB

You can also choose « Log filter... », that will bring you another window that
allows you to change to a number of days of logs, or to retrieve all logs located

on the server:
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Mega Daily Logs

file

size

i\fshappmegl2wpro'mega_site megasite ini

cwindowstempssplog1-28-16 bd

cwindowseyswowE4 \configheystemprofile\appdata®local'mega‘ssper2( 160128 bd
chwszershede_install 1happdatatlocal'megamegaem20160128 bd
cwindowstempaspsprva(1-28-16 bd

342B
.65 KB
21.18 KB
2114 KB
£2.02 KB

refresh

open

zip..

zip and email ..

logs filterh.

Tip : if you do a left-click the icon, it will show you the health and if it is

started or not on the Application server.

It will tell you if the SSP is started (if you are on the server where the SSP is
hosted), how many Mega processes are running, and if IIS is started or not.

Configure SMTP

SMTP is configured as a global option.

In the Administration tool, open:
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£ HOPEX - Administration
File Help

HGF‘EK

) & voor

El"1 Configure 5CL connection ¥
D F'ru:upertles
[0 SystemDb [EN]
- 1:‘@ Production [EM]
. (7 Sandpit [EN]
{8 Customized Shapes
. i User management
=-i® Shapes
[ lﬂ Documentation

Ioawe 0 0

3) The MEGA root folder enables the adminiztrator to access all that iz necezsary for installation and

administration of MEGA users on a ‘browser mode network site: programs, standard configuration
files, standard =shapes, work envirenments, user rights definition, language management, generated

Web =sites, customizations...

Go to « Installation-> Electronic Mail », and put the proper information for
default sender, SMTP server, and communication port :

- Default sender: hopex-noreply@yourorganization.com

- SMTP server: server_name
- Port: 25 (by default)

e 2 o x
E|¢ Options ~ ~
(=770 Installation o Send HOPEX errors by electronic mail [C |
H-4 Authentication
..... WehServices d\ Activation of mail dispatch by workflow engine [CY
l Licenses . . .
_____ J,) Company Information I:p Service for sending e-mails for dumps I paap| -
----- g Advanced g Default address of author via SMTP (FROM) iy | |
----- Currency
..... é? Java d\ Default address of sender via SMTP (SENDER) & = |
By Electronic Mail TS
----{f—) Scheduler o’ Srver 4 | |
-y Web Application
----- Documentation g®  Activate SMTP S50 Support [C|
-0 Data Exchange X
& Documentation d\ Activate SMTP TLS Support s ]
""" & Repository o Activate SMTP Authentication Support s [
----- Clueries
8 . v Authenticated User [CY |
< > o’ v
) Default address of sender via SMTP (SENDER)
3) ‘When the HOPEX application sends an e-mail via SMTP and the sender cannot be identified, the sender e-mail address is specified in this option.
SMTP standard defines the message sender address (SENDER) and the message author address (FROM]._r
This option value provides the message sender [SENDER).
Cocel | Amy | b
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To test that the mails are working, we can use the Mega windows client
(“Hopex.exe"” at the root of the binaries) and we connect with the “mega” user:

) Connection to HOPEX =

Identifier: [ mega |

Password: [senwrnsed

e | .

Copyright: MEGA International - www.mega.com - Contact: support@mega.com

Connect to any repository but with the "HOPEX Customizer” profile (you need
specific tokens in your license to be able to make that test):

| @
|
1
|
|
@ HoPex X

Person: Mega

Repository: Production v

Profile: HOPEX Customizer o

Cancel

{
| Copyright: MEGA International - wiww.mega.com - Contact: support@mega.com
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Then go to the script editor in the options:

Mega - Production - - HOPEX
File Edit View | Tools Help

@ Production
g Default Li

- MEGA

ﬁ Enterprise

Language
 Currency

vl p [~ A~

13

 Alerts management

Check the metamodel and technical data

Cleaning

Exchange Rates

Generation of identifiers for Java components
4 Profile Assignment Management

Profile and Permission Management

p'Quer}r,..
FE; Explore...

T
- Shape Editor
- Mapping Editor

Manage

% Options

And put this kind of text:

Set mailer = CurrentEnvironment. Toolkit. MegaMailSender

mailer.Subject = "Test of mail sending"

mailer.Sender = "hopex-noreply@yourorganization.com”
mailer.Body = "Hello, this is a test of mail sending."”
mailer.Recipients.Insert "your_target@yourorganization.com”

print mailer.SmtpSend

Click “Execute”:
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] Script Editor

File Edit View Execute Help

Bl A O0%EBDO
CurrentEnvironment .Toolkit . MegakMailSender
"Test of mail sending"

Set mailer =

mailer.Subject =

maller.Zender = "} B

mailer.Body = "Hello, this is a test of mail sending.”
.II

mailer.Recipients.Insert "§
print mailer.SmtpSend|

Ln &, Col 22 Close

It takes a small amount of time to execute.

5 Script Editer

File Edit Wiew Execute Help

M Bk e K |0% BB O

met mailer = CurrentEnvironment . Toolkit . MegaMailSender
"Test of mail sending”

mailer.3ubject =
mailer. Bender = @ e ———————

mailer.Body = "Hellao, this i= & test of mail sending.”
mailer . Reciplents. INSelrl [ ————

print mailer.Smtplend

Elap=ed Time : 0.281 =

Execute Close

Ln &, Cal 22

Check that the recipient received the test email to validate that the SMTP
configuration is valid. In case of error, check the message in the popup
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window, and if the message is too long, check the megaerr*.* file in the logs

folder to have the full message.

You can click "Close”, and then on “"No”, then close the “"Hopex.exe” Windows

client:

Script Editor

Yes

Do you want to save the changes you made to the script?

MNo Cancel
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HOPEX Web Front-End Architecture Overview

MEGA International mega.com




Summary

Check if a more recent version of this document is available in online documentation
(MEGA Community).

This document applies to HOPEX V4 with classic deployment.

It does not describe:
« How to perform installations (see installation documentation).
« How to manage installations (see administrator manuals).
« How products are licensed (see license installation documentation).
e« How to use features (see user manuals).

The figures provided in this document are recommendations that may not apply to all
contexts.

In committing phases, a specific study with MEGA product management support is
compulsory.

MEGA International
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1. Deployment Types

The HOPEX Web Front-End can be deployed in different typical ways:

Deployment type Recommended Comment
for

Standalone Small deployment | 2 tiers architecture

All in one server. Very easy to install.
Horizontal scaling Large deployment | Multi-tiers architecture

Also called 'Scale up'
Vertical scaling Large deployment | Multi tiers architecture

Also called 'Scale out'

Other deployments - For specific requirements, other deployments are possible. For further
information, contact your sales representative.
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1.1. Standalone Deployment

HOPEX Web Front-end Standalone

*Web Client

—d

Hﬂ#Hﬂps

]

~Web Application

Web Application
-. Authentication !;uthen‘lit:ﬂ‘liﬂ-'
Pro? I - pratocal
A ! |
protocal
| |

5!: RDEBMS Mative protacal

To facilitate readability, some elements are not displayed (authentication server, mail
server, SQL Server Native client required for SQL Server storage).
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1.2. Horizontal scaling Deployment

HTT P!TT FS

|

: HOPEX lpad balancing

SERVER#1

SERVER#2

Autheqtication
profocol

~—~—— RDBIMS Native

\mm"
-L

RDEM"- tl\ua

SMTF

=L

To facilitate readability, some elements are not displayed (authentication server,
document server, mail server, SQL Server Native client for SQL Server storage).
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1.3. Vertical scaling Deployment

HOPEX Web Front-end Vertical Scaling

| Authentication
it
protocol

To facilitate readability, some elements are not displayed (authentication server, mail
server, SQL Server Native client for SQL Server storage).
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1.4. Vertical scaling Deployment (detailed view)

HOPEX Web Front-end Vertical Scaling [detailed)

' Web Client

Web Client

ﬂmhemi:atm

pratocal

To facilitate readability, SQL Server Native client (SQL Server storage) is not
displayed.
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2. Common deployment requirements

2.1. Web Client

HTML Browser Google Chrome
Mozilla Firefox ESR
MS Edge Chromium

Tablet Chrome OS (1)
Configuration Screen resolution 1280x800
16 M colors

JavaScript enabled
Cookies enabled

HTML 5 enabled
Download of files enabled
Popup blocker disabled
Web storage enabled

Additional Software PDF reader
RTF/DOC/DOCX reader
XLS/XLSX reader

(1) For viewer users only.

2.2. Application Server

Operating system Windows Server 2019

Windows Server 2016

Microsoft Azure deployment (1)

For other systems, a specific study is necessary

Hardware Processor
Multi core
RAM
6 GB minimum.
2 GB for the system
2 GB for data cache in memory
Per environment SSP
400 MB
Per equivalent concurrent modeler user
600 MB customization users
250 MB main users
150 MB viewer or contributor users
Disk space
6 GB recommended for HOPEX Kernel
300 MB recommended for IIS applications
2 GB recommended for logs

Additional Software SQL Server Native client 12.0 QFE (SQL Server 2012,
SQL Server 2014, SQL Server 2016, SQL Server 2017,
SQL Server 2019)

Web Server MS Internet Information Services 10.0
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Script layer ASP .NET

.NET Framework 4.7 or higher

NET Core 2.1 Runtime & Hosting Bundle for Windows
(v2.1.7)

(1) With specific parameters. See Appendix
(2) Required for each Window machine running HOPEX kernel (workstation or server).

Type of users Nature Activity Quick definition

Customization Customization | Intense Can perform customizations

users (profile HOPEX Cusrtomizer)

Main users Execution Significant Can edit properties and
diagrams

Contributor users Execution Limited Can edit properties but not
diagrams

Viewer users Execution Limited Can consult repository

In addition to these general indications for sizing, MEGA Technical Support can
perform a basic sizing from basic information.

If customer needs advisory services to carefully choose deployment architecture
(specific requirements, large deployment...) consulting assistance should be
considered. This is distinct from incident management which is part of standard
Technical Support.

2.3. File Server

Operating system Windows Server 2019

Windows Server 2016

Microsoft Azure deployment (1)

For other file systems a specific study in necessary

Hardware Processor

Multi core

RAM

1 GB minimum. 1 GB for the system

Disk space

5 GB recommended per HOPEX Environment
(environment folder)

10 MB for HOPEX License

(1) With specific parameters.
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2.4. Database Server

Server System see RDBMS requirements

RDBMS SQL Server 2019
SQL Server 2017
SQL Server 2016
SQL Server Azure (2)

Disk space Data:

2 GB minimum per system database
3 GB minimum per data repository
Refer to the administration documentation

Hardware RAM: a specific study is required.
CPU: see hardware requirements of the SQL Server.

(2) For storage of datamart

Page: 11/ 31



(D)MEGA

Web Front-End Architecture Overview HOPEX V4 EN

3. Communication

3.1. Between Web Client and Web server (Web
Application Server)

Protocol HTTPS (A)

Port 443 by default

Network Per equivalent modeler user
bandwidth 60 Kbit/s average bandwidth

512 Kbit/s peak bandwidth

Network latency

100 Ms maximum (B)

(A) HTTP on port 80 is possible but non recommended for security reasons

(B) For a ping of 5 KB (It is recommended to use the hrping utility). Refer to the
administration documentation.
Note that a proxy configuration can be required: see section 'Security' of this

document.

3.2. Between Environment SSP or MIK and Database
server (SQL Server)

Protocol SQL Server: SQL Server Protocol

Port SQL Server: Example UDP/TCP 1433 (B)
Network 1 Gbit/s minimum full duplex (C)
bandwidth

Network latency 1 Ms maximum (A)

(A) For a ping of 5 KB (It is recommended to use the hrping utility). Refer to the
separate online documentation, HOPEX Administration guide.
(B) Default port check the appropriate port with the database administrator.
(C) For 30 concurrent users.

3.3. Between Environment SSP or MIK and mail

server
Protocol SMTP
Port 25 by default, configurable
Network 1 Gbit/s minimum full duplex (C)
bandwidth
Network latency 1 Ms maximum (A)
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3.4. Between Environment SSP or MIK and file
server (file access, license access)

Protocol SMB/CIFS

Port UDP/TCP 138
UDP/TCP 137
UDP/TCP 139
UDP/TCP 445
Network 1 Gbit/s full duplex
bandwidth

3.5. Between Environment SSP and LDAP Server

Protocol LDAP
Port TCP 389 by default (B)
Direction Bidirectional

(B) Default port check the appropriate port with the LDAP server administrator.
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4.1. Administration tools

Several administration tools can be used:

Administration tool
Web Administration
Desktop

Component
Desktop of HOPEX
Web Front-End

Tasks

Functional administration (user,
permissions, workspaces, LDAP
configuration, import/export...)

Web Supervision
console

.NET application

Monitoring of running processes and
events...

Web Monitoring console

.NET application

Monitoring of connected user,
management of logs, installation
checks...

Web Licensing console

.NET application

Monitoring of license use, assignment

of users to the license...

Windows
Administration Console

Win32
(Administration.exe)

Data storage management
(environment, repositories, stored
procedures)

Functional administration (user,
permissions, workspaces, LDAP
configuration, import/export...)

Monitoring Console

.net web page
(XX.aspx)

Supervision of HOPEX (IIS)
application

IIS manager

Win64 (InetMgr.exe)

Management of IIS server

Must license manager

Win32 (Licensing.exe)

Management of Must license

Windows Front-End

Win32 (HOPEX.exe)

Fix unexpected configuration issue

HOPEX Server
Supervisor

Win32 (Hopex Server
Supervisor.exe)

System supervision of the server

Reference:

See online documentation, HOPEX Administration ...

4.2. Anti-virus Configuration

To maintain good performances, it is recommended to exclude certain file extension
from antivirus scanning (on access scanning)

Machine
Each machine
running HOPEX

Location/File
% programdata%\MEGA and
subfolder
Ex: C:\ProgramData\MEGA
File extension: *.MGC

Administrator Guide

' Comment
Folders of the Compiled
data cache and RDBMS
local cache

Each machine
running HOPEX

Location: check with the HOPEX
administrator

Ex: C:\Program Files
(x86)\MEGA\MEGA HOPEX V4
File extension: *.*

Folders of HOPEX core
programs

Page: 14/ 31




(D)MEGA

Each machine
running HOPEX IIS
application

Web Front-End Architecture Overview HOPEX V4 EN

Location: see HOPEX
administrator

Ex: C:\inetpub\wwwroot\HOPEX
File extension: *.*

Folders of HOPEX IIS
application

4.3. Authentication

Basic authentication (variant MEGA) is available immediately after installation.
Other authentication models need to be configured in HOPEX or integrated with
HOPEX after installation.
With HOPEX V4, an authentication framework called 'UAS (Unified Authentication
Service) is used. It enables to:

» Secure authentication requests.

» Use standard identity providers.

Several authentication models can be implemented:

Authentication
models

Description

Comment

SAML2 authentication

Authentication process is
managed within HOPEX Platform.
Users are declared in an external
directory.

A standard provider is available,
implemented using AD FS (Active
Directory Federation Services).

This model is recommended for
standard deployments where
SAML?2 is used.

No integration is required, only
configuration and testing.
Enables Web Single Sign-on
(Web SSO)

Windows Authentication

Authentication process is
managed within HOPEX Platform.
Users are declared in an external
directory.

A standard provider is available,
implemented using WIF
(Windows Identity Foundation)

This model is recommended for
standard deployments where
Windows Authentication is used.
No integration is required, only
configuration and testing.
Enables Web Single Sign-on
(Web SSO)

OpenlID authentication

Authentication process is
managed within HOPEX Platform.
Users are declared in an external
directory.

Standard providers are available
for the following identity
providers: Microsoft, Salesforce,
Google

This model is recommended for
standard deployments where
OpenlD is used.

No integration is required for the
3 identity providers addressed,
only configuration and testing.
For other identity providers, a
specific integration is required.
Enables Web Single Sign-on
(Web SSO)

Basic authentication
(legacy authentication)

Authentication process is
managed within HOPEX Platform.
Users are declared explicitly in
the HOPEX Environment and
possibly mapped individually with
an external directory. 3 variants:
MEGA, LDAP, Windows

This model is recommended for
basic deployments.

No integration is required, only
configuration.
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Authentication Description Comment
models
Fully custom Authentication process is external | This model is not recommended.
authentication to the HOPEX platform (UAS is It can be used for advanced
skipped). deployments with specific
All types of IT corporate directory | requirement. It requires a
can be addressed (customized specific integration.
identity provider)

Password values storage, encryption and update vary with the configuration chosen.

Authentication models Identity provider Encryption

OpenlD authentication According to According to identity
connector used provider
(Microsoft, specifications
Salesforce, Google)

SAML2 authentication ADFS, OKTA.. According to
directory
specifications

Windows Authentication ADFS According to
directory
specifications

Basic authentication (MEGA) MEGA (System Encrypted, hashed

repository)

Basic authentication (Windows) ADFS According to

Basic authentication (LDAP) LDAP directory directory

(ADFS...) specifications
Fully custom authentication According to According to
implementation implementation
Reference:

Online documentation
e HOPEX Administration ... Authentication in HOPEX
e HOPEX Unified Authentication Service

4.4. Certificate

By default, one certificate is installed. It enables to encrypt communication regarding
authentication. Once installed with HOPEX master, this certificate is not updated when
installing version updates (CP or hotfix).

It is customer responsibility to update it before expiration using standard tools.
A page in MEGA Community is dedicated to this.
https://community.mega.com/t5/Downloads-Updates/Certificates/ta-p/21403
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4.5. Cluster, scalability, load balancing

This document contains metrics for a small deployment. Sizing is a complex matter
that is closely linked to infrastructure and can be impacted by security policy.
Therefore, medium, or large deployments need specific studies:

« Initial sizing according to load hypothesis.

e Load tests in the final infrastructure to check that sizing is appropriate.
For large deployments, scalability and load balancing is required.

Service Principle

Scalability Install on a cluster/farm server.

A configuration file is used to share configuration between
nodes.

Load balancing Install on a cluster/farm server.

Use a load balancer mechanism to balance load between
nodes.

A specific integration is required.

High availability Install on a cluster/farm server.

Use server SSP nodes (multiple SSP servers)

Use a load balancer mechanism to balance load between
nodes.

A specific study is recommended.

To implement load balancing, various solutions are available on the market. In all
cases the solution must be qualified and supported by customers and/or third parties.

4.6. Data access

Access to data is mainly controlled using profiles (repository access, data permissions,
and GUI permissions).
Other features are available:

e Writing access management: control of updates on existing objects.

« Reading access management: control of visibility regarding existing objects.

« Data access rules: computed control of visibility regarding existing objects.

Reference:

See online documentation.
« HOPEX Administration ... Managing Data Reading Access
« HOPEX Administration ... Managing Data Writing Access
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Each HOPEX Environment consists of one system repository and one/several data

repositories.

By default, data is stored in a database server (SQL Server).

Storage Mapping

database.

SQL Server A data repository is
an SQL Server

A system repository is
an SQL Server
database. (1)

Comment

Create one SQL server user for the
environment with specific privileges.

Only SQL server authentication is supported.
Install and schedule stored procedures by
data repository or system repository.

No dedicated instance is required.

SQL Server native client.

Default port can be used.

Note that other databases can be created with specific features (datamart, specific

mode for storing UAS data).

Reference:

+ See online documentation, Products.

4.8. Document management

A document management system is available through a solution or a pack.

Object
Business Document

Location
Data repository

Storage
Database server

System Business
Document

System database

Database server

If document management is enabled, web users can add, update and consult

documents.

Reference:

+ See online documentation, Common Features ... Using Business Documents
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No log is generated on the client side. All errors are displayed using popup windows or via the
HTML browser. An option enables to control the display of errors to end users (GUI).
For advanced diagnostic, a verbose mode can be enabled to generate more detailed lodfiles.

Different files can be created on server side:

File
sspsprvsYYYYMMDD.txt

Comment
Supervision log

(3)

Default location (example)
%programdata%\MEGA\HOPEX
V4\ClusterRoot\Supervision

Ex: C:\ProgramData\MEGA\HOPEX
V4\ClusterRoot\Supervision

SSPLOGYYYYMMDD.txt Core SSP log %programdata%\MEGA\Logs
(1)(3) Ex: C:\ProgramData\MEGA\Logs

ssperrYYYYMMDD.txt Environment SSP %programdata®%\MEGA\Logs
log (1)(3) Ex: C:\ProgramData\MEGA\Logs

MWASLOGYYYYMMDD.txt | MWAS component | %programdata%\MEGA\Logs
log (1)(5) Ex: C:\ProgramData\MEGA\Logs

megaerrYYYYMMDD.txt

MIK component
log (1)

%programdata%\MEGA\Logs
Ex: C:\ProgramData\MEGA\Logs

uas-YYYY-MM-DD.log

UAS component
log (4)

%programdata%\MEGA\Logs\UAS
Ex: C:\ProgramData\MEGALogs\UAS

SWDLOGYYYYMMDD.txt

Service Watchdog
log (1)(2)

%programdata%\MEGA\Logs
Ex: C:\ProgramData\MEGA\Logs

dtpxYYYYMMDD.txt

DTPX component
log (4)

<iis root>\HOPEX\App_Data\DTPX
Ex
C:\inetpub\wwwroot\HOPEX\App_Data\DTPX

redis_server_log.txt

Redis component
log (2)

%programdata%\MEGA\Logs
Ex:
C:\ProgrambData\MEGA\Logs

HopexHealthDigestRepor
tYYYY-MM-DD_XX-XX-
XX.html
HopexHealthFullReportYY
YY-MM-DD_XX-XX-
XX.html

Installation health
report

%programdata%\MEGA\HOPEX
V4\ClusterRoot\RepositoryHealth
Ex: C:\ProgramData\MEGA\HOPEX
V4\ClusterRoot\RepositoryHealth

RepositoryHealth-YYYY-
MM-DD-
MyEnvironment_MyRepo
sitory

repository
statistics

%programdata®%\MEGA\HOPEX
V4\ClusterRoot\HopexHealth

Ex: C:\ProgramData\MEGA\HOPEX
V4\ClusterRoot\RepositoryHealth

Hopex-[Macro]-
YYYYMMDD.log

NET macro (web
services)

%programdata%\MEGA\Logs
Ex:
C:\ProgrambData\MEGA\Logs

Where

e DD is a number indicating the day in the month.
e MM is a number indicating the month in the year.
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* YYYY is a number indicating the year.

(1) Location can be configured

(2) Generated for each server where HOPEX components are installed
(3) Generated for the server running SSP

(4) Generated for the server running HOPEX Front-end

(5) Generated for the server running HOPEX Back-end

4.10. Full search and indexing

Solutions of HOPEX platform can use full search. A parameter at data repository and/or system
repository level enables to activate indexing.
There are 2 levels of indexing:
e Full indexing: the data repository/system repository is scanned, and index files are
created in a subfolder of the data repository/system repository.
« Incremental indexing: the log (internal) of the data repository/system repository is
scanned and index files are updated in a subfolder of the data repository/system
repository.

Full search and indexing are available with RDBMS storage only.

Reference:

See online documentation
« HOPEX Administration ... Enabling and Customizing Repository Indexing
«  Common Features ... Presentation of search tools

4.11. Licensing

Products and solutions of HOPEX platform are protected by Must licenses. Must
licenses can be shared between multiple users.

Must licensing is not server-based (there is no Windows process for a license server).
At runtime with HOPEX Web Front-end, a set of files are generated dynamically by
service account.

However, a domain user (Active directory) is required for:
« Each service account running the HOPEX (IIS) application.
e Each user running the Administration Console (system administrator, functional
administrator).
e Each user running the Windows Front-end (developer, functional administrator,
user associated to a scheduled task).

To obtain a license, contact your sales representative. A UNC will be requested and a
.must license file (locked on this UNC) will be sent with installation instructions.

Reference:
 Online documentation, Must License Installation Guide.

4.12. Mail system

A mail server needs to be configured so that mail notifications can be used within
workflows.

SMTP parameters (server, port, proxy...) can be configured for the installation using the
Administration console.

4.13. Multi-language
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Web Front-End enables to work with multiple languages.

Nature List ' Installation Comment
GUI Core languages | Core languages are Controls the display of the
Language (1) installed by default. user interface (menus,
With additional pages...)
languages, it can be Different end users can
requested to install a have different GUI
language pack on the [ languages.
Application Server.
Data More than 30 Core languages are Enables data entry in
language languages installed by default. several languages for
available Additional languages objects.
are installed at An end user can switch
environment level between several data
languages within his
session

(1) Core languages are English, French, Italian, Spanish and German.
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4.14. Physical backup

In case you face a real disaster recovery scenario, presence of a valid and restorable
backup is very important.

Element Recommendations

Frequency Every 24 hours (1) (2)
Retention In the last 30 days keep daily backup
In the last 12 months keep a monthly backup
Other files to backup By default, backup folder of each HOPEX Environment

(1) For HOPEX Environment used by an active project
(2) Before a major update concerning data. E.g.: system repository customization,
data reprocessing, CP/RP upgrade of MEGA data

Cold/warm backup are supported.
4.15. Redo logs and activity tracking

Embedded Enabled by | Enables to generate a log of updates (redo log),
log default activity tracking. Also used by specific features (full
(repository search, alert management...) This log can be

log) partially/completely initialized and disabled using

Windows Administration Console.

External log Enabled by | Enables to generate additional command files logging
(backup default the updates of a user (backup log) that can be useful
logfile) to recover quickly data after an incident. This log can
be disabled using Windows Administration Console.

Reference:
See online documentation
+ HOPEX Administration ... Managing Repositories.
« HOPEX Administration ... Managing lodfiles.
« HOPEX Administration ... Optimizing Repository Access Performance.
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Regular administration tasks

A few tasks need to be run and can often be automated:

Task
Conservation of
repository performance

Server involved
Database server

Comment

Stored procedure to be installed and
scheduled for each data repository and
system repository. Can be automated.
SQL server only.

Deletion of historical
data

Database server

Stored procedure to be installed and
scheduled for each data repository and
system repository. Can be automated.

Deletion of private
workspace temporary
data

Database server

Stored procedure to be installed and
scheduled for each data repository and
system repository. Can be automated.

Environment
compilation

Application server

To build system cache. System updates
are impossible during compilation. Need
to stop HOPEX Services and HOPEX
related processes

Full indexing

Server running
SSP

Manual.

Incremental indexing

Server running
SSP

Automated using HOPEX Scheduler.

Information about
fragmentation and
statistics

Database server

Generates a technical report regarding
physical indexing (statistics gathering)

Maintenance plan (SQL
Server storage

Database server

Required with several tasks. Can be
automated. Need to service interruption
(stop SSP)

Refer to the online documentation,
HOPEX Administration

Physical backup of data
(SQL Server)

Database server

Required. Daily backup recommended.
Can be automated.

Restart HOPEX Web site

Web server

For HOPEX program upgrade (CP
upgrade)
Can be required in case of problem

Restart IIS server

Web application
server

Can be required in case of problem
For IIS programs upgrade

Restart server

Application server

Can be required in case of problem

Restart SSP service (1)

SSP server

For HOPEX program upgrade (CP
upgrade)

For certain changes (license, list of
environments, and list of repositories...)
Can also be required in case of problem

(1) Windows service 'Mega Site Service Provider'.
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4.17. Reporting

There are three categories of reports:

Category Native conversion Comment
format format
Report HTML RTF, XLS, Windows or web Front-End

XLSX, PDF | Generated from a Report template
According to the Report template
considered, certain conversion formats
may not be available.

Report (MS RTF - Windows or web Front-End

Word) Generated from a list or from a Report
template (MS Word).

Instant report HTML - Web Front-end only

Generated from a list or from a Report
DataSet. A report DataSet is a table of
data generated from a Report DataSet
Definition

To open a report from the web client, a reader corresponding to the format should be
installed.

Example: MS Excel to read .XLS documents, Adobe reader to read .PDF documents,
Open Office/MS Word to read .RTF documents.

(1) Web Front-End does not enable to design Report templates (MS Word): templates
must be developed on Windows Front-End with MS Word 32-bit and delivered using a
specific procedure.

Execution File size Comment

mode

.DOCX mode Limited Some restrictions compared to .DOC

(by default) mode (no longer supported)

.RTF mode Important (RTF format | RTF macros are not supported

is verbose) MS Word fields (such as table of content)

are not refreshed
Minor formatting issues

Reference:
See online documentation
« HOPEX Power Studio ... Report DataSet Definition
« HOPEX Power Studio ... Report Studio
« HOPEX Power Studio ... Customizing Reports (MS Word)
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4.18. Rest API

The HOPEX REST API catalog allow you to programmatically access many of the features
and data available in the HOPEX Platform.

The API supports a wide range of uses cases including: integrations with other systems,
building mobile app, creating website

The full documentation of the end point is available here :
https://explore.postman.com/team/megainternational

4.19. Security

All ports used in the HOPEX platform are either configurable or set elsewhere. No
specific port is required or hard-coded. To configure firewall ports, see the
'Communications' section earlier in this document.

MEGA strongly recommends configuring HTTPS to improve the security of flows
between the Web Client and the Web Server. This requires a specific configuration of
IIS and HOPEX.

If a local enterprise proxy is used, it should be configured by adding an excluding rule
on the proxy. The rule refers to the IP address of the HOPEX web server involved.

File permissions should enable access to:
e Error and trace logfiles (see section 'Error and trace logfiles' in this document).
e License folder.
+ Environment folder.

Reference:
* Online documentation, Securing the platform
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Services and running processes

Several Windows services are created by the installation:

Service Executable Startup User (1) Server
type

HOPEX Site Service mgwssp.exe Automatic Local system | SSP server

Provider

HOPEX Service Watchdog | mgwswd.exe Automatic Local system | Each server
used to deploy
Web Front-end

HopexRedisBackEnd redis-server.exe | Automatic Local system | Each server
used to deploy
Web Front-end

At runtime, several processes can be created.

Process User Comment Number
Mgwssp Local system | Core SSP One/several per installation. Runs on
mgwmapp (1) SSP server. Started by windows
service
MQgwWspro Local system | Environment SSP | One per HOPEX Environment. Runs on
(1) (MIK) SSP server
Mgwspro Local system | Scheduled job According to scheduler configuration
mgwmwas Service MWAS (HOPEX) One per web application server
mgwmapp account
Mgwspro Service Web session One per end user (single session), one
account (MIK) per group of users (multi session)
mgwswd.exe | Service Service Watchdog | One per server application server.
account Started by windows service
mgwmapp Current user | Administration One per running instance of
Console Administration Console. Started
manually.
HOPEX Current user | HOPEX Server One per running instance of the utility.
Server Supervisor utility | Started manually.
Supervisor

(1) Can be configured
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4.21. Supervision
The HOPEX platform enables system monitoring.
Supervision logfiles are updated by the server running the SSP when various events
occur.
This information can be consulted via
e« Web Supervision console
e« HOPEX Server Supervisor (Windows utility)
A WMI probe can also enable to supervise HOPEX from standard tools supporting WMI
(a specific integration is required).

Reference:
See online documentation, HOPEX Administration ... Managing Events

4.22. System caches

Several caches are created on the server.

Cache type Location (disk) Average size Comment
(disk)

Cache of systemdb | - - Process redis-

and data repository server.exe in memory
(HOPEX-RDBMS One process per
cache, memory) HOPEX server

Process can reach
maximum 2 GB Ram

Compiled data Default location: 10-30 MB (1) One folder per HOPEX
cache % programdata%\ME environment. Cache of
GA\<version systemdb
code>\Cache\Compiled configuration. Cannot
gata be disabled. Updated
X :
C:\ProgramData\MEGA\HO by en.\/qunment
PEX V4\Cache\Compiled compilation.
data
Cache of Default location: 1-5 MB Cache of images.
MetaPicture :’gﬁ;ic’ognramdata°/°\MEGA\< Cannot be disabled.
code>\Cache\Compiled Update_d dynam'ca”y
data at runtime.
Ex:

C:\ProgramData\MEGA\HO
PEX V4\Cache\Compiled

data

Cache of resources | Default location: 1-10 MB (1) Cache of resources for
<IIs
root>\wwwroot\HOPEX\ ZIWAbls dCaUnn dOttbg
App_Data\MWAS\res Isa e_ - Update
Ex: dynamically at
C:\inetpub\wwwroot\HOPE runtime.
X\

App_Data\MWAS\res

(1) For one HOPEX environment
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4.23. Technical documentation

Category Audience Format Language
code

Installation and System administrator, PDF EN

deployment guides functional administrator

Online documentation End user, functional web site EN, FR
administrator

Technical articles Developer, functional web site EN
administrator

API script documentation | Developer HTML pages | EN

(Javadoc)

Web service Developer HTML pages | EN

documentation

Installation and deployment guides and user manuals are installed in the subfolder
\Documentation of HOPEX programs folder

Example: C:\Program Files (x86)\MEGA\HOPEX V4\Documentation

Language codes:

EN : English IT: Italian* NL*
FR: French DE: German* ES: Spanish *

* can be available a few months after the initial release
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5. FAQs

5.1.1. What about HTML browsers other than Edge
Chromium, Firefox and Chrome?

MEGA has decided to focus on Chrome, Edge Chromium, Firefox. This does not mean
that solutions do not run on HTML browsers. It means only that these HTML browsers
are not supported.

5.1.2. Are both 64-bit and 32-bit version of HTML
browsers supported?

MEGA has decided to focus on 64-bit versions of HTML browsers. 32-bit versions of
HTML browsers are less qualified. This does not mean that solutions do not run on
such HTML browsers.

5.1.3. Is Edge Classic/Legacy supported?

From HOPEX V4, Edge classic (Legacy version not Edge Chromium) is not supported.
MEGA has decided to focus on Edge Chromium.

5.1.4. What is HOPEX Classic deployment?
Classic deployment is the usual way to deployment HOPEX from first version. It
mainly relies on IIS and HOPEX SSP component.

MEGA is working on an alternative deployment named HAS (HOPEX Application
server).

5.1.5. Are Windows Server 2012 and Windows Server
2012 R2 still supported?

Windows Server 2012 and Windows Server 2012 R2 are still supported but are not
recommended.

5.1.6. Are SQL Server 2012 and SQL Server 2014 still
supported?

SQL Server 2012 and SQL Server 2014 are still supported but are not recommended.

5.1.7. What is web storage for HTML browsers?

This is a capability of HTML browsers to store data (localstorage mode)
This capability is supported by recent browsers (IE11, Edge, Firefox, Chrome...)
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5.1.8. What is supported for Azure?

Not all azure services are compatibles with HOPEX
Here are the main options qualified by MEGA so far and used to provide MEGA SaaS:
e VMDS11_V2
e Premium storage Managed disk (SSD disk)
e Backup (backup of VM)
«  WAF (Web Application Firewall) tuning required
 Deployment script (deployment by script)
« Image (deployment by image)
e Monitoring
If you consider using other services, contact MEGA technical support.

5.1.9. What is Mozilla Firefox ESR?

As Firefox versions change very rapidly, MEGA has decided to focus on ESR versions.
Extended Support Release (ESR) based on an official release of Firefox for desktop is
used by organizations that need extended support for mass deployments.

See also https://www.mozilla.org/en-US/firefox/enterprise/

5.1.10. Are IE9.0/10/11 still supported?

Internet Explorer 9.0 is no longer supported.

Internet Explorer 10 is no longer supported.

Internet Explorer 11 is no longer supported.

MEGA recommends using a more recent HTML Browser such as Edge Chromium or
Chrome.

See also https://support.microsoft.com/en-en/lifecycle

5.1.11. Are there requirements or recommendations
regarding security policies (GPOs)?

It is assumed that standard policies (installed by default with the system) are
available. In particular, the policy 'Impersonate a client after authentication' can be
necessary for the HOPEX service account and IIS related users, based on your
deployment. If certain policies are not available, a specific study is required.

5.1.12. How to configure HTTPS for Front-end?

This can be done through the installation program. See the online documentation,
Web Front-End Installation Guide. Note that a SSL certificate should be configured
before installing HOPEX: see your IIS administrator.

5.1.13. Itis possible to use a Must licence that is not
located on the SSP Application Server?

This is possible. An additional configuration is required.
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5.1.14. Can the HOPEX Web Front-End run on a web server
other than IIS?

With classic deployment, HOPEX Web Front-end is designed for IIS only.

5.1.15. Can HOPEX solutions and products run on a mobile
platform?

Most HOPEX products and solutions are designed for a web client running on a
desktop or laptop computer with screen resolution 1280x800. They have not been
designed for pads or smart phones.

Viewer users can use tablets running Android. Viewer users can consult data usually
though a simplified desktop.

Note that technologies used by the HOPEX platform enabled to develop web
application that can run on mobile platforms. Tuning of web desktops is required.

In addition to the HOPEX platform, MEGA propose various web application that are
natively designed for smartphones and tablets. See HOPEX Store.

5.1.16. What are the web technologies used by HOPEX
Platform?

For HOPEX Web Front-end, the HOPEX platform uses HTML5 and various JavaScript
related technologies mainly: Ajax., Extjs., Dojo.

On the server side, nothing is required except the .NET Framework. All necessary
execution layers are installed by default. HOPEX V4 uses an embedded open source
JRE (IBM Openl9) that is free of charge.

A detailed list of third-party components is available on MEGA Community
https://community.mega.com/t5/0pen-Source-in-HOPEX-Software/bg-p/legal

5.1.17. What about other database servers?
MEGA has decided to focus on widespread and recent versions of SQL Server.

5.1.18. Are there supervision tools?

The HOPEX installation generates supervision logfiles. The standard utility HOPEX
Server Supervisor provides a supervision interface. It is also possible to setup a WMI
probe to communicate with supervision tools (Nagios...). For this, a specific integration
is required.
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Summary

Check if a more recent version of this document is available in online documentation (MEGA
Community).

This document describes the procedures necessary for upgrading HOPEX Data to version
HOPEX V4.
Migration is allowed with specific CP for source and target version

Source version Target version (direct migration path) \
HOPEX V2R1 Update 3 CP7 HOPEX V4 CP7 last hotfix
Then CP upgrade to last CP
HOPEX V3 CP5 HOPEX V4 CP2 last hotfix
Then CP upgrade to last CP
HOPEX V3.2 HOPEX V4 CP2 last hotfix
Then CP upgrade to last CP

For previous versions or releases (HOPEX V2 ... MEGA 2009) it is necessary to perform an
intermediate upgrade to HOPEX V2R1 Update 3 CP7 or to HOPEX V3 CP5.

It does not describe:
« System requirements and possible architectures (see architecture overview
documentation).

« Change is product list (see your sales representative)

« How to perform installations (see installation documentation).

« How to install update (see how to install update documentation).

« How to manage installations (see administrator manuals).

« How products are licensed (see license installation documentation).
 How to use features (see user manuals).
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1. Main steps to migrate data to HOPEX V4

The data migration consists of several main steps:
1. Prepare data for migration
This step requires HOPEX V2R1, V3 or V3.2 (source version allowed for direct migration).

This step performs a validation that the existing data is compliant with the future metamodel
and that customizations associated MetaAssociation behaviors are saved.

It also checks for pre-requisites, identifies solution packs used, and helps to determine the
value of important parameters (options).

Most of this work requires human intelligence and knowledge of data that has been modelled
within the tool. As a consequence, it cannot be automated and should be scheduled in
advance of a production migration.

2. Upgrade data
This step requires HOPEX V4.
The process upgrades the metamodel and converts data to the format required by the HOPEX
platform. This is carried out via conversion tools that need to be run manually from the
Administration Console (Administration.exe). The procedures vary according to the source
version your existing data.
In addition, this allows important parameters to be reviewed (options).

3. Check upgraded data and customizations

This step requires HOPEX V4.

This step involves validation from the end user perspective since they are most familiar with
the prior state of the data.

* Modelled data has been correctly migrated.
« Customizations have been correctly migrated.

This step also requires human intelligence and knowledge of modelled data. Therefore, it
cannot be automated.
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2. Prepare upgrade of data

2.1. Check license with your sales representative

The list of products/solutions changes with each version:
e Certain products/solutions are removed (not available).

e Certain products/solutions are deprecated (available and supported as is).

« Certain products/solutions are repackaged (features still available through another
product/ solution)
* SQL Server storage is now required.

This document will not describe the product lists or the changes between versions. Please
contact your sales representative to see if a new license needs to be programmed.

2.2. Check metamodel, locks, workspaces and workflows

In the source version, for each environment:

Check Detail

Check that the metamodel is In Windows Administration Console (Administration.exe),
stable compile the environment. If the environment compilation
generates a log entry in the HOPEX error log, you should
fix such errors before migrating your data

Check that no private In Windows Administration Console (Administration.exe),
workspace (ex-transactions) check workspaces. If a private workspace persists,
persists dispatch or delete it.

Check that no lock persists In Windows Administration Console

(Administrration.exe), check locks. With RDBMS storage
(SQL Server), you need to dispatch of delete related
workspace.

2.3. Verify that Windows Front-End is no longer used for
runtime

Windows Front-End (HOPEX.exe) is no longer allowed for execution (runtime) in HOPEX V3
and higher versions.

It is required to move to Web Front-end. This can lead to review de deployment architecture
of HOPEX.

From HOPEX V3, Windows Front-End is allowed only for:
1) For Administration tasks with HOPEX.exe
« Standard administration tasks

e Advanced administration features (HOPEX Power Supervisor, code SUP)
« Management of reporting DataMart (HOPEX Reporting Datamart, code HDT)

2) For Customization with HOPEX.exe
This requires specific profiles such as HOPEX Customizer and a licence with HOPEX Power
Studio (code MTS2).
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2.4. Verify that Oracle storage is no longer used for
runtime

Oracle storage is not supported in HOPEX V3 and higher versions.
It is required to migrate data to SQL Server before migration to HOPEX V4.
See document 'How to migrate data from Oracle to SQL Server storage HOPEX V3'.

2.5. Verify that GBMS storage is no longer used for
runtime

From HOPEX V2 GBMS storage is not supported with Web Front-end but allowed for Windows
Front-end provided volume of data is limited.

In HOPEX V3 and higher versions, GBMS storage is not supported at all.

It is required to migrate data to SQL Server before migration to HOPEX V4.

2.6. Identify Solution packs used

Solutions packs are add-ins installing data or templates. There are imported in data
repositories using the Administration Console, but they can update the system database.
Example: Archimate, NAF ...

For each HOPEX environment, identify the list of solution packs imported:
e In the system database

e In a data repository

2.7. Verify technology of web desktops

This section is regarding GRC Solutions:
« HOPEX Enterprise Risk Management (code ERMW)

*« HOPEX Internal Control (code ICM)
« HOPEX LDC (code LDC)
« HOPEX Internal Audit (code MIAW)

Each profile used with Web Front-End is associated to one or several web desktops.
Each web desktop is based on one of these technologies.
« Classic Desktops (also called V1 Desktops, legacy technology).

« Universal Desktops (latest technology).

With GRC Solutions (including solution HOPEX Internal Audit), Universal Desktop technology
is now used. This can have an impact according to project customizations. Each project needs
to identify its situation.
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Situation Impacts on Impact on Comment

customization look and feel
Full standard (standard | No impact Change Profiles are now associated to
profiles with standard Universal Desktops instead of
desktops) the Classic GRC Desktops
Full custom (custom No impact No change By default, profiles are still
profiles with custom associated to Classic GRC
desktops) Desktops. Of course, project

can decide to use Universal
Desktop instead. A review of
customization is required.

Mixed (standard Possible Possible A case by case review is
profiles customized impact. change required.

with standard A case-by-case review is
desktops, custom required.

profiles with standard It is highly recommended to
desktops...) create custom profiles. Project

must decide if they are
associated to Universal
Desktops (recommended) but
keeping working with the
Classic GRC Desktop is still
possible

A standard element (profile, desktop ...) is a configuration provided out of the box by HOPEX.
It can be customized.

Customization of standard profiles (to change CRUD/Object UI permissions) is not
recommended (bad practice).

2.8. Decide 'Definition of path of MetaAssociation'

This step requires a decision for each HOPEX environment.

In the HOPEX options, group 'Repository’, an option 'Definition of path of MetaAssociation' is
available at installation and environment level. This option enables to control the way
MetaAssociation behaviors are interpreted according to the value chosen:

Value Recommendation

Standard Mode Recommended for new projects. Default value.
Compatibility Mode Recommended for compatibility with behaviors and
customizations performed in version MEGA 2009 and lower
(data and system database customization). When switching
to 'Standard mode', a review that may require time and
expertise is necessary.

Note that ' Standard Mode' is the default value. You can change the value and compile the
environment without impact on data except namespace. However, the change will affect the
behaviors (namespace, navigation, extraction, protection, export, comparison...).
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2.9. Decide how to manage questionnaires

This step requires a decision for each HOPEX environment.

It is required to choose and activate a mode in each environment. This will determine the
engine used and indirectly the user experience when designing questionnaire templates
(customizer, functional administrator) or when filling questionnaire (end-user, respondent).
The assessment engine is not modified.

Mode Recommendation

Standard Mode Mandatory for new projects (new environments created from HOPEX
V4). See below its benefits.

Recommended for environments created before HOPEX V4. This
new mode is based on a new questionnaire engine named
questionnaire builder. Explicit actions are required during
migration.

Compatibility Mode Although not recommended, it can be used for compatibility with
previous behaviors for environments created before HOPEX V4. This
mode will not be available in the coming version HOPEX V5.0.

Note that warnings will be displayed in Administration tools to
recommend the standard mode.

This mode is based on the classic questionnaire engine.

Benefits of Standard mode
« Modern and easy to use WYSIWYG interface to quickly build questionnaire templates
via drag and drop functionalities (design).
» Better user experience for users having to answer a questionnaire, thanks to a new
improved questionnaire layout (execution).

Also read document 'New Questionnaire Builder — Migration of Existing Clients' than explains
functional changes and feature provided to adapt existing questionnaire templates if needed.

Once Standard mode is activated and questionnaire templates are converted, there is no way
back.

See later in this document
e Activate standard mode for questionnaires

« Other checking indications, Questionnaire templates

2.10.Review use of the profile 'Enterprise Architect’

For many versions, the profile 'Enterprise Architect' (ex-EA Standard) has been used for
multiple purpose
e Use legacy products (MEGA Architecture...)

e Perform customizations
e Use HOPEX Solutions

This profile is designed for use of legacy products.

« It is not designed for customization: use the profile 'HOPEX Customizer'.
« Itis not designed for use HOPEX Solutions: use dedicated profiles and desktops.
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With HOPEX V4, the profile 'Enterprise Architect' has a command line that filters HOPEX
Studio and HOPEX Solution:
/RW'NAF;ARC;HBPA;DOD2;FEA;UML;ITD;ETOM;MPL;SOIA;TOG;SAP;MBS;DMO;ERML;CMDB'

If projects need a profile and desktops that combines legacy product and HOPEX solutions or
that combines HOPEX Solutions, a specific study is required.

2.11.Review authentication mode

With HOPEX V2R1 and higher version, a new authentication framework called UAS (Unified
Authentication Service) is available.
Authentication configured with previous versions will run natively in most cases (see section
'Other checking indications' in this document). Anyway, it is recommended to consider the
UAS framework capabilities:

e OpenlID authentication (out of the box, configuration required).

« SAML2 authentication (out of the box, configuration required).

« Windows authentication (out of the box, configuration required).

For more details, see online documentation 'Installation and Deployment : HOPEX Unified
Authentication Service'.

2.12.Decide to keep web settings
Web settings are user related settings. They contain information that can be considered as
useful, ex:
« List of tiles selected by user in web desktop
« List of dashboards (widgets) selected by user in web desktop
Web settings persist in different folders.

If you need to restore this information when migrating to HOPEX V4, archive (file copy) the
file MegaSettings-*.ini on the server hosting the source installation (ex: HOPEX V3).

With HOPEX V3, such files are saved in the folder:

%ProgrambData%\MEGA\HOPEX V3\ClusterRoot\UserSettings
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3.

Upgrade data to HOPEX V4

For each HOPEX environment, several steps are required:

Check data upgrade pre-requisites.

Perform technical conversion of the system database for SQL Server.

Upgrade of both the system database and data repositories using an
environment update wizard. It is no longer required to convert explicitly each data
repository. Of course, if a data repository is referenced after environment upgrade,
the environment update wizard needs to be run again so that it is converted.

Note that environment upgrade consists in running:

Technical conversions. They update SQL tables and indexes to the expected
format. They apply for each data repository and for the systemdb database.
System database upgrade. It upgrades the metamodel and templates stored in
the system database to the format expected for the target version.

Functional conversions. They update the system objects stored in system
database and the data objects stored in the data repositories to the expected
format.

3.1. Check data upgrade pre-requisites

Before proceeding, check the following:

Check Detail

No private workspace persists For each HOPEX environment, check that no private

workspace persists. Each private workspace must be
published or discarded (abandoned)

All HOPEX environments For each HOPEX environment, check that you can
compile without errors compile (metamodel and technical data) without error
Data is backed up Check with the system administrator that all HOPEX

environment have been backed up (physical backup).
Archive key configuration file of IIS application related to
HOPEX (file web.config) and HOPEX installation
(Megasite.ini).

Check that all customizations have been backed up
(physical backup).

Password of the login 'System' For each HOPEX environment, check that the password

of the login 'System' is known or set to empty before

migration.
This is very important since it will be requested to login
with 'System'.

All TIS web sites related to For the machine running HOPEX, Run 'Internet

HOPEX are stopped Information Services (IIS) Manager':

Check that All IIS web sites related to HOPEX are
stopped.

All Windows services related to | For the machine running SSP, in Control Panel,
HOPEX are disabled Administrative Tools, Services:

Check if that all services with name beginning with
'HOPEX"' are set to 'Disabled'. Ex:

HOPEX Site Service Provider

HOPEX Service Watchdog
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No processes related to HOPEX | For the machine running HOPEX, in Windows Task

is running Manager:

Check if a process mgw*.exe is running. If a process
persists, end it.

3.2. Upgrade environment (SQL Server storage)

In the procedure, various warning messages will be displayed. Most of them will be ignored.
If a message is displayed that is not quoted in the procedure, see the FAQs section of this
document.

Note that only data repositories already referenced when the environment is upgraded will be
migrated.

Procedure in version HOPEX V4:

1. Start the Windows Administration Console (Administration.exe).
2. Reference the environment to be converted.
3. Select the environment.

« A warning can be displayed: Run the menu 'Perform SQL conversion on the
repository' to perform the upgrade.

e Click OK to hide the warning.

» Select the environment and R click > Perform SQL conversion on the repository.
A window 'MEGA RDBMS Conversion' is displayed.

« Click OK to trigger technical conversion of the SystemDb repository.

e Wait until the conversion is over. Duration can vary according to various parameters
(source and target versions, size of system database, infrastructure performances). It
is usually fast.

A line 'Technical conversion completed' is displayed'.
» Click Close.
4. Select and open the environment to be upgraded with the login System.
A message is displayed: 'Your environment requires an update for compatibility with
your version of HOPEX. Do you wish to run this procedure now?
* Click Yes to trigger the environment upgrade.
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A wizard Environment updating center - Welcome is displayed.

K-

Warning: the updates cannot be canceled.
EBefore running the procedure:

. Check that you have a recent physical backup of your data.
. Archive systemdb repository customizations.
. Stop the 55P running on the environment.

Mote that automatic erwironment update does not perform additional data conversions.

[]1 Have Taken note of the above text

< Previous Mext =

Cloze

Read the text, check the option I have taken note of the above text and click

Next.
A list of actions is displayed. Keep them checked.

@ Environment Update Center - Actions

Environment update

RDBMS technical alignments

Metamodel and data conversions
Metamodel and technical data compilation

Run >

Close

Click Run to start the update. Duration can vary according to various parameters
(source and target versions, infrastructure performances, size, and number of
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repositories). It usually lasts about 1 hour with one data repository.
A list of reports is displayed (one tab for each action).

* Review reports and click Close to exit the wizard.

« A warning can be displayed: The indexing format changed. Re-index your repositories
to be able to use the full-text search.

e Click OK to hide it.

« A message should be displayed: Your environment has been successfully updated.
* Click OK to hide it.

e Close the environment.

« Exit the Administration Console.

3.3. Update stored procedures with SQL Server storage

This step is mandatory for each data repository or system database. The code of existing
stored procedures (created in a previous version) needs to be initialized with the HOPEX V4.

Pre-requisite:
 SQL Server Service account for HOPEX has permissions to delete and create stored
procedures

Procedure:

1. Start the Windows Administration Console (Administration.exe).
2. Select and open the environment with the login System.
3. For each data repository

» Select the data repository

R click RDBMS Administration > Remove private workspace temporary data
+ Click Execute and wait until the conversion is over.

e R click RDBMS Administration > Shrink unused repository historical data

» Click Execute and wait until the conversion is over.

4. Close the environment.
5. Exit the Windows Administration Console.

Duration can vary according to various parameters (source and target versions, infrastructure
performances, size, and number of repositories).

Note that it is important that the execution of certain stored procedures are scheduled
(batched) via a maintenance plan. Refer to the administration documentation.

3.4. Perform a physical backup

This step is highly recommended for each data repository or system database just after core
migration. If data is altered during next steps of migration, this can save a significant time to
restore this backup rather that redo the full migration.
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4. Complete upgrade of data
4.1. Activate standard mode for questionnaires

If this activation was decided previously (see sooner in this document, 'Decide how to
manage questionnaires'), it is required for each HOPEX environment to:
e Install new module

 Run a conversion utility

Procedure:
« Start the Windows Administration Console (Administration.exe)

» Select and open the environment with the login System

+ Select the environment and R click > Modules

« In the window 'Import a module’, select Questionnaire Builder and click OK.
Wait until the end of the processing

» Close the environment

« Exit the Windows Administration Console

Duration is approximately 30 minutes.
Run a conversion utility:

Procedure:
e Start the Windows Administration Console (Administration.exe)

e Select and open the environment with the login System
« For each data repository involved:

» Select the data repository

* R click > Convert > Utilities

e Check only the option Utility - Convert Questionnaire Templates to New Mode
and click OK (1)
e Wait until conversion is complete
+ Close the environment
+ Exit the Windows Administration Console

(1) Note that you can check the option 'Apply to all repositories of the environment' to run
this conversion for all repositories in a single action.

Duration is a few minutes.

After this activation, it is necessary to check if converted questionnaire templates are fully
compatible. See later in this document, 'Other checking indications'.
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4.2. Set a value for 'Definition of path of MetaAssociation'

Once a decision has been made (see section Decide 'Definition of path of MetaAssociation'
sooner in the document), it must be implemented.

For each HOPEX environment:
1. Start the Windows Administration Console (Administration.exe)
2. Select and open the environment with the appropriate login (ex: system)
3. Select the environment
4. R click > Options > Modify
A list of options is displayed
« In the left tree, select the folder Repository
« In the right pane, select a value for Definition of path of MetaAssociation
according to the decision made

5. Exit Administration Console

4.3. Re-import solutions packs

If you did not use solution packs, skip this section.
Solutions packs (identified before migration) need to be imported again in HOPEX V4.

For each HOPEX environment, re-install each solution pack using the standard procedure.

Pre-requisite:
For each solution pack
In the HOPEX installation:
* Browse the folder \Utilities\Solution Pack
« Uncompress the .exe related to the appropriate framework
ex: PPM.exe for Solution Pack 'PPM'

Procedure:

In HOPEX installation:

« Start the Windows Administration Console (Administration.exe)
« Select and open the environment.
» Select the appropriate repository.
* Rclick > Object Management > Import Solution Pack
« For each solution pack

« Select the appropriate framework and click 'OK'

wait until the process is completed
* Close the environment.

 Exit the Windows Administration Console.

4.4. Rebuild full search indexes

Full search required that indexes are built.
Such indexes are initialized from full indexing and completed by incremental indexing
(scheduled)

The format of theses indexes has changed. It is therefore required to rebuild them if full search
is used.

Note that full indexing can be time consuming and need resources (CPU, RAM) or large data
repositories.
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Note also that full indexing is not required to start HOPEX. It is required to benefit from full-
text search feature.

Procedure:
For each HOPEX environment.
For each data repository indexed.
 Browse the index folder using Windows explorer
Ex: <HOPEX environment path>\Db\<Repository>\<Repository>.ix

e Manually delete all files

Then, it is possible to rebuild them using Administration.exe

Procedure:
e Run Administration.exe

e« Open each HOPEX environment.

+ Select the environment

e« Rclick > Options > Modify

« In group 'Languages', verify that the language to be indexed are checked and click
OK

» For each data repository indexed.

e Select the data repository

« Rclick > Properties

» Verify that Repository indexing is checked and click OK.

* R click > Index for full-text search. A window reminds the languages considered.

« Click OK and wait for the end of the processing. Duration can vary according to
various parameters (number of languages selected, infrastructure performances, size
and number of repositories). It can last up to several hours.

 Exit the Windows Administration Console.

4.5. Review command line parameters

A property 'Command Line' is available at two levels:
« In properties of profile objects

« In properties of login objects (login objects are created when converting user objects)

If a string is set and contains codes that are not available for HOPEX V4 (ex: code 'PRQ"), it
will not be considered. No error should be displayed to screen but in the error logfile. It is
therefore recommended to review command line parameters and remove codes that are not
available for the version.

Before removal After removal
/RW'PRO,DMOQ' /RW'DMO'

To identify the objects to be updated, you can run the following queries:

Object Type Example of query for the code 'PRO"’

Login Select [Login] Where [Command Line] Like '#PRO#'
Profile Select [Profile] Where [Command Line] Like '#PRO#'

You can get a list of codes not available for the version in MEGA Community, KB 00004513:
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4.6. Restore web settings

If you need to restore this information when migrating to HOPEX V4, restore (file copy) the
file MegaSettings-*.ini on the server hosting the target installation (HOPEX V4).

With HOPEX V4, such files are expected in the folder:

%ProgramData%\MEGA\HOPEX V4\ClusterRoot\UserSettings

4.7. Custom files in Mega_usr folder

This applies from HOPEX V4 CP2

An option 'Customization folder' enables to define a customization folder (optional)
Folder <installation path>\java\lib_usr is no longer considered

Folder <installation path>\DotNet\Assemblies_usr is no longer considered

Custom Java (.Jar) files must be copied to a new folder according to the situation:
By default when no customization folder is set

<installation path>\Customizations\javalib

If a customization folder is set

<customization folder path>\javalib

Folder <installation path>\java\lib_usr is no longer considered.

Custom .Net files must be copied to a new folder according to the situation:
By default when no customization folder is set

<installation path>\Customizations\dotnet

If a customization folder is set

<customization folder path>\dotnet

Other custom files (ex: .Mgs, .Gif, .Png...) must be copied according to the situation
By default when no customization folder is set

<installation path>\Customizations\mega_usr

If a customization folder is set

<customization folder path>\mega_usr
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5. Check upgraded data

It is highly recommended to back up each environment once it has been upgraded.

The standard installation and upgrading process takes care of all the conversions that can be
automated. Technically speaking, conversion success is guaranteed by:
1. The correct execution of the environment automatic upgrade processing.
If errors are met at this step, the migration process must be stopped so that a
diagnosis is made. Carefully check the Mega error log.
2. The correct execution of all mandatory conversions for the system database.
If errors are met at this step, the migration process must be stopped so that a
diagnosis is made.
3. The correct execution of all mandatory conversions for each data repository.
If errors are met at this step, the migration process must be stopped so that a
diagnosis is made.

After complete execution of the migration process, it is highly recommended to check data
and customizations through:

« First control of migration: run a quick tour to check that data looks correct.

« Check of data consistency: run utilities to enforce rules regarding data structure.

e Other checking indications.

5.1. First control of migration

It is highly recommended to run a quick tour and check that upgraded data looks correct. Of
course, this kind of check cannot be exhaustive, but it usually enables to have a first
feedback and quickly identify certain migration issues.

Example of scenario:
1. Open a private workspace (ex-transaction).
2. Browse through objects using query tools, navigation trees and diagrams.
3. Perform insignificant updates (ex: change a character in a comment value, slightly move
an object in a diagram...).
4. Dispatch private workspace.

5.2. Check data modelling consistency

In previous versions, many things were tolerated, although not recommended. In order to
ensure better consistency, there is a need for a thorough review of the repository content
and, potentially, some cleaning and tidying tasks to perform. This should be considered as a
separate project.
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5.3. Other checking indications

If extensions were made to the metamodel, they must be reviewed regarding the structuring

rules described above.

If customizations have been made (property pages layer, diagram configuration layer,
templates, programs based on script APIs...), a specific check is required based on initial
customization specifications. As customizations are often based upon standard layers, they
may not be ready to use, and they may have a different look and feel. This check requires
functional and platform development skills.

Topic Comment

Business Person

From HOPEX V4, Business Person is not supported

A conversion tool converts links to Business Persons towards
Responsibility Assignment to Person (System).

It is recommended to review customizations related to this

Solution HOPEX
Business Process
Analysis

With HOPEX V4, there is a new behavior for process diagrams
(Organizational Process Diagram...)

Items that are considered as part of the model are
automatically added to each diagram which can create
unexpected behaviors. This feature is disabled by default from
HOPEX V4.0 CP4 using the related option. For more details see
KB 00009414 in HOPEX Knowledge Base

Custom API code

It is recommended to review the customized macros and
applications using API script, in particular for Administration
APIs. Review should be based on initial functional specifications.

Custom authentication

It is required to review authentication in case of fully
customized authentication provider. Review should be based on
initial functional specifications.

Custom questionnaire
templates converted to
Standard Mode
(questionnaire builder)

A specific report enables to understand to what extend custom
questionnaire templates are compatible with Standard mode.
If ever specifications of custom questionnaire templates cannot
be fully converted automatically, a change of customization will
be required on project resources.

See document 'New Questionnaire Builder — Migration of
Existing Clients' for more details.

IRM Solutions (ex-GRC
Solutions)

For certain solutions (HOPEX Enterprise Risk Management,
HOPEX Internal Control, HOPEX LDC, HOPEX Internal Audit),
the web desktop have changed.

It is required to review desktop execution if customization have
been made or if projects wants to keep classic desktops for
compatibility (not recommended). Review should be based on
initial functional specifications. This is a customization expert
work.

Note also that certain profiles related to Solution IRM/Internal
Audit have been deprecated and are not available by default.
See KB 00008953 in MEGA Community for more details

HOPEX Explorer

This product is deprecated. Profile Explorer Writer is no longer
available. It is recommended to implement
» Viewer users for consultation access

« Contributor users for limited edition access
Contact your MEGA account manager if you need more details.

HTTP deployment

From HOPEX V4 each new deployment should be made in
HTTP/SSL mode (communication between HTML browser and
HOPEX Front-end). This is a standard security practice
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MEGA is not committed to investigate all errors met in HOPEX
V4 and higher version with HTTP mode
If no SSL certificate is available when installing, installation can
be made temporarily in HTTP mode. It must be configured to
HTTPS/SSL mode before switch to production.
Options This list of changes is not exhaustive
Option 'Authorize HOPEX data modification' was moved to
folder 'Installation > Customization'.
Option 'Business person management' is removed as this
Metaclass and related feature are removed. Conversion tools
are available.
Note that Option 'Paste without formatting' is now enabled by
default. This means that values are paste in text only format.
Profiles management It is recommended to review the profile execution for custom
profiles. Review should be based on initial functional
specifications.
Note that from HOPEX V3, CRUD configuration is saved on a
system object Set of UI Access Rights (no longer directly on
Profile). A conversion tool is run automatically.
See KB 00008641 in MEGA Community for more details
Report Template Certain standard report templates (HTML) are removed from
standard: they are no longer maintained by MEGA.
Situation varies with the history of the environment
For environments created with HOPEX V4 and higher, such
Report Templates are not available (not installed). Actions are
necessary to restore them if needed.
For environments updated to HOPEX V4 and higher, such
Report Templates are available. They are renamed with a
prefix: ex: _(Out of Support)_Activity Exchange Balance
See KB 00008963 in MEGA Community for more details
Web Desktops It is highly recommended to switch to Universal Desktop
configuration

« When developing new desktops

« When migrating data to HOPEX V4

Web services It is required to review web services execution. Review should
be based on initial functional specifications.

The above list is not exhaustive.
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6.1. Conversion details

Conversions
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Mandatory if
upgrade from

HOPEX V2R1
to HOPEX V4

Mandatory if
upgrade from
HOPEX V3 to
HOPEX V4

HITA-Convert Communication Protocol to
Network Application Protocol

This tool converts communication protocol objects
to the new format

This tool is coded in VB script

Data

Yes
KB 00009031

Yes
KB 00009031

IRM - Compute and Store Assessment KPIs
This tool computes and store the following
indicators:

- Last Assessment Date for Risks and Controls
- Aggregated Execution Rate for Controls

- Aggregated Pass Control Level for Controls
This tool is implemented by a VB script macro
~c9tcUnPrSPCQ[GRC v2 - Compute and Store
Assessment KPIs.Method]

Data

Yes
KB 00008632

Yes
KB 00008632

MEGA Repository - Computation of OnDemand
and OnUpdate MetaAttribute values

_Operator ~4P2FO074eUnt]J[MEGA Repository -
Computation of OnDemand and OnUpdate
MetaAttribute values]

Macro ~RO2F0X4eUH(J[MEGA Repository -
Conversion of Triggered Attribute.Method]

This tool is implemented in C++ and cannot be
customized.

Data

Yes
KB 00009176

Yes
KB 00009176

MEGA Repository - Conversion of Deprecated
MetaAssociation instances to Generic
MetaAssociation instances

This tool updates the metamodel to enable a
generic management of certain MetaAssociations
(Note, Document, ...).

This tool is implemented in C++ and cannot be
customized

Data
SystemDb

Yes
KB 00006311

Yes
KB 00006311

MEGA Repository — Conversion of name
properties

This tool aligns object names with metamodel
definition

Conversion may take several dozens of minutes
depending on the volume of data

This tool is implemented in C++ and cannot be
customized.

Data
SystemDb

Yes
KB 00001289

Yes
KB 00001289

MEGA Repository - Conversion of Person into
Person (System)

This utility creates a new object person (system)
for each object person and creates a traceability
link between the two objects

This conversion is optional and should be decided
by the project

Data

Yes
KB 00004007

Yes
KB 00004007
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Mandatory if
upgrade from

HOPEX V2R1

Mandatory if
upgrade from
HOPEX V3 to

It can create redundant objects that need
reprocessing

This tool is implemented by an external script
('Convert_Person_to_MegaPerson.vbs')

to HOPEX V4

HOPEX V4

MEGA Repository - Conversion of Privacy Risk
names

Macro ~gQZT9(eEU1Z7[MEGA Repository -
Conversion of Privacy Risk hames.Method]

Data

Yes
KB 00009177

Yes
KB 00009177

MEGA Repository - Conversion of report
parameters

This conversion sets the value of the new
MetaAttribute Values Definition with the value of
the deprecated MetaAttribute Kind of proposition.
This tool is implemented by a VB script macro
~yCREuDrcSHcA[Conversion of report
parameters.Method]

SystemDb

Yes
KB 00008598

Yes
KB 00008598

MEGA Repository - Conversion of Restrictive
MetaAssociation instances to Concrete
MetaAssociation instances

This tool updates the metamodel to move down
restricted MetaAssociation instances storage on
their concrete MetaAssociation.

This tool is implemented in C++ and cannot be
customized.

Data
SystemDb

Yes
KB 00006309

Yes
KB 00006309

MEGA Repository — Conversion of workflow
subject

This tools performs data conversion of Workflow
Subjects on all objects of your repository.

This mandatory conversion is improving reading
performances of HOPEX.

This tool is implemented by a C++ macro
~NpqOtNcyT9pI[Workflow Subject conversion] and
cannot be customized

Data
SystemDb

Yes
KB 00008918

Yes
KB 00008918

MEGA Repository - Convert Person and ARC
Responsibility into Person (System) and
Assignment

Macro ~)(16Zb1cUTwR[Convert Person and ARC
Responsibility into Person (System) and
Assignment.Method]

Data

Yes
KB 00009178

Yes
KB 00009178

MEGA Repository - Data Conversion -
Conversion of Risk Mitigation, GDPR Risk and
GDPR Minimization

This is @ minor conversion which is mandatory for
HOPEX Privacy Management users. It is used to
take into account the new internal values defined
on the risk meta-attribute used by HOPEX Privacy
Management in the context of personal data
transfers.

This tool is implemented by a VB script macro
~AaeTjhOVWjA3[MEGA Repository - Conversion of
Risk Mitigation & GDPR-Risk & GDPR-Minimization]

Data

Yes
KB 00009632

Yes
KB 00009632
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Mandatory if Mandatory if
upgrade from  upgrade from

HOPEX V2R1 HOPEX V3 to

MEGA Repository - Setting Report and Report
value links to template

This conversion saves reports parameter values on
reports for future use.

This tool is implemented by a VB script macro
~r)hhI9R5VrwO[Setting Report and Report value
links to template]

Data

to HOPEX V4 HOPEX V4

Yes Yes
KB 00009250 KB 00009250
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Utility Scope ' Comment
Convert Questionnaire Templates to New Mode SystemDb | Required or
This utility converts Questionnaire Templates to the new format. optional
This tools in implemented by a macro ~gXISFWXVUnr1[Utility - KB
Convert Questionnaire Templates to New Mode]. 00009175
This conversion is required if you decided to activate new mode

(questionnaire builder). Do not run it if you decided to remain in

compatibility mode. . See above in this document.

Diagram (drawings) Data Optional
This tool opens, saves and closes all diagrams in the repository. | SystemDb | KB
Enables conversion of diagrams with drawings in MGE format. 00001270
Also enables to check the status all diagrams in a repository.

This execution is optional for the system database and data

repositories.

Conversion may take a significant time depending on the volume

of data.

This tool is implemented in C++ and cannot be customized.

HITA - Convert Software Technology Fulfillments to Data Optional
Technical Capabilities KB

This tool converts the Business Capability Fulfillment or 00007770
Functionality that could exist between Software technology

objects and Business Capability objects to the new format.

This tool is implemented by a macro (~10v92q21QHtG[HITA -

Convert Software Technology Fulfillments to Technical

Capabilities])

HOPEX ITPM - Conversion of Standards Data Optional
This tool converts certain objects of the Metaclass 'Standard' to KB
objects of the MetaClass 'Technology'. Selection is made using 00004589
the query '~5yCf7ugkIr9D[APM - Conversion - Get Standards

Linked to Vendors Or Application Deployed]'

This tool is implemented by a VB script macro

~2yCfdOhKITND[APM - Conversion of Standards]

HOPEX ITPM - Convert Application Functionalities to Data Optional
Fulfillment KB

This tool converts Functionality to Application Maps and 00008909
Functionality to Application system Maps to functionality

fulfillment..

This tool is implemented by a macro (~J5XbWR9uQTSD[HOPEX

ITPM - Convert Application Functionalities to Fulfillment])

IRM - Compute and Store Assessment KPIs Data Optional
This tool computes and store the following indicators: KB

- Last Assessment Date for Risks and Controls 00008632
- Aggregated Execution Rate for Controls

- Aggregated Pass Control Level for Controls

This tool is implemented by a VB script macro

~c9tcUnPrSPCQ[GRC v2 - Compute and Store Assessment

KPIs.Method]

MEGA Repository - Business Function to Business Data Optional
Functional Area KB
Converts a Business Functions Hierarchy from Process or BPA 00007465
solution to Business Architecture's Business Functional Area

composite structure models.
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Utility

Useful to migrate data created with MEGA Process (code PRO)
and/or MEGA Process BPMN Edition (code PMN) to the solution
Business Architecture (code HBAS)

This tool is implemented by a macro (~18VF)i4hNf)I[MEGA
Repository - City planning areas to Business
Capabilities.Method])

How to migrate to HOPEX V4 EN

Scope

' Comment

MEGA Repository - City planning areas to Business
Capabilities

Convert City Plans to Business Capability Maps and City Plan
Areas to Business Capability objects.

Useful to migrate data for the solution IT Portfolio Management
(Code APM).

This tool is implemented by a macro (~18VF)i4hNf)I[MEGA
Repository - City planning areas to Business
Capabilities.Method])

Data

KB
00007191
Optional

MEGA Repository - Cleanup

This tool removes technical temporary data left invalid in
repositories after upgrade (ex: recent queries).

This tool is implemented by a VB script macro
~W7gD9X3HCT50[MEGA Repository - Cleanup.Method]

Data

Optional
KB
00003321

MEGA Repository - Conversion of Deprecated
MetaAssociation instances to Generic MetaAssociation
instances

This tool updates the metamodel to enable a generic
management of certain MetaAssociations (Note, Document, ...).
This tool is implemented in C++ and cannot be customized

SystemDb

Optional
KB
00006311

MEGA Repository - Conversion of EA Projects to PPM
projects

Converts EA Project (former MetaClass Project renamed to EA
Project) to PPM project (new MetaClass Project) and Project
scope to Project Deliverables, when applicable

Useful with option Product Portfolio Management (code PPM) and
a compatible solution (ex IT Portfolio Management...)

This tool is implemented by a macro (~6qr9AW25PntP[Mega
Repository - Conversion of EA Project.Method])

Data

Optional
KB
00007466

MEGA Repository - Conversion of ITPM Applications
Exchanges (ARC -> HITA)

Converts the description of application exchanges (based on
message flows) to the new format used with IT Architecture
(code HITA)

Useful with solution IT Portfolio Management (Code APM) and
new solution IT Architecture (code HITA)

This tool is implemented by a macro (~ougT5TtIP1eB[HOPEX
ITPM - Conversion of Applications Exchanges (ARC -> HITA)])

Data

Optional
KB
00007461

MEGA Repository - Conversion of Notes to Review Notes
Creates review notes from notes

This tool is implemented by a macro
(~sa5nwd0pO5U4[Collaboration - Note Conversion])

Data

Optional
KB
00007469

MEGA Repository - Conversion of Organizational Charts
This utility converts the nature of Organizational Chart diagrams
so that they can be open with MEGA Process BPMN Edition (Code
PMN).

This tool is implemented by a VB script macro
~YgaCFMJSGPv2[Organisational Chart Conversion]

Data

Optional
KB
00003984
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Utility Scope ' Comment
MEGA Repository - Conversion of Person into Person Data Optional
(System) KB

This utility creates a new object person (system) for each object 00004007
person and creates a traceability link between the two objects

This conversion is optional and should be decided by the project

It can create redundant objects that need reprocessing

This tool is implemented by an external script

('‘Convert_Person_to_MegaPerson.vbs')

MEGA Repository - Conversion of Specific Name of Data Optional
Dictionary Object to Term KB

This conversion updates objects based on terms to the new 00007723
format in case name has been customized

This tool is implemented by a VB script macro

(~1tqQKs6TQL0oG[Mega Repository - Conversion of Specific Name

of Dictionary Object to Term.Implementation])

MEGA Repository - Conversion of widgets SystemDb | Optional
Converts dashboard widgets to a new format (independent from KB
container of web desktop) 00007569
To keep widgets used in previous versions, a prerequisite to this

conversion is to restore web settings.

This tool is implemented in a VB script macro
~DcdsKyj4QDAE[WidgetConversion.Method]

MEGA Repository - Convert participants of projects Data Optional
This tools converts participants of projects to the new format KB

This tool is implemented by a VB script macro 00006308
~MKy3t2XCNf7U[Convert participants of projects.Method]

MEGA Repository - Convert Person and ARC Responsibility | Data Required
into Person (System) and Assignment KB

Macro ~)(16Zb1cUTwR[Convert Person and ARC Responsibility 00009178
into Person (System) and Assighnment.Method]

MEGA Repository - Convert Report templates (MS Word) SystemDb | Optional
to RTF Format Custom
This tool converts Report templates (MS Word) from Word to templates
RTF format. should
This is required to generate documents with HOPEX Web Front- already be in
end. RTF format.
This tool is implemented in C++ and cannot be customized. KB

Note that MS Word is required on the machine running the 00003499
conversion

Mega Repository — Convert Web EA Project Data Optional
This tool converts requirements of EA projects to new format KB

This tool is implemented by a VB script macro 00008633
~(Tyap4AVOn3G[Mega Repository — Convert Web EA

Project.Method]

MEGA Repository - Creation of links instances from MEGA | Data Optional
fields SystemDb | KB

This tool creates impact analysis links for objects referenced by 00002005
object references (MEGA fields) in texts properties.

Conversion may take a significant time depending on the volume

of data.

This tool is implemented in C++ and cannot be customized.

MEGA Repository - Objectives -> Enterprise Objective Data Optional
Conversion KB
Creates Enterprise Objective from Objectives 00007463
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Utility Scope ' Comment
Useful to migrate data from Business Strategy (code MBS) to
Business Architecture (Code HBAS)

This tool is implemented by a macro
(~ueHLXNrMP1sV[Objectives -> Enterprise Objective
Converstion.Method])

Shapes SystemDb | Optional
This tool updates customized shapes to the most recent format. KB
Shapes located in the folder 'Mega_usr' or both installation and 00000362

HOPEX environment are upgraded. This conversion is optional for

the System repositories.
This tool is implemented in C++ and cannot be customized.
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7. FAQs

7.1.1. I cannot find the option to enable data modification

The option was moved and renamed to 'Authorize HOPEX data modification'
Note that it is not recommended to use this option.
If you need to configure it, go in options, display Extended level, browse group 'Installation >

Customization'.

7.1.2. Warning 'Run the menu 'Perform SQL conversion on the
repository’' to perform the upgrade

This means that the format of tables in SQL Server must be converted.
You need to run a menu (Perform SQL conversion on the repository) from the Administration
Console. See earlier in this document.

Upgrade Database Yersion L} >

o Run the menu "Perform S0L conversion on the repository” to
perform the upgrade,

7.1.3. Warning 'Your environment requires an update for
compatibility with your version of HOPEX...'

This warning report that the system database is not up to date. This occurs if the programs
have been updated and the environment has not/not yet been updated.

your version of HOPEX, Do you wish to run this procedure

o Your environment requires an update for compatibility with
now?y

7.1.4. Warning '"Writing access diagram is not compiled. The
diagram should be recompiled ...’

Certain actions can leave the writing access diagram (ex-User diagram/Authorization
diagram) is in a state not compiled.

To compile the metamodel of the environment:
1. Start the Windows Administration Console (Administration.exe).
2. Select and open the environment to be converted with the login System.
3. Select the folder 'User management'
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4. R click > Compile writing access diagram

5. Click Start to trigger the compilation
Wait until the processing is complete.

6. Click 'Close'

7. Exit the Windows Administration Console

7.1.5. How to run a specific conversion or utility?

It is now required to use the update wizard instead of triggering explicitly conversions.
It is still possible to run conversions or utilities.

Procedure for conversions:

1. Start the Windows Administration Console (Administration.exe).
2. Select and open the environment to be converted with the Ilogin System.
In the folder 'Repositories’, select SystemDb or a data repository
e R click > Conversions > Convert data into current version and select From HOPEX
V3.1 data.

* Check the appropriate conversions.
See the table 'Conversion details', later in this document

» Click 'OK' to trigger the conversion
Wait until the conversion is complete

e Close the environment
3. Exit the Windows Administration Console.

Procedure for utilities:

1. Start the Windows Administration Console (Administration.exe).
2. Select and open the environment to be converted with the Ilogin System.
In the folder 'Repositories’, select SystemDb or a data repository
« R click > Utilities.

e Check the appropriate conversions.
See the table 'Conversion details', later in this document

« Click 'OK' to trigger the conversion
Wait until the conversion is complete

e Close the environment
3. Exit the Windows Administration Console.
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This document describes the procedures necessary for installing a hotfix for HOPEX V4
with classic deployment mode.
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1. Foreword
1.1. Hotfix

A hotfix provides a consistent set of changes, mainly error fixes.

In concrete terms, a hotfix installation program is a .MSP file.
Example: HOPEX_V4_01_00_HFO01.msp

The hotfixes provided for HOPEX Software are cumulative.
Example: Hotfix 03 also includes fixes of Hotfix 02 and Hotfix 01.

Each hotfix is related to a specific version level which is required for installation.
Example:

Hotfix 01 on HOPEX V4 (HOPEX_V4_00_00_HF01.msp) applies to HOPEX V4 only
Hotfix 01 on HOPEX V4 CP1 (HOPEX_V4_01_00_HF01l.msp) applies to HOPEX V4 CP1
only.

Consequently, verify the expected version level is installed before installing a
hotfix.

Before proceeding, make sure that, for all the HOPEX environments to upgrade:
« Data is backed up (physical backup).
e The password of the login System is known.
This is very important since it will be requested to login with the login System.
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2. Upgrading HOPEX programs

The hotfix installation program is a .MSP file.
Example: HOPEX_V4_01_00_HFO1l.msp.

It must be installed on each machine where the version HOPEX V4 has been
previously installed. The components initially installed (HOPEX Kernel and/or IIS
components) will be updated.

Front-end
Web Front-end

Deployment
Standalone deployment

Target machine
Unique Server where HOPEX
programs are installed

Web Front-end

Cluster deployment

Each application server of the
cluster where HOPEX programs
are installed

¢ HOPEX Front-end

« HOPEX Back-end

« SSP

Windows Front-end
(customization)

Standard deployment

Each workstation where HOPEX
programs are installed
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Windows

IIS Web

HOPEX

Service

site (1)

processes

Web standalone | Unique server Yes Yes Yes
deployment
Web cluster Server running SSP Yes Yes
deployment
Web cluster Server running HOPEX Back- | Yes Yes
deployment end

Server running HOPEX Front-

end
Windows Each machine used for No Yes
standard customization
deployment

(1) By default, an application '"HOPEX' is configured for 'Default Web Site'.
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2.1. Upgrading Web Front-end

Pre-install:

Identify the target machine(s).

The machine varies with the chosen deployment: see above table.

Archive key configuration file of IIS application (web.config file) and HOPEX
installation (Megasite.ini).

Login in as administrator of the machine.

Verify ‘Control Panel > Administrative tools > Services’.

On the SSP server, the service HOPEX Site Service Provider must set to
'Stopped'.

On all the servers, the service HOPEX Service Watchdog must set to
'Stopped'.

Verify ‘Internet Information Services (IIS) Manager’.

The web site hosting the IIS applications (by default it is 'Default Web Site")
must be stopped.

Verify the Task Manager.

No HOPEX process (mgw*.exe, or HOPEX*) must be running.

Verify 'Control Panel > Add or Remove programs'.

The required version level must be installed.

Note: you can also use the utility Hopex Server Supervisor and R click > HOPEX >
Stop HOPEX Processes Services and Web Application.

Procedure:
For each machine:
1. Select the .MSP file of the update.

Example: Select HOPEX_V4_01_00_HF01.msp

2. Rclick > Apply

The wizard can take more than 1 min to load.

3. Click Update >.

The installation process can take a minute to initialize.
Wait until the processing is complete.

4. Click Finish.

Notes:

o The location of the installation folder can be found after a search is conducted in

o

the machine registry. This location is not visible on the machine during
installation or in the control panel.

If the expected update level is not identified for the HOPEX programs registered
on the machine, an error is displayed.
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2.2. Upgrading HOPEX Data

Most changes apply to HOPEX programs. However, some changes apply to the

systemdb repository. It is therefore necessary to update all HOPEX environments to

benefit from all the changes and fixes. The procedure varies with the storage.

Pre-upgrade:

Verify that no workspace exists in read/write mode.
Verify ‘Control Panel > Administrative tools > Services’.

On the SSP server, the service HOPEX Site Service Provider must set to

'Stopped'.

On the all servers, the service HOPEX Service Watchdog must set to
'Stopped'.

Verify the Task Manager.

No HOPEX process (mgw*.exe, or HOPEX*) must be running.

Procedure:

For each HOPEX environment:

Nonkwb=

8.
9.

10.Check at least 'Compile metamodel' and 'Compile technical data' and click 'Start'.

Start the Administration Console (Administration.exe).
Select the environment to be upgraded.

R click > Open.

Login with the System identifier.

In the folder 'Repositories’, select Systemdb.

R click > Object Management > Import.

Select file 'UpgradeHF.mol' and click Import.

It is located in the folder "\Install\Update' of the installation
Ex: C:\Program Files (x86)\MEGA\HOPEX V4\Install\Update
Before Update 3, this file was located in the folder "\Mega_Std' of the
installation.

In the tree, select the environment.

R click > Metamodel > Translate and compile.

Wait until compilation is complete.

11.Exit the Administration Console.
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Post-installation and data upgrade:

« Verify ‘Control Panel > Administrative tools > Services'.
On the SSP server, the service HOPEX Site Service Provider must set to
'Automatic (Delayed Start)' and be started.
On the all servers, the service HOPEX Service Watchdog must set to
'Automatic (Delayed Start)' and be started.

e Verify ‘Internet Information Services (IIS) Manager'.
The web site hosting the IIS applications (by default it is 'Default Web Site")
must be started.

« Verify compilation state. See below

Note: you can also use the utility Hopex Server Supervisor and R click > HOPEX >
Restart HOPEX Processes Services and Web Application.

Verify compilation state

By default, compilation does not compile permissions.
If permissions where not compiled or are left uncompiled after systemdb update, it is
required to compile them again.

Start the Administration Console (Administration.exe).
« Select the environment to be upgraded.
R click > Open.
o In the administration tree, select the environment
o Rclick > Metamodel > Translate and Compile
o Review the status for the following options
= Compile Metamodel
= Compile Technical data
= Compile Permissions...
o If 3 checkboxes are unchecked, click Cancel to exit
If one checkbox at least is checked, click Start to trigger compilation.
Wait for end of processing (compilation completed)
Exit the Administration Console (Administration.exe).
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3. FAQs

3.1.1. After hotfix update the version of GraphQL installed
from HOPEX Store is updated.

Example:
The version of GraphQL installed from HOPEX Store is 1.0.5737.0.
After CP installation version is 7.87.XXX.XXX and file web.config is initialized.

This is a MEGA error caused by numbering of GraphQL component.
It is fixed with version 787.506.5949 or higher of GraphQL component.

3.1.2. After hotfix update the file web.config of HOPEX is
updated.

In the past, MEGA reserved the right to modify configuration files with hotfix
installation.
MEGA changes this policy from HOPEX V4.0 CP4 Hotfix 10.

Note that a conflict can occur if IIS settings are performed at different level of
configuration.

Example

Cannot add duplicate collection entry of type 'add' with unique key attribute 'name’
set to XX (IIS error)

See KB 00009734 in HOPEX Knowledge Base

3.1.3. After hotfix update, UAS is enabled again.

In the past, MEGA reserved the right to modify configuration files with hotfix
installation.
MEGA changes this policy from HOPEX V4.0 CP4 Hotfix 10.

Note that from HOPEX V4, UAS based authentication should be used. Disabling UAS,
should be only a temporary work-around.
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Summary

Check if a more recent version of this document is available in online documentation (MEGA
Community).

This document describes the procedures necessary for installing a CP for HOPEX V4.0.

It applies only to HOPEX V4.

L FOREWORD L ittt R R R R R R RN RN R R R RRRRREE 3
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1.2, Identification Of VerSiON it e e e e s r e r e 3
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1. FOREWORD

1.1. Corrective Pack

With HOPEX V4 there are several levels of changes:

« Corrective Pack (CP): to deliver fixes only within a version. GUI should not change.
Ex: CP1 on HOPEX V4, CP2 on HOPEX V4

« Hotfix: to delivery urgent fixes. GUI does not change.
Ex: Hotfix 02 on HOPEX V4 CP1

In concrete terms, a Corrective Pack installation program is a .MSP file embedded as a .EXE
file.
Example: HOPEX_V4.00.01.exe.

Each Corrective Pack is related to an update level of a major version.
Example:

HOPEX_V4.00.01.exe: this CP1 applies to HOPEX V4 (initial release).
HOPEX_V4.01.01.exe: this CP1 applies to HOPEX V4.1.

Corrective Packs are not cumulative.
Data upgrade can be done in the final CP
Example: to upgrade from HOPEX V4 CP1 to HOPEX V4 CP4, it is required to:

1. Install CP2 on HOPEX V4 to upgrade to HOPEX V4 CP2.
2. Install CP3 on HOPEX V4 to upgrade to HOPEX V4 CP3.
3. Install CP4 on HOPEX V4 to upgrade to HOPEX V4 CP4.
4. Run the 'Environment Automatic Update' feature.

Always verify the expected update level is installed before installing a Corrective
Pack.

Before proceeding, make sure that, for all the HOPEX environments to upgrade:

« Data is backed up (physical backup).
+ The password of the login System is known.
This is very important since it will be requested to login with the login System.

1.2. Identification of version

Versions can be found through the About HOPEX menu.
HOPEX <Major version code> <Minor version number>.<Corrective Pack humber> (Build
number)

Example: HOPEX V4.00.01 (9.0.5563.0)
« Major version code: V4
e Minor version number: 00
e Corrective Pack number: 01
e Build number: 9.0.5563.0
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1.3. Archive configuration file

The CP installation may update IIS configuration files saved in web.config.

As a precaution, it is recommended to backup all web.config files of HOPEX related IIS
application. This applies especially to the following files.

I1IS Application

Configuration file

Default location

UAS web.config C:\inetpub\wwwroot\UAS
HOPEX web.config C:\inetpub\wwwroot\HOPEX
HOPEXGraphQL web.config C:\inetpub\wwwroot\HOPEXGraphQL

You can use utility Hopex Server Supervisor.exe to gather such files.
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2. UPGRADING HOPEX PROGRAMS

The Corrective Pack installation program is an .MSP file embedded as an .EXE file.
Example: HOPEX_V4.00.01.exe.

It must be installed on each machine where the version HOPEX V4 has been previously
installed. The components initially installed (HOPEX Kernel and/or IIS components) will be

updated.

Front-end
Web Front-end

Deployment
Standalone deployment

Target machine

Unique Server where HOPEX
programs are installed

Web Front-end

Cluster deployment

Each application server of the
cluster where HOPEX programs are
installed

« HOPEX Front-end
« HOPEX Back-end
« SSP

Windows Front-end

Standard deployment (for
customization only)

Each workstation where HOPEX
programs are installed

CO - PUBLIC
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Deployment Machine Windows HOPEX
Service processes

Web standalone Unique server Yes Yes Yes
deployment
Web cluster Server running SSP Yes Yes Yes
deployment

Server running HOPEX Front-end No Yes No

Server running HOPEX Back-end Yes Yes Yes
Windows standard | Each workstation No No Yes
deployment

(1) By default, an application '"HOPEX' is configured for 'Default Web Site'.
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2.1.

Upgrading Web Front-end

2.1.1.Pre-install

Identify the target machine(s).

The machine varies with the chosen deployment: see the above table.

Archive key configuration file of IIS application (web.config file) and HOPEX installation
(Megasite.ini).

Login in as administrator of the machine.

Verify ‘Control Panel > Administrative tools > Services'.

On the SSP server, the service HOPEX Site Service Provider must be set to
'Stopped'.

On all the servers, the service HOPEX Service Watchdog must be set to 'Stopped'.
Verify ‘Internet Information Services (IIS) Manager’.

The web site hosting the IIS applications (by default it is 'Default Web Site') must be
stopped.

Verify the Task Manager.

No HOPEX process (mgw*.exe, or HOPEX*) must be running.

Verify 'Control Panel > Add or Remove programs'.

The required update level must be installed.

For example, HOPEX V4 is a requirement before installing Corrective Pack 1 on HOPEX
V4 (HOPEX_V4.00.01.exe).

Note: you can also use the utility Hopex Server Supervisor and R click > HOPEX > Stop
HOPEX Processes Services and Web Application.

2.1.2.Procedure

For each machine:

1.

2.

Notes:

Select the .EXE file of the Corrective Pack.

Example: Select HOPEX_V4.00.01.exe.

R click > Run as administrator or Open.

The wizard can take more than one min to load.

Click Update >.

The installation process can take one minute to initialize.
Wait until the processing is complete.

Click Finish.

The location of the installation folder can be found after a search is conducted in the
machine registry. This location is not visible on the machine during installation or in the
control panel.

If the expected update level is not identified for the HOPEX programs registered on the
machine, an error is displayed.
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2.2. Upgrading HOPEX Data

Most changes apply to HOPEX programs. However, some changes apply to the systemdb
repository. It is therefore necessary to update all HOPEX environments to benefit from all the
changes and fixes. The procedure varies depending on the storage.

2.2.1.Pre-upgrade

Verify that no workspace exists in read/write mode.

Verify *Control Panel > Administrative tools > Services'.

On the SSP server, the service HOPEX Site Service Provider must be set to
'Stopped'.

On the all servers, the service HOPEX Service Watchdog must be set to 'Stopped'.
Verify the Task Manager.

No HOPEX process (mgw*.exe, or HOPEX*) must be running.

2.2.2.Procedure

With RDBMS storage, the technical format of the system repository and data repositories may
change when installing update. In this case, a warning is displayed:
You cannot access repository XXX. Its internal structure is not up to date. ...

Upgrade Database Version X

You cannot access repository "SystemDb". Its internal structure is not
! up to date.

A technical conversion is necessary. Click "OK" to run it.

Once updated, your repository will no more be accessible by older

version of Mega.

For each HOPEX environment:

1.

2.
3.
4

®NowUm

Start the Administration Console (Administration.exe).
Select the environment to be upgraded.
R click > Open.
If a warning is displayed (You cannot access repository "SystemDb". Its internal structure
is not up to date. ...), click 'Cancel’, then :

« Select the environment in the administration tree.

« Rclick > Perform SQL conversions on the repository

A window 'MEGA RDBMS Technical Conversion' is displayed.

« Click 'OK".

« Wait until the processing is complete (it takes a few minutes) and click 'Close’.
Select the environment to be upgraded.
R click > Open.
Login with the System identifier.
If warnings are displayed (“You cannot access repository "XXX". Its internal structure is
not up to date...”), for each data repository (ex: ProductionData):
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+ Select the data repository in the administration tree.
« Rclick > RDBMS Administration > Perform SQL conversions on the

repository.
A window 'MEGA RDBMS Technical Conversion' is displayed.

« Click 'OK'.

« Wait until the processing is complete (it usually takes a few minutes) and click
'Close’.

9. Select the environment
10.R click > Environment automatic update
A wizard 'Environment updating center - Welcome' is displayed:

@ Environment updating center - Welcome x

‘Warning: the updates cannot be canceled.
Before running the procedure:

* Check that you have a recent physical backup of your data.
# Archive systemdb repository customizations.
* Stop the 55P running on the environment.

Mote that automatic environment update does not perform additional data conversions.

[]1 Have Taken note of the above text

< Previous Mext = Clozse

11.Read the information, check the option 'I have taken note of the above text' then
click Next. A list of actions is displayed. It is recommended to keep them checked.

12. Click Run to start the update. Duration can vary according to various parameters
(source and target versions, infrastructure performances, number of data repositories).
It usually lasts about 15 min. A list of reports is displayed (one tab for each action).

13. Review reports and click Close to exit the wizard.

14. Close the environment.

15. Exit the Administration Console.
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2.2.3.Post-installation and data upgrade

Verify that data reading access compilation (ex-confidentiality) if necessary.

See below.

Update HOPEX configuration if necessary.

See below.

Verify ‘Control Panel > Administrative tools > Services'.

On the SSP server, the service HOPEX Site Service Provider must be set to
'Automatic (Delayed Start)' and be started.

On the all servers, the service HOPEX Service Watchdog must be set to 'Automatic
(Delayed Start)' and be started.

Verify ‘Internet Information Services (IIS) Manager'.

The web site hosting the IIS applications (by default it is 'Default Web Site') must be
started.

Note: you can also use the utility Hopex Server Supervisor and R click > HOPEX > Restart
HOPEX Processes Services and Web Application.

Verify data reading access compilation (ex-confidentiality) if necessary

If you use data reading access management feature (ex-confidentiality), check that data
reading access is compiled

1.

Start the Administration Console (Administration.exe).

2. Select the environment to be upgraded.
3. Rclick > Open.
- In the administration tree, select the folder User management > Data writing

access.
R click > Compile
Wait for end of processing (compilation completed)

4. Exit the Administration Console (Administration.exe).

HOPEX

4.4 Shapes

& Environments

a C:\_StandardData\Playground_785-2
+)-{&8 Repositories
{28 Customized Shapes
-8 User management
&8 Users
(&8 Assignment of profiles
& Profiles
M Ul access
(28 Data ry ¥ Open Diagram
_5 Authe |

A
p\)

Note this feature is not active by default
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Check configuration files

Web.config files are created for IIS Applications when installing HOPEX from a master.
Such files can possibly be updated by a CP installation.

It is therefore recommended to compare new web.config files with archived web.config files.
Verify compilation state

Environment automatic update does not compile permissions.
If permissions where not compiled or are left uncompiled after environment automatic update,
it is required to compile them again.

1. Start the Administration Console (Administration.exe).
2. Select the environment to be upgraded.
3. Rclick > Open.
In the administration tree, select the environment
R click > Metamodel > Translate and Compile
« Review the status for the following options
1. Compile Metamodel
2. Compile Technical data
3. Compile Permissions...
If 3 checkboxes are unchecked, click Cancel to exit
If one checkbox at least is checked, click Start to trigger compilation.
Wait for end of processing (compilation completed)
4. Exit the Administration Console (Administration.exe).
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3. FAQS

3.1.1. What is the meaning of the actions below?

(] Envirenment updating center - Actions x

System repository update

RDBMS technical alignment

Data conversion

Metamodel and technical data compilation

< Previous Run = Close

System repository update: update of system repository by import of .MOL files.
RDBMS technical alignment: update of tables at SQL level (RDBMS only).

Data conversion: additional conversion for system repository and data repositories.
Metamodel and technical data compilation: compilation.

3.1.2. How can I get the MSP file of the Corrective Pack?

Procedure:

« Copy the .EXE of the Corrective Pack file in a temporary folder,
ex: C:\tmp\HOPEX_V4.00.01.exe
Open a command prompt window (CMD)
Run the following command <path of EXE)> /E, Ex: C:\tmp\HOPEX_V4.00.01.exe /E
The installation wizard is loaded. Click 'Cancel' then 'Yes' and 'Finish' to exit the wizard.
In the temporary folder, a .MSP file has been created, ex: MEGA HOPEX V4 Patch
501.msp
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3.1.3. After CP update the version of GraphQL does not match
the version installed with the master!

This is caused by the installation policy in HOPEX V4:
« MSI (HOPEX master) also installs HOPEX GraphQL
With each new master, a version of the HOPEX GraphQL add-on is installed. Yet a more
recent version might be available online on HOPEX Store
e MSP (HOPEX CP) does not install HOPEX GraphQL and does not update it

3.1.4. How to know the version of HOPEX GraphQL installed?

See control panel
Check version for program 'HOPEX GraphQL API'

3.1.5. How to update HOPEX GraphQL?

Keep Web.config of GraphQL IIS Application to save settings
Uninstall existing version of GraphQL

Download a latest version of GraphQL from HOPEX Store
Install latest version

Update Web.config accordingly

3.1.6. Where to get the last version of HOPEX GraphQL?

See HOPEX Store https://community.mega.com/t5/HOPEX-Store/bd-p/hopex-store
Use another HTML Browser than Chrome as long as a conflict is not fixed

3.1.7. When to update HOPEX GraphQL with latest version?

This can be
e If an error is met in a component using GraphQL (precaution)
« If MEGA recommends it officially
It is recommended to subscribe to the related page of MEGA Community to be notified

3.1.8. After CP update the version of GraphQL installed from
HOPEX Store is updated.
Example:

The version of GraphQL installed from HOPEX Store is 1.0.5737.0.
After CP installation version is 7.87.XXX.XXX and file web.config is initialized.

This is a MEGA error caused by numbering of GraphQL component.

Error will not be solved by a coming hotfix of HOPEX but by installation of a new setup of
GraphQL (version 787.506.5949 or higher).

For more details see KB 00009735 on MEGA Community.
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3.1.9. After CP update the file web.config of HOPEX is updated.

MEGA reserves the right to modify configuration files with CP installation.
It is recommended to check configuration files after CP installation.

Note that a conflict can occur if IIS settings are performed at different level of configuration.
Example

Cannot add duplicate collection entry of type 'add' with unique key attribute 'name’ set to XX
(IIS error)

See KB 00009734 in HOPEX Knowledge Base

3.1.1. After CP update, UAS is enabled again.

MEGA reserved the right to modify configuration files with CP installation.
Note that from HOPEX V4, UAS based authentication should be used. Disabling UAS, should be
only a temporary work-around.

3.1.2.1Is it possible to disable UAS component again in HOPEX V4.0?

It is technically possible to restore the previous settings (<add key="DelegatedLogin"
value="0" />) However it may be modified with new version update (CP installation)
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1. Introduction

This document is intended for the public (CO - Public), it provides comprehensive details
about the impacts of the new questionnaire builder module for existing HOPEX users
who decide to activate it, following a migration to HOPEX V4CP2. It is intended to be a
guide to precisely understand what must be done to ensure a smooth transition towards
the new builder.

TOOLBOX PROPERTIES

=

Single Input My New Questionnaire
|
Checkbox Enter a sur escription

Radiogroup

Dropdown Input page title here

o
9
g
3
3
2
7

L]
@
2 =
iz
]
2

Please dro? a guestion
Date here from the Toolbox.

Number Show/hide title

@ B M@ S
g

Default language

Default (english) -

Creation Mode

0 =
©

py Trigger Transition At Close

felola]a]=]

Logic v

B save & Close

2. Benefits of the New Builder

The new Questionnaire Builder provides a completely renovated and modern user
experience when it comes to building questionnaires for your assessment campaigns.

Thanks to a WYSIWYG interface and drag and drop functionalities, the new
Questionnaire Builder lets you create questionnaires with as little as a few clicks,
completely changing the way you were used to work.

The new builder has been designed focusing on the most common and important user
needs, making it easier than ever to build assessment questionnaires, without requiring
the intervention of professional services.

3. Questionnaire Builder Installation

To install Questionnaire Builder:
1. Launch the “Administration.exe” application.

2. Open your environment.
A message indicates you have to install the Questionnaire Builder module to
manage your assessments.
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% HOPEX - Administration — O *
File Help

HOPEX |
HOPEX
EI@ Environments

| @& C:\Users\Public\Documents\HOPEX V4\EnvTestsLab_000_000_tst_5554
Jﬂﬂ Shapes
[ Documentation
- g Workstation

Warning >

It is mandatory to use the new Questionnaire Builder module
to manage your assessments, Install it from the Modules
menu of the environment.

3. Right-click your environment and select Modules.

£ HOPEX - Administration - O pad
File Help

I HOPEX |

HOPEX
=& Environments

Ba C:‘\_Users‘\,'ublic‘\.,DocumEl _3 Open...
B--@ Repositaries al
G35 SystemDb [EN] ose
-3 EA [EN] Reports ’
g GraphQLIntegratic Options »
[+ MEGA Tutarial [EM
: 3
(-5 SOHO [EN] Metamodel ']
-[® Customized Shapes Modules
- User management Environment automatic update
[-{0% Shapes Delete ref
[3--@ Documentation Elete rererence
..... a Waorkstation Remove not referenced repositories

Ej Configure 50L connection

= Perform SOL conversion on the repository = = x

3’) A work environment groups a set stem repositery containing the
metamodel, object descriptors and Environment activity * on to all users of this
enwironment.
An environment folder enables access to group werking definition, environment repositeries, administration reports
(backups, dispatches...) and to graphical shape custemizations used in models.

4. In the Import a module dialog box, select the « Questionnaire Builder »

module and click OK.
Import is launched.

4. Questionnaire Templates Compatibility

Existing questionnaire templates can be of two kinds:

« Compatible - These questionnaire templates are fully compatible with the new

questionnaire builder.
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« Not Compatible - These questionnaire templates have some features which are
no longer supported by the new questionnaire builder and require manual
intervention.

The compatibility of a questionnaire is saved into a dedicated attribute, called
“Questionnaire Template Type”, visible on the questionnaire template property page.

Questionnaire templates which are compatible with the new builder have a type set to
“Standard”. Those which are not compatible have a type set to “Extended”.

1 PPM - Project Risk Assessment

5 Characteristics w

Mode

Standard

Delegation Allowed

Yes

Questionnaire Template Type

Standard

Edit Questionnaire Template: "

(] Display Diagram

4.1. Compatibility Analysis Report

To have a comprehensive understanding of all impacts of the new Questionnaire Builder
on existing questionnaire templates, a dedicated report has been put in place, accessible
via the user menu.

=
@ Modify Password & settings >

it Options ! Community

[l New Quest. Builder Compatibility

(- Alerts management
8 Rainitialize personal parameters
B License information

About HOPEX
Displaying 1 - 50 of 86

This report is browsing through all existing questionnaire templates and questions
defined on HOPEX elements (like control execution and test steps). As a result, the
report shows all elements that are no longer compatible with the new builder with a
small description of the identified issue.
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This report is just informative and it should be used in order to make sure that the
migration towards the new Questionnaire Builder doesn’t introduce any major disruption
from a functionality perspective.

[

| New Questionnaire Builder Report L X
The table below highlights the rmp cts of the new questionnaire builder on yow existing g jonnaire tes mpF jates. It provides an exhaustive list of all features used by your questionnaire templates which are no longer supported by the new questionnaire builder. You
should make sure to redefine your lestionnaire templates in order to address all elemen t / ted below
o
c

Questionnaire Template  Element With Questions

% PPM - Inherent Risk

@ [OLDI1 PPM - Project Risk

@G The logic to compute the value of the question must be rewritten in the new builder in the question Logic

A it section.
ssessment % PPM - Net Risk
93 Business Value
P Question-1 Ides lfvth d g e to which this application's
functionality meets busi eeds.
% Ques lcates ol ewel ol ataiiah it ond el O e
ication regarding technolos
;% i How i is the i of this
@ ol R Question 2t duesliiis ap MRz U CaR iAW iU Buslne=s Question with display Met: he question visible based on a pre-defined condition must be rewritten in the
P! i metatest new hulld er u lhe (es( |s based on another question.
ith other applications >
lexity of the the key
% Does. vnm- ication need or provide i
from/by other applical 2
% Question-5 How difficult it is to maintain the required application
d data.
Presentation tools other than those of type Diagram are no longer supported.
0 foLbicu:

estionnaire n>mp| e

% Customer Journey Steps Questions.

Questions groups which retrieve questions via a query are no longer supported.

4.2. Not Compatible Questionnaire Templates

If the user tries to open a non-compatible questionnaire template, he will be prompt
with an informative wizard which lists all the questionnaire elements which are not
supported by the new Builder.

The user can either decide to edit the questionnaire to remove the problematic elements
or launch the new builder: elements which are not compatible will simply be disregarded
by the new Builder.

Once a non-compatible questionnaire is opened using the new builder, it will be flagged
as compatible, and its type will consequently change to “Standard”.

4.3. Compatible Questionnaire Templates

If the user tries to open a compatible questionnaire template, the new Questionnaire
Builder will automatically open in full screen mode.
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5. Question Types

The new Questionnaire Builder not only introduces some new question types, but it also
renames some of the ones originally provided by HOPEX.

The table below provides detailed information regarding the mapping between the old
HOPEX question types and the new ones.

Each HOPEX question type has a dedicated section in this chapter to further explain how
the new Questionnaire Builder handles it.

HOPEX Question Type \ New Builder Question Type
Text Comment
Vertical Radio Radiogroup
Combolist Dropdown
Multiple Answer Type Depending on content
Date Date
Number Number
Boolean Boolean
Multiple Values Object
Short Number
Duration Single Input
Object Object
OK/NO/NA Dropdown
Percent Single Input
Signed Number Single Input
String Single Input
Question Group Panel
5.1. Text

The question type “Text” has been renamed into "Comment”.

5.2. Vertical Radio

The question type “Vertical Radio” has been renamed into “Radiogroup”.

5.3. Combolist

The question type “"ComboList” has been renamed into “Dropdown”.

5.4. Multiple Answer Type

HOPEX provided a question of type “Multiple Answer Type”. This type of question
allowed to define several sub-questions of different types.

This type of question is now no longer available in the new Builder. In case of existing
questions of type “Multiple Answer Type”, the new Builder automatically converts them
into elementary questions (one per type).
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5.5. Date

The question type “Date” still exists and has kept its original name.

5.6. Number

The question type “"Number” still exists and has kept its original name.

5.7. Boolean

The question type “Boolean” still exists and has kept its original name.

5.8. Multiple Values

The question type “Multiple Values” has been renamed into “"Object”. A parameter in
the question’s property pane allows to define what HOPEX object must be used to
answer the question.

Is required?
() Is delegation authorized?

Object type

Action Plan
Issue
Application

Organizational Process

TS

5.9. Short

The question type “Short” does no longer exist. All its instances are automatically
converted into the equivalent type “Number”.

5.10. Duration

The question type “Duration” does no longer exist. All its instances are automatically
converted into the type “Single Input” which allows to answer with a string of
characters.
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5.11. Object

The question type “Object” still exists and has kept its original name. Nevertheless, only
a limited number of HOPEX meta-classes are proposed in the standard version. These
meta-classes are linked to the meta-class ~dmuyO(mWU1AW[Answered Element],
therefore, if additional meta-classes must be proposed for questions of type “Object”,
it is sufficient to link them to this meta-class.

The comprehensive list of meta-classes available in the standard is as follows:

e Action Plan

o Issue

« Application

e Organizational Process

« ~jdFzaqlBkyb1l[Column]

e ~YXRV)88DpO0G1[Attribute]

e ~JafR4ysPDHUO[Part]

e ~bSv]YPrkR9)V[Computed Concept Component]
e ~dZEodwirR1IN8[Computed Part]

e« ~0XEovwirRTR8[Computed Attribute]

e ~0(eRvBHhKnzc[Information Item Component]
e ~Dr22mynkRHv7[Computed Concept Information Item]
+ ~PKkZR)eOBz80[Concept Component]

« ~QOYRZREhzC1yO[Concept Type Component]

5.12. OK/NO/NA

The question type “"OK/NO/NA” no longer exists. All its instances are automatically
converted into the equivalent type “Dropdown”.

5.12.1. Aggregation Schemas

When creating new questions of type OK/NO/NA that must be used in the context of
standard aggregation schemas, it is important to remember to add to the possible
answers’ internal values the following values:

e Internal Value = 1 for possible answer “"OK”
e Internal Value = 2 for possible answer "NO”
e Internal Value = 3 for possible answer "NA”

Choices ~

Form Entry Fast Entry

Internal value Text

1 oK X

x

2 NO

3 NA x

see see (11
ses ses ses
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The question type “Percent” does no longer exist. All its instances are automatically
converted into the type “Single Input” which allows to answer with a string of
characters.

5.14. Signed Number

The question type “Signed Number” does no longer exist. All its instances are
automatically converted into the type "Single Input” which allows to answer with a string
of characters.

5.15. String

The question type “String” has been renamed into “Single Input”.

5.16. Question Group

In HOPEX a question of type “"Question Group” was used for two main use cases:

1) To group multiple questions.

2) To dynamically select questions
defined on meta-classes or objects
(e.g. on controls for execution and
test steps).

Both use cases are still supported with the

General

Name

panell

Title

Description

new questionnaire builder via the renamed
question type “Panel”.

Is required?

To specify whether the question panel should || motivation
be dynamically populated by questions

belonging to a specific "Questionning Motive”, a
dedicated parameter called “Motivation” has
been added to the panel property pane.

Logic

Validation

5.17. Checkbox

It is a new question type which allows to define questions with multiple possible answers
of type checkbox.
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6. Removed/Reviewed Features

6.1. Pictures in drop-down questions

Drop down questions cannot display colored icons next to the drop-down value.
This was the case for questions like “Risk Impact” which were displaying a colored
squared icon, based on the answer.

Impact

H)
Low
edium

I High

W }/ery High

6.2. Create HOPEX Object as answer to question

In HOPEX V4CP2 it is not possible to create HOPEX objects when answering to questions
of type “"Object”. The only option is to select an existing one.

6.3. Questionnaires Layout

With the new Questionnaire Builder a lot of effort was put into designing a new layout
proposed to questionnaire’s respondents. This new layout replaces the old ones.
Therefore, tabular entry is no longer provided as an option to answer questionnaires.

Risk-8
Org Unit MII

Risk Assessment
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6.4. Questionnaire Template Presentation

It is no longer possible to define a Questionnaire Template Presentation on the
Questionnaire Template.

The only option which is still available is accessible via the properties pane of the
guestionnaire, in the new builder. It is the property:

+ Creation Mode - To define how the questionnaires should be created in the
context of a campaign (one per person, one per assessed object, one per
context)

On the other hand, the following options are no longer available:

* Presentation Mode

e Matrix number per page

e Introduction Page Displaying

« Display an ending page

e Checks Page Displaying

¢ Question Comment Display

« Display a page to add documents

e Each Question in a group Displaying
e Context in a group

« Context group folded

e Scoring Displaying

e Historic Displaying

e Trigger Transition At Close

» Display explanatory documents

« Display explanatory external references

6.5. Presentation Tools

These objects are no longer supported. Nevertheless, for questionnaires on processes,
the new layout automatically allows to access to the process diagram, when this exists.

6.6. Inherited Questions

HOPEX allowed to define questions at the meta-class level, so that they would be
automatically fetched on questionnaires assessing the meta-class instances. A practical
example of this mechanism is the “Inherited Control Steps”: questions defined at the
Control meta-class level, that would be automatically fetched by questionnaires
assessing controls.

This mechanism is no longer supported, and it has been replaced by another one.

Clients using inherited questions must re-create them in the questionnaire template
used by their campaign (e.g. the “Control Execution Questionnaire” questionnaire
template for the assessment template “"Control Execution”).
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The following screenshot shows an example of the standard questionnaire template
“Control Execution Questionnaire” used by the Control Execution assessment
campaigns, where a generic question has been created, followed by a block which is
dynamically populated by the controls’ steps.

TOOLBOX (B sorvrsoting ) PROPERTIES
Control Execution Questionnaire ’ <
Generic Question
Coftrel Execution Quetticnnaing
Description
1. This s another question from Mike
B show/hide title
Dedault language
control Steps Dl (engisn) n
Creation Mode
e o 5 guestion # balbo: Per Parson -
= I B8 - Transition At Close
Block dynamically populated by controls’ steps eI R

6.6.1. Aggregation of Inherited Controls Steps

When creating generic questions, you might want to include the question’s answers in
an aggregation schema. To do so, you must make sure to link the question’s answer to
the existing scoring rule.

Following is an example where a new question of type dropdown, with possible answers
“OK”, *"NO” and “NA”, called "New question OK/NO/NA" is defined in the questionnaire
template used by control execution campaigns.

The question will be asked with respect to all controls in the scope of the campaign. To
make sure it will be included in the aggregation schema that is launched once the
campaign’s session is closed, the user must link its answer to the existing scoring rule
“OK/KO Scoring Rule”.
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Control Execution Questionnaire

TOOLBOX ® (% Survey Settings ) PROPERTIES
; Control Execution Questi i ”»
| . ontrol Execution Questionnaire
| T snge oo E
| Checkbox
| 3= Radiogroup p— .
=  Dropdown
Name
® Comment Control Steps
new-question-ok-no-na
&1 Boolean
&
Please drop a question here from the Taolbox. Title
Fanel N = OK/MO/NA
Neu question n
= o ¥ o Properties >
B File ¥ 4 |
B object 1. New question OK/NO/NA Description
# Date
S Choose. v Edit Choices
OK 1s required?
No
NA . s
" @ 15 delegation authorized?
Ch A
Form Entry | Fast Entry
Internal value Text
1 oK ®
2 NO x
3 NA x

Logic v

Save & Close

The list of existing Assessment Tempistes is displayed below. To create 3 new Assessment Templste, right-click on the 0K/KO Scoring Rule x
relevant folder and select "New".

& Characteristics v

Scoring Rule Type
4] Control Direct Assessment 1 o v
Macro v
] Control Execution 1
Assessed Characteristic
B % Definition & Connect ®» @ A d
Om scope ®, OK/NO B control OK/NO String
B 5% Questionnaire Template
-] Control Execution Questionnaire
B Questionnaire Elements
B % scoring Rules &
« < Page 1 of 1 >y o» & | Show 50 & elements Displaying 1 - 1 of 1
& OK/KO Scoring Rule
Answer
a
& B Aggregation Schemas & Connect ® m T
B Assessment Sessions P & new-question-ok-no-na ICM - technical framewor... ~ Enumeration (Combolist} No
[+ Risk Assessment per Application 1
B % standard
Assessment Template-1 0
Audit Default Assessmant 1
« < |pPage 1 oft| > » | & |show 50 T elements Displaying 1- 1 of 1
B % control Assessment IT Compliance i
‘Question Group
Control Assessment 1

Peonnec: B @ X

6.6.2. Inherited Test Steps

It is no longer possible to define inherited test steps to be used within Test Sheets.

6.7. Meta Tests

In older versions, HOPEX allowed to define on every question meta tests of two types:

1. Those defining if a question should be visible/mandatory or not based on the
answer to previous question(s)
2. Those whose logic depend on actual HOPEX data
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The former type of meta-tests will have to be rewritten in the new Questionnaire Builder.

The latter are still supported, and can be defined, accessing to the question property
page from HOPEX.

6.7.1. Write Logical Expressions in the new Builder

To write logical expressions affecting whether a question is visible or mandatory based
on pre-defined conditions, the user must use the dedicated Logic section, available in
the new Questionnaire Builder, accessing to the question property pane.

Ed Allow Delegation
Choices v
1. questionl
Log
o @ v visible If
{question1} = true
= o Y & Properties »
2. question2
questiont M qual v
O i
- fremt Please enter/select the value
O item2
O item3 vo @) ves
+
Remove
Add condition

6.8. Delegation

Delegation must now be defined at the question level. By default, every question can
be delegated, otherwise the option must be disabled in the question properties pane.

This means that it is no longer possible to define delegation either at the questionnaire
template level or question group level.

6.9. Questions Group Populated by Query

HOPEX allowed to define question groups which were dynamically populated by a query.
This mechanism is no longer available.

6.10. Questions with Link Answered Objects

HOPEX allowed to define questions whose answer would be automatically linked to the
assessed object. This mechanism was used, for instance, when answering a question
via a Business Document which was then linked to the assessed object.

This functionality is no longer available.

6.11. Computed Questions

HOPEX allowed to create questions whose answer was automatically computed.

This functionality is no longer available.
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Activating the New Questionnaire Builder

Once the new Questionnaire Builder is activated through HOPEX Administration, the
following things will happen:

All existing Questionnaire Templates will be automatically flagged based on
whether they are fully compatible with the new builder or not.

Question Groups defined on objects, like Test and Execution Steps for Controls,
will be converted into Questionnaire Templates, to provide a consistent user
experience.

All simple and multiple Direct Assessments will propose a new layout to the
respondent.

To successfully migrate existing clients’ environments, it is important to carefully test
the impacts of the new Questionnaire Builder over existing client’s data.

The recommended approach is to activate the new module into a development/pre-prod
environment and follow the steps described below:

Make sure no assessment/execution campaigns are in progress. It is important
to ensure that campaigns are launched with a compatible questionnaire template.

Activate the new Builder module via the HOPEX admin desktop client

Use the Questionnaires Templates Compatibility report to fully understand all
impacts of the new builder over the existing data (refer to chapter Questionnaire
Templates Compatibility)

o Rewrite existing meta tests using the new Questionnaire Builder logic
(refer to chapter Write Logical Expressions in the new Builder)

o Rewrite computed questions
Test the migrated templates launching ad hoc assessment/execution campaigns

Test all direct assessment templates (e.g. execution/test steps on control)
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Summary

This technical article describes the procedures and best practices for deploying the HOPEX application

on a relational database server (SQL Server).

This deployment applies to HOPEX V4.
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Generalities

Supported Versions of RDBMS

MEGA has qualified some versions of RDBMS for HOPEX V4. Those versions can be found in the
following documents (depending on your type of deployment):

e« Web Front-End Architecture Overview HOPEX V4 EN

e Windows Front-End Architecture Overview HOPEX V4 EN

Unsupported HOPEX Features in RDBMS Storage

When a HOPEX repository is stored on an RDBMS, HOPEX does not support the following features:

« MySQL RDBMS
+ Oracle RDBMS
« Offline mode
e Repository protection
» Mixed environments
o MEGA proprietary format (GBMS storage format) repository and repositories stored on
an RDBMS. For example, a GBMS environment (SystemDb) and one or more

repositories stored on SQL Server. The opposite is also not supported (SQL Server

environment with GBMS repositories within).

Expected Advantages

The advantages expected from an RDBMS deployment are:

e« Compliance with company-wide IT standards.
e Guarantee of scalability and security.

e Quicker dispatch time. In particular with “big” HOPEX private workspaces (HOPEX private

workspaces with many creations/deletions/updates).

RDBMS Repository Installation Guide - HOPEX V4 MEGA
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With this type of architecture, HOPEX supports global deployment on the same repository. In

particular, it enables bypassing some limits related to the GBMS storage format.

e« Maximum limit of 510 concurrent private workspaces per environment. No limit is identified in
the HOPEX application for SQL Server storage format.
e Maximum limit of 24 GB of data per HOPEX repository. No limit is identified in the HOPEX

application for SQL Server storage format.

With the RDBMS storage format, the HOPEX environment contains unshared files. All the data accessed
during the execution of the HOPEX application is stored in the RDBMS. The RDBMS guarantees

scalability and security.

Licensing

The “HOPEX repository storage (SQL Server)” product is required on the license to gain access to the
RDBMS storage feature. The license can be dedicated to the workstation or shared by a group of users.
All users connecting to HOPEX must have access to this license as well as to other products (HOPEX
IT Architecture...).
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Infrastructure Requirements

RDBMS Client
An RDBMS Client is necessary on each workstation that uses HOPEX with data stored on an
RDBMS.

e SQL Server

Installation of Microsoft SQL Server 2012 Native Client is required. This client is compatible with the
2008, 2012, 2014, 2016, and 2017 versions of SQL Server. See corresponding Microsoft articles for
more details:

https://www.microsoft.com/en-us/download/details.aspx?id=50402

The SQL Server 2012 Native Client installation program is available in a subfolder of the HOPEX
installation, for:

e 64bits Windows operating systems:
Under < HOPEX installation>\Install\RDBMS client\Sqlserver\x64\sqlncli.msi
e 32bits Windows operating systems:

Under <HOPEX installation>\Instal\RDBMS client\Sqlserver\x86\sqlncli.msi
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Network Capability to Database Server

On a client computer running HOPEX, it is recommended to ping the RDBMS server with a filled buffer
to have an evaluation of the infrastructure. To do this, download the hrPING freeware tool available

at https://www.cfos.de/en/ping/ping.htm. To use this tool, you must first accept the terms of the

licence. Use it with the following command in a command window from a computer that will be running
HOPEX:

hrping.exe -W -1 5000 —n 50 -y <RDBMS Server name or IP>
Example for this command output:

Statistics for <RDBME Server name or IP>:
Packetz: sent=5A, rcud=49., error=H,. lost=1 (2% lo=s) in 24.588562 sec

RTTz of replies in ms: minsavgsmaxsdev: 8.338 ~ B8.535 ~ B8.637 ~ B.6848
Bandwidth in kbhssec: sent=18.268, rcvd=16.855

If the value returned for “"RTTs of replies in ms/avg” (0.535 in the example) is higher than 1 ms,

contact MEGA. See hrPING help for details on this command.

File Server and RDBMS local cache

See Deployment guide for generality.

For RDBMS deployments, there is a specific data caching option that is enabled by default. The
purpose of this option is to improve the application response time by saving the environment data to
the RAM of the server, so that fewer roundtrips to the database server are necessary. This cache is
filled as the data is accessed during the use of HOPEX. The data cached that is out of date is deleted

from that cache during dispatches.

The “Activate RDBMS local cache” is both accessible at the site level, or at the environment level.

e o X
—ﬁ- Options A ~
=5 Installation ' Recommended apen workspace duration £ | 6 |
+-000 Authentication
H WehbServices Ii‘ RDBMS BLOB cache size x 1000 3 | 15 | :
- Licenses Link cache size of an RDBMS object x 10 000 =
Synchronization GRC o’ Nk cache size ot an SRyetx 4 | 30' -
1) Company Information g RDBMS object cache size x 10 000 | =
.8 Advanced
$ Currency If Scope of HOPEX-RDBMS local cache: % | All repositories ~
1%? Java . . RDEMS local cache mode: Us  mMemory Cache ~
--Bgy Electronic Mail o’ L
ﬂ Scheduler o Serialization of cache or not [CS
-4y User Management
Web Application o Attribute cache size [CS | 50 | :
Decumentation
&0 Data Exchange g’ Securityspace & | °|
-7 Documentation g UseMEGA_USR of Environment 'S
i.. B Reposito
Lo - i Y v Activate MEGA_USR Synchronization L
< > Ii1 - Y L
? Scope of HOPEX-RDBMS local cache:
By default the RDEMS local cache is activated on all repositories.
It can be restricted to the SystemDb only or completely deactivated.
This parameter, reserved for experts, is to be used only after analysis of the infrastructure,
Cancel Apply Help
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To modify the RDBMS local cache globally for all environments:

Start Administration.exe.

At the top of the tree, right-click HOPEX and select Option > Modify.
Expand the Installation folder.

Select Advanced.

L

In the right pane, for the Scope of HOPEX-RDBMS local cache option, use the drop-down list to
modify the range of that cache:

“SystemDb only”.
“Disabled”: if you do not want to use it, for example if your RDBMS instance is located
on the same server as your application.

o “All repositories” (default value): if for example you have a network latency with your
RDBMS server.

Architecture Model

All the architecture models described in the “Web Front-End Architecture Overview HOPEX V4~

document can use the RDBMS storage.

Database Server

The following sections will help your database administrator (DBA) size the Database server according

to the profiles and the number of HOPEX users you plan to use.

Server disk size

Each new object takes up 30 KB on a disk (object with its attributes and links).

If you activate the HOPEX Repository Log file each action on the HOPEX repository creates an object.
You should reserve 5GB on the server disk.

Reminder:

HOPEX will stop working if the datafile is full. To avoid this, the databases can be created with the
autoextend property activated. If this is not possible, the datafiles growth must be monitored carefully

in order to provide more space if fullness is about to be reached.
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Number of connections opened by HOPEX on the RDBMS for each HOPEX
workstation

This information will help you define the amount of memory (RAM) required for the database instance

used to run HOPEX on the database server
e SQL Server

One connection is used for each RDBMS storage. It means that, when a HOPEX User is connected to

HOPEX, two connections to SQL Server are open (one for the SystemDb and one for the User

repository).

An additional connection is used for each RDBMS storage when you use the HOPEX locks.

Each opened connection uses 24 KB of memory on the SQL Server.
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HOPEX RDBMS Diagnostic Utility

Purpose

HOPEX provides a Java based utility that should be used before starting to use environments and
repositories on an RDBMS. This utility runs several tests for which the results will be compared to
some memorized values corresponding to a situation where HOPEX is likely to have close-to-optimum
performances.

The RDBMS Diagnostic utility is stored at this path:

< HOPEX Installation Path>\Utilities\RDBMS Diagnostic\

Running the RDBMS Diagnostic Utility

A batch file was created to run the tool.

To run the RDBMS Diagnostic Utility:

1. Extract the content of the “PerfTestExe.zip” compressed file in the same location:
*> This PC * Local Disk (C:) * Program Files (x86) > MEGA * HOPEX V4 > Uiilities * RDBMS Diagnostic »

Ea

MName Date modified Type Size
2 Files b/26/2020 913 AM  File folder
MySQL 6/26/2020 9:13 AM  File folder
. Oracle 6/26/2020 9:13 AM  File folder
* SqlServer 6/26/2020 913 AM File folder
o PerfTestExe.zip 6/20/2020 10:25 PM Compressed (Zipp... 4343 KB
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2. You need to set the JAVA_HOME, so that you can run the batch that will launch the proper JAR
file. One way of doing it, is to open the Environment Variables of the server:

E-1.

4~ E3 5 Control Panel » Systern and Security » System v O Search Control Panel y=l

Control Panel Home . - .
View basic information about your computer

G Device Manager Windows editio System Properties X
Iu_lRemote settinge Windows 5§ Computer Name Hardware Advanced Remote
G Advanced system settings © T | .
2 © 2016 Mic You must be logged on as an Administrator to make most of these changes. - Windows Server 2016
FPerformance
System isual effects, processor scheduling, memory usage, and virtual memory
Processor:
Installed me
System typg
4 P User Profiles
Pen and To Desktop settings related to your signin
Computer nam
Settings...
Computer nf Gchangesettings
Full compu Startup and Recovery
Computer d System startup, system failure, and debugging information
Domain:
Settings...

Windows activa

Windows is 3 Environment Variables...

Product ID: GChangE product key

OK Cancel HApply

See also

Security and Maintenance

3. In the System variables pane, click New.
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Environment Varnables b4

Usar variables for MEGA_USR

Variabla Walue

RiNEH F

oy WindeasAppes

TEMP SUSERPROFILEM \AppData\Local\Temp

TMP WUSERPROFILES\AppData\Local Temp
Mew.., Edit... Delete

Sysiem varlables

Variabls Value ~

ComSpec CAWiIndows\systemIdemd eve

NUMBER OF PROCESSORS 3

os Windows NT

Path CAWIndows\systemd 2C \WindowasC\Windows\System3 2\Whe.

PATHEXT COMEXELBAT_CMD: VES, VBE IS, ISE WSF, WSH.MSC

PROCESSOR ARCHITECTURE AMDG4

PROCFSSOR INFNTIFIFR intelfid Farmibe § Model 37 Steoning 1. Gerusinsinint sd

: Mew... || Edit... Delete

oK Canced

4. Create the variable “JAVA_HOME” with the value targeting the “<Hopex installation>\java\jre”
folder.

For example: ‘‘C:\Program Files (x86)\MEGA\HOPEX V4\java\jre™'

New User Variable >
Variable name: JAVA_HOME
Variable value: C\Program Files (x86)\MEGA\HOPEX V4\java\jre
Browse Directory... Browse File... OK Cancel
5. Click OK
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System variables

Variable Value A
ComSpec CAWINDOWS\system32\cmd.exe
DriverData CAWindows\System32\Drivers\DriverData
JAVA_HOME CAProgram Files (x86)\MEGA\HOPEX V4\java\jre
NUMBER_OF_PROCESSORS 4
0s Windows_NT
Path CAWINDOWS\system32,CYWINDOWS; CAWINDOWS\System 3.,
PATHEXT COM;.EXE; BAT, CMD; VBS; VBE;.J5,.JSE, WSF,\W5H; MSC

New... Edit... Delete

OK Cancel

The key is created.
6. Click OK to close the Environment Variables window.

7. Go back to your file explorer, into the PerfTestExe folder, and execute the PerfTestExe.bat.

* This PC > Local Disk (C:) » Program Files (x86) > MEGA > HOPEX V4 > Utilities » RDBEMS Diagnostic > PerfTestExe

L

Name Date modified Type Size

|j mj_rdbms,jar 6/20/2020 10:25 PM  JAR File 172 KB
|j mssql-jdbc-6.4.0jre8 jar 6/20/2020 10:25 PM  JAR File 1,086 KB
|j ojdbc7 jar 6/20/2020 10:25 PM  JAR File 3,319 KB
PerfTestExe.bat 6/20/2020 10:25 PM  Windows Batch File 1KB

8. Select the RDBMS type (SQL Server):

Performance Test Launcher ot

Which RDBMS do you want to test:
[Sql Sernver .']

[DK ] [ Cancel J

9. Enter the connection information to the RDBMS storage that is the target for hosting the HOPEX
data:

o adatabase name for SQL Server

RDBMS Repository Installation Guide - HOPEX V4 MEGA
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&i, MEGA RDBMS Diagnostic Utility

Server Mame :
Base Name :
Login ;

Password:

10. In order to have consistent times, the Expected Execution Time values were recorded after
running the utility more than once and noticing that the values were stable.

So to have results that can be considered valid, run the utility twice and consider the values of the

2" run.

Here is an example of some test results:

| Test Wame Execution Time (ms) Expected Execution Tim... | Test Result
| DoL 13 200 [ ok [a
] INSERT (LIGHT) 20402 20000 [ Ok [
] INSERT (LIGHT, semver ... 45372 4300 [ ok
] INSERT (HEAYY) 10627 14000 [ Ok
] READ (LIGHT) 7925 anon [ ok
] READ (HE&AY 30672 24000 [ Ok
/| SERVER CPU SPEED BG4 7E00 [ Ok
/| SERVER DISK 20082 20000 [ Ok
/| SERVER DISK (ELOB'S) 19955 20000 [ Ok
] BANDWIDTH 23500 24000 [ ] Ok
] BANDWIDTH (BLOB's) 23418 40000 [ Ok \ 7
|| RESET DB 43 100 [ Jok ¥
Test Description :
By clicking on & test, you will have a short description-of it
Diagnostic;
LN TTE= L0 J0OTT s TEAN LIS TTE— 29 000rmis T
TEST 11 (BANDWIDTH (BLOB'S)): 1S
Ok time=23418ms , expected time=40000ms
TEST 12 (RESET DE:
Ok time=23ms |, expected time=100ms
et Batch Test Finished: Tue Mar 18 12:02:14 CET 2013 35
¥

[ | Auto Cormrmit

| StartTests |

Copy Diagnostic to Clipboard |
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SQL Server support

SQL Server Requirements

Encoding

After  the database has been created, verify that  “Collation” is set to
“SQL_Latinl_General_CP1_CS_AS". If the database is created from the HOPEX application, the

appropriate encoding is automatically configured.

User management

When the HOPEX application accesses the HOPEX data stored in the RDBMS, it uses an SQL connection

string. This connection string refers to a user account that has certain privileges for the instance.
This user can either be a native account, or a Windows account :

* Native account:
o Pros: Unique account, configured for everyone that runs the thin or thick clients.
o Cons: Thought to be less secure.

«  Windows accounts:
o Pros: Don’t set up any connection string in the tool.

o Cons: Need to authorize several Windows accounts to have direct access to the data :
the impersonate user that runs the processes of the web users, the service account that
runs the SSP, every user that needs to run the thick client (either the Administration.exe

or the Hopex.exe tools).

Privileges for native account

You can have several kinds of SQL server users in relation to the customer security policy:

« Standard security policy: the user account is enabled to manage databases. This is the

easiest solution especially if the SQL Server instance is dedicated to HOPEX.

User type Comment Server roles Database roles Server permissions
User with Allowed to manage any database dbcreator db_owner (1) View server state (2)
maximum (create database, delete database,
privileges data read access, data write access,

update database structure)
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« Advanced security policy: only the DBA is allowed to create new databases following specific

naming rules. A user is required to use the existing databases.

User type Comment Server roles Database roles Server permissions
User with limited | Allowed to use an existing database public db_owner (3) View server state (2)
privileges (data read access, data write access,
update database structure)

(1) db_owner role is automatically assigned by the system when a database is created.
(2) To consult the view 'sys.dm_exec_sessions' for the server.
(3) db_owner role is manually assigned by the DBA after database creation.

The HOPEX application will create table, columns and index objects dynamically. The right to create

Procedures is mandatory. Trigger, functions and view objects are not used.

Privileges for Windows accounts

Since this configuration requires to grant access to the different databases to several Windows
accounts, and especially to accounts of people running the thick client of the application, it is
recommended to limit those rights to a minimum, to reduce the risk of harming the application by

directly modifying or deleting data.

« Advanced security policy: only the DBA is allowed to create new databases following specific

naming rules. A user is required to use the existing databases.

User type Comment Server roles Database roles Server permissions
User with limited | Allowed to use an existing database public db_ddladmin, View server state (2)
privileges (data read access, data write access, db_datawriter
update database structure) and

db_datareader (3)

(2) To consult the view 'sys.dm_exec_sessions' for the server.
(3) those roles are manually assigned by the DBA after database creation.

The HOPEX application will create table, columns and index objects dynamically. The right to create

Procedures is mandatory. Trigger, functions and view objects are not used.

The Windows users should not have the “db_creator” server role.
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Defining a HOPEX SQL Server Connection

A Configure SQL Connection menu is available in the HOPEX Administration application at different
levels (site, environment, and repository) if the license contains the Repository Storage (SQL Server)

product.

Procedure with a native SQL account

1. Start HOPEX Administration.exe.

2. Right-click HOPEX (the root of the administration tree) and select Configure SQL connection >
SQL Server.

& HOPEX - Administration —
File Help

» |

@ Cracle
faw-

ﬁ Measure performance of your 0L data source

3. Enter the connection parameters.

o Instance: <machine network name>\<SQL Server instance name> (1)

Example for a standalone installation with SQL Express: MyMachine\SQLEXPRESS
o User: user enabled to access/update SQL Server
o Password: password of the user enabled to access/update SQL Server

& Warning: Ensure this password is consistent with MS SQL rules, see MS

related documentation.
o Repository creation mode: by default you create your environment in the “dbo”
schema, in the database prefixed with the environment name (here, “Standard”). You
can choose to target a different database using the same schema “dbo”, using the

dropdown list.

Repository creation mode

Creates the SQL database ("[dbo] " default schema L

Uses an existing SOL database ("[dbo] " default schema)
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Repository creation mode
| Creates the S0 database ("[dbo]” default schema o |

SCL Server | Standard_SystemDb |

S0L Server schema:

4. Click Connection Test to check the connection parameters.

Connection Parameters (0L Server) Repositony: "SystemDb" >
Instance: | myserverimyinstance | Test Connection
User: | mynativeuser | Test GRANTs
Password: | I IIITITTITITI TS |
Parameters: | |
Repository creation mode
Creates the SQL database ("[dbo] "™ default schema) e |
SQL Server | TR SystemDb |
Ok
SOLS h ;
QL Server schema Cancel

Procedure when using Windows authentication

1. Start HOPEX Administration.exe.

2. Right-click HOPEX (the root of the administration tree) and select Configure SQL connection >
SQL Server.

£, HOPEX - Administration -

File Help

» |

@ Oracle
S

@ Measure performance of your 0L data source

3. Set the connection parameters.

o Instance: <machine network name>\<SQL Server instance name> (1)

Example for a standalone installation with SQL Express: MyMachine\SQLEXPRESS
o User: leave blank
o Password: leave blank

o Parameters : set “"Trusted_Connection=Yes;"”
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4. Click Connection Test to check the connection parameters.

p. 19/55

Connection Parameters (SCOL Server)

st

Instance : | myservermyinstance | | Test Connection |
User: | | Test GRANTs
Password: | |
Parameters: | Trusted_Connection=Yes; |
Ok
Cancel
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Creating an Environment

The environment creation mainly consists in creating a SystemDb repository. For SQL server, two

creation modes are available from HOPEX:

« Create a new database on the SQL Server (standard security policy)

« Use an existing database of the SQL Server (advanced security policy)

Creating a new SystemDb database

Prerequisite:

e Identify the SQL connection parameters (RDBMS instance, user, password)

« Identify the location of the environment folder on the file server

Procedure:
1. Start HOPEX Administration.exe.
2. Right-click the Environments folder and select New.
3. Enter the environment Name.
This creates a folder on the file server.
(If needed) Change the Location.
Select “SQL server” Repository Storage Support.
Click OK.
Confirm or change SQL Connection parameters.

As the Repository Creation Mode select “Create Database” .

L ©® N o v B

the process to continue.

Click Test Connection to check that the SQL Server is reachable. This step must be successful for

10. Click Test GRANTSs to check different actions (table creations, indexing columns etc.) that are
necessary for HOPEX to be able to work. This step must be also successful for the process to

continue.

11. Click OK to start the environment creation.

Result:

« A SystemDb repository stored in the selected RDBMS instance is created.

« A folder (HOPEX environment folder) is created at the selected

This folder contains several files and subfolders (Db, Mega_Usr, SysDb).
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Using an existing SystemDb database

Prerequisite:
« Identify the SQL connection parameters (RDBMS instance, user, and password).
« Identify the location of the environment folder on the file server.
« Verify that the T“Collation” property of the database is set to
“SQL_Latinl_General_CP1_CS_AS".
« Identify the exact name of the user database in the SQL Server. It follows this naming rule:

<EnvironmentName>_SystemDb

Example: MyEnvironment_SystemDb

Note: the environment name must match the environment folder.

Procedure:
1. Start HOPEX Administration.exe.
2. Right-click the Environments folder and select New.

4

3. Enter the environment “Name” (in this example : “Name” = “MyEnvironment”)
This creates a folder.

(If needed) Modify the Location.

Select “SQL server” Repository Storage Support.
Click OK.

Confirm or change the SQL Connection parameters.

As Repository Creation Mode select “Uses an existing SQL database (“[dbo]” default schema)”.

L ® N o U A

Click Test connection to check that the SQL Server is reachable.

This step must be successful for the process to continue. If “Use existing database” option was
specified, this test tries to connect to the database matching the following pattern:
“MyEnvironment_SystemDb”. This test must be successful for the process to continue.

10. Click Test Grants to check different actions (tables creations, indexing columns etc.) that are
necessary for HOPEX to be able to work. This test must be also successful for the process to
continue.

11. Click OK to start the environment creation.

Result:
e« The SystemDb repository is initialized.

e« A folder (HOPEX environment folder) is created at the selected Ilocation.

This folder contains several files and subfolders (Db, Mega_Usr, SysDb).
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Creating a Repository

For SQL Server, two creation modes are available from HOPEX:

Create a new database on the SQL Server (standard security policy).

Use an existing database of the SQL Server (advanced security policy).

Creating a new SQL Server database

Prerequisites:

Identify the SQL connection parameters (RDBMS instance, user, and password).

Procedure:
1. Start HOPEX Administration.exe.
2. Connect to the environment concerned.
3. Right-click the Repositories folder and select New.
4. Enter the repository Name.
5. Keep the default Location.
6. Select “SQL server” Repository Storage Support.
7. Click OK.
8. Confirm or change the SQL Connection parameters.
9. As Repository creation mode select “Creates the SQL database ("[dbo]" default schema)".
10. Click Test connection. The test must be successful for the process to continue.
11. Click Test GRANTSs. The test must be successful for the process to continue.
12. Click OK to create the new database
Result:
« A repository is created in SQL server. It follows this naming rule:
<EnvironmentName>_<RepositoryName>
Example: MyEnvironment_SQLServerRepository
e A folder is created in the specified location.
This folder contains an EMV and an EMQ file.
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Using an existing SQL Server database

Prerequisites:

« Identify the SQL connection parameters (RDBMS instance, user, and password).
e Verify that the property 'Collation' of the <database is set to
'SQL_Latinl_General_CP1_CS_AS’'
e Identify the exact name of the user database in the SQL Server. It follows this naming rule:
<EnvironmentName>_<RepositoryName>

Example: MyEnvironment_SQLServerRepository

Note that the environment nhame must match the actual environment folder.

Procedure:
1. Start HOPEX Administration.exe.
2. Connect to the environment concerned.
3. Right-click the Repositories folder and select New.
4

Enter the environment Name.

E.g.: SQLServerRepository

Select SQL server Repository Storage Support.
Click OK.
Confirm or change the SQL Connection parameters.

As Repository Creation Mode select “Uses an existing SQL database (“[dbo]” default schema)”.

L ® N o W

Click Test to check that the login can be performed and that the database exists.
10. Click Test connection. The test must be successful for the process to continue.
11. Click Test GRANTs. The test must be successful for the process to continue.

12. Click OK.

Result:
« A repository is referenced in the SQL server and initialized.
Example: MyEnvironment_SQLServerRepository
e A folder is created in the specified location.

<this folder contains a .EMV and a .EMQ file.
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HOPEX Private Workspaces Cleanup

This procedure is used to delete the data of terminated private workspaces of HOPEX Users. It is
necessary to clean up these data often in order to reduce database growth and preserve good
performances. We recommend running this procedure every week if you have less than 10 users and

every night if you have more than 10 users.

Installing the procedure

Warning: You must repeat this procedure for each HOPEX Repository and the SystemDb.

1. Right-click your HOPEX repository and select RDBMS Administration > Remove private
workspace temporary data.

This will launch SP_CLEAN_MEGA_DATABASE and if the procedure:

o does not exist, the application will create it.

o already exists, it is overwritten by this action.

Repository Log r
Object Management r
fG Explore
Legical Backup
Index for full-text search
Reorganize
& HOPEX - Adminisy  -ompare and Align - o x
File Help -
Delete reference
[ HOPEX | iy
elete
HOPEX X _
EI@ Environments Protect with a password
Elfi Wilabfile\Dia @ Properties 000-5345%EnvTestsLab_SCOLSERVER_BO1_000tst_ 5459 *
158 Reposit| /2 5ee EMV file
-] Syst PR . ;
Lﬁ EA [ RDBMS Administration  * a Configure SCL connection
Lﬁ MEGA Tutorial [EM] Measure performance of your SOL data source
(0 SOHO [EN] Generate repository health report
e i
g EUﬂDmIZEd Shap:s Remove private workspace temporary data
- SEr managemen
53-8 Shapes 2 Shrink unused repository historical data
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HOPEX Historical Data Cleanup

This procedure is used to delete the historical data of the HOPEX repository. Each time a HOPEX object
is updated, the previous data is kept in database. That method insures a high data security even when
connection to SGBD is interrupted. It is necessary to clean up these data often in order to reduce
database growth and preserve good performances. This clean-up will have no impact on the repository
logfile. We recommend running this procedure every week if you have less than 10 users and every

night if you have more than 10 users.

Before cleaning Historical Data

Historical data are used in the Repository Snapshot mechanism. See HOPEX Common Features >
Other Features > Using Repository Snapshots: Repository Snapshot Prerequisites section for more

details.

If you need to have Repository Snapshots taken, be aware that it will not be possible anymore for the
period of time covered by the cleanings. In other words, if you need Repository Snapshots, be sure to

take them before the procedure runs.

repositary updates accurring with advancing time

—
t

Repository Historical Data cleaning taking place

E——

t

shrinked size of the usefull data left in the repository

ﬁ
t

In this first illustrated case, all archived states were deleted, so all the space that these archived states

were using is reclaimed physically (an actual delete in the tables was issued for every one of them).
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repasitory updates occurring with advancing time

—
t

Repository Historical Data cleaning taking place

snapshots where taken here  and here

—_—

t

shrinked size of the usefull data left in the repository

(=={] —It"

In this second example, all archived states were also deleted except those corresponding to the state

of the repository when the 2 Snapshots were taken.

In this case, the data corresponding to the repository state for the Snapshot(s) is saved and it is

thanks to this saving that special features will be available within this repository regarding this data.
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Installing the procedure

Warning : You must repeat this procedure for each HOPEX Repository and the SystemDb.

1. Right-click your HOPEX repository and select RDBMS Administration > Shrink unused repository

historical data.

This launches SP_CONSOLIDATE_MEGA_DATABASE and if the procedure does not exist, the
application creates it. If the procedure already exists, it is overwritten by this action.

Repository Log

]

@

Object Management
Explore

]

2

File

HOPEX - Administration

Help

| HOPEX |

Logical Backup
Index for quick search
Recrganize

Compare and Align

'l:‘ HOPEX
- @ Environments

=l

p.

X

=il \\labfile\DailyBuil
EI@ Repositories
@ SystemDb
& 49 EAEN]
- MEGA Tutc

=100 )

[
=

Delete reference
Delete

Protect with a password

Properties

See EMV file

33 EnvTestsLab_SCLSERVER

RDEMS Administration * 6Cnnfigure5{chnnnectinn

I8 Customized Shapes
Eg--@ User management

-8 Shapes
EJ--@ Documentation

}_-;l Warkstation
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Measure performance of your 0L data source

Generate repository health report

Remove private workspace temporary data

Shrink unused repository historical data

Align S0L FE optimizations with MetaModel definition
Align 50L Indexes with MetaModel definition
Perform S0L Server Maintenance Plan (DBA only)

Perform S0L conversion on the repository
Archive historical data to improve performances

Check and repair data consistency (MEGA Support only)




Batching Cleanup procedures for SQL Server

It is very important to run the two procedures on a regular basis. So If you do not want to have to
remember to click on the corresponding menus in the Administration.exe program every time that

each of the procedure should run, you can batch it using SQL Server agent job.
1. Using SQL Server Management Studio, find the SQL Server database that corresponds to the
HOPEX repository for which you want to batch the stored procedure.
Reminder : the database will be named following this rule <EnvironmentName_RepositoryName>.

2. In Programmability > Stored Procedures folder, right-click this procedure and select Script

Stored Procedure as > Execute to > Agent job.

= Ij Demanstration_Adventure SQLServer
[ [3 Database Diagrams
# |4 Tables
# [ views
@ [ Synonyms
= [_3 Programmability
= @ Stored Procedures
® [ System Stored Procedures

=M=l dbo.5P CLEAN MEGA_DATABASE

& [ Functions New Stored Procedure...
& [ Database Triggers Modify
y
# [ Assemblies
@ @ Types Execute Stored Procedure..,
# [ Rules Script Stared Procedure as » CREATE To b
& [[3 Defaults e } . _
& 03 Plan Guides View Dependencies ALTER To »
@ [3 Service Broker Policies b DROF Ta 3
# 3 Storage .
DROP And CREATE To ¥
[ [ Security Facets
[E3] I_j Demanstration_Adventure-sde SQLServer Start Pavershel
£} IJ Demanstration_Adventure-LAB
& | J| Demonstration_dfbdfbdfbdfh Reports b
£} IJ Demonstration_EDE_test 0309
H IJ Demanstration_sgll Rename
£3] IJ Demanstration_srtharth Delete
# IJ Demonstration_testcompareimport EXECUTE To (3 _’3 Mew Guery Editor Window
[E] IJ Demonstration_testcompareimport2 Refresh
i IJ Demonstration_testcomparevagn SQLServer Properties LE_{, File ...
@ | Demonstration_tkv lab il = cinboard
| » [ _gj Connected. (1/1) _"*’ P
= |3 Agent Job ...
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Enter a name for the job and the schedule.

& Job Schedule

P

Onetime occumence

12.00:00 AM (&

Date: 107212005 (8 Time:

£E) The onetime occumence date and time must be greater than the cument date and time.

Job name; iCIean Database
Schedule name: | Every Night |
Schedule type:

Summarny -

Description; Occurs on 10/21/2005 at 12:00:00 AM.

ok | [ cenest | |

Help

The job is created.
3. Right-click this job and select Properties.
4. Select the Schedules tab and click Edit.
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EE Job Properties - Clean Database

Selecta page
& General
2 Steps

|2 Mers
2 Motffications
12 Targats

Connection I
Senver;
LAB

Connection;
53

3 View connection properties

Progress
Ready

X Seipt ~ [ Help
Schedule list:
Enabled Description
Yes Occurs on 10/21/2003 at 12:00:00 AN
< J »
[ MNew.. l [ Ficle J [ Edit J [ Bemove J
0K ] [ Cancel ]
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5. Set up the schedule to execute the job every night.

il Job Schedule Properties - Every Night

MName: EE*.'er;.' Might | [ Jobs in Schedule ]
Schedule type: !F{ecumng V| Enabled
Frequency
Cgours: | Daily |
Recurs eveny: !1 3_: dayis}
Daily frequency
(3) Ocours orice gt [12:0000 AM 2|
) Ocours eveny; [l > | | hour Starting at:
Ending at: | BT Fl |
Duration -
Stat dte: [10/21/2008 ] O End date: [toziz0m  ~]
(®) Moend date:
Summary
Diescripfion: [Oecurs eveny day at 12:00:00 AM. Schedule will be used starting on 10/21/2003,

O ][ Cancel ]’_ Help

Maintenance tasks

The SQL Server databases need to be maintained, in order to keep the best possible performances.
Tasks such as “update of the statistics”, “reorganize or rebuild of the indexes”, “shrink of the

databases”, as well as backups, need to be run regularly.

We recommend set up the standard maintenance plans of SQL Server to manage those tasks. The

backups can be excluded, if they are done through another chanel.

Also, we can imagine to put the execution of the HOPEX cleanup procedures (see previous chapter)

as the preliminary step to the SQL Server job that will run the maintenance tasks.

You can find below some screenshots of a default maintenance plan (with backups), with SQL Server

2012. It can be adapted to your version, and your rules :

1. Create a maintenance plan using the SQL Server wizard (in SQL Server Management Studio).

2. Give it a name and a schedule (click Change).
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Select Plan Properties
How do you want to schedule your maintenance tasks?

|Wee-kh' Mairtenance plan

|SO.L Server Agent service account

() Separate schedules for each task
(® Single schedule for the entire plan or no schedule

Schedule:
|Dcc1.|rs every week an Sunday at 12:00:00 AM. Schedule will be ||

Finish

3. Select the following maintenance tasks:

Select Maintenance Tasks
‘Which tasks should this plan perform?

Select one or more maintenance tashs:

4| Check Database Integrity
[w] Shrink Database

["] Reorganize Index

[w] Rebuild Index

[w] Update Statistics

[w] Clean Up History

[] Execute SQL Server Agent Job

[w] Back Up Database (Fully

[] Back Up Database (Differential)

[] Back Up Database (Transaction Log)
[w] Mairtenance Cleanup Task

l_\i') The Check Database Integrity task performs intemal consistency checks of the data and
index pages within the database.

| Cancel

4, Order the maintenance tasks as follows:
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Select Maintenance Task Order
In which arder should these tasks be peformed?

Select the order for the tasks to execute:

Check Database Integrity

Rebuild Index
Update Statistics
Clean Up Histo

Back UUp Database (Fully
Maintenance Cleanup Task

The Shrink Database task reduces the disk space consumed by the database and log
files by removing empty data and log pages.

5. Check all databases (including the system databases):

p. 33/55

Define Database Check Integrity Task
Configure the maintenance task.

Databases:

[#] Include indexes

Schedule:

| Not scheduled (On Demand)
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6. Rebuild indexes for the user databases:

p. 34/55

4% Rebuild Index Task

Connection: Local server connection

Database(s): I All databases

Object:

Selection: |

Free space options

{®) Default free space per page

() Change free space per page to:

Advanced opticns
[] Sort results in tempdb

[] Keep index online

[] MAXDOP

None

Pad Index

1

L

Index Stats Options

Scan type: O Fast

() Sampled
(@ Detailed
Optimize index only if:
4 Fragmentation » 10
[] Page Count >

[] Uzed in last

ok |

View T-SOL | |

Help
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7. Same thing for the update of the statistics:
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Define Update Statistics Task
Configure the maintenance task.

®) Al existing statistics

() Column statistics only

() Index statistics only
Scan type:

® Full scan

O Sample by

Schedule:

Nat scheduled (On Demand)

B T e
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8. Define how long the log files will be kept:

Define History Cleanup Task
Configure the maintenance task.

Select the historical data to delete:
[«] Backup and restore history

[«] SQL Server Agent job history

[« Maintenance plan history

Remowve historical data older than:

|Weekis)

Schedule:

Net scheduled (On Demand)

9. Shrink all user databases, or at least the HOPEX databases:

p. 36/55

Define Shnink Database Task
Configure the maintenance task.

Shrink database when it grows beyond:

Amourt of free space to remain after shrink:

() Retain freed space in database files

(®) Retum freed space to operating system

Schedule:

| Not scheduled (On Demand)

| | Einish =3
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10. Backup all databases, choose the destination folder, and if you want to have subfolders for each
database:

e

B e L & L L L L e

Define Back Up Database (Full) Task

Configure the maintenance task. 'S N
Full it
Database(s): ] All databazes lJ

Backup componert

[] Copy-only Backup

[ ] Backup set will expirs:

1/21/2015 El

Backupto: (® Disk (O Tape

i) Back up databases across one or more files:

(® Create a backup file for every database
Create a sub-directory for each database

I ]

Backup file extension; bak

[] Verfy backup integrity

Set backup compression: | Lse the default server setting

11. Provide the folder where the backups are being stored, the extension, and if you want to include
subfolders, as well as how long you want to keep the files before deleting them:
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IE| Maintenance Plan Wizard I;li-

Define Maintenance Cleanup Task
Corfigure the maintenance task.

Delete files of the following type:
(®) Backup files
() Maintenance Plan text reports

File location:
() Delete specific file
Filz name:

(®) Search folder and delete files based on an extension

T .

File extension: |.I:ua|-: |

Include firstdevel subfolders
File age:
Delete files based on the age of the file at task run time

Delete files older than the following:
2

o+ | Weekis) W

Mot scheduled (On Demand)

Help | <Back [l Net> | Cancel
12. Keep the default :
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Select Report Options
Select options for saving or distibuting a report of the maintenance plan
actions.

[w] Write a report to a text file

Folder location: [E\ENVTOOLS2K12\MSSQLTTENVTOOLS2K12Y [ .. |

[] E-mail report

To: bq’|

Net> || Fiishol || Cancel

Complete the Wizard
Verify the choices made in the wizard, and then click Finish.

Click Finish to perform the following actions:

[=I- Maintenance Plan Wizard

¥ Create Maintenance Plan Weekly Maintenance plan’
- Define Database Check Inteqrity Task

- Define Rebuild Index Task

- Define Update Statistics Task

- Define Histony Cleanup Task

- Define Shrink Databasze Task

- Define Back Up Database (Full) Task

- Define Maintenance Cleanup Task

- Selected reporting options
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Maintenance Plan Wizard Progress

Click Stop to intemupt the operation.

0 Emor
0 Waming

Adding scheduling options
Adding repaorting options

Creating maintenance plan "Weeldy Mai...
Adding tasks to the maintenance plan

Saving maintenance plan "Weekhy Main...

Status

Success
Success
Success
Success
Success

Message
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HOPEX RDBMS repositories specific administration
actions

Migrating Your Data from One Storage Support to Another

Previous versions of Hopex were compatible with GBMS (proprietary Mega data format), and Oracle.
This section shows how to convert data from one of those to SQL Server.
General procedure:

1. Start HOPEX Administration.exe.

2. Connect to the environment containing the repositories to be migrated.

3. Expand the Repositories folder.

4. Right-click a repository and select Reorganize.

NB: Launch a complete environment migration starting with the data repositories and finishing
with the SystemDDb repository.

Repository Log 4
Object Management  *
=} Explore

, e e ﬁ Logical Backup I ]
£ HOPEX - Administrati =8 Bl ™

Index for quick search

File Help !
. M Reorganize :
HOPEX

Compare and Align

HOPEX - -
£ @ Environments Canverions " _ F
& \\ntas\public\Di Delete reference :FD) (int Build) megz
=8 \\ntas\public\D| X Delete '0) (int Build) meggz

3.@ Repositories
G- SystemDb — :
i [

@ Big_Base | 'j Fopces
& EA[EN] | B See EMV file
@8 MEGA Tut  RDBMS Administration P

X [s0H0 (EN]]

-8 Customized Shapes

1

Protect with a password

(88 User management =
= i i b
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To reorganize a repository:

1. Select the expected Target storage support.

£, Reorganize Repository (SOHO) x
N
i JKeep log =l
(®) Delete log Close
i) Delete log older than: 21/02/2020
— Help
Keep backup file
Target storage support
(®)S0L Server Orade GEMS

Ready

2. Click Apply to start the reorganization.

You are prompted to confirm or change the SQL Connection parameters.

Connection Parameters (SCOL Server) Repositony: "SystemDhb" *
Instance: | myserver myinstance | Test Bonnechon
User: | mynativeuser | Test GRANTS
Password: | sesssnel |

Parameters: | |

Repository creation mode

Creates the 5L database ([dbo] " default schema) w |

SOL Server | Training_SystemDb |

Ok,

Cancel

The Test connection step must be successful for the process to continue.
The Test GRANTSs step must be successful for the process to continue.

Note: To be successful, there should be no storage on the Sql Server concerning a HOPEX
repository with the same name in a same HOPEX environment.

If your Sql Server User does not have the right to create databases, you need to ask your
DBA to create an Sql Server database following the naming rule:
<EnvironmentName>_<RepositoryName>. You should then choose the option “Use
existing Sql Server Database”.
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Results:

e The database is now migrated to the storage you chose.
« The .emq (SQL Server) file corresponding to the newly created repository storage is created.
e The Megaenv.ini file is updated.

e« The logical backup file, used during the process, is stored in the 'work' folder of the source
repository.

e This backup is named according to the following format: Bkp_Date_BaseName.mgr .
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Restoring a HOPEX environment from formatted data

In some cases, in HOPEX Administration, you need to recreate a repository from an existing set of
data (a previously HOPEX formatted repository). For example, after a physical corruption (disk crash)

of the machine hosting the HOPEX repository folder tree.

In such a situation, since the repository folder contains files indicating the way to reach the data and
on which database server it can be found, the data could be considered lost from a HOPEX point of

view.

It is necessary to understand that, from then on, HOPEX needs a new way to access the data inside
the RDBMS. This is why this action is seen as a Restoration of the data: a re-creation of the repository

folder structure allowing to re-save the way to access the data.

This method can also be used for duplicating an environment from a production infrastructure to a
test infrastructure (or vice versa). For doing so, all the repositories (including the SystemDb) must be
duplicated first in the RDBMS. The restoration can then be done on the duplicates repositories, starting
with the SystemDb.

Restoring an environment (SystemDb repository)

1. Start HOPEX Administration.exe.
2. Right-click the Environments folder and select New.

£ HOPEX - Administration
File Help

HOPEX

HOPEX
B Yerronments

@ Docums Create reference

3. In Name, enter the name of the environment that is to be restored (the exact same name as the
one used for the first creation).

4, Select Restore.

Q:; Environment installation (Create/Update) x
Mame: |test_restore_sq|| | | oK |
Location cancel
| C:\Users\Public\Documents\HOPEX V4 ‘ Browse...

Repository Server Type L= )

@ SQL Server Restore
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5. Click OK.

6. Specify the connection parameters for accessing the RDBMS where the HOPEX -yet-unreachable
data is located.

Connection Parameters (SCL Server) Repositony: "SystemDb" et
Instance: | serverijnstance | Test Connection
User: | MEGALISR | Test GRANTs
Password: | Ll L L |

Parameters: | |

Repository creation mode

IUses an existing 0L database ("[dbo] " default schema) w |

SQL Server test_restore_sgl_SystemDb
Ok

Cancel

7. Click Test Connection.

The test must be successful for the process to continue.
8. Click Test GRANTSs.

The test must be successful for the process to continue.

9. Click OK.
The SystemDb repository is restored.

o You have restored environment: “test_restore_sql’

Once these actions are performed successfully, there are a few more actions to perform to be able to

restore the repositories that were referenced into the newly restored environment.

At this point, if you open the environment that was just restored, you will see the following warning

message: "The <repository name> is not referenced”).

The reason is that the environment that was just restored has “a knowledge” of the repositories that
should be referenced in it but the references for those repositories do not yet exist in the folder tree

structure of the newly restored environment.
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To be able to re-reference the required repositories by restoration in this environment, you must first
purge that “knowledge”:

1. Right-click the Environment and select Remove not referenced repositories:

% HOPEX - Administration
File Help

HOPEX
HOPEX
=& Environments

E‘a ‘glahﬁle‘uDaiI}rEuildl nstalled\3(FY
78 Repositories
[ Customized Shapes Close
-8 User management Reports g
EEI---% Shapes Options r
+- & Documentation
i Metarmodel *

----- § Workstation
Environment automatic update

Delete reference

Remowve not referenced repositories

@ Delete Environment

| Configure 50L connection

Perform S0L conversion on the repository

Environment activity r

* DO NOT use Remove not referenced repositories if the environment is in use somewhere else
as it will delete the references to the repositories there too !

e Use it only on an environment that is a physical copy on the RDBMS storage side.

e Be carefull that the repositories also must be restored from a physical RDBMS copy (see next

' chapter for repositories restoration).

i

Important notes

* Not taking care of this will lead to situations where users might think that they are using
different sets of data when they are actually using and modifying the same repositories !

Restoring a data repository

Note: A repository can only be restored within an environment that has the same name as
the one in which the repository was originally created. An environment with the same name
can be recreated before restoring the repository in it or the actual environment can be

restored beforehand.

To restore a data repository:
1. Start HOPEX Administration.exe.
2. Connect to the environment in which you want to restore the repository

3. Right-click the Repositories folder and select New.
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& HOPEX - Administration - O bl
Eile Help

HOPEX
[Hy HOPEX

5@ Environments

Ba ChlUsersi\Public\Documents\HOPEX V2R 1\test_restore_sql
B 1Repositories

: @ Syster ﬁ

A8 Customiz Create reference ¥

Eﬁ User man Manage

[0 Shapes

[j--@ Documentation

..... ' Workstation

3} This folder enables repository creation or access.
The green folder, SystemDb, contains the technical data. This technical data is common to all repositories in the same
environment.
The blue folders represent the repositories that contain user data.
In this environment you can create/delete repositories and reference existing repositories.
A repositery that you cannot access via the network is represented by a red cressed icon.

4. In Name, enter the name of the repository that is to be restored (the exact same name as the one
used for the first creation).

5. Select Restore.

&, Create Repository >
Mame: | Data | | oK I
Location Cancel
| C:\Wsers\Public'\Documents\HOPEY, V2R 1itest_restore_sgl'\Db'\Data | Browse. ..
Repasitory Server Type Hielp
() Ghms () Oracle (@) Sal Server Restore!
6. Click OK.

7. Specify the connection parameters for accessing the RDBMS where the HOPEX -yet-unreachable
data is located.

Connection Parameters (SCL Server) Repository: "Data” prd
Instance: | serverljnstance | I Test Connection I
User: | MEGALISR | Test GRANTs
Password: | sesnenee |

Parameters: | |

Repository creation mode

Uses an existing SQL database {[dbo]” default schema) ~ |
SQL Server test_restore_sgl_Data
QK
Cancel
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NB: For SQL Server, the “Creation Mode” parameter is disable (the choice is not possible) when
the “Restore” checkbox is checked. This is because in this situation, HOPEX is actually told to re-
attach to physical data so no database creation or repository initialization will be carried out.

Repository creation mode

ses an existing 501 database ("[dbo o |

8. Click Test Connection.
The test must be successful for the process to continue.
9. Click Test GRANTSs.

The test must be successful for the process to continue.

10. Click OK.

The repository is restored.

o fMega repository Diata has been restored.
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Handling of HOPEX RDBMS repositories specific internal format
There is an internal format used by HOPEX when accessing a repository that is stored on SQL Server.

To view this internal format version:
1. Start HOPEX Administration.exe.
2. Right-click the HOPEX repository (either SystemDb or data repository) and select Properties.

£ HOPEX - Administra Rearganize

File Help Compare and Align
HOPEX Conversions
HOPEX Delete reference

E@ Environments > Delete
=& \\labfile\Daily Protect with a password

& Reposior
@ Syster @ Properties

- EA [EM See EMV file

-7 MEGA|  RDBMS Administration

R~ | SOHO 10

Customized Shapes
-5 User management

1*3 Properties of Repository SOHO X
Characteristics:
Mame S0HO ”
Language Enalish
Repasitory log Enabled
Backup logfile Enabled
Repository folder Wabfile\DailyBuildInstalled\@01_
Repository size (bytes) 0
| Format V5,2-5g| Server |
Creation date 2020/02/20 21:58:36
Last saved on 2020/02/20 23:34:01

When upgrading your HOPEX installation (applying a Cumulative Patch or migrating your data from a
HOPEX SP version to the next one), there might be some modifications leading to a new internal
format version.

From Mega 2009 SP5, new menus are available to manually activate this internal format upgrade.

Note: Before Mega 2009 SP5, the upgrade was made “on the fly” when first accessing the Mega

repository with a Mega program corresponding to a more recent internal format version.

When you need to upgrade the internal format version, you are prompted to do it with the following

window:
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 Upgrade Database Version

sy Youcannot access repository "Mega_Repository_On_Oracle”. Its
._E internal structure is not up to date,
Run the menu "Technical Conversion” to perform the upgrade,

Note: The technical conversion of the repositories of the environment must be done before upgrading
to the environment:

1. Apply the technical conversion on the SystemDb:
Right-click the environment and select Perform SQL conversion on the repository.

£ HOPEX - Administration
File Help

| HOPEX |

HOPEX

E@ Environments
a Wlabfile\ MaikBuildlnstalledy 801 O00-t= 801 0005458
.. Shape _3’ Open...
{@ Docur Cloze

...... 'Q Works Reports ’
Options ’
Metamodel ’

Environment autornatic update

Delete reference

Remowve not referenced repositories

a Delete Environment

ﬁ Configure 0L connection

Perform 50L conversion on the repository

Envircnment activity r

2. Apply the technical conversion on the other data repositories of the environment:

For each repository, right-click the repository and select RDBMS Administration > Perform SQL
conversion on the repository.
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£ HOPEX - Administration
File Help

| HOPEX |

HOPEX
- {Z8& Environments

B@ Repositories
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Ela ChUsers\Public\Documents\ HOPEX V3 \test_restore_sq|
-7 SystemDb [EN]

-3 MEGA Tutorial [EN]
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Eg..@ Documentation

..... 'Q Workstation
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Object Management r
fi Explore

Logical Backup
Index for full-text search
Recrganize

Compare and Align

Conversions

Delete reference

> Delete

Protect with a password
Properties
See EMVY file

RDBMS Administration  *

a Configure SCL connection

Measure performance of your 0L data source

Generate repository health report

Remowve private workspace temporary data

Shrink unused repository historical data

Align SCL FK optimizations with MetaModel definition
Align 50L Indexes with MetaModel definition
Perform 50L Server Maintenance Plan (DBA only)

Perform 50L conversion on the repository

Archive historical data to improve performances

Check and repair data consistency (Hopex Support only)
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Vocabulary

Database A database is a collection of data, usually in the form of tables or files, under
the control of a database management system (DBMS).

Database server | A database server is a machine providing database services to other
(hardware) machines. In this document the database server is a machine running
relational database management systems. A database server can host one or
several instances.

Example:

e Server 'iba.company.com'
e Server '192.888.777.666'
e Server 'SQL02'

DBA The DataBase Administrator is responsible for administering, monitoring, and
maintaining the database.

DBMS A DataBase Management System (DBMS) is a set of software programs that
controls the organization, storage, management, and retrieval of data in a
database.

Example: GBMS, Oracle...

GBMS GBMS is MEGA'’s historical proprietary DBMS.

HOPEX Environment |On RDBMS installations, an environment is a group of directories where
HOPEX generates documents, log files, etc.

RDBMS Relational DataBase Management System.

Examples: Oracle, SQL Server, DB2 Universal Database,...

Repository A repository is a structured collection of data.

A HOPEX repository is a collection of HOPEX data. Data is structured in
relation to a metamodel. Object names are often unique within the
repository or with a namespace of the repository.

Schema A schema object is a logical data storage structure.
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In Oracle, it is a collection of objects (example: tables, views, indexes,
procedures, functions...) mapped to an Oracle user. A schema is stored in
one/several tablespace objects of the database.

It is strongly recommended to isolate each HOPEX Repository in a separate
Oracle schema (User Repositories AND SystemDb repository)

Storage format HOPEX term. It defines the type of DBMS storing HOPEX data.
Possible values are:

o SQL Server: storage in SQL Server DBMS
o GBMS: storage in HOPEX historical DBMS
o Oracle: storage in Oracle DBMS

SystemDb repository | HOPEX Term. It is a HOPEX repository that stores system data, such as, user
definition, metamodel definition, template definitions, queries, diagram
configuration. This data can be shared by all user repositories within a HOPEX
environment. A SystemDb repository is associated to one/several user
repositories.

User repository HOPEX Term. This is a HOPEX repository storing data, such as diagrams, org-
units...
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p. 53/55 g Y CO - PUBLIC HI(

Oa
Us»
m
X



Appendix - FAQs

Is it possible to share user repositories and the SystemDb repository
through user’s workgroups that do not share a file server?

Yes. You can duplicate HOPEX Environment on each side to obtain this kind of configuration.

Firevall

GA client

Client work stafien™

EE MEGA
Environment 1

File Server

Workgroup 1

MEGA
Environment 2

i3

File Server

Workgroup 2

Is it possible to have a user repository stored on a GBMS and a SystemDb
repository stored on a SQL server?

No. Some features might work but it is not tested an not supported. Moreover many specific features
will not work.
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Is it possible to consult the data from a SQL Server?

It is technically possible and supported (e.g.: SELECT statement). However, this requires knowledge
of the HOPEX RDBMS implementation and the HOPEX Metamodel. It is much easier to query the data
from within HOPEX.

Is it possible to update the data from an SQL Server?

It is technically possible but NOT supported (e.g.: UPDATE or DELETE statement). This requires the
knowledge of the HOPEX RDBMS implementation and of the HOPEX Metamodel. Data updates must

be performed from within HOPEX. All updates from outside the HOPEX application are made at the

customer's risk. Consequences of inappropriate updates will not be supported.

RDBMS Repository Installation Guide - HOPEX V4 MEGA
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Summary

Check if a more recent version of this document is available in online documentation
(MEGA Community).

This document describes the procedures necessary for installing Must licences with
HOPEX V4 CP4 and higher CP.

It applies to all Front-ends.

It does not describe:

System requirements and possible architectures (see architecture overview
documentation).

How to install a product release (see installation documentation).

How to manage installations (see administrator manuals).

How products are licenced (see licensing documentation).

How to use features (see user manuals).
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1. Foreword

HOPEX Must licensing is a technology of network licences provided by MEGA.

To obtain or update your licence, contact your sales representative.
« A UNC will be requested.
« A .must licence file will be sent with installation instructions.

A Must licence:
« Is afile with a .must extension.
+ Contains the definition of the licence (locking information, expiration date and
list of products).
« Is locked on a shared folder (UNC address).

Must licence installation mainly consists in:
+ Installing the licence.
« Configuring the licence folder in the HOPEX installation.

If you want to directly install a Must licence, go to the section 'Installation procedures'
of this document.

After installation, the Must licence can be configured to better control execution:
e Configuring the command line (/RW code)
« Configuring user x licence mapping.
« Configuring user to product mapping.

A Must licence utility (Windows executable) is available for the licence administrator
to make these configurations and monitor licence use.
The Administration Console is still used to create and configure HOPEX users.

A Web licensing console is also available to configure licence.
It does not enable to monitor use of token at a given moment.

The list of available services varies with the front-end:

Service HOPEX Web HOPEX
Front-End Windows Front-
End
Locking ° °
Shared licences ° °
Dedicated licence ° °
Concurrent licence ° °
Multiple licences e (NR) °
Cluster licence ° °

NR: not recommended because execution warning regarding are not displayed in
HOPEX Web Front-End.
Windows Front-end can be used for customization only.
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Definition of services:

Locking:

o The licence is programmed for a specific UNC address. The availability of

this address is checked at runtime.
Dedicated licences:

o It is possible to program a licence when a token for a product will be
dedicated to a user. The number of tokens equals the number of users.
The product is said to be programmed in dedicated mode.

Shared licences:

o Itis possible to program a licence when a token for a product will be
assigned to a list of possible users. The number of tokens is lower than
the number of possible users. The product is said to be programmed in
shared mode.

Concurrent licences:

o Itis possible to program a licence when a token for a product will not be
assigned to any user. The number of possible users is set to 0. The
product is said to be programmed in concurrent mode.

Multiple licences:

o For the same HOPEX installation, it is possible to use different licences to

enable different access policies for different populations of end-users.
Cluster licence:

o The same licence can be used for a set of HOPEX installations on

different machines (cluster).

Independently from the products/solutions, there are tree exclusive types of users:

Viewer users: consult data, search, use collaboration features
Contributor users: consult data, search, perform limited updates, use
collaboration features

Main users: consult data, search, perform all updates in particular with
diagram editor, use collaboration features
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2. Must licence utility

A launcher licensing.exe is installed in the root folder of the HOPEX installation. It is
a shortcut to the program mgwusrmng.exe located in the 'System' folder of the
HOPEX installation.

2.1. User Interface

Several Windows are available:
» Select server path window: to locate a folder containing the Must licence.
 User management window: to configure Must licences located in this folder.
e Select HOPEX installation window: to locate the configuration folder of the
HOPEX installation.

2.1.1. Select server path window

e

Select the server path-

Vw-jhr 7 _Licenses Browse. ..

Click 'Browse' and select the folder containing the Must licence to be configured. The 'OK' button
is enabled as soon as a file with the .must extension is identified.

Verify that the server path is the same as the UNC address chosen for the licence.

Page: 6 / 31



D MEGA Must Licence Installation Guide HOPEX V4 EN

2.1.2. User management window

I TR T R
&), MEGA Licencing: MUST User Licence Management.

File User Administration

[ Add User ] | Remove User | | Possible Userornot | | Setas defaultlicence ] [ Clean up ] [ Refresh Al ]
El @5l YW-THR 7 Licenses Code Product Usedlicence  Totallicences  Poss. Users  Total Poss. Users
= B8 Licence TESTIHRYZ — ;
% oot Elarc  HOPEX IT Architecture 0 3 0 5
i #/DMO  HOPEX BusinessData 0 Z o 5
Elian  HOPEX User 0 5 0 5
ElRsg  Repository Storage ... 0 1 il MA

Bundle Mame Product included in the Bundle

Licence-TESTIHRV2

This window displays several elements:
e A top menu (File, User, Administration) and a toolbar 'Add User, Remove
User..)
e The left pane displays the Must licence available in the selected folder.
e The top right pane displays the products available for the selected licence.
« The bottom right pane displays the bundle definition, if any.

The top right pane has several columns. The list is different if a user or a licence is
selected:
« Code: the code of the technical product.
e Product: the name of the technical product.
« Connected: the number of users currently logged in to the product (this figure
changes over time).
« Usaed licences: the number of licence tokens currently used for the product
(this figure changes over time).
« Remaining licences: the number of licence tokens currently available for the
product (this figure changes over time).
+ Total licences: the number of licence tokens programmed for the product (this
figure does not changes over time).
« Poss. User: the number of users that are set as possible users of the product
(this figure changes over time).
« Remaining Poss. Users: the number possible users currently available for the
product (this figure changes over time).
« Total Poss. Users: the number possible users programmed for the product
(this figure does not changes over time).
The licence status is displayed in the left pane:

Page: 7/ 31



D MEGA Must Licence Installation Guide HOPEX V4 EN

Display Status Possible causes
5l Licence-ToO01 Valid -
B! Licence-T0001 Invalid Licence has expired

Locking failed: the folder address
containing the licence file does not match
the expected UNC

The user status is displayed:

Display Status
#4 uooo1 Connected
%) Uooo1 Not connected
2.1.3. Select HOPEX installation window
- Bl
MEGA Must Licence vt [

Select the MEGA Configuration Folder
C:\Program Files (x35)\MEGA\MEGA HOPEX V| | Browse... |

x| [

Click 'Browse' and select the folder containing the 'CFG' folder of the HOPEX installation to be
configured. The 'OK' button is enabled as soon as the Megasite.ini file is identified.
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3. Installation procedures

The following procedures apply to all front-ends. They enable to install the Must
licence and protect a HOPEX installation with this licence.

3.1. Communicating with MEGA Sales Administration

There are times where you will need a new Must licence:
¢« When you purchase a new HOPEX product or solution.
« When you purchase additional licences or users of HOPEX products or solutions.
«  When you relocate Must licence folder.

To obtain or update your licence, contact your sales representative.
e« A UNC will be requested.
« A .must licence file will be sent with installation instructions.

If a problem occurs during licence installation, see the 'FAQs and troubleshooting'
section of this document. For additional assistance, contact the appropriate Support
Center.

Must licence installation consists in:
« Installing the Must licence file.
e Configuring the licence folder in the HOPEX installation.

Must licence update consists in:
» Verifying that no user is connected to the former licence.
« Removing the former licence.
» Resetting the configuration files
« Installing the updated licence.

3.2. Choosing a machine to host the Must licence
folder

List of requirements:
¢ No specific hardware requirements (CPU, Ram). However, the machine hosting
the Must licence must be an efficient file server.
« The machine hosting the Must licence must be available for all users running
the HOPEX Kernel.

List of recommendations:
« The machine must be an efficient file server:
o Select top quality components for disks and disk controller cards.
o During installation and configuration, choose all options that favor file
service performance.
e Choose an NTFS disk.
« Choose a DFS-based folder for the licence folder

3.3. Creating a Must licence folder

If you do not have the technical skills or the authorization required for this step,
contact your system administrator.

Steps:
» Choose a machine to host the Must licences.
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See above.
« Create a shared folder on this machine.

This will be the licence folder. See requirements below.
« Configure this share folder.

See requirements below.

Folder sharing requirements:

e The licence folder must be accessible as a UNC address, meaning a shared
folder with one unique address on the network.

« Examples of authorized sharing:
\\Server001\Apps\Licences
\\Domain01\Applications\HOPEX\Licences (DFS)
\\Server001.Domain01.com\Licences (FQDN)

« Examples of unauthorized sharing:
\\Server002\c$\ HOPEX\Licences (administrative share)
M:\Licences (network letter)

Licence folder requirements:
e The licence folder must be accessible as a UNC with full control to all Windows
users that are allowed:
o To configure a Must licence.
o To run HOPEX Kernel programs with a Must licence.
« If you want to configure smarter permissions, consult the 'FAQs and
troubleshooting' section of this document.

3.4. Sending the UNC address of the licence folder

Prerequisite:
 Create a licence folder.

No specific utility is provided for this step: you can use Windows explorer.
Example:
« Navigate to the licence folder.
+ Select the folder path in the address bar.
« Copy the folder path and send it to MEGA Sales Administration when requested.
r = — e o e .H

Share with -

-

Mame Date modified Type Siz

Organize = MNew folder

This folder is empty.

3.5. Installing a Must licence file

Prerequisites:
+ Get a Must licence file.
« Identify the licence folder. This folder must match the UNC on which the HOPEX
licence file is locked.
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e Verify that this folder exists and is shared (Windows permissions) for every
Windows user that can run HOPEX Kernel though a Front-end.
Procedure:
1. With Windows explorer, select the folder matching the UNC.
2. Copy the .must file send by MEGA Sales Administration to this folder.
Results:
» The Must licence is installed.

3.6. Configuring licence folder in the HOPEX
installation (direct reference)

Prerequisites:
e A Must licence is installed in the licence folder.
+ A target HOPEX installation is available.
Procedure:
1. Run the Must licence utility.
2. In the menu, select File > ‘Update config’.
3. Click the 'Browse' button.
4. Select the 'CFG' folder of the HOPEX installation.
Results:
« The Megasite.ini configuration file is updated. A section [Must licence] is created
or updated. Example:
[Must licence]
Path=\\serverO01\Apps\Licences
e Itis possible to run the HOPEX installation on behalf of this Must licence.

3.7. Configuring licence folder in the shared
configuration folder (indirect reference)

Prerequisites:
A Must licence is installed in the licence folder.
e A shared configuration folder contains a file Megasite.ini.
e« A HOPEX installation is part of a cluster.
Procedure:
1. Browse the shared configuration folder.
2. Edit the file Megasite.ini.
3. Add a section [Must licence] and a variable 'Path'. Example:
[Must licence]
Path=\\server001\Apps\Licences
Results:
« In the shared configuration folder, the Megasite.ini configuration file is updated.
A section [Must licence] is created or updated.
e It is possible that each workstation of the cluster shares the same licence.

3.8. Uninstalling the Must licence

Prerequisites:
« Identify the Must licence file to be uninstalled.
« Identify the licence folder. This folder must match the UNC on which the HOPEX
licence file is locked.
« Verify with the Must licence utility that no user is currently logged on to the
licence to be uninstalled.
Procedure:
1. With Windows explorer, select the folder matching the UNC.
2. Remove the .must file from this folder.
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Results:
e The Must licence is uninstalled.

3.9. Resetting the configuration files

When replacing a Must licence with a licence having the same name and UNC, it is
recommended to reset the Must licence configuration.

Otherwise, the licence may not run correctly in particular if the number of token has
become lower for a product. A consequence it will be necessary to specify again the
list of possible users.

Prerequisites:
« Identify the Must licence file to be uninstalled.
» Decided whether you reset the configuration
« Verify with the Must licence utility that no user is currently logged on to the
licence to be uninstalled.

Procedure:
1. Run the licensing.exe utility as Administrator.
2. Select the server path where the licence is saved.
3. Select the licence in the left tree.
4. Right-click > Reset Licence configuration.
5. Confirm reset.
This will:
« Delete the possible user configuration.
e Delete the token files.
« Delete the file Router.ini

3.10. Converting licence

When upgrading from HOPEX V1R2-V1R3 CP8.0 or lower CP, it is required to convert the file
Router.ini to a new format. Otherwise, various issues can occur.

Pre-requisites:
« Stop all activity regarding HOPEX Windows Front-End and HOPEX Web
Front-End.
Procedure:
1. Run the licensing.exe utility as Administrator.
2. Click on the menu Administration > Convert.
3. Click the button Refresh All.
This will:
« Archive the file configuration file 'Router.ini as 'Router.bak’.
« Update the file 'Router.ini' to the new format:
o A version tag is added (section [Router], version=x).
o The reference to the domain (ex: @Domain01) is removed.
o Duplicate line are removed.
e Technical files are renamed.
o The reference to the domain (ex: @Domain01) is removed.

Example:
Router.ini (before conversion) Router.ini (after conversion)
[User/Licence] [User/Licence]
UOO1@Domain01=Licence-T0001 UOO1=Licence-T0001
UOO1@Domain02=Licence-T0002 U002=Licence-T0001
U002@Domain01=Licence-T0001
[Router]
Version=2
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3.11. Configure file permissions

At runtime, files will be created dynamically in a hidden subfolder in the licence folder.
It is necessary to configure file permissions so that execution is correct.

It is recommended to grant the permission 'Modify' for the licence folder (ex:
\\Server001\Apps\Licences and its subfolders).

The list of windows users varies with the front-end:

Front-end
Web Front-end

Users to be configured

Only the service account for the HOPEX (IIS) web application
should be configured (ex: DO1\hopex). Contact the person in
charge of installing HOPEX Web Front-end

Windows Front-end

Each end-user can be configured (D01\u0001, D01\u0002...).
It is therefore recommended that a group is created for users
of the Windows Front-end.
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4. Configuration and monitoring procedures

The following procedures apply to all front-ends.

4.1. Configuring the command line (/RO, /RW, /HV,
/HC)

Each product is associated to a product code.
Ex: HOPEX Business Process Analysis code 'HBPA'

A property 'Command line' can be configured at several levels:

Level Comment

Profile level Configuration at this level is recommended. As there are
less profiles than users, configuration is easier to
maintain.

User level (Login) Configuration at this level is NOT recommended. It is
mainly available for compatibility with previous versions.

At each level, it is possible to specify a command line according to the type of user
chosen.

_Type of users ___ Possible syntax _Examples

Main users /RW'<list of product codes>' | /RW'DMO;HBPA'
/RO'< list of product codes> | /RW'DMO;HBPA' /RO'DBB'

Viewer users /HV'<list of product codes>"' | /HV'HBPA'
Contributor users /HC'<list of product codes>"' | /HC'APM'
Where:

« /RW: defines a list of product code accessed in read/write mode.
Note that /K (previous specification) is equivalent to '/RW'

« /RO: is optional and defines a list of product code accessed in read/only mode.
Note that /RO is only a complement to /RW and cannot be used without /RW.
Do not use /RO command lines to provide a consultation access. Use viewer
users instead.

Prerequisites:
« Identify the HOPEX environment containing the users to be configured.
e Get the table of product codes that you have bought.
e Get a company specification of user/profile x product assignment. The level of
configuration (user level or profile level) must be specified for each user for the
company.

Example of procedure to set /RW /RO for a profile:
e Run the Administration Console.
 Open the environment.
e Select the folder 'User Accounts > Profiles and Permissions'.
e Right-click > Manage.
« In the tab 'Profile', select the expected profile.
e Right-click > Properties.
e In the tab 'Characteristics', set the property 'Command line'.
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Example of procedure to set /RW /RO for a user:

Open the environment.

Right-click > Manage.

nhn=

6.
7.

If a value is set at both level, the intersection will be considered for /RW.
If a value is set at both level, the concatenation will be considered for /RO.

Run the Windows Administration Console.

Select the folder 'User Accounts > Users.

In the tab 'Logins', select the login of the user requested.
Ex: select the login 'Mega' for the login holder 'Mega'
Right-click > Properties.

In the tab 'Characteristics', set the property '‘Command line'.

Example:
Command line value set | Command line value set Command line value
for the user (Login for profile considered
Level)
/RW'HBPA' /RW'HBPA'
/RW'DMO;HBPA' /RW'HBPA' /RW'HBPA'
/RW'DMOQO' /RW'HBPA' -

/RW'DMO;HBPA' /RO'DBB'

/RW'HBPA' /RO'MTS2'

/RW'HBPA' /RO'DBB;MTS2'

Results:

e The profile is configured to run certain products.
e« The user is configured to run certain products.

4.2. Specifying a default licence

If several licences exist in the licence folder, users must be configured explicitly.
Otherwise, they cannot login. It is however possible to specify a default licence.

Procedure:

In the file in router.ini, manually add a section [Config] such as:

[Config]

DefaultLicence=<licence name>

Where 'licence name' is the name of the licence file without the .must extention.
Ex: if the file is 'Licence-T0002.must', the licence name is 'Licence-T0002".

4.3. Declaring users
This is important in several situations:
e Several Must licences exist: users should be allocated in the different licences
unless a default licence is specified.
» Shared licence: possible users should be specified beforehand.
« Dedicated licence: named users should be specified beforehand.

4.3.1.

Prerequisites:

Adding a user to a licence

A Must licence is installed.

« A HOPEX installation is available and configured for Must licences.

+ Get user x licence mapping specification. Each user must be declared with its
HOPEX login. The users must be able to know the login of each user. Ex: the
HOPEX login of John Smith is 'U0001".
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Procedure:
1. Run the Must licence utility.
2. Select the licence folder.
3. Select the licence to be configured. Ex: Licence-T0001.
4. Click the 'Add user' button: enter the login name (Ex: enter 'U0001' for the
user 'John Smith is 'U0001") and click 'OK".

P — - —
Add users to a licence: -_ f ﬁ

0001 -

Results:
e« The user is displayed in the left pane below the licence (<user login>). Ex:
uooo01

« The 'Router.ini' configuration file is created in the licence folder for saving this
specification. A section [User/Licence] is created or updated.
Example:
[User/Licence]
U0001=Licence-T0001
Note that you can also enter several login names separated with semicolon or line
break (example: U0001;U0002)

4.3.2. Removing a user from a licence

Prerequisites:

A Must licence is installed.

« A HOPEX installation is available and configured for Must licences.
Procedure:

1. Run the Must licence utility.

2. Select the licence folder.

3. Select the licence to be configured. Example: Licence-T0001.

4. Select the login of the user to be removed.

5. Click the 'Remove user' button.
Results:

« The user is no longer displayed in the left pane below the licence.
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4.4. Configuring possible users of products
4.4.1. Setting a user as a possible user of a product

Prerequisites:

e A Must licence is installed in the licence folder.

e« A HOPEX installation is available and configured for Must licences.

e Users are declared.

e Get user x product mapping specification.

Procedure:

1. Run the Must licence utility.

2. Select the licence folder.

3. Select the licence to be configured.

4. Select the product to be configured.

5. Select the user to be set as a possible user of the product.

. Click the 'Possible user or not' button.
Results:

« When both user and product are selected, a checkbox is displayed in the 'Poss.
User' column of the top right pane. It shows that the current user is a possible
user for the product.

« Files are created in the licence folder for saving this specification. A subfolder
'USERS' exists with the licence name. It contains a user file. Ex: U0001.usr-
ARC-MEGA.

o)

&), MEGA Licencing: MUST User Licence Managemen TN
_Fl_b,e User Admimistration
|. Add User | [ Remove User ] [:Possible.Uaernrmt ] [5et as default licence ] [ Clean up ] [ Refresh Al ]
=] !?E-‘ \W-JHR7'_Licenses Code Product Connected  Remaining licen...  Poss. User  Remaining Poss. .,
(= G5l Licence-TESTIHRV2 _
TWARCL R e e i v i
= 5loMo  HOPEX Business Data 3 5
Elian  HoPEX User 5 5
E5lRs0  Repository Storage ... i MA

Bundle Mame Product induded in the Bundle

Licence-TESTIHRY2
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4.4.2, Removing a user as a possible user of a product

Prerequisites:
« A Must licence is installed in the licence folder.
e« A HOPEX installation is available and configured for Must licences.
+ Users are mapped to licences.
Procedure:
1. Run the Must licence utility.
2. Select the licence folder.
3. Select the licence to be configured.
4. Select the product to be configured.
5. Select the user to be removed as a possible user of the product.
6. Click the 'Possible user or not' Button.
Results:
«  When both user and product are selected, no checkbox is displayed in the 'Poss.
User' column of the top right pane.
« Files are updated in the licence folder for saving this specification.

4.4.3. Cleaning up licence tokens

Prerequisites:
e A Must licence is installed in the licence folder.
« A HOPEX installation is available and configured for Must licences.
« Verify with the Must licence utility that no user is currently logged on to the
licence to be cleaned.
Procedure:
1. Run the Must licence utility as Administrator.
2. Select the licence folder.
3. Select the licence to be configured.
4. Click the 'Clean up' Button.
Results:
+ Unexpected token files are purged.

Note that, if a lot of token files exist when the button 'Clean up' is first clicked, the
processing can take several minutes according to the number of token files, the
number of licences and the file access performances. The token files are purged for
each licence displayed in the left pane. The processing will run faster the next times
button 'Clean up' is clicked (as most token files will have been purged).

4.5. Instant monitoring of licence connections

The Must licence utility can be used to monitor connections even though it was not
designed for this purpose. Display may be slow.
Prerequisites:

e A Must licence is installed in the licence folder.

« A HOPEX installation is available and configured for Must licences.
Procedure:

1. Run the Must licence utility.

2. Select the licence folder.

3. Select the licence to be monitored.

4. Select the user or the product to be monitored.

5. Read the top right pane, column 'Connected'.
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4.6. Web Monitoring Console

During installation, a specific installation component '"HOPEX Licence Manager' must
be selected and administrator credential must be set (Control Portal Access limit).

If it has been installed on the HOPEX server (Web Front-end), it can be accessed

using the following url
Http/Https://<host name of HOPEX server>\HOPEXLicenceManager
Credentials will be requested by IIS server.
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5. Configuring licensing modes and user
types

In certain situation, the same product can be programmed in several licensing modes.
Ex:
For HOPEX IT Architecture:

e 5 access in shared mode

e 10 access in concurrent mode (floating mode)

e 5 access in dedidated mode

Command line parameters will be used to control user tokens (LAN_X tokens)
delivery.

By default the product named LAN is used in shared mode.

There can also be a product named LAN_F for concurrent mode.

There can aslo be a product named LAN_D for dedicated mode.

The general steps will be:
+ Check that .Must licence is programmed in the expected mode.
 Enable extended mode in megasite.ini.
e Configure command line.

Independantly from the products/solutions, there are tree exclusive types of users:
 Viewer users: consult data, search, use collaboration features. VIEW counter
is used.
« Contributor users: consult data, search, perform limited updates, use
collaboration features. CBTR counter is used.
« Main users: consult data, search, perform all updates in particular with
diagram editor, use collaboration features. LAN_X counters are used.

Command line parameters will be used to control user tokens delivery.
e By default, LAN counter is used if no possible user is configured.
« To user viewer users, a specific command line should be used.
e To user contributor users, a specific command line should be used.
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5.1. Configuration of main users with concurrent

mode (floating mode)

5.1.1. Check .Must licence

By convention, a product programmed in concurrent mode will use the LAN_F counter

for main users.

Other products must be programmed in concurrent mode.
This can be checked in the licence file description: the second digit equals 0 (except

for LAN_X counter).

Extract of licence description ' comment

[MEGAComponentInfo]

(LAN) HOPEX MainUser=3 ; 0

(RSQ) Repository Storage (SQL Server)=YES
(DMQO) HOPEX Logical Data=3 ; 5

(SUP) HOPEX Power Supervisor=1 ; 1

(APM) HOPEX IT Portfolio Management=1 ; 1
(ANW) Web Front-End=NO

(HPP) HOPEX Productivity Pack=NO

(HBPA) HOPEX Business Process Analysis=3 ;
3

(CBTR) HOPEX Contributor=1 ; 0

(VIEW) HOPEX Viewer=1 ; 0

APM_F=5;0

LAN_D=5;0

LAN_F=3;0

[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Counter of main users (shared mode)

Programmed in shared mode
Programmed in dedicated mode
Programmed in dedicated mode

Programmed in dedicated mode
Counter of contributor users

Counter of view users

Programmed in concurrent mode
Counter of main users (dedicated mode)
Counter of main users (concurrent
mode)

Note that the extension _F is conventional (except for LAN_F). Although it is not called

APM_F, APM is programmed in concurrent mode.

Configure command line

This property 'Command line' exists at login level and profile level.
Use the /RW syntax and quote product codes programmed in concurrent mode.

Ex: /RW'LAN,APM'

From HOPEX V4.0 CP4, do not quote suffix _F or _D

Ex: do not quote /RW'LAN_F,APM_F'

Reminders:

« Itis recommended to configure command line for profiles rather than for logins
e Standard profiles are protected, it is recommended to create a custom profiles

that inherits from a standard profile.

« Changing command lines property will reset technical data cache. A warning
'The technical data are not compiled..." will be displayed as long as technical

data are not recompiled.
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5.2. Configuration of main users with dedicated
mode

5.2.1. Check .Must licence

By convention, a product programmed in dedicated mode will use the LAN_D counter
for main users.

Other products must be programmed in dedicated mode.

This can be checked in the licence file description: the second digit equals the first one
except for LAN_X counter).

Extract of licence description comment \
[MEGAComponentInfo]

(LAN) HOPEX MainUser=3; 0 Counter of main users (shared mode)

(RSQ) Repository Storage (SQL Server)=YES -

(DMO) HOPEX Logical Data=3 ; 5 Programmed in shared mode

(SUP) HOPEX Power Supervisor=1; 1 Programmed in dedicated mode

(ANW) Web Front-End=NO -
(HPP) HOPEX Productivity Pack=NO -
(HBPA) HOPEX Business Process Analysis=3; 3 Programmed in dedicated mode

(CBTR) HOPEX Contributor=1 ; 0 Counter of contributor users

(VIEW) HOPEX Viewer=1 ; 0 Counter of view users

APM_F=5;0 Programmed in concurrent mode
LAN_D=5;0 Counter of main users (dedicated
LAN_F=3;0 mode)

Counter of main users (concurrent mode)
[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Note that the extension _D is conventional (except for LAN_D). Although it is not
called HBPA_D, HBPA is programmed in dedicated mode.

5.2.2. Configure command line

This property 'Command line' exists at login level and profile level.
Use the /RW syntax and quote product codes programmed in dedicated mode.
Ex: /RW'LAN,APM'

From HOPEX V4.0 CP4, do not quote suffix _F or _D
Ex: do not quote /RW'LAN_D,APM_F'

Note that it is not required to quote all product codes programmed in dedicated mode
in the command line. Here SUP, is not quoted because it is assigned to a specific
login/profile.

Reminders:
« Itis recommended to configure command line for profiles rather than for logins
« Standard profiles are protected, it is recommended to create a custom profiles
that inherits from a standard profile.
« Changing command lines property will reset technical data cache. A warning
'The technical data are not compiled..." will be displayed as long as technical
data are not recompiled.
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5.3. Configuration of main users with shared mode

5.3.1. Check .Must licence

By convention, a product programmed in dedicated mode will use the LAN counter for

main users.

Other products must be programmed in dedicated mode.
This can be checked in the licence file description: the second digit is greater that the

first one iexceit for LAN_X counteri.

[MEGAComponentInfo]

(LAN) HOPEX MainUser=3; 0

(RSQ) Repository Storage (SQL Server)=YES
(DMO) HOPEX Logical Data=3; 5

(SUP) HOPEX Power Supervisor=1 ; 1

(APM) HOPEX IT Portfolio Management=1 ; 1
(ANW) Web Front-End=NO

(HPP) HOPEX Productivity Pack=NO

(HBPA) HOPEX Business Process Analysis=3 ;
3

(CBTR) HOPEX Contributor=1 ; 0

(VIEW) HOPEX Viewer=1 ; 0

APM_F=5; 0

LAN_D=5;0

LAN_F=3; 0

[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Counter of main users (shared mode)

Programmed in shared mode
Programmed in dedicated mode
Programmed in dedicated mode

Programmed in dedicated mode

Counter of contributor users

Counter of view users

Programmed in concurrent mode
Counter of main users (dedicated mode)
Counter of main users (concurrent mode)
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This property 'Command line' exists at login level and profile level.
Use the /RW syntax and quote product codes programmed in concurrent mode.

Ex: /RW'LAN,DMO'

Reminders:

e Itis recommended to configure command line for profiles rather than for logins
e Standard profiles are protected, it is recommended to create a custom profiles that

inherits from a standard profile.

« Changing command lines property will reset technical data cache. A warning 'The
technical data are not compiled..." will be displayed as long as technical data are not

recompiled.

5.4. Configuration for viewer users
By convention, a product programmed in dedicated mode will use the VIEW counter

for main users. Check the licence.

[MEGAComponentInfo]

(LAN) HOPEX MainUser=3 ; 0

(RSQ) Repository Storage (SQL Server)=YES
(DMO) HOPEX Logical Data=3 ; 5

(SUP) HOPEX Power Supervisor=1 ; 1

(APM) HOPEX IT Portfolio Management=1 ; 1
(ANW) Web Front-End=NO

(HPP) HOPEX Productivity Pack=NO

(HBPA) HOPEX Business Process Analysis=3 ;
3

(CBTR) HOPEX Contributor=1 ; 0

(VIEW) HOPEX Viewer=1; 0

APM_F=5; 0

LAN_D=5;0

LAN_F=3; 0

[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Counter of main users (shared mode)

Programmed in shared mode
Programmed in dedicated mode
Programmed in dedicated mode

Programmed in dedicated mode

Counter of contributor users

Counter of view users

Programmed in concurrent mode
Counter of main users (dedicated mode)
Counter of main users (concurrent mode)

5.4.1. Configure command line

This property 'Command line' exists at login level and profile level.
Use the /HV syntax and quote product codes programmed in concurrent mode.

Ex: /HV'APM'
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5.5. Configuration for contributor users

By convention, a product programmed in dedicated mode will use the VIEW counter

for main users. Check the licence.

[MEGAComponentInfo]

(LAN) HOPEX MainUser=3 ; 0

(RSQ) Repository Storage (SQL Server)=YES
(DMO) HOPEX Logical Data=3 ; 5

(SUP) HOPEX Power Supervisor=1 ; 1

(APM) HOPEX IT Portfolio Management=1 ; 1
(ANW) Web Front-End=NO

(HPP) HOPEX Productivity Pack=NO

(HBPA) HOPEX Business Process Analysis=3 ;
3

(CBTR) HOPEX Contributor=1; 0

(VIEW) HOPEX Viewer=1 ; 0

APM_F=5;0

LAN_D=5;0

LAN_F=3; 0

[MEGABundlelnfo]
APM_F=APM
LAN_D=LAN
LAN_F=LAN

Counter of main users (shared mode)

Programmed in shared mode
Programmed in dedicated mode
Programmed in dedicated mode

Programmed in dedicated mode
Counter of contributor users

Counter of view users

Programmed in concurrent mode
Counter of main users (dedicated mode)
Counter of main users (concurrent mode)

5.5.1. Configure command line

This property 'Command line' exists at login level and profile level.
Use the /HC syntax and quote product codes programmed in concurrent mode.

Ex: /HC'APM'
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6. Inside
6.1. Licence deployment model

Two types of references can be used:

Configuratio Example of Comment

n Megasite.ini

Local [Must licence] The Must licence folder

configuration | Path=\\serverO01\Ap | (\\serverO01\Apps\Licences) is
ps\Licences configured in the file Megasite.ini of the

HOPEX Installation

Shared [Lan] The file Megasite.ini of the HOPEX

configuration | clusterrootpath=\\me | installation refers to the root of a shared
ga\data configuration folder (ex:

\\mega\data\ClusterRoot\Cfg) containing
another file Megasite.ini. This file
contains a direct reference to the Must
licence folder (\\server001\Apps\Licences).
This type of reference must be used for
Citrix/TSE deployment

[Section’] Local installation Shared [Section ]
Parami=Value2 configuration configuration Parami="/alus2

=local installation'C fgmegasite ini path1wlusterRoot\Cigmegasite ini

HOPEX
Cam panent

Lan] j
HOPEX [
mrmeT clusterrootpath=pathl

=local installationd fomegssite ini
(redirection)

Local installation
configuration

Local configuration Shared configuration

When HOPEX is run by user U0001:

1. A configuration file (megasite.ini) is read to identify the licence folder.

2. The licence folder can be referenced directly (local configuration) or indirectly
(shared configuration).

3. The licence folder is read to identify the authorized licence file for this user.

4. The Must licence configuration is read to identify the products authorized for
this user.

5. Connection is made if tokens are available for the authorized products.
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Licence execution is homogenous through Front-Ends or Windows Administration

Console.

6.2.1.

Context

Must
licence
checked

Windows Front-End

Storage
product
checked

Tokens requested

Command line
considered

HOPEX.exe (main user) | Yes Yes (2) | One token per Yes
Product
One token LAN_X
Administration.exe Yes Yes (2) | One token SUP No
One token LAN_X
HOPEX.exe with HOPEX | Yes Yes (2) | One token MTS2 Yes
Power Studio (MTS2) One token LAN_X
API component (3) Yes Yes (2) | One token per Yes
Product
One token LAN_X

(1) RSQ
(2) Unless GBMS storage is used.
(3) Administration component creating a running instance of HOPEX (mgwmapp.exe)

6.2.2. Web Front-End
Context Must Counter Tokens requested Command line
licence used considered
checked
HOPEX Product (multi | Yes (1) LAN_X One token per Product | Yes
front-end) One token LAN_X
HOPEX Product Yes LAN_X One token per Product | Yes
(controlled multi (1)(2) One token LAN_X
front-end)
HOPEX Solution Yes (1) LAN_X One token per Solution | Yes
One token LAN_X
SSP component Yes (1) - No token (3) No
HOPEX Explorer Yes (1) LAN_X One token for HEXP Yes
One token LAN_X
HOPEX Contributor Yes CBTR_X | One token for CBTR_X | Yes
HOPEX Viewer Yes VIEW_X | One token for VIEW_X | Yes

(1) RSQ product should be programmed.
(2) ANW product should be programmed.

When running the SSP component, must licence is checked but no token is requested.
SSP is used systematically with HOPEX Web Front-End. It can also be used by

Windows Front-End.

6.3. File access

File access in the licence folder should be similar to that of accessing a HOPEX
repository data file. Contact MEGA Support if you encounter problems.
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7. FAQs and Troubleshooting

7.1.1. How can I use the Web licensing console?

See online documentation.

Note that the Web licensing console
* Needs to be installed when installing HOPEX Web Front-End.
* Needs to be allowed to the administrator in charge (security configuration).
« Does not allow to see user of tokens by login.

7.1.2. Do I have to configure possible users?

This is not required. If products are programmed in shared mode and the command
line is configured, you do not need to explicitly configure possible users.

When user U0O0O1 logs in, a token is requested for each product mentioned in the
command line. If possible, user seats are available, U0O001 is automatically configured
as a possible user of the requested products. If tokens are available, U0O001 can log in
to these products.

7.1.3. How can I secure configuration of the HOPEX Must
licence?

If you do not want to configure systematically full control, you may configure
advanced file permissions:

Location Administrator User
rights rights
*.must Example: Modify Read &
\\serverO01\Apps\Licences\Licence- execute
001.must
* ¥ Licence subfolders containing the user Modify Modify?!

files and token files. Example for
Licence-001.must:
\\server001\Apps\Licences\Licence-001 and
subfolders

The users considered vary with the front-end.

HOPEX Web Front-end Only the service account for the HOPEX (IIS) web
application should be configured

Windows Front-end Each end-user and administrators should be configured

(ex: DO1\U0O0O01)

7.1.4. How can I prevent the dynamic declaration of
possible users?

There is no way of preventing a user who is not explicitly configured from logging in.
If a possible user seat is available, the system will set a user requesting a token as a
possible user. For this reason, it is recommended you configure possible users
beforehand.

1 By default, user files and token files are set as 'Not visible'.
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7.1.5. How can I get a log of licence connections?

Supervision logs contain information regarding connection and disconnection.
However, this is technical information and MEGA does not provide a report to
consolidate and display this information.

7.1.6. What is the Router.ini file?

This file contains the mapping of users to licences.

It is updated when configuration is made using the Must licence utility ('Add user' and
'Remove user' actions). Deletion of this file will not remove possible user
configurations.

7.1.7. How can I get the assignment of users to licences?

No report is available. You can consult the Must licence utility (left pane) or read the
Router.ini file.

7.1.8. How can I get the assignment of possible users to
product?

No report is available. Consult the Must licence utility.

7.1.9. When adding a user, I get an error 'Bad format with
user "'XX'!
This is because the data entered does not match the format expected.

e -
Error Add Users

s -

% Bad format with User 'U0002,0003"
A

A delimiter between two users can be semicolon (), and line breaks.
Forbidden characters are *[\:"< = 3/,

7.1.10. How can I get the list of logins of users?
No report is available. Consult the Windows Administration Console
(Administration.exe).

7.1.11. I do not know the names of the logins. Why can’'t

the utility provide a list of existing login?
This is a design option. The list of existing logins is related to a HOPEX environment
This would require to login to a HOPEX environment which is not in the scope of the
licensing utility.
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7.1.12. How can I set possible users for a selection of
users?

It is not possible to select multiple users in the left pane of the Must licence utility.
However, a specific operating mode enables the administrator to replicate the possible
user configurations of products on a licence for other users.

Procedure:

1. Run the Must licence utility.

2. Select the licence folder.

3. Select the licence to be monitored in the left pane.

4. Select a user for this licence.

5. Configure possible users of the different products in the top right pane:

o Select the products to be configured.

o Click the 'Possible User or not' button.
Select another user in the left pane: the same list of products is selected.
Click 'Possible User or not': the same configurations are replicated on the
products selected.

7.1.13. Can I mix shared and dedicated modes?

Yes. Note that modes are set at the product level.

7.1.14. 1Is my licence shared or dedicated?

To check the licensing mode:
Open the .Must licence file with a text editor such as Notepad
Analyze configuration: the mode depends on the combination of 2 digits

N

<Licence Product>=T ; U

Where:

T: tokens

U: users
Dedicated mode (T=U) (HITA) HOPEX IT Architecture=20 ; 20
Shared mode (T< U) (HITA) HOPEX IT Architecture=20 ; 25

Concurrent mode/floating mode (T>U, (HITA) HOPEX IT Architecture=20; 0
U=0)

Note that modes are set at the product level.

7.1.15. Error message 1

The licensze file \w-ihr7\_LicensesiLicence-T0001, must is not valid; The crypted path -
does not correspond to the license file path.

o | |

Possible reasons:
The path of the folder containing the Must licence file does not match the path
programmed in the licence.
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The licence file name does not match the file name programmed in the licence (licence
file was renamed).

7.1.16. Where is the latest licence folder used saved

(Windows Front-end)?

With Windows Front-End, it is saved in the user settings file (MEGASETTINGS.INI) in a
section [MGWUSRMNG].

Example:

[MGWUSRMNG]

LastServerPath=\\server001\Apps\Licences

7.1.17. How can I check that an HOPEX installation is part

of a cluster?

Check the file Megasite.ini of the installation. It must contain a section [Lan] and a
variable clusterrootpath. Example:

[Lan]

clusterrootpath=\\mega\data
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1.

UNIFIED AUTHENTICATION SERVICE OVERVIEW

Unified Authentication Service (UAS) is HOPEX web-based authentication system. UAS is a centralized service,
which enables to manage several authentication types:

External authentication or Single Sign-On (SSO)

SSO is an authentication system enabling users to login with a single ID and password to access
HOPEX and any other Customer application types like web or mobile, access control for APIs, and
federation (support for external identity providers like Google and enterprise identity management
systems via SAML2).

UAS manages two standard authentication protocols:

SAML2

Security Assertion Markup Language 2.0 (SAML 2.0) is a version of the SAML standard for
exchanging authentication and authorization data between security domains.

SAML 2.0 is an XML-based protocol that uses security tokens containing assertions to pass
information about a principal (usually an end-user) between a SAML authority (Identity
Provider), and a SAML consumer (Service Provider).

SAML2 Specifications: https://tools.ietf.org/html/rfc7522

Open ID Connect

OpenlID Connect (OIDC) enables to implement a centralized identity federation and respond to
SSO issues.

OIDC specifies an HTTP Restful authentication interface and relies on the OAuth2 protocol to do
delegation authorization, i.e. in most of the cases, the end user no longer needs to directly
provide credentials to a third-party application. OIDC also uses the JSON Web Token (JWT)
exchange formalism to convey user identities to applications, as well as their roles /
entitlements.

Open ID Specifications: http://openid.net/connect/

These protocols are supported by some Identity Providers (IDPs) like Azure AD, AD FS, OKTA,
PingFederate, Google.

Authentication through HOPEX platform

If you do not have any external authentication module, you can use HOPEX platform to manage
user authentication (LDAP, HOPEX, or Windows).

=>» See HOPEX Administration (Web) documentation for information regarding
authentication through HOPEX platform.
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2. CONFIGURING UAS OPTIONS

UAS options are configured through HOPEX Administration options.

To configure authentication options, you must access to HOPEX Administration options in Extended view.

To configure authentication options:
1) Access the HOPEX Administration application (Administration.exe).
2) Right-click HOPEX and select Options > Modify.
3) Right-click Options and select Extended.
4) Expand Installation > Authentication folders.

Elﬁ' Options
EI Installation
I EI Authentication
@ Client
----- Cross-Origin Resource Sharing
-- Identity provider

. [-WW Server

5) Click:
e Client, and configure the client options.
» See Client Option Description.

- Client

----- HOPEX Administration

----- HOPEX Licensing Manager
----- HOPEX Monitoring

----- HOPEX Supervisor

----- HOPEX Web

----- HOPEX Custom

----- HOPEX Swagger

e Cross-origin resource sharing, and configure the cross origin resource sharing options.

» See Cross-Origin Resource Sharing Option Description.
e Identity provider, and configure the identity provider options.

» See Identity Provider Option Description

EI Identity provider
- SAML2
- IS Windows
.7 Open ID Connect (OIDC)
- Microsoft
..... Google

e Server, and configure the server global options and specific options.

» See Server Option Description.
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2.1. Server Option Description

2.1.1.

Server global options

The server global options (HOPEX > Options (Extended view) > Installation > Authentication > Server) are the

following:

Name of the authentication site (available in Standard view)
Displays name of the site used in standard views. Default to HOPEX.
SSL Activation

Indicates if SSL is required for UAS. You need to activate this option if you want to secure your
authentication service and work with some identity providers. Defaults to false.

Public origin of the site

By default, UAS uses the host, protocol, and port from the HTTP request when creating links. This
might not be accurate in reverse proxy or load-balancing situations. You can override the origin
used for link generation using this property.

Information storage type
UAS allows to use the following data component types:
* InMemory

This storage type allows to store data in memory of your server. It’s the simplest storage type.
You cannot use it with a cluster deployment and you lose your token when you reboot your
server.

e Redis (Cluster Compatible)

This storage type allows to store data in Redis, a nosql database storage, used for caching. You
can use it with a cluster deployment. No data loss.

e NCache (Cluster Compatible)

This storage type allows to store data in NCache Entreprise 4.6.2 minimum, used for caching.
You can use it with a cluster deployment. No data loss.

For legal reason (License redistribution), MEGA cannot provide the assemblies to work with.

You need to put the following assemblies in the UAS binary folder (by default wwwroot/uas/bin):

- Alachisoft.NCache.Web.dl|
- Alachisoft.NCache.Runtime.dll

e SqlServer (Cluster Compatible)

This storage type allows to store data in SQL Server 2008 R2 minimum, used for caching. You
can use it with a cluster deployment. No data loss.
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2.1.2.

You must launch SQL scripts which can be found in:

{HOPEX installation folder}\Utilities\Hopex Cluster Tools\UAS_Scripts.sqgl
Parameters of the UAS data component

This parameters allows to complete the data component type. Several data components needs
more informations like connectionstring or key.

* InMemory
No need to fill this parameter.
e Redis (Cluster Compatible)
Fill the Redis connection string into this parameter.
e NCache (Cluster Compatible)
Fill the NCache name into this parameter.
e SqlServer (Cluster Compatible)

Fill the SQLServer connection string into this parameter.

Data Source={ServerName}\{Instance};Initial Catalog={DataBaseName}; Integrated
Security=False;User ID={Userld};Password={UserPassword}

Authentication options

The server authentication options (HOPEX > Options (Extended view) > Installation > Authentication >Server
> Authentication) are the following:

Activation of user name backup
Indicates whether UAS will remember the last username entered on the login page. Defaults to true
Activation of the local connection

Indicates if UAS will allow users to authenticate with a local account. Disabling this setting will not
display the username/password form on the login page. This also will disable the resource owner
password flow. Defaults to true.

Activation of the login hint

Indicates whether the login_hint parameter is used to prepopulate the username field. Defaults
to true.

Limit to the number of consecutive messages
Gets or sets the limit after which old sign in messages (cookies) are purged. Defaults to 3.
Activation of the capacity to redirect directly to an URL after disconnection

Gets or sets a value indicating whether UAS automatically redirects back to a
validated post_logout_redirect_uri passed to the sign out endpoint. Defaults to false.

Activation of confirmation during connection

Indicates whether UAS will show a confirmation page for sign-in. When a client initiates a sign-in,
by default UAS will not ask the user for confirmation but you can activate it. This is a mitigation
technique against “logout spam”. Defaults to false.

The redirection timeout of the automatic post-disconnection

Gets or sets the delay (in seconds) before redirecting to a post_logout_redirect _uri. Defaults to 0.

HOPEX UNIFI AUTHENTICATION SERVICE Page: 8 /51



| Configuring UAS Options

e Activation of display of the disconnection confirmation page

Indicates whether UAS will show a confirmation page for sign-out. When a client initiates a sign-
out, by default UAS will not ask the user for confirmation.

* The invalid sign in redirect URL

Gets or sets the invalid sign in redirect URL. If the user arrives at the login page without a valid sign-
in request, then they will be redirected to this URL. The URL can be absolute or relative (starting
with “~/”).

2.1.3. Cookie options

The server cookie option (HOPEX > Options > Installation > Authentication > Server > Cookie) is:
¢ Sliding cookie Expiration

Indicates if the authentication cookie is sliding, which means it auto renews as the user is active.
Defaults to false.

2.1.4. Event options

UAS raises many events at runtime.

The server event options (HOPEX > Options (Extended view) > Installation > Authentication >Server > Events)
are the following:

e Successful/failed authentication (resource owner flow, pre, partial, local and external)

e Token issued (identity, access, refresh tokens)

* Token handle related events (authorization code, refresh token issued/redeemed/refreshed)
* Permission revoked

e Endpoint success/failures

e Expired/invalid/no signing certificate

e Unhandled exceptions and internal errors

e CSP errors reported by the browser

By default, these events are forwarded to the configured log provider - a custom event service can process or
forward them in any way suitable for the environment.

Options regarding events are the following:

¢ Generation of all events (default: disabled)
Activates all the events below

e Generation of success events (default: disabled)
Activates refresh token refreshed or authentication success.

e Generation of information events (default: disabled)
Activates token issued or certificate valid events.

e Generation of error events (default: enabled)

Activates unhandled exceptions events.
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e Generation of failure events (default: enabled)

Activates authentication failure, authorization code redeems failure events.

2.1.5. Logging trace options

The server logging trace options (HOPEX > Options (Extended view) > Installation > Authentication > Server >
Logging trace) are the following:

e Activation of all logging

Activates all the logging traces (http flow, katana Flow, programming web interface, programming
web interface in Verbose mode).

e Activation of Http flow logging
When enabled, HTTP requests and responses are logged.
e Activation of Katana Flow Logging

When enabled, the Katana log output is logged (this is often useful to troubleshoot problems with
external identity providers).

e Activation of logging of the programming web interface
When enabled, Web APl internal diagnostic logging is forwarded to the log provider.
e Activation of logging of the programming web interface in Verbose mode

When enabled, the Web API diagnostics logging is set to verbose.

2.1.6. Token Signature options

The server token signature options (HOPEX > Options (Extended view) > Installation > Authentication > Server
> Token Signature) are the following:

e Name of the certificate to be used by the authentication server
X.509 certificate (and corresponding private key) name for signing security tokens.
e Password for the signature certificate of the authentication server

X.509 certificate (and corresponding private key) password for signing security tokens.

2.2. Identity Provider Option Description

The identity provider options (HOPEX > Options > Installation > Authentication > Identity provider) are the
following:

e HOPEX, see HOPEX provider.
e |IS Windows, see IS Windows provider
e SAML2, see SAML2 provider.
* Google, see Google provider.

e Microsoft, see Microsoft provider.
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2.2.1. HOPEX provider

The HOPEX provider is the HOPEX default provider, which displays a login page with username and password.
To authenticate HOPEX users, use either:
e HOPEX User Native Authentication
=>» See HOPEX Administration documentation: Authentication in HOPEX section.
* LDAP Authentication
= See HOPEX Administration documentation: Authentication in HOPEX section.

2.2.2. 1IS Windows provider

With the IIS Windows provider HOPEX users are authenticated by Windows Authentication.
To use IIS Windows provider, you must configure the following mandatory options:

e Enabled (Default to false)

e Name displayed for the Windows IIS access provider (Windows by Default)

e URL of the Windows IIS authentication server.

2.2.3. SAML2 provider

SAML 2.0 is an XML based framework, used to describe and exchange security information. It can be used for
Single Sign On (SSO), Identity Management and Federation.

To use SAML2 provider, you must set UAS in SSL Mode.

UAS manages only Service Provider (SP) initiated SSO and not Identity Provider (IDP) initiated SSO.

We have implemented two SAML2 Identity Provider and you can find the server configuration example:
e SAML2 ADFS Server Configuration section

e OKTA Configuration section

2.2.4. OpenlD Connect (OIDC)

Use the OpenlID Connect (OIDC) provider to authenticate HOPEX users with an OpenID Connect account by
OAUTH2.

To use OpenlD Connect provider you must:
e set UAS in SSL Mode (Options > Installation > Authentication > Server)
e Enter the following fields:
- Enabled (Activated or not)
- URL of the OpenID Connect (OIDC) server
- OIDC Scope

- Return URL (redirectUri): Error! Hyperlink reference not valid.
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2.2.5. Google provider

Use the Google provider to authenticate HOPEX users with a google account by OAUTH2.
To use Google provider, you must:
e set UAS in SSL Mode (Options > Installation > Authentication > server)
* have your website accessible by Google server
e enter the following fields:
e Enabled ( Activated or not)
e Display name (Text the user can display in the user interface, by Default Google)
* Google Client ID (Identifier of the Google access provider client)
* Google Secret code (Password of the Google access provider client)
e Google Scope (Scope of the authenticated client)

If you do not know this information, go to the Google console (https://console.developers.google.com) to
create your API keys.

Do not forget to activate Google + API at least, otherwise you will not be able to authenticate HOPEX users.

2.2.6. Microsoft provider

Use the Microsoft provider to authenticate HOPEX users with a Microsoft account by OAUTH2.

To use Microsoft provider, you must set UAS in SSL Mode and ensure the address is accessible by Microsoft
server and fill the following fields:

e Enabled (Activated or not)

e Display name (Text the user can display in the user interface)

e Microsoft Client ID (Identifier of the Microsoft access provider client)
e Microsoft Password (Password of the Microsoft access provider client)
e Microsoft Scope (Scope of the authenticated client)

If you do not know this information, go to the Microsoft website (https://apps.dev.microsoft.com ) to create
your API keys.

2.3. Cross-Origin Resource Sharing Option Description

(available with options in Extended view only)

Cross Origin Resource Sharing (CORS) allows us to use Web applications within browsers when domains aren’t
the same. For example, a site with domain test.org wants to execute AJAX requests to a Web application
with domain mydomain.org using HTTP.

Using CORS isn’t so simple especially when you face debugging difficulties. As a matter of fact, CORS can imply
an additional OPTIONS request and error messages aren’t so explicit. Most of the time, errors correspond to a

lack of required headers from the server. For such reasons, a good understanding of how this feature works is
essential.
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CORS is used in a lot of places and use cases. In Web development, it’s often necessary to split the front
application from the server application for development reasons or to interact with a remote service.

The CORS mechanism is mainly implemented with the Web server but this has an impact on the client side if
some headers are missing in responses.

With CORS, the remote Web application (here the one with domain mydomain.org ) chooses if the request

can be served. The CORS specification distinguishes two distinct use cases:

Simple requests. This use case applies if we use HTTP ceT, HEAD and PosT methods. In the case of POST
methods, only content types with the following values are supported: text/plain, application/x-www—

form-urlencoded and multipart/form-data .

Preflighted requests. When the ‘simple requests’ use case doesn’t apply, a first request (with the
HTTP orpTIONS method) is made to check what can be done in the context of cross-domain requests.

Notice that if you add authentication to the request using the aAuthentication header, simple requests

automatically become preflighted ones.

Client and server exchange a set of headers to specify behaviors regarding cross-domain requests. Let’s have
a look at them now. We will then describe how they are used in both use cases.

origin : this header is used by the client to specify which domain the request is executed from. The server

uses this hint to authorize, or not, the cross-domain request.

Access-Control-Request-Method : With in the context of preflighted requests, the opTrONS request sends

this header to check if the target method is allowed in the context of cross-domain requests.

Access-Control-Request-Headers : With in the context of preflighted requests, the opTIONS request sends

this header to check if headers are allowed for the target method in the context of cross-domain requests.

Access-Control-Allow-Credentials : this specifies if credentials are supported for cross-domain requests.

Access—Control-Allow-Methods : the server uses this header to tell which headers are authorized in the

context of the request. This is typically used in the context of preflighted requests.

Access-Control-Allow-Origin : the server uses this header to tell which domains are authorized for the

request.

Access—Control-Allow-Headers : the server uses this header to tell which headers are authorized in the

context of the request. This is typically used in the context of preflighted requests.

2.3.1. Simple requests

Where simple requests are concerned, the request is executed against the other domain. If the remote
resource supports cross domains, the response is directly sent back. Otherwise an error occurs.
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2.3.2. Preflighted requests

In the case of preflighted requests, this corresponds to a negotiation between the caller and the Web
application based on HTTP headers. It consists of two phases:

The browser first executes an optIons request with the same URL as the target request to check that it
has the rights to execute the request. This opT10NS request returns headers that identify what is possible
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This processing is completely transparent for the caller but we can have hints of what actually happens using
the development tools of the browser, for example Firebug within Firefox. With the latter, we can use the
Network tab to check which calls are executed and which CORS headers are exchanged.

An important comment. You must take into account that, when executing CORS request containing security,
i.e. an authorization header, the opTTONS request won’t contain it. So you need to be careful regarding

security when handling the first opTIONS requests of preflighted ones. As a matter of fact, no authentication
check can be done at this level.

2.3.3. Use within browsers

When implementing applications within browsers using JavaScript, it’'s common to interact with services that
aren’t hosted on the same domain. Several solutions are usable like JSONP, but also CORS. In this section, we
will describe how to use this feature within commonly used tools.

Low-level API

XHR corresponds to the low-level APl to implement AJAX calls within JavaScript applications in browsers.
Regarding CORS, there is nothing to do unless you want to wuse credentials with
the withCredentials property. It’s mainly if you deal with cookies.

In fact, if the browser detects that the domain of the page is different from the AJAX request that is about to
be sent, it automatically adds the Origin header. The consequence is to enable CORS support within the
response if the Web service supports this technology.

Here is a sample of a simple CORS request:

var req = new XMLHttpRequest();

req.open('GET', 'https://maptestapi.apispark.net/vl/maps/', true);
req.onreadystatechange = function() {
== 4) {

console.log(req.responseText);

if (req.readyState

s
req.setRequestHeader('Accept', 'application/json');
req.send();

This will result in the following request in the browser:
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maptestapi.apispark.net 10,5 KB

Entétes Réponse JSON Cache

= Reéponse

Accept-Ranges
Access-Control-Allow-Cred...
Access-Control-Allow-Orig...

bytes
true

http://localhost:8080 <« CORS headers of the resporse

Connection keep-alive
Content-Type application/json; charset«UTF-8
Date Thu, 19 Nov 2015 10:16:09 GMT
Server Restlet-Framework/3.17.7
Transfer-Encoding chunked
Vary Accept-Charset, Accept-Encoding, Accept-Language, Accept
X-Page-Count 1
X-Page-Number 1
X-Page-Size 25
X-Total-Count 5
= Requete
Accept application/json
Accept-Encoding gzip, deflate
Accept-Language fr,fr-FR;q=0.8,en-US;q=0.5,en;q=0.3
Cache-Control nmax-age=0
Connection keep-alive
Host maptestapi.apispark.net
Origin http://localhost:8680 A Origin header automatically added
Referer http://localhost:8080/xhr. html?7d=
User-Agent Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:42.0) Gecko/20100101 Firefox/42.0

Here is a sample of a preflighted CORS request:

var req = new XMLHttpRequest();
req.open('PUT', 'https://maptestapi.apispark.net/vl/maps/4', true);
req.onreadystatechange = function() {

if (req.readyState === 4) {

console.log(req.responseText);

}
s
req.setRequestHeader('Content-type', 'application/json');
req.send('{ "id": "4", "name": "Meteorites", "type": "d3js", (..)');

This will result in the following request in the browser:
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= OPTIONS 4 \ 200 DK maptestapi.apispark.net 0B

Entétes Cache Implicit OPTIONS request

= Reponse

Access-Control-Allow-Cred... true

Access-Control-Allow-Head... content-type

Access-Control-Allow-Meth... POST, GET, DELETE, PUT = (O0RS headers
Access-Control-Allow-0rg... http://localhost:B088

Connection keep-alive
Content-Length 0
Date Thu, 19 Nov 2015 10:47:29 GMT
Server Restlet-Framework/3.17.7

= Requete

Accept text/hitml,application/xhtml+xml.application/xml;g=6.9,*/*;q=0.8
Accept-Encoding gzip, deflate
Accept-Language fr.fr-FR;g=0.8.en-U5;g=0.5.en;g=0.3
Access-Control-Request-He... content-type
Access-Control-Request-Me... PUT
Cache-Control max-age=0
Connection keep.alive
Host maptestapi.apispark.net
Origin http://localhost: 8886 e Origin header
User-Agent Mozilla/5.0 [(X11: Ubuntu; Linux xB6 64; rv:42.8) Gecko/20180101 Firefon

+ PUT 4 200 OK maptestapl. apispark net 254 B 54.69.31.53:443

As described above, CORS is natively supported by the JavaScript XMLHttpRequest object. We can notice that
old Internet Explorer versions (7 and 8) use a dedicated object for XDomainRequest requests.

That being said, if you want to send credentials managed by the browser (Access Control) within CORS
requests, you need to enable the credentials support of XHR using the withCredentials attribute. By

default, the feature is disabled.

var req = new XMLHttpRequest();
(...)

req.withCredentials = true;

Notice that you don’t need to use this attribute if you build the Authentication header by yourself.

Libraries and frameworks

The aim of JavaScript libraries and frameworks regarding AJAX is to provide an abstraction level upon browser
specificities, an APl that is common and works in every browser. That means that using CORS is transparent.

JQuery provides a way to configure the withCredentials attribute previously discussed, as described below:

$.ajax({
type: "POST",
data: {},

dataType: 'json',
xhrFields: {

withCredentials: true

})s
With AngularlS, there is nothing to do.
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Note that on the web you <can find content teling you that you need to set
the defaults.useXDomain property of the shttpProvider object to true or to delete the x-rRequested-

with header. This may have been true in the past but it’s not the case anymore.

Error detection

To detect CORS problems, you obviously need to enable debugging tools in your browser and especially the
JavaScript console. For example, in Chrome, if the server doesn’t include CORS headers in the response, you
will see this error for a simple request:

Conscle | Emulation Rendsring

0 W <topframes L Presane lag

O XMLt tpRequest caanot Load hitp://localhost:1337/test. Mo “Access.Control-Allow-Origin® header is Nhe-grrpr Bim]Pg=:]
present on the reguested rescurce. Origin “wttp://localhest:0000° is therefore not allowed access

®¥HA Tailed loading: GET "pifp://locelkest:1337/Test™. hr-grror htel fd=: 23

And this one for a preflighted one:

Condale Emulation Resdenng

8 T <topframes v Preserse log

& MMLHitpRequest cannot Losd hitp:/flocalbhost:1337/test. Response to preflight request doesn't pass shr-error biml?ds;]
sccess control check: Mo “Acoess.Contral-Allow.-Origin® keader is present on the requested resource, Origin
Uhitp: A localhast:BEBE is therefors Aol &llowed acceid
E0F failed loading: PUT “http://localhgst; 337 /test”. ahr.error html fge; 3

Using the Network tab, you will see that CORS headers aren’t present in the response of the OPTIONS request:

= O Elements | Webwork | Sources Timeline Profiles Resources Audits  Consola (-3 : X
B O T Vew B R freserve log @ Disable cache Mo throktiing v

Hide data UALs All E000 J5 €55 img Mediz Foot Doc WS Other

I 108 rm 100 ms 00 e 400 ma SR #00 my 100 ms 0 me e 101 e '

Mam= % | Headers Prview Responss  Timing

Remote Address: 127.8.8.1:1337

Reguest URL: hitp:/flocalhost : 1137 /test
Roguest Mathod: OFTTONS

Status Code: @ 206 OK

¥ Rasponia Headerd Wit SEUN0E
Connection: keep-alive
Content-Typa: test/plain
Dt Thu, 19 Now M5 12:18:51 GHT
Transfar-Emcoding: chunmbed

v Reguest Headers view source
Accepls ®/*
Accopt-Encoding: grip. deflate, sdch
Accapt-Lamnguage: Tr-FR, Frig=d. 8,0 U5 g=0.6 .eng=0.4
Access-Control-Request-Headers contont-type
Accass-Control-Requast-Methad: PuT
Cache-Control: no-cache
Comnection: keep.alive
Hosk: Localhost 1337
Origineg http://Localhost BB
Pragma: no-cache
Referar hiop: //localhost:BO8E N Brrar. himl M=
Feer-Agenk: Mozilla/5.8 (X117 Linus i 6d) AppleWeblit/h87, 36 (KT

1/Srequests | 0B/ 168 transferred | Finish: 325ms | ... ML, Like Gecko] Chrome/d46.0.2490 86 Safaris537, 36

Errors can be more subtle since the content of CORS headers could possibly be incorrect. For example, if you

try to call a HTTP method that didn’t return Access-Control-Allow-Methods .

Another source of errors is that credentials aren’t sent within the opTTONS request( Authorization header).

When implementing CORS on the server side, checking credentials musn’t apply for this request but only for
target ones.
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Date

Server
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Accept

Accept-Encoding
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Connection

Host
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b

maplestapiapispark. nat 0B

Lrue

authorization, content-type
POST, GET. DELETE. PUT

Nrtp: S flocalhost: BBEA
keep-alive

-]

Thu, 9 Now 2B15 12:53:24 GHT
Restlet-Framework/3.17.7

text/htal; spplication/xhtml+aal, application/uml ;g=8. 0, %/*;g=0.8
gzip, deflate
fr.fr-FR:g=8.8.en-US;q=0.5,8n;q=0.3
authorization,content-type

PuT

max - age=g

keep-slive

maptestapl . aplispark.net
http:/flocalhost (886

Morilla/5. 0 (X11; Ubwntu; Linux xBE 64; rv:42.0) Gecko/2810018Y1 Firefou/42.8

-

N AL oz atenn haadar

Entetes Put Reponse XML Cache

m Reponse
Accept-Ranges
Access-Control-Allow-Cred...
Access-Control-Allow-0rig...
Coannection
Content-Type
Date
Server
Transfer-Encoding
Vary

B Radguets
Accept
Accept-Encoding

Accept-Langusge
Authorization

Qzip.

Connection

keep-allve

bytes

true

http://localhost: 8688

keep-alive

spplication/#ml; charset=UTF-8

Thu, 1% Nowv 2015 12:53:25 GHT

Restlet-Frameworks3.17.7

chunked

Accept-Charset, Accept-Encoding, Accept-Language. Accept

text/himl,application/xhtml+xnl, application/unl ;g=8.5.%/*;qg=08.8
deflate

fr.fr-FR;g=8.8,en-US;g=0.5,en;g=0.3

Basic MTYIZWlmI;YENIVe'Yy@8M MyLTzNDTt IWZn00UGZ0g2 ITWRED | Lk ODRmMILAL T c SHGO e RGASHSA5Y Uy L TkwOGE

Suthonzation header
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X  Headers | Preview Response Timing

¥ General
Remote Address: 54 .68.76,.111:443
Request URL: https://maptestapi.apispark.net/v1l/maps/4

Request Method: PUT
Status Code: @ 288 0K

¥ Response Headers View source
Accept-Ranges: bytes
Access-Control-Allow-Credentials: true CORS headers in
Access-Control-Allow-Origin: http://localhost: 8680 the response
Connection: keep-alive
Content-Type: application/json; charset=UTF-8
Date: Thu, 19 Nov 2815 12:27:48 GMT
Server: Restlet-Framework/3.17.7
transFer-encoding: chunhed
Vary: Accept-Charset, Accept-Encoding, Accept-lLanguage, Accept

¥ Request Headers view source
Acceplt: =/*
Accept-Encoding: gzip, deflate, sdch
Accept-Language: fr-FR.fr;g=08.8,en-Us;g=0.6,en;g0=0.4
Cache-Control: ro-cache
Connection: keep-alive
Content-Length: 128
Content-type: application/json
Host: maptestapi.apispark.net
Origin: http://localhost: 8680
Pragma: no-cache
Referer: http://localhost:88686/xhr.himl7d=
User-Agent: Mozilla/5.8 (X11; Linux x86 64) AppleWebKit/537.36 (K
HTML, 1ike Gecko) Chrome/46.0.24906.86 Satari/537.36

With UAS you can add resources from another domain. It can be used if you use several domains in your
HOPEX installation. You can have up to 5 different CORS.

2.4. Client Option Description

2.4.1. HOPEX Custom (options in Extended view only)

HOPEX allows you to authenticate an external client with UAS and enable UAS SSO Features.
You must fill the following fields:

e Activation of the HOPEX Custom client: Activated or not

e HOPEX client identifier: HopexCustom (default)

e HOPEX client name: Hopex Custom Client (default)

e HOPEX client password: secret (default)

e List of scopes of the HOPEX client

e (Client Flow
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e List of redirection URLs authorized: uri
e C(Client Allowed Redirect uri

e C(Client Post Logout Redirect uri
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3.  UAS API ENDPOINTS

3.1. Authorization/Authentication

The authorization endpoint can be used to request either access tokens or authorization codes (implicit and
authorization code flow). You either use a web browser or a web view to start the process.

* client_id (required)
Identifier of the client
* scope (required)
One or more registered scopes
* redirect_uri (required)
must match exactly one of the allowed redirect URIs for that client
e response_type (required)
e code requests an authorization code
e token requests an access token (only resource scopes are allowed)

e id_token token requests an identity token and an access token (both resource and identity
scopes are allowed)

* response_mode (optional)
form_post sends the token response as a form post instead of a fragment encoded redirect
e state (recommended)

Unified Authentication Service will echo back the state value on the token response, this is for
correlating request and response.

e nonce (required for identity tokens using implicit flow)

Unified Authentication Service will echo back the nonce value in the identity token, this is for
correlating the token to the request).

e prompt (optional)

¢ none no Ul will be shown during the request. If this is not possible (e.g. because the user has to
sign in or consent) an error is returned

e login the login Ul will be shown, even if the user is already signed-in and has a valid session
* code_challenge (required when using proof keys)
Sends the code challenge for proof key flows.
* code_challenge_method (optional - default to plain when using proof key )
e plain indicates that the challenge is using plain text (not recommended)
e S256 indicates the challenge is hashed with SHA256
e Jogin_hint (optional)
Can be used to pre-fill the username field on the login page.
e ui_locales (optional)

Gives a hint about the desired display language of the login Ul
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e max_age (optional)
If the user’s logon session exceeds the max age (in seconds), the login Ul will be shown
e acr_values (optional)

Allows to pass additional authentication related information to the user service - there are also
values with special meaning:

e idp:name_of_idp bypasses the login/home realm screen and forwards the user directly to the
selected identity provider (if allowed per client configuration)

* tenant:name_of_tenant can be used to pass a tenant name to the user service

Example (URL encoding removed for readability)

GET /connect/authorize?client_id=clientl&scope=openid email
apils&response_type=id_token token

3.2. Token

The token endpoint can be used to programmatically request or refresh tokens (resource owner password
credential flow, authorization code flow, client credentials flow and custom grant types).

e grant_type (required)
e authorization_code
e client_credentials
* Password
e refresh_token
* custom
e scope (required for all grant types besides refresh_token and code)
e redirect_uri (required for code grant type)
e code (required for code grant)
e code_verifier (required when using proof keys - added in v2.5)
e username (required for password grant type)
e password (required for password grant_type)
e acr_values (allowed for password grant type to pass additional information to user service)
Values with special meaning:

¢ idp:name_of_idp bypasses the login/home realm screen and forwards the user directly to the
selected identity provider (if allowed per client configuration)

* tenant:name_of_tenant can be used to pass extra information to the user service
e refresh_token (required for refresh token grant)
e client_id (either in the post body, or as a basic authentication header)
e client_secret (either in the post body, or as a basic authentication header)

Authentication
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All requests to the token endpoint must be authenticated - either pass client id and secret via Basic
Authentication or add client_id and client_secret fields to the POST body.

Example: (Form-encoding removed and line breaks added for readability)
POST /connect/token

Authorization: Basic abcxyz

grant_type=authorization_code&code=hdh922&redirect_uri=https://myapp.com/callback

3.3. Userlnfo

The Userlnfo endpoint can be used to retrieve identity information about a subject. It requires a valid access
token with at least the “openid” scope.

Example:

GET /connect/userinfo
Authorization: Bearer <access_token>
HTTP/1.1 200 OK
Content-Type: application/json
{
"sub": "248289761001",

"name": "Bob Smith",
"given_name": "Bob",
"family_name": "Smith",
"role": [

"user",

"admin"

3.4. Discovery Endpoint

The discovery endpoint can be used to retrieve metadata about Unified Authentication Service - it returns
information like the issuer name, key material, supported scopes etc.

Example:

GET /.well-known/openid-configuration

3.5. Logout Endpoint
Redirecting to the logout endpoint clears the authentication session and cookie.
You can pass the following optional parameters to the endpoint:

e id_token_hint

The id_token that the client retrieved during authentication. This allows bypassing the logout
confirmation screen as well as providing a post logout redirect URL

e post_logout_redirect_uri
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A URI that Unified Authentication Service can redirect to after logout (by default a link is displayed).
The URI must be in the list of allowed post logout URIs for the client.

/connect/endsession?id_token_hint=...&post_logout_redirect_uri=https://myapp.com

See the Authentication options section to configure the behavior of logout endpoint and logout page.

3.6. Token Revocation

This endpoint allows revoking access tokens (reference tokens only) and refresh token. It implements the token
revocation specification.

Supported parameters:
e token (required)
The token to revoke
client_id (required)
client_secret (required)
e token_type_hint

Either access_token or refresh_token

3.7. Introspection Endpoint

The introspection endpoint is an implementation of RFC 7662.

It can be used to validate reference tokens (or JWTs if the consumer does not have support for appropriate
JWT or cryptographic libraries).

The introspection endpoint requires authentication using a scope credential (only scopes that are contained
in the access token are allowed to introspect the token).
Example:

POST /connect/introspect

Authorization: Basic xxxyyy

token=<token>

A successful response returns a status code of 200 and either an active or inactive token:

{

"active": true,
"sub" . "123"
}

Unknown or expired tokens are marked as inactive:

{

"active": false,

}

An invalid request returns a 400 or a 401 if the scope is not authorized.

Note:
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The introspection endpoint replaces the old access token validation endpoint. Since the introspection endpoint
requires authentication, it adds privacy features to reference tokens, which were not available previously. The
access token validation endpoint still exists, but it is recommended to disable it and use the introspection
endpoint instead.

3.8. Access token validation endpoint

The access token validation endpoint can be used to validate reference tokens. It can be also used to validate
self-contained JWTs if the consumer does not have support for appropriate JWT or cryptographic libraries.

You can either GET or POST to the validation endpoint. Due to query string size restrictions, POST is
recommended.

Example:

POST /connect/accesstokenvalidation

token=<token>

or

GET /connect/accesstokenvalidation?token=<token>
A successful response returns a status code of 200 and the associated claims for the token.
An unsuccessful response returns a 400 with an error message.

It is also possible to pass a scope that is expected to be inside the token:

POST /connect/accesstokenvalidation

token=<token>g&expectedScope=calendar
Note:
The access token validation endpoint does not enforce client authentication.

Do not use reference tokens for confidentiality purposes.

3.9. Identity Token Validation Endpoint

The identity token validation endpoint can be used to validate identity tokens. This is useful for clients that do
not have access to the appropriate JWT or crypto libraries (e.g. JavaScript).

You can either GET or POST to the validation endpoint. Due to query string size restrictions, POST is
recommended.

Example:

POST /connect/identitytokenvalidation
token=<token>&client_id=<expected_client_id>

GET /connect/identitytokenvalidation?token=<token>&client_id=<expected_client_id>

A successful response returns a status code of 200 and the associated claims for the token.

"nonce": "nonce",

"iat": "1413203421",
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"sub": "88421113",

"amr": "password",
"auth_time": "1413203419",
"idp": "idsrv",

"iss": "https://idsrv3.com",
"aud": "implicitclient",
"exp": "1413203781",

"nbf": "1413203421"

An unsuccessful response will return a 400 with an error message.

3.10. CSP Endpoint

Unified Authentication Service provides an endpoint to record CSP errors that the browser reports. These CSP
errors are raised as events in the system event
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4. ESTABLISHING AN SSL CONNECTION

UAS must establish an SSL connection to communicate with SAML2 or OPENID Provider.

To establish an SSL connection:

Action See
Create a certificate request Creating a certificate request from IIS
Complete the certificate request Completing the certificate request
Bind IIS with SSL certificate Binding IS with SSL certificate

I Export the certificate to the local disk Exporting certificate to the local disk

4.1. Creating a certificate request from IIS

To create a certificate request from IIS:
1. OpenllS.

2. InlIS section, double-click Server certificates.
3. Inthe Actions pane, click Create certificate request.
4

In the Common name field, enter the server name (Fully Qualified domain name).

iJ" Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: Ivp—hip—hopexm.westeurope.cloudapp.azure.ccm ]
Organization: I| }
Organizational ynit: |:l

City/locality | ]

State/province: | |

Country/region: IUS v

5. Enter all the requested fields.
6. Click Next.
The Cryptographic Service Provider Properties window appears.

7. Inthe Cryptographic Service Provider field, select “Microsoft RSA Channel Cryptographic Provider”.
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8. Inthe Bit length field, select “2048".

[ Cryptographic Service Provider Properties

gV

Select & cryptographic senace provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the secunty. However, & greater bit
length may decrease pedformance.

Cryptographic gernvice provider

|M'rs:loscrﬂ RSA SChannel Cryptographic Provider L |

Bit length:
o :

9. Click Next.
10. Enter the name and saving location for the output request file
11. Click Finish.
12. Send this request to your CA Authority.
When you receive the certificate, complete the certificate request, see Completing the certificate

request.

4.2. Completing the certificate request

To complete the certificate request:
1. Access lIS > Server Certificates.

2. Inthe Actions pane, click Complete certificate request.

3. Inthe Friendly name field, enter any name.

4. Inthe Select a certificate store for the new certificate, select “Personal”.
5

Click OK.

4.3. Binding IIS with SSL certificate

To bind IIS with SSL certificate:
1. InlIS, Connections pane, expand Sites folder and select Default Web Site.
2. Inthe Actions pane, click Binding.
3. Click Add.

4. Inthe Type field, select “https”.

5. Inthe SSL certificate field, select the certificate previously imported.

6

Click OK.
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4.4. Exporting certificate to the local disk

To export the certificate to the local disk:

1. Open Manage certificate computer.

Expand Personal > Certificates folders.

Right-click your previously imported certificate and click All Task > Export.
Select “Yes, export the private key”.

Check Export all extended properties.

Select Password.

Enter and confirm your password.

Select your file location to export the certificate.

£ 0 N o U B~ W N

Copy this exported certificate file to the SAML2/ADFS server.
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5. INSTALLING HOPEX SIGNING CERTIFICATE (MANUALLY)

By default, the installer installs the UAS signing certificate, but the certificate could also be updated with the
following procedure;

To install HOPEX signing certificate (manually):

1. Double-click your certificate.

Select Local Machine and click Next twice.

Fill the password field.

Click Next twice and click Finish.

Go to your certificate through "Computer Certificate Manager".

Go to Personal Folder > Certificates.

Right-click your certificate and select All Tasks > Manage private keys.
Add IIS_USRS as user and click OK.

© © N o U A W N

Right-click your certificate and select Properties.

10. Enter a Friendly Names

The Friendly name and the password are important for UAS configuration: do not forget to change

it if it changes in the HOPEX options.
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6.

CONFIGURING UAS HOPEX BY OPTIONS

6.1.

Local Configuration

6.1.1. Defining authentication options

To define authentication options:

1)
2)
3)
4)

5)

6.2.

Go to HOPEX Administration.

Right-click HOPEX and select Options > Modify.

Check that you are in “Extended” mode (right-click Options and select Extended).

Expand Installation, Authentication and Client folder.

Note: Client folder is only available in “Extended” mode.

Select Hopex Web, and define:

e Redirection URL when the user is authenticated to http://<servername>/hopex/uaslogin.ashx”
e List of authorized redirection URLs to http://<servername>/hopex/uaslogin.ashx”

e Redirection URL after disconnection to http://<servername>/hopex/Default.aspx”

Cluster Configuration

In a cluster configuration, do not forget to specify the same MachineKey in the web.config of each UAS node.

You also need to fix the urls on the loadbalancer urls, and not on several nodes.

6.2.1. Configuring your data component type

Hopex manages several data component for Cluster configuration.

To configure your data component type:

1)
2)
3)
4)
5)

Go to HOPEX Administration.

Right-click HOPEX and select Options > Modify.

Check that you are in “Extended” mode (right-click Options and select Extended).
Expand Installation > Authentication folders.

Select Server and in the right pane define (see Authentication options section):

¢ Type of information storage

* Parameters of the UAS data component

6.2.2. Configuring your SQL Server Data component type

To configure your SQL Server Data component type:

1) Create an SQL Database named “UAS”.
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2) Create the table with the script “UAS_Scripts.sql” located in {Mega installation folder}\ Utilities\HOPEX
Cluster Tools.

3) Go to HOPEX Administration.
4) Right-click HOPEX and select Options > Modify.
5) Check that you are in “Extended” mode (right-click Options and select Extended).
6) Expand Installation > Authentication folders.
7) Select Server and in the right pane define (see Authentication options section):
¢ Type of information storage : SQL Server

e Parameters of the UAS data component : Your connection string

6.2.3. Configuring Hopex Web options

To configure Hopex Web options:
1) Go to HOPEX Administration.
2) Right-click HOPEX and select Options > Modify.
3) Check that you are in “Extended” mode (right-click Options and select Extended).
4) Expand Installation, Authentication and Client folder.
Note: Client folder is only available in “Extended” mode.
5) Select Hopex Web and define:

¢ Redirection URL when the user is authenticated to front load balancer server name:

http(s) ://<servername>/hopex/uaslogin.ashx

e List of authorized redirection URLs to front load balancer server name:

http(s) ://<servername>/hopex/uaslogin.ashx

* Redirection URL after disconnection to front load balancer server name:

http(s) ://<servername>/hopex/Default.aspx

6.2.4. Generating Machine Key

To generate the machine key:
1) Go to your IIS Manager
2) Expand
3) Click UAS application.
4) Double-click Machine Key.
5) Select your validation method (SHA1 by default).
6) Select your Encryption method (AES by default).
7) Clear “Automatically generate at runtime” validation key.
8) Clear “Automatically generate at runtime” decryption key.
9) In Actions pane, click Generate Keys.

10) Do the same with Windows Authentication Service if you use UAS Windows Authentication mode.
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7. CONFIGURE CLIENT USING UAS

All the clients that want to communicate with UAS can use UAS SDK.

To configure the client with UAS SDK:
1. Go to <HOPEX installation folder>\DotNet\packages.
2. Download MEGA.UAS.Client.Owin package to retrieve UAS SDK.
MEGA.UAS.Client.Owin is an OWIN middleware.

3. Use the ConfigureClient method to configure the client.

The following options must be the same (case sensitive) in client configuration as in HOPEX Options
configuration:

e AuthenticationUrl (mandatory, only in Client configuration)
Unified Authentication Service URL
e Clientld (mandatory)
Identifier of your client
e ClientSecret (mandatory)
Secret of your client
e ClientRedirectUri (mandatory)
Redirect Url of your client
e ClientPostLogoutRedirectUri (not mandatory)
Post logout redirect url of your client if you want to manage it.
e ClientScope (mandatory)
Scope of your client

Usually, this information is stored in web.config website.
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8. STANDALONE MODE

In its nominal version, UAS is designed to work with SSP. But it is possible to operate it in an environment
without SSP: it is the standalone mode. This allows it to be used by earlier version of Hopex, or even
independently of Hopex.

To do so, you must declare in the appsettings section of UAS web.config file :

<add key="ConfigurationMode" value="Standalone" />

In this mode, the configuration necessary for the proper operation of UAS is retrieved from a config.json file
which must be located in the UAS bin folder.

In case the Hopex provider is activated in the standalone mode, you must also add two additional keys:

e the URL to access the API for recovering old version environments:

<add key="HopexApiUrl" value="http://my-server/hopexapi/restapi/v1l" />

e the URL to call in case of a forgotten password, if the mega authentication provider is used

<add key="ForgetPasswordUrl" value="http://my-server/hopex/account.aspx />

In addition, the options that are normally retrieved from the SSP are read from the configuration file. These
are not used by UAS but can be used by custom providers.
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9. ANONYMOUS ENVIRONMENT MODE

In its nominal version, UAS is designed to work with an environment list on the login page but you can replace
it with a textbox.

It can be used when you have multiple environments and you do not want that your user can see them.

To do so, you must declare in the appsettings section of UAS web.config file:

<add key="IsAnonymousEnvironment" value="1"/>
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10. SAML2 ADFS SERVER CONFIGURATION

To create the Relay Party:
1. Start AD FS Management console.

2. Inthe AD FS folder, select Relying Party Trust folder.

Qg File Action View Window Help

«| xmE L
< ADFS | Retying Party Trusts Actions
y [ Service b : : .
51 Access Control Policies Dispiay Name Enabled  Type  dentfier accs | Relying Party Trusts
| Relying Party Trusts UAS Yes WS-T.. htips://vp-hiphopex780b westeurope..  Panr| Add Relying Party Trust...

. Claims Provider Trusts

View
| Application Groups

New Window from Here
G Refresh
H Hep
UAS

Update from Federation Metadata
Edit Access Control Policy...
Edit Claim lssuance Policy...
Disable
Properties

K Delete

Help

3. Inthe Actions pane, in the Relying Party Trusts section, click Add Relying Party Trust.

4. Inthe Welcome page, select Claims aware.

Wl Add Relying Party Trust Wizard
Welcome
S Welcome to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in secunty tokens to make authentication and
E DS e e o
ion In | can IS
@ Choose Access Cortrol Praxy for extranet access.
@ Readyto Add Trust (®) Clams aware
@ Finish {C) Non claims aware

5. Inthe Specify Display Name page, select Enter data about the relying party manually

6. Enter the Web Front-End server name.
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§il Add Relying Party Trust Wizard "

Specify Display Name

Steps Enterthe display name and any optional notes for this relying pary.

@ Welcome Display name:

@ Select Data Source |vp-hip-hopex 770 westeurope cloudapp azure.com

@ Specfy Display Name Notes:

@ Configure Certficate HOPEX Web sits wih version 770 and UAS in standalone

@ Configure URL

@ Configure Identifiers

@ Choose Access Control

Polcy

@ Readyto Add Trust

@ Finish
7. Click Next.

&l Add Relying Party Trust Wizard *
IConﬁgum Certificate
|3¢u Specify an optional token encryption certificate. The token encryption cerificate is used to encrypt the claims

| @ Welcome that are sent to this relying party. The relying party will use the private key of this cerfiicate to decrypt the
| claims that are sert to t. To spacify the cedificate, click Browse.
| @ Select Data Source

E @ Specify Display Name hwu“

| - Subject:

[ SfeieCaicalo Effective date

[@ Configure URL Expiration date:

@ Configure Identifiers

@ Choose Access Control View Remove
Policy

| @ Readyto Add Trust

@ Finish

8. Click Browse.
9. Inthe Configure URL page, select Enable support for the SAML2 Web SSO protocol.
10. Enter the Relying party SAML2 SSO service URL:

http://{servername}/UAS/AuthServices/Acs
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§il Add Relying Party Trust Wizard X
Configure URL

e AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebS50 protocols for relying parties
@ Welcome WS5-Federation, SAML. or both are used by the relying party, select the check boxes for them and q:edyihe
URLs to use. Support for the WS-Trust protocaol is always enabled for a relying party.

] Enable support for the WS-Federation Passive protocol
The WS-Federation Passive protocol URL supports Web-browserbased claims providers using the

@ Select Data Source
@ Specify Display Name

@ Corfigure Certificate WS-Federation Passive pratocol.
@ Configure URL Relying party WS-Federation Passive protocol URL:
@ Corfigure Idertifiers | ]
@ 'gl‘;limse Access Control Example: hitps://fs.contoso.com/adfs/1s/
cy
@ Readyto Add Trust [4] Enable support for the SAML 2.0 WebSSO protocal
@ Finish The SAML 2.0 single-sign-on (550} service URL supports Web-browser-based claims providers using the
SAML 2.0 Web550 protocal.

Relying party SAML 2.0 550 service URL:
|https:ﬁvp-hip—hupex??l].westeurope.clouda.pp.azure .comfUAS/AuthServices/Acs

Example: https://www contoso com/adfs/1s/

11. In the Configure Identifiers page, enter the Relying party trust identifier:

http://{servername} /UAS
12. Click Add.

ﬁ Add Relying Party Trust Wizard p'e
Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier strings. Specify the identfiers for this relying
@ Welcome party trust.

@ Select Data Source Relying party trust identifier:

@ Specify Display Name | | Add

@ Corfigure Cedificate Bxample: hitps.//fs contoso.com/adfs/servicesArust

@ Configure URL Relying party trust identifiers:

@ Configure Identifiers 8.//vp

y azure com/adfsservices frust

13. Click Next.

To add Signature certificate imported from the front server:

1. Import the certificate to the local storage.

2. Export the certificate without the private key.

To assign the certificate in ADFS:
1. Right-click the Relay party.
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2. Inthe Signature tab, select the imported certificate file

3. Click OK.

vp-hip-hopex770.westeurope.cloudapp.azure.com Properties b
Organization  Endpoints Proxy Endpoints ~ Noles  Advanced
Monitonng  ldentifiers  Encryption  Signalure  Accepted Claims
Specify the signature verfication cerfficates for reguests from thes relying

party.

Subject Issuer Effective Date Expiratic
EICN=vphipho.. CN=megalabV.. 4/12/2017258.. 4/12/%

Add Wiew Remove

To configure claims to be returned to UAS:

1. Select the Relay and click Edit Claim Issuance Policy.
2. Tosend the user ID to UAS, click Add Rule.
3. Select “Send LDAP Attributes as Claims”.
4. Inthe Claim rule name field, enter the name “nameid”.
5. Inthe Attribute store drop-down list, select “Active Directory”.
6. Inthe Mapping of LDAP attributes to outgoing claim types, select:
a. In LDAP Attribute: “User-Principal-Name” (you can choose another value, depending on
which AD attribute is used as an identifier for the employees)

b. In Outgoing Claim Type: “Name ID”
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e
LB

{ Edit Rule - sub ®f

1 You can configane this nde to send the values of pitrbites a5 cloime. Select pn sithote ore fom which
I o extrect LDAP altbules, Spaciy how the will mip 1o the outpoing cam types thal will be issued
from the nie:

Clam e rame

|rarmeid

Flke femplate: Serd LOAP Sinbutes as Clams

FAnbute stom:

htive Cirectory a
Maopirg of LOAF stinbises o sulpaing ciaim typse:

:E;ﬂﬁ;bm {Sulect orfypeto Outgoing Claim Tyoe (Select or ype to add mone)

13 Liser Princspal-Mame « Wama 1D e

7. Click OK.

8. To send additional claims to UAS, click Add rule.

9. Select “Send LDAP Attributes as Claims”.

10. In the Claim rule name field, enter the name “Get LDAP Attributes”.
11. In the Attribute store drop-down list, select “Active Directory”.

12. Add attributes and transformation rules.
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Edit Rule - Get LDAP Attributes X

You can configure this nule to send the values of LDAP aftrbutes as claims. Sslect an attribute store from which
to exdract LDAP sttributes Specify how the aftrdbutes will map to the outgoing claim types that wil be issuad
from the ne.

Clam nde name:

[G=t LDA
Rule template: Send LDAP Atinbutes as Claims

Attribute store:

e Eechony: —

Mapping of LDAP attributes to cutgoing claim types:

P Airibtes

e utoe (SeectorhPelo  Ougong Ciam Type (Select or type to add more)

2 E-Mail-Addresses ~ | E-Mail Address bt
Compary ~ {Company v
Department ~ | Department i
Dipiay Heme | Dspiay Hame >
Emplayee-ID ~ | Employee-ID v|,

13. Click OK.
14. To send the groups to which the user belongs, click Add rule.
15. Select “Send LDAP Attributes as Claims”.
16. Enter the name “Get Groups”.
17. In the Attribute store drop-down list, select “Active Directory”.
18. In the Mapping of LDAP attributes to outgoing claim types, select:
a. In LDAP Attribute: “Token-Groups-Qualified by Domain” (you can choose another value,
depending on which AD attribute is used to store groups of users)
b. In Outgoing Claim Type: “Group”

w Add Transform Claim Rule Wizard - 4
Configure Rule
.Shp" ‘Tou can corfigure this nuls 1o send the valuss of LDAF stibutes a2 ciame: Select an sttdbute sioms from which
oh Bde T 10 exdract LDAP albitudes. Specly how the sttitxdss wil map 1o the outgoing dam types that wil be issued
8 -onn AN R from the e,
@ Ceefigure Ciaim Rude G nie
[ ]
Rule template: Send LOAP Attiautes gs Claims
Aitribute stor
Select an st store. vl
Mapping of LUAP atibutes io oulgeng caim bpes.
P A
';Eé“m;"‘:}""“"s*d“""‘"“ Chutgaing Clm Type (Sefect or ype 1o 2dd mars)
k Token-Groups - Cuabfied by Doma .~ v
. ~ -
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19. Click OK.

To configure UAS to enable SAML2 Provider and to communicate with ADFS:

1.

2
3.
4

Open HOPEX Administration.

Right-click HOPEX and select Options > Modify.

Expand Installation > Authentication > Identity Provider folders.

Select Identity provider folder, and in the right pane, select Activation of the SAML2 identity
provider.

Select SAML2 folder and in the right pane, in:

e the Location of the metadata file: enter your federationmedata.xml URL.

« the Identifier of the SAML2 identity provider: enter the ADFS URL.
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11. WINDOWS AUTHENTICATION IN CLUSTER MODE WITH UAS

If you want to use windows authentication with UAS in an intranet network with a Network Load Balancer, you
need some prerequisites:

1. Create an account service as follows:
a. This account must belong to IIS_WPG group.
b. Define the delegation level on "Trust the user for delegation to any service (Kerberos Only)".
c. Add this account service to IIS_USRS group on all the nodes of your cluster.
2. In the appHost.config file (c:\windows\system32\inetsrv\config), deactivate the kernel mode.
3. Activate the account service use: useAppPoolCredentials="true".
4. Add read rights with account service on:
- c:\inetpub\wwwroot
- c:\inetpub\wwwroot\uas
- c:\inetpub\wwwroot\hopex
- c:\inetpub\wwwroot\windowsAuthenticationService
5. Add full control with account service on:
- C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files
- C:\Windows\Microsoft.NET\Framework32\v4.0.30319\Temporary ASP.NET Files
6. At DNS level:
a. Define a host name for the Network Load Balancer(NLB).
b. Define an alias host name by machine in the same Network Load Balancer domain.
c. Inyour port rules, put single affinity.
7. Configure the Service Principal Name (SPN):
a. Set SPN on the NLB by FQDN and Short Name with your account service
b. Set SPN on each node of your cluster by FQDN and Short name with your account service

Example:

setspn -S HTTP/NLBName.domain.com domain\webapplicationaccount (NLB)
setspn -S HTTP/NLBName domain\webapplicationaccount

setspn -S HTTP/ServerNamel.domain.com domain\webapplicationaccount
setspn -S HTTP/ServerNamel domain\webapplicationaccount

setspn —-S HTTP/ServerName2.domain.com domain\webapplicationaccount

setspn -S HTTP/ServerName2 domain\webapplicationaccount
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12.

OKTA CONFIGURATION

12.1. Configuring OKTA

To configure OKTA:
1) Connect to your OKTA account.
2) Go to Admin Portal > Applications.
3) Click Add application.
4) Click Create New App.
5) Select Web platform and SAML2 sign on method.
6) Click Create.
7) Enter the General Settings as you want.
8) Click Next.
9) Enter Single Sign on URL with the following URL syntax:

http://<server name>/UAS/AuthServices/Acs

10) Enter Audience URI and Default Relay state with the following URL syntax:

https://<server name>/UAS

11) In Attribute statements, do not forget to add an attribute named “sub” and it value will be your UAS

login so you can choose user login or email.

12) Retrieve the SAML metadata and store it in UAS folder or secured folder in your network accessible by

HTTP.

12.2. Configuring UAS with OKTA

To configure UAS with OKTA:

1)
2)
3)
4)
5)

Go to HOPEX Administration.

Right-click HOPEX and select Options (Extended view) > Modify.

Expand Installation > Authentication folders.

Select Identity Providers and in the right pane, select “Activation of the SAML2 identity provider”.
Expand Identity Providers and select SAML2.

* In the Contact email field: enter OKTA administrator email.

* In the Location of the metadata file field: enter the UAS URL where you store the metadata
retrieved before.
e In the Identifier of the SAML2 identity provider field: enter the Url in the following format:
http://www.okta.com/<youroktaid>
e In the Return URL field: enter the Hopex URL in the following format:

https://<server name>/hopex

e In the Sign on URL field: Enter your Sign on URL:

https://<name of your organization>.okta.com/app/<appname>/<oktaid>/sso/saml
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e Set the certificate friendly name and password if it is necessary.

OKTA HOPEX Options
Identity Provider Issuer Identifier of the SAML2 identity provider
Identity Provider Single Sign-On URL | URL for connection to the SAML2 identity provider

Identity Provider metadata Url of the metadata file
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13. TERMINOLOGY

13.1. Client

A client is a piece of software that requests tokens from UAS - either for authenticating a user or for accessing
a resource (also often called a relying party or RP). A client must be registered with the OP.

Examples: Web applications, native mobile or desktop applications, Single Page Applications (SPA), server
processes etc.

13.2. User

A user is a person who is using a registered client to access his/her data.

13.3. Scope

Scopes are identifiers for resources that a client wants to access. This identifier is sent to the OP during an
authentication or token request.

By default, every client can request tokens for every scope, but you can restrict that.

They come in two flavors.

13.3.1. Identity scopes

Requesting identity information (aka claims) about a user, e.g. his name or email address, is modeled as a
scope in OpenlD Connect.

There is e.g. a scope called profile that includes first name, last name, preferred username, gender, profile
picture and more. You can read about the standard scopes here and you can create your own scopes in UAS
to model your own requirements.

13.3.2. Resource scopes

Resource scopes identify web APIs (also called resource servers) - you could have e.g. a scope
named calendar that represents your calendar API.

13.4. Authentication/Token Request

Clients request tokens from the OP. Depending on the scopes requested, the OP will return an identity token,
an access token, or both.

13.4.1. Identity Token

An identity token represents the outcome of an authentication process. It contains at a bare minimum an
identifier for the user (called the sub aka subject claim). It can contain additional information about the user
and details on how the user authenticated at the OP.
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13.4.2. Access Token

An access token allows access to a resource. Clients request access tokens and forward them to an API. Access
tokens contain information about the client and the user (if present). APIs use that information to authorize

access to their data.
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14. TROUBLESHOOTING

14.1. General

If you have problems with UAS, launch HOPEX Daily Logs, you need to activate “Hopex Web App Logs” to see
UAS logs.

You can also use Hopex Monitor Console.

14.2. Get information about configuration

UAS use an SSP webservices to retrieve HOPEX options.
You can request it to know if your configuration is well defined.

You need to type this URL below if you want to retrieve a specific authentication configuration :

http://<servername>/megassp/sitecfg.mgsp?skey=<serialkey>&section=<sectionname>&key=<keyna
me>

14.3. Redirect Server name to Full Qualified Domain name

To redirect Server name to Full Qualified Domain name:

1. Download IIS rewrite module 2 at:

http://download.microsoft.com/download/D/D/E/DDE57C26-C62C-4C59-A1BB-31D58B36ADA2/rewrite_amd64 en-
US.msi

2. |Installit.

3. Into system.webServer in the web.config file, add the following:

<rewrite>
<rules>
<rule name="Redirect2FQDN" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTP_HOST}" pattern=""([*\.]+)S$" />
</conditions>
<action type="Redirect" url="http<s>://{HTTP_HOST}.mega.com/hopex" />
</rule>
</rules>

</rewrite>

4. Change the domain .mega.com by yours.

14.4. Client configuration in Windows Authentication mode

To avoid the basic login popup, you must configure this website like a Local intranet website.
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To configure the website like a local intranet website:

1) Open your "Internet browser".

2) Go to Internet Options.

3) Select Security tab.

4) Click Local Intranet.

5) Click Sites.

6) Click Advanced.

7) Inthe Add this website to the zone field, enter: "http://<domain name>" .
8) Click Add.

9) Click Close.

14.5. Filtering Windows group

In Windows authentication mode, when you have too many Windows groups, you can filter them.

You can filter either by group number or by group name.

14.5.1. Filtering Windows group by number

MaxWindowsRoles enables to filter the Windows groups by number.
By default, the filter is disabled (value="0").

You can set this value to the number of Windows groups you want.

To filter Windows group by number:
1) In HOPEX installation folder, expand wwwwroot > WindowsAuthenticationService folders.

2) Open the Web.config file.

3) In the appSettings section, set the MaxWindowsRoles value to the number of Windows group you

want:
<appSettings>
<add key="MaxWindowsRoles" value="<number of Windows groups>"/>
<!-— <add key="WindowsRoles" value=""/>-—>
</appSettings>

14.5.2. Filtering Windows group by name

Windows Roles enables to filter the Windows groups by name.
By default, the filter is disabled.

“u,n

Values are group names separated with a “;”.

To filter Windows group:
1) In HOPEX installation folder, expand wwwwroot > WindowsAuthenticationService folders.

2) Open the Web.config file.
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3) In the appSettings section, remove the comment characters (<!-- -->) and add the group names
separated with a “;":
<appSettings>
<add key="MaxWindowsRoles" value="0"/>
<add key="WindowsRoles" value="GroupNamel;GroupName?2; GroupName3" />

</appSettings>
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