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ABOUT MEGA ADMINISTRATION

MEGA products can be used on a stand-alone workstation or in a configuration including dozens of
users.

This guide is for the person responsible for repository and user administration. When there are only
a few users, administration is usually done by one of the users. In such cases, it mainly consists of
carrying out regular backups and reorganizing repositories when required.

Chapters ("Managing Users", page 33 and "Managing Repositories", page 163) cover most
administration requirements of a structure with only a few users. In a structure with many users,
the administrator must respond to more specific requirements, which are detailed in the following
chapters.

Most of the functions described here can be used by the repository and user administrator, whatever
the products enabled through his/her security key. However, certain functions are only available
with specific technical modules (HOPEX Studio, MEGA Supervisor, or HOPEX Collaboration
Manager). These are indicated by a note in the text.

MEGA administration is managed from the MEGA Administration application (Windows Front-
End), "Administration.exe", or from the MEGA Administration desktop (Web Front-End). Some
actions can also be performed from the main MEGA application (Windows Front-End), "Mega.exe",
or from certain MEGA desktops (Web Front-End).

The MEGA administration applications (Windows Front-End and Web Front-End) are designed for
administrators MEGA: they are used to administer environments, repositories, users, etc.

A MEGA installation can contain a large number of environments, repositories and users. To
facilitate their management, MEGA Administration provides all the key concepts and tools
required for their administration in a unified hierarchical structure.



m  Remark on the preceding points.
Definition of terms used.

© a tip that may simplify things.

ﬁ( Compatibility with previous versions.
é& Things you must not do.

Very important remark to avoid errors during an operation.

Commands are presented as seen here: File > Open.

Names of products and technical modules are presented in bold as seen here:
MEGA.



About MEGA Administration .
Presentation of this Guide

PRESENTATION OF THIS GUIDE

The following points are covered here:

e "Accessing MEGA Administration"”, page 19: how to access MEGA
Administration.

e "Managing Users", page 33: to create users, user profiles and business
roles.

e "Managing Repositories", page 163: to create, save, restore, check,
reorganize, copy and move repositories.

e "Managing Private Workspaces", page 219: principle of private
workspaces, dispatch and refresh private workspaces, and lock
management.

e "Managing Environments", page 257: to create, back up, restore, check,
copy and move an environment.

e "Managing Events", page 277: to supervise events with the MEGA
Server Supervisor tool.

e "Managing objects", page 297: Advanced administration functions
available with:

e the HOPEX Studio technical module to extract objects

e the MEGA Supervisor technical module to manage user interface
(UI) access, query isolated objects, compare objects in two
repositories.

e "Managing Data Writing Access", page 345: to set up management of
organized projects in the form of data writing access, using the MEGA
Supervisor technical module.

e "Managing Data Reading Access", page 371: to install a confidentiality
strategy using a reading access diagram and access areas.

e "Command File Syntax", page 403: description of the syntax used in
command files.

e "Frequently Asked Questions (FAQ)", page 435: answers to frequently
asked questions and some administration tips.

e "Glossary", page 441: definition of the main terms used in this guide.

e '"Index", page 453



MEGA ADMINISTRATION CONCEPTS

Some basic knowledge is required to understand the architecture and operation of
MEGA.

MEGA is organized in four tiers: the site, the environment, the workstation and the

user.
/site N

A site groups together everything that is shared by all MEGA users
on the same local network: the programs, standard configuration files,
online help files, standard shapes, workstation installation programs,
and version upgrade programs. The site is installed on a local network
resource or on each workstation if you are working without a network
connection.
An environment groups a set of users, the repositories on which
they can work, and the system repository. It is where user private
workspaces, users, system data, etc. are managed.
A workstation is defined for each computer connected to the
environment. A workstation contains programs and a configuration file
that allow you to use MEGA on that machine.
A user is a person (or person group) with a login.

A user:

e has a specific workspace in each repository.

e can connect to a repository from all workstations connected to the
environment in which this repository is referenced.

e has a specific configuration and is authorized to access specific product
functions and repositories in the environment.

At installation, two users are created by default. They can manage repositories,
users and create new users:

e the Mega user, with login "mega"

e the Administrator user, with login "system".



ACCESSING MEGA ADMINISTRATION

The Administration application (Windows Front-End) is the MEGA administration application
accessible from the Windows desktop. This application contains the tools required to manage users,
repositories, environments and private workspaces. It is used to manage users (individuals,
business roles and profiles, access to GUIs, writing access as well confidentiality using reading
access management, servers, LDAP servers) and repositories (workspaces, locks, repository
snapshots, Scheduler).

The Administration desktop (Web Front-End) is the MEGA administration application available via
an internet browser. This application is used to manage users (persons, person groups, business
roles, profiles, LDAP servers), repositories (workspaces, locks, repository, repository snapshots)
and UI accesses. This application also provides access to tools (Excel import/export, Import/Export
of command files, Scheduler, Exchange Rate) and is used to manage person skills.

The points covered here are:

v "The MEGA Administration Application (Windows Front-End)", page 4
v/ "The MEGA Administration desktop (Web Front-End)", page 7



THE MEGA ADMINISTRATION APPLICATION (WINDOWS
FRONT-END)

The Administration application (Windows Front-End) is the MEGA
administration application accessible from the Windows desktop.

Connecting to MEGA Administration (Windows Front-End)

To access the MEGA Administration application (Windows Front-End):

) Double-click the "Administration.exe" file g"fn

Administration.exe

m The administration icon is created during setup of an administrator
workstation.

The MEGA Administration main window opens.

w  Environments preceded by a red icon are not accessible.

£ MEGA HOPEX VIR3 (750) - Administration | o || & [wt3w|

File Help

MEGA
EI@ Environments
--@ \\ntas\public,\MEGA HOPEX\Demonstration
--@ \\ntas\public\MEGA HOPEX\EnvQaTest
--@ \\ntas\public\MEGA HOPEX\Training
- Shapes
[ Documentation
----- ¥ Workstation
< | 1 b

x
2 The MEGA root folder enables the administrator to access all that is

necessary for installation and administration of MEGA users on a
‘browser’ mode network site: programs, standard configuration files,
standard shapes, work environments, user rights definition,
language management, generated Web sites, customizations.



Accessing MEGA Administration
The MEGA Administration Application (Windows Front-End)

MEGA Administration is presented in the form of a navigation tree:
e containing the elements you can manage:
* sjte
* environments
® repositories
e enabling access to:
e the list of shapes used in MEGA
e user guides and technical articles on products MEGA

w  The most recent versions of these documents are delivered to this
address: http://community.mega.com/t5/Documentation-Downloads/
ct-p/Docs-Downloads.

e technical characteristics of the MEGA installation on your workstation.

Connecting to an Environment

To connect to an environment:
1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.
2. Expand the Environments folder.
The list of referenced environments appears.
w The asterisk that may appear after the environment name means

that you must compile the metamodel and/or the technical data, see
"Compiling an Environment", page 231.

+ a C:\Users'\Public\Documents\MEGA HOPEX \Demonstration *

3. Right-click the environment you want to connect to and select Open.
The environment connection dialog box appears.

4. In the Identifier field, enter the identifier of an Administrator.

w  Administrator and Mega users own administration rights. The
Administrator user identifier is System. The Mega user identifier is
Mega.



5. (optional) Type the user Password.
w By default, Administrator and Mega users do not have a password.

[ﬂ Identification (\\ntas\public\DailyBuildInstalled\MEGA HOPEX V1R3 (760) (int ... @

Enter an identifier and a password to open a session ”
m

Identifier: system Cancel
Hel
Password: elp
6. Click OK.

The content of the environment folder is available.

MEGA

E]@ Environments

[—j@ \\ntas\public\MEGA HOPEX\Demonstration
-8 Repositories

{8 Customized Shapes
=8 User management

----- s Users

----- ™ Business Roles and Profiles
----- ™ UI access

----- €3 Data writing access

----- & Data reading access

----- = LDAP Servers

This environment folder contains the folders:
e Repositories containing repositories referenced in the environment
e Customized Shapes containing MEGA shapes customized by the user.
They are stored in the Mega_Usr folder of the environment.
e User Management to manage:
e users
e the business roles and the profiles of each user

m  Business roles do not appear when the "Assignment of business
roles to persons” option (Options/Installation/User Management) is not
selected.

the UI Access of each user

the Data Writing Access areas

the Data Reading Access areas

the LDAP Servers.



Accessing MEGA Administration
The MEGA Administration desktop (Web Front-End)

THE MEGA ADMINISTRATION DESKTOP (WEB FRONT-END)

The Administration desktop (Web Front-End) is the MEGA Administration
application accessible via an internet browser.

Connecting to the Administration Desktop (Web Front-End)

From the Administration desktop (Web Front-End), you can in particular perform
the following administration operations:

e user management
e permission management (UI access)
e repository management

To perform Administration operations via the Web, you must have connection rights
to the Web Administration desktop, that is connect for example with the MEGA
Administrator profile or business role.

m  See "Business Roles Supplied”, page 89 or "Profiles Supplied”, page
86.

w At installation, only the Mega user can connect to the Web
Administration desktop.

To connect to the Administration desktop (Web Front-End):
1. Start the MEGA application using its HTTP address.
wm If you do not know this address, contact your administrator.
The connection page appears.

Login

LOGIN

Password | |
|

Environment | Demonstration v|

2. From the connection page and in the Login field, enter your identifier.
Example: Mega is the MEGA administrator login.
3. (If you have a password) In the Password field, enter your password.

w If you have lost your password, click Lost password (under the
connection dialog box), see "Reinitializing Your Password", page 10.



In the Environment field, click the arrow and select your work
environment.

w [f you can access one environment only, this is automatically taken
into account and the environment selection field does not appear.

Click | Lozm i,

When'you have been authenticated, a new dialog box appears.

In the Repository field, click the arrow and select your work repository.
w [f you can access only one repository, this is automatically taken
into account and the repository selection field does not appear.

In the Profile or Business Role field, click the arrow and select the
MEGA Administrator profile or business role.

w In the environment options (Options/Installation/User
Management), when the "Management of assignment of business roles
to persons" option is cleared, the Profile field appears instead of
Business Role.

w If you can access only one profile or business role (administration),
this is automatically taken into account and the profile or business role
selection field does not appear.
In the Application field, click the arrow and select the Administration
(Web Front-End) application.
w If you can access only the Administration (Web Front-End)

application with the profile or business role selected, this is
automatically taken into account and the application selection field does

not appear.
magn
Repository |SOHO v
Profile |HOPEX Administrator v|

BACHK

[ 1 have read and accept the privacy policy



Accessing MEGA Administration
The MEGA Administration desktop (Web Front-End)

9. Click privacy rolicy (under the connection dialog box), read the

confidentiality policy, then select I have read and accept the privacy
policy.

The i Loein | button appears.

w This step is requested only once, at your first connection to a
MEGA Web desktop. A certificate is automatically linked to your person.

meug

Repository | SOHO V| LOGIN

Profile |HDF'EX Administrator Vl BACK |

| have read and accept the privacy policy

10. Click LOGIN.

w  Click BACK if you want to return to the authentication dialog box.
The Administration desktop (Web Front-End) appears and the session

is opened.
- CLEVER Line: | MEGA Administrator - 7/9/2015 E] » 7 . U] Lnguut

Administration

<«

Save Notify connected users Environment Options
I User Management

I Repository Management
I Permissions

1
I Tools

I Currencies

=] Exchange Rates

w  See "Administration Desktop Description (Web Front-End)", page
11.
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Reinitializing Your Password

If you have lost your password, you can reinitialize it (MEGA authentication case).
w  See "Authentication in MEGA", page 120.
To reinitialize your password:
1. Open the connection page.

w  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

2. Under the connection dialog box, click Lost password.
The Lost password page appears.

Lost password

Environment |Demnnstratinn j

Loqin |wws

3. In the Environment field, select your work environment.

w [f you have access to only one environment, this is automatically
selected and this field does not appear.

In the Login field, enter your login.

Click Continue.

Answer the security question.

Click Reinitialize.

An e-mail containing a link with limited validity period is sent to you.

8. Click this link.

The Modify Password page appears.

9. Enter your password and answer the security question.

w By default, a password must contain between 8 and 16 characters,
with at least one letter, at least one figure and at least one special
character, see "Modifying password definition rules", page 133.

10. Click Apply.

No ok~



Accessing MEGA Administration
The MEGA Administration desktop (Web Front-End)

Administration Desktop Description (Web Front-End)

To access the Administration desktop (Web Front-End), see "Connecting to the
Administration Desktop (Web Front-End)", page 7.

1 CLEVERLine . ® Logout

2 Administration

Bl Save Motify connected users Environment Options
User Management

Repository Management
Permissions o o
Tools

Currencies

Exchange Rates

The Administration desktop (Web Front-End) includes:

e atoolbar (1).
w  See "Toolbar", page 11.

e an Administration (2) tab that contains panes and trees to select the

objects to manage (3).

w See "Navigation panes and trees", page 13.

e an edit area to manage objects (4).
w  See "Edit Area", page 15.

Toolbar

The toolbar displays the nhame of the user connected as well as the business role or
profile with which the user is connected.

11
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From the Administration desktop (Web Front-End) toolbar, you can:
e access your account to:
e modify your password

w  Your password must contain between 8 and 16 characters, with at
least one letter, at least one figure and at least one special character.

e modify your options

w  For information on options available at user level, see "User
options", page 375.

e modify the theme of your desktop

w The theme used in the Web applications also define the theme used
in the reports. To customize reports, see the MEGA Common Features
guide.

e manage your alerts
™ see MEGA Common Featuresguide.

e obtain information on your licenses
e diagnose the installation

w This information simplifies error diagnostics. It can help explain
application slow response time.

e reinitialize your personal parameters

e modify the interface data language -
e display data as it was at a prior date, with the Time Machine

05/06/2015 m

e access online help

e update your desktop .

e disconnect from the Administration desktop (Web Front-End) [{].



Navigation panes and trees

Accessing MEGA Administration

The MEGA Administration desktop (Web Front-End)

In the Administration desktop (Web Front-End), the Administration tab
contains the following panes:

e the User Management pane to manage users:

Persons
& persons
;@ Persons by group
2, Persons by business role
ﬁ;i Persons by writing access area
Person Groups
;E% Person Groups
& Person groups by business role
ﬁﬂ Person groups by writing access area
Business Holes
3 Business Roles
Profiles
&5 Profiles
LDAP Servers
Vs LDAP Servers

e the persons

w The Persons by reading access area sub-folder is available if
reading access management is activated.

w The Persons by business role sub-folder is replaced by Persons
by profile when, at the level of the environment options (Options/
Installation/User Management), the "Management of assignment of

business roles to persons” option is cleared.

e the person groups

w The Person groups by reading access area sub-folder is
available if management of reading access is activated.

w The Person groups by business role sub-folder is replaced by
Person groups by profile when, at the level of the environment
options (Options/Installation/User Management), the "Management of
assignment of business roles to persons” option is cleared.

e the profiles and the business roles of each user

w Business Roles is not visible when, at the level of the environment
options (Options/Installation/User Management), the "Management of
assignment of business roles to persons” option is cleared.

e the LDAP servers

13
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e the Repository Management pane to manage the workspaces, the
locks, the repository and the snapshots

= Workspace Management
E workspace Management
B+ Lock Management
™4 Lock Management
= Repository Activity
i Repository Activity
= Snapshot Management
& Snapshots
2 Snapshot Automation

e the Permissions pane to manage object UI access and general UI
access

B » CRUD Management

Object Ul Access

=| General Ul Access

e the Tools pane to:
e import or export objects with the Excel import/export wizard
e import or export objects in different formats
e import Visio diagrams
e manage scheduling

= Excel
B Expaort
B, Import
= XMG/MGL/MGR
=] Import
= Export
B Visio
7 import
- | Scheduling management

Scheduling

e the Currency pane to manage exchange rates.

w  See the "Functional Administration" chapter for the MEGA solutions
concerned.



Accessing MEGA Administration ;
The MEGA Administration desktop (Web Front-End)

Edit Area

When you select an element in the left part (navigation panes and trees), the
management page of this element appears in the edit area.

You can:

e save your updates
e notify connected users by e-mail (Notify connected users)
e manage the environment options (Environment Options)

15






MANAGING USERS

MEGA Administration is provided with tools required for user management.

This chapter explains how to create a user or a group of users and how to set and modify its
characteristics.

The following points are covered here:

"Introduction to User Management", page 18

"Access to User Management", page 31

"Actions to be Performed to Define a User", page 54

"Creating, setting, and managing users", page 58

"Managing User Options", page 85

"Managing Profiles and Business Roles", page 88 (available with MEGA
Supervisor)

"Authentication in MEGA", page 129

"Web-specific configuration", page 141

RN NN N NN
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INTRODUCTION TO USER MANAGEMENT

w  Only a user with Administrator type profile has management rights.
In particular, he/she is the only user who can modify user
characteristics. To grant administrator access rights to a user, see
"Configuring a Login", page 75.

User management involves the following concepts:

® users
A user is a person (or person group) with a login.
e persons
A person is defined by his/her name and electronic mail address.
e person groups

A Person Group groups persons in a group. These persons share
the same connection characteristics.

e Jogins

A Login uniquely defines a user or user group. It can be assigned to
only one Person or Person Group.

e business roles

L) A business role defines a function of a person in a business sense. A

person can have several business roles. Business roles are only
considered when the "Management of assignment of business roles to
persons" option is activated (default mode) A profile can be associated
with a business role. Assigning a person a business role with which a
profile is associated indirectly assigns this profile to this person. A
business role is specific to a repository.

e profiles

A profile defines what a person can see or not see and do or not do

in tools, and how he/she sees and can do it. The profile defines options,
access rights to repositories and products, read/write and read-only
rights on objects. All users with the same profile share these same
options and rights. A user can have several profiles. A profile is available
for all repositories in a single environment.

e object UI access

Object UI access defines user rights on creation, reading, update,

and deletion on these objects and their tools. By default, object UI
accesses have value *CRUD (C: create, R: read, U: update, D: delete,
*: default value).

e general UI access

General UI access defines if tools are available or not. By default,
general UI accesses have value *A (A: Available, *: default value)
For information on:
e managing data writing access, see "Managing Data Writing Access", page
297
e managing data reading access, see "Managing Data Reading Access",
page 321



Managing Users
Introduction to User Management

The following points are detailed here:

e introduction:
e "Users and User Groups Supplied", page 19
e "User: Definition", page 20
e "User Group: Definition", page 21
e properties:
e "Person Properties", page 21
e "Person Group Properties", page 23
e "Login Properties", page 26
e access:
e "Accessing the User Management Pages (Web Front-End)", page 31
e "Accessing User Management and UI Access Management Folders
(Windows Front-End)", page 39
e characteristics:
e "Viewing Person Characteristics", page 47
e "Viewing Person Group Characteristics", page 49
e "Viewing Login Characteristics", page 51

Users and User Groups Supplied

By default, at installation the following are created in the environment:
e persons indispensable to the system:
e "Administrator", with Login "System"

w  The "Administrator” user cannot be deleted. It has no profile (it has
all rights) and no password is assigned at installation.

w  The "Administrator” user enables to create a first user with the
"MEGA Administrator" profile to manage repositories and users

e "MEGA Agent", with Login "SysMA"

w  The "MEGA Agent" user cannot be deleted. The "MEGA Agent" user
is used by the system to manage workflows. It has no profile (it has all
rights) and no password is assigned at installation.

e persons given as examples:
e "Mega", with Login "Mega"
w The "Mega" user can be deleted (not recommended). The "Mega"
user has the "MEGA Administrator" profile, which allows to manage

repositories and users. No password is assigned to "Mister Guide" at
installation.

e "Mister Guide", with Login "Mister Guide"

w  The "Mister Guide" user can be deleted. He/She has not
administration rights. No password is assigned to "Mister Guide" at
installation.

e a person group:
e "Guests", with Login "Guests"

w At installation, Guests is defined as default connection group (see
"Default connection group", page 25).

19



User: Definition

A user is a person (or person group) with a login.

For each environment, a user has:

personal characteristics defined by his/her Person.
w  see "Viewing Person Characteristics”, page 47.

a login which defines his/her connection identifier, his/her status, his/
her authentication and MEGA access modes.

The login can also restrict rights defined on the associated Profile
concerning access to product functions and repositories of the
environment.

m  see "Login Properties”, page 26.
w  see "Profile Properties"”, page 102.

a user code which enables naming of user associated files, for example
the work repository.

w see "Login Properties”, page 26.

(if "Management of assignment of business roles to persons" option is
selected, default mode)

at least one business role, connected to a profile, which defines the
business or function of the person in the enterprise

w  see "Without Management of Assignment of Business Roles to
Persons", page 99.

m  see "Business Role Properties”, page 119.
see "Managing Profiles and Business Roles", page 88.
see "Business Roles Supplied”, page 98.

13173

see "Configuring a Business Role (Connection)", page 122.
m  see "Assigning a business role to a person”, page 123.

(if "Management of assignment of business roles to persons" is cleared,

see "Without Management of Assignment of Business Roles to Persons”,

page 99)

at least one profile, which determines products and repositories that can
be accessed (restricted by products and repositories defined on his login).
By default, the user is not connected to any profile.

w  see "Profile Properties”, page 102.
see "Managing Profiles and Business Roles", page 88.
see "Profiles Supplied", page 94.

13113

see "Connecting Users to a Profile", page 115.
options
w see "Managing Options", page 365.

Only a user with MEGA Administrator profile (or with equivalent rights) can
configure and modify user properties.

20

w  see "MEGA Administrator profile", page 94.
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User Group: Definition

A person can belong to one or more groups. A user group is a group of persons with
a login.
Persons belonging to a group:
e depend on the same environment.
e share the same connection characteristics defined on the login of the
group.
w  see "Configuring a Login", page 75.
e connect to the application with their login, but with repository access
rights defined on the login of the group.
w  see "Login Properties”, page 26.
e share the assignments defined for the group.
é A person belonging to a group can only connect in the name

of the group (the assignments defined for the persons are
ignored).

m  See "Assigning a Business Role to a Person Group (Web Front-
End)", page 128.

For each environment, a user group has:
e personal characteristics defined by its person group.
m  see "Person Group Properties”, page 23.

e access rights to product functions and repositories of the environment,
defined by its login.
m see "Login Properties”, page 26.

Person Properties

w  For information on a user, see "User: Definition", page 20

m  To consult properties of a person, see "Viewing Person
Characteristics", page 47.

Name
The name of the person can include name and first name. It can comprise letters,
figures and/or special characters. Format of the name of the person is free. It is
recommended that the same format be used for all persons.
Example: DURAND Pierre
Image

You can download an image in .ico, .bmp, .gif or .png format up to a size of 30 MB.

21
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E-mail address

The person e-mail address is useful, for distribution of reports (MS Word) for
example.

It is mandatory for password change in Web mode and for receipt of questionnaires
for example.

Example: pdurand@mega.com

Telephone number and initials

The telephone number and initials of the person are optional.
Example: +33102030405 / DP

Data language

The Data language attribute of the person is specific to Web applications. It
enables definition of a specific data language for this user. It is the language in which
data names are displayed by default, in case several languages are available.

w By default, the data language is defined in the environment options
for all users at installation (Options/Installation/Web application) via the
Data language option.

w To define interface language, see "Managing Languages", page
377.

Default library

The Default Library attribute enables attachment of objects created by the person
in a library, when the creation context does not permit this.

User writing access area and writing access area at creation

w  Vriting access management is available with the MEGA
Supervisor technical module.

A writing access area is assigned to an object to protect it from inadvertent
modifications. At creation, an object takes the writing access area of the user that
creates it.

By default, a new user is connected to the only writing access area: "Administrator".

There is a hierarchical link between writing access areas: a user can only modify an
object when he/she has the same writing access level as this object or a higher
writing access area level.

w  See "Managing Data Writing Access", page 297.

Reading access area

w Information related to the reading access area are only visible
when the Activate reading access diagram is selected in Options of
the Repository of the Environment.
Certain objects or modeling projects may be confidential or contain data (costs,
risks, controls) that should be visible only to authorized users.



Login

Managing Users
Introduction to User Management

The MEGA administrator can hide objects corresponding to this confidential data.

To implement a data confidentiality policy, objects must be organized in distinct
sets. Each set of objects is a reading access areas.

Each user is associated with a reading access area that determines objects the user
can see. A user can only see objects located in his/her own or lower reading access
areas.

w  For more details on reading access areas, see "Managing Data
Reading Access", page 321.

The login of a person is a unique character string uniquely identifying the person
that can connect. The person without a login cannot connect to MEGA.

Example: pdurand, pdd
w  For more details, see "Login Properties"”, page 26.

Belongs to a person group

A person can:
e belong to a group
m  See "Creating a Person Group", page 68.
m See "Creating Users (Web Front-End)", page 65.

e have the Belongs to a person group attribute selected
When the "Belongs to a person group" attribute of the person is selected,
the person belongs to a dynamic group (LDAP group or group connected
to a macro).

w  See "Defining a dynamic person group with LDAP", page 72.
w  See "Defining a dynamic person group with a Macro", page 73.

When the "Belongs to a person group" attribute of the person is selected,
but the person is not listed in a person group, this means that the person
is not directly connected to a group or does not belong to a dynamic group
(LDAP group or groups connected to a macro): the person belongs to the
default group.

w  See "Default connection group", page 25.

A person who belongs to a person group or who has the Belongs to a person
group attribute selected, can only connect to the application through the group,
with one of the business roles/profiles defined for the group (the assignments
defined for the person are ignored).

Person Group Properties

w  For information on a group, see "Users and User Groups Supplied"”,
page 19, "User Group: Definition", page 21, "Viewing Person Group
Characteristics", page 49 and "Creating a Person Group", page 68.

23
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Name

A Person Group groups persons within a group. These persons share the same
connection characteristics. It is the group that carries user access rights to the
repository.

A person can belong to one or more groups.

Persons in a group depend on the same environment.

w A group of users is created by default at creation of an
environment: the "Guests" person group, with Login "Guests".

The name of the person group can comprise letters, figures and/or special
characters.

Example: HR Department

User group writing access area and writing access area at creation

w  Writing access management is available only with the MEGA
Supervisor technical module.
A writing access area is a tag attached to an object to protect it from unwanted
modifications. At creation, an object takes the writing access area of the user that
creates it.

There is a hierarchical link between writing access areas: a user can only modify an
object when he/she has the same writing access level as this object or a higher
writing access area level.

w  For more details, see "Managing Data Writing Access”, page 297.

User group reading access area

Login

w Information related to the reading access area are only visible
when the Activate reading access diagram is selected in Options of
the Repository of the Environment.
Certain objects or modeling projects may be confidential or contain data (costs,
risks, controls) that should be visible only to authorized users.

The MEGA administrator can hide objects corresponding to this confidential data.

To implement a data confidentiality policy, objects must be organized in distinct
sets. Each set of objects is a reading access areas.

Each person group is associated with a reading access area that determines the
objects the person group can see. A user can only see objects located in his/her own
or lower reading access areas.

w  For more details on reading access areas, see "Managing Data
Reading Access", page 321.

The login of a person group is a unique character string uniquely identifying the
person group. It enables definition of the connection characteristics of persons
belonging to the group.

w  For more details, see "Login Properties”, page 26.
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The user that belongs to the group connects with his/her own login, but with
repository access rights defined on the login of the group.

é A person belonging to a group connects to the application
with his/her own login.

Default connection group

When the Default connection group attribute is selected, any person who has not
a direct link with a specific group but with the "Belongs to a person group" attribute
selected, belongs to the default connection group.

w  Use of this attribute in read-only mode is recommended.
w By default, at installation "Guests" is the default connection group.
w See "Person Properties"”, page 21.

Person group types

A person can belong to:

e 3 static group
Persons are explicitly connected to the group.

w  See "Defining a Person Group", page 70.
e a dynamic group
The group computes group persons on the fly.
Examples of dynamic groups:
e LDAP groups (case of LDAP authentication)
w  See "Defining a dynamic person group with LDAP", page 72.

e groups connected to a macro (the macro checks if the person belongs
to the group or not)
m  See "Defining a dynamic person group with a Macro", page 73.

LDAP dynamic group

An LDAP group is an organization within a directory. It is often characterized by type
Oou.

Example: the LDAP Quality group has the unique identifier
(Distinguished Name) :

OU=Quality, OU=UNIVERSITE, OU=FRANCE,DC=fr, DC=mega, DC=com
All persons belonging to this organization belong to the LDAP group.

LDAP groups represent a list of persons distributed by organization. Users belonging
to an LDAP group use configuration available on the group:

e MEGA repository connection

e access to roles

The LDAP group defines a group or organization in the LDAP directory or Active
Directory. It contains a list of users authorized to connect to the application
concerned with the group configuration.

Dynamic group connected to a macro
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The implemented macro calculates a list of persons connected to the person group.

Persons resulting from the macro use the configuration defined on the person group,
notably access to roles.

The macro should implement the following function:

Function IsUserExists (oPersonGroup,

sUserName as String)
as Boolean

sUserName: authentication login of the person.

oPersonGroup: person group object executing the query.

The function returns TRUE if the person belongs to the group, FALSE if not.
Data language

The Data language attribute of a person group is specific to Web applications. It
enables definition of a specific data language for this user group:

w By default, the data language is defined in the environment options

for all users at installation (Options/Installation/Web application) via the
Data language option.

w To define interface language, see "Managing Languages"”, page
377.

Login Properties

To:

create a login, see "Creating the Login of a Person", page 64 or "Creating
Users", page 65.

consult login characteristics, see "Viewing Login Characteristics", page
51.

configure a login, see "Configuring a Login", page 75.
User code

The User Code is the short identifier (upper case, maximum length 6 characters)
of the user that serves as the basis for private workspace naming.

This code is defined at creation of the user. To ensure data consistency, it should
not be modified.

w (Web Front-End) When a user is created from the Web

Administration desktop, the user code is automatically defined.
Example: PDD

Login Holder

The login holder is the person or person group associated with the login.
Example: DURAND Pierre



Managing Users

Introduction to User Management

Repository access definition mode

Repository access of a user is defined by the following access modes:
e Implicit access:
By default, the user has read/write access to all repositories, but access
can be limited or prohibited.
w  When a repository is added in the site, by default it can be accessed
by the user.

For more details on how to restrict user repository access rights, see
"Configuring a Login", page 75 and "Configuring a Profile", page 109.

e Explicit access:
By default, the user cannot access repositories, but access can be
authorized. In this case, you must at least define and authorize access to
a repository.

w When a repository is added in the site, by default it cannot be
accessed by the user.

For more details on how to add user repository access rights, see
"Configuring a Login", page 75 and "Configuring a Profile", page 109.

© This mode is useful to install a confidentiality policy; it is preferable

to first create users with explicit repository access, then progressively
define their rights and the information they can access.

At creation of a user, default access to repositories is as defined in environment and
site options (Options/Repository) via the Repository default access mode
option.

w  Repository access default mode is Implicit Access, to modify this
value see "Managing Options", page 365.

User repository access rights
At creation, a user can access all repositories by default.

User access rights to environment repositories can be restricted by the
administrator. He can:

e authorize repository update (Read/Write)

e prohibit repository update (Read-only)

e prohibit repository access (Not accessible)

w  See "Restricting User Repository Access Rights", page 83.

& If a user already has repository access rights restricted by
those defined on his/her profile, only the restricted access
rights will be defined on the profile.

w  For more details, see "Configuring a Profile", page 109.

Inactive user (Status)

Login status can be used to make a user inactive (value: Inactive). The user no
longer has access to repositories, but trace of his/her actions is retained. The user
can be easily reactivated (value: Active).

& When you delete a user from the repository, the commands
connected to this user become orphans and you lose part of the
history saved in logs. With Inactive status, the user no longer
has access to repositories, but the history of commands
connected to the user is kept in logs.
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Products accessible on the license (Command Line)

The Command Line field enables restriction of access of a user or profile to
available products.

w  fFor more details, see "Products accessible on the license
(Command Line)", page 103.

& If a user is connected to a profile and the user and profile
each have access to products restricted by the Command Line
attribute, the products accessible to the user are at the
intersection of the values of the Command Line attribute of the
user and profile.

Authentication mode

Default value of the Authentication Mode parameter on the user login is inherited
at user creation from the Authentication Mode option defined in the options of the
environment (Options/Installation/User Management).

w  See "Defining Default Authentication Mode", page 130.

Authentication mode of a user is by checking the user password. Available
authentication modes are:

28

MEGA
Passwords are managed and stored in the MEGA repository.
This is default authentication mode.

w  For more details, see "Authentication in MEGA", page 129.
Windows
Passwords are managed and stored in Windows. This allows the user
connected to Windows to be recognized automatically when he/she is
connected to MEGA (Windows Front-End), not requiring entry of his/her
password.

w  Attention: to connect to a MEGA (Web Front-End) application,
the user must enter his/her password.

The list of users in your MEGA environment is automatically synchronized
with the list of users defined in your Windows network.
This authentication mode corresponds to unique authentication (SS0O).
w  For more details, see "Windows Authentication", page 131.
LDAP
Passwords are managed and stored in the LDAP server of the enterprise.
The directory configuration is stored in options.
The MEGA user is authenticated at LDAP server level.
w  For more details, see "LDAP Authentication”, page 133.
Custom
This authentication is managed by an external authentication module or
SSO. This authentication mode is specific to Web applications connection:

users with this authentication mode cannot connect to MEGA (Windows
Front-End).

mw  See the technical article Web connection overloading and
configuration EN
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Windows identifier

w This field only appears when the Authentication Mode is
"Windows", see "Authentication mode", page 28.
The Windows Identifier of a user enables connection of a MEGA user to a
Windows user, see "Associating a Windows user with a MEGA user manually", page
131.

The user connected to Windows is automatically identified when connecting to
MEGA (Windows Front-End), without requiring a password. Windows handles
user authentication and assures the security system.

w To connect to a MEGA (Web Front-End) application, the user
must enter his/her password.

LDAP server

w  This field only appears when the Authentication Mode is "LDAP",
see "Authentication mode", page 28.
The LDAP Server is the server with which the MEGA user is authenticated in LDAP
authentication mode.

This server contains the LDAP directory in which the MEGA user is registered.

Profile
w This attribute appears in the case of definition of profiles on login of
persons, see "Definition of profiles to persons mode", page 93

In the case of assignment of business roles to persons (see "Assignment
of business roles to persons mode", page 91) you do not need to
connect a profile to the login. The profile is connected to the business
role which is assigned to the person, see "Managing Profiles and
Business Roles", page 88.

& To be able to connect to MEGA the user must have at least
one profile.

By default, no profile is assigned to the login of a user or user group, you must
connect at least one profile to the login.
The profile determines:
e access to objects and tools
m  See "Managing UI Access (Permissions)", page 282.
e connection to Web applications

® repository access
e access to products

& If a user already has access rights restricted by the
Command Line attribute on his/her Login (see "Viewing Login
Characteristics", page 51), the products accessible to this user
are at the intersection of values of the Command Line attribute
of the user login and profile.

At installation, some profiles are already available in the environment.
w  See "Profiles Supplied”, page 94.
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Administrator profile

w  This attribute appears in the case of assignment of business roles
to persons mode, see "Assignment of business roles to persons mode",
page 91.

This attribute enables connection of an administrator profile to a user so that this
user can connect to Administration (Windows Front-End) application.

m  See "Configuring the MEGA Administrator business role", page 123.
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ACCESS TO USER MANAGEMENT

See:
"Accessing the User Management Pages (Web Front-End)", page 31.
"Accessing User Management and UI Access Management Folders
(Windows Front-End)", page 39.
e "Viewing Person Characteristics", page 47.
"Viewing Person Group Characteristics", page 49.
"Viewing Login Characteristics", page 51.

Accessing the User Management Pages (Web Front-End)

To manage users from the Web Administration desktop:
1. Connect to the MEGA Administration desktop (Web Front-End).

w  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

2. In the Administration tab, click the User Management pane.
The user management tree appears.

I User Management

= Persons
g Persons
»_B Persons by group
i, Persons by business role
EI:J Persons by writing access area
= Person Groups
82 Person Groups
&, Person groups by business role
‘E:J Person groups by writing access area
= Business Roles
, Business Roles
= Profiles
&, Profiles
= LDAP Servers
Vo LDAP Servers
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3.

See:

In the user management tree, click on a sub-folder for:
e Persons to manage persons and logins

m  See "Actions performed in the Persons management page”, page
33.

e Person Groups to manage the persons who belong to the same
person group

m  See "Actions performed in the Person Groups management page”,
page 35.

e Business Roles to manage the business roles

w  Available if the "Management of assignment of business roles to
persons” option is selected, default mode.

w See "Managing Profiles and Business Roles", page 88.

m  See "Without Management of Assignment of Business Roles to
Persons”, page 99.

e Profiles to manage profiles

w  Not available if the "Management of assignment of business roles to
persons" option is not selected.

w See "Managing Profiles and Business Roles", page 88.
LDAP Servers to manage the LDAP servers.

mw  See "LDAP Authentication”, page 133.
The management page selected appears.

"Managing persons who have an identical characteristic", page 32

"Managing a group of persons who have a specific characteristic", page
33

"Actions performed in the Persons management page", page 33
"Actions performed in the Person Groups management page", page 35

Managing persons who have an identical characteristic

To manage persons who have an identical characteristic, see:

"Accessing the list of persons who have the same business role
assigned", page 35

"Accessing the list of person who belong to the same group", page 35
"Accessing the list of persons connected to a specific writing access
area", page 36

"Accessing the list of persons connected to a specific reading access
area", page 36

"Accessing the list of persons who have or do not have a login", page 37
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Managing a group of persons who have a specific characteristic

To manage persons who have a specific characteristic, see:

e "Accessing a group of persons connected to a specific business role",
page 37

e "Accessing the list of person groups connected to a specific writing
access area", page 37

e "Accessing the list of person groups connected to a specific reading
access area", page 38

Actions performed in the Persons management page

From the Persons management page you can:
e create users
w See "Creating Users (Web Front-End)", page 65.
e create persons
m  See "Creating a person (Web Front-End)", page 59.
e create logins
w  See "Creating the Login of a Person", page 64.
e access a person using his/her name
w  "Accessing a person using his/her name", page 37
e configure the characteristics of a person
w  See "Configuring a Person”, page 61.
check the configuration of a person

w  See "Checking the Configuration of Persons (Web Front-End)",
page 57.

e configure the characteristics of a login
w See "Configuring a Login", page 75.
delete users

w See "Deleting Users", page 81.
modify the properties of users.

w  See "Modifying User Properties”, page 77.
assign Business Roles to Persons

w  See "Assigning a business role to a person (Web Front-End)", page
123 and "Mass assignment of business roles to persons (Web Front-
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End)", page 124.
assign an object to a person

m  See "Assigning an object to a person (Web Front-End)", page 125
and "Mass assignment of objects to persons (Web Front-End)", page
126.

Transferring the Responsibilities of a Person

w  See "Transferring the Responsibilities of a Person (Web Front-
End)", page 78.

duplicate the responsibilities of a person

w  See "Duplicating the Responsibilities of a Person (Web Front-End)",
page 79.

initialize and manage the password of a Web user

w  See "Initializing and managing the password of a Web user", page
142.

connect a person to a writing access area

w  See "Connecting a Person to a Writing Access Area (Web Front-
End)", page 80.

connect a person to a reading access area

w  See "Connecting a Person to a Reading Access Area (Web Front-
End)", page 81.

access user options

w See "Managing Options", page 365.
import persons from an LDAP directory

w  See "Importing persons from an LDAP server”, page 138.
filter persons.

m  See "Accessing the list of persons who have or do not have a login”,
page 37 or "Accessing a person using his/her name", page 37.
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Actions performed in the Person Groups management page

In the Person Groups management page you can:
e create user groups
w See "Creating a person group (Web Front-End)", page 68.
define the properties of a person group

w See "Defining a Person Group", page 70.
e configure the characteristics of a login

m See "Configuring a Login", page 75.
e assign business roles to a person group

m  See "Assigning a Business Role to a Person Group (Web Front-
End)", page 128.

e connect a person group with a writing access area

m  See "Connecting a person group with access to a writing area (Web
Front-End)", page 74.

e connect a person group with a reading area access

m  See "Connecting a person group with access to a reading area (Web
Front-End)", page 74.

e delete users
m See "Deleting Users", page 81.
e modify the properties of users.
w  See "Modifying User Properties”, page 77.

Accessing the list of persons who have the same business role assigned
You can list and manage all persons who have the same business role assigned.

To access the list of persons who have the same business role assigned
1. Access the user management page.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

2. Select the Persons by business role sub-folder.
3. In the edit area, in the Persons by business role tab, select a business
role.
The Persons tab lists all the persons who have the selected business role
assigned.
w See "Actions performed in the Persons management page", page
33.

Accessing the list of person who belong to the same group
You can list and manage all persons who belong to a specific group.

To access the list of person who belong to the same group:
1. Access the user management page.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

2. Select the Persons by group sub-folder.
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3. In the edit area, in the Persons by group tab, select a person group.
The Persons tab lists all the persons who belong to the selected group.
In the case of LDAP groups or groups calculated by macros, the list of
persons can be long. Click Calculated to display, in the Persons tab, the
list of person who are part of the group selected.
w  See "Actions performed in the Person Groups management page”,
page 35.

Accessing the list of persons connected to a specific writing access area

When several writing access areas are defined, you can list and manage all the
persons and all the objects connected to a specific writing access area.

To access the list of persons and objects connected to a specific writing access area:

1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
Select the Persons by writing access area sub-folder.
3. In the edit area, in the Persons by writing access area tab, select a
writing access area.
4. In the edit area, in the Persons and objects tab, click:
e Persons to list all the persons who are connected to the selected
writing access area.
e Objects to list all the objects that are connected to the selected
writing access area.
13-; See "Actions performed in the Persons management page", page

N

Accessing the list of persons connected to a specific reading access area

When management of reading access areas is activated, you can list and manage
all the persons and all the objects connected to a specific reading access area.

w  See "Managing Data Reading Access", page 321.
To access the list of persons and objects connected to a specific reading access area:

1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select the Persons by reading access area sub-folder.
3. In the edit area, in the Persons by reading access area tab, select a
writing access area.
4. In the edit area, in the Persons and objects tab, click:
e Persons to list all the persons who are associated with the selected
reading access area.
e Objects to list all the objects connected to the selected reading
access area.
13-; See "Actions performed in the Persons management page", page
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Accessing the list of persons who have or do not have a login

You can filter persons according to their login.

To display the persons who have or do not have a login:
1. Access the user management page.
w See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select a Persons sub-folder.
3. In the edit area, click in the field of the Login column and select:
e Filters > Display specified values only
The persons who have a login are listed.
e Filters > Display unspecified values only
The persons who do not have a login are listed.

Accessing a person using his/her name
You can filter persons according to their name.

To find a person using his/her name:
1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
Select a Persons sub-folder.
3. In the edit area, click in the field of the Name column and in the Filters
field, enter the name (or a part of the name) of the person queried.
The persons with the queried name (the string) appear.

N

Accessing a group of persons connected to a specific business role

To access a group of persons connected to a specific business role:
1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select the Person groups by business role sub-folder.
3. In the edit area, in the Person groups by business role tab, select a

business role.
The Person Groups tab lists the person groups associated with the

selected business role.

w  See "Actions performed in the Person Groups management page”,
page 35.

Accessing the list of person groups connected to a specific writing access
area

When several writing access areas are defined, you can list and manage all the
person groups and all the objects connected to a specific writing access area.
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To access the list of person groups and objects connected to a specific writing access

area:
1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select the Person groups by writing access area sub-folder.
3. In the edit area, in the Person groups by writing access area tab,
select a writing access area.
4. In the edit area, in the Person groups and objects tab, click:
Person Groups to list all the person groups connected to the selected
writing access area.
e Objects to list all the objects that are connected to the selected
writing access area.
m  See "Actions performed in the Person Groups management page”,

page 35.

Accessing the list of person groups connected to a specific reading access

area
When management of reading access areas is activated, you can list and manage
the person groups and the objects connected to a specific reading access area.
w See "Managing Data Reading Access", page 321.

To access the list of person groups and objects connected to a specific reading

access area:
1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select the Person groups by reading access area sub-folder.
3. In the edit area, in the Person groups by reading access area tab,
select a reading access area.
4. In the edit area, in the Person groups and objects tab, click:
e Person Groups to list all the person groups connected to the selected

reading access area.
e Objects to list all the objects connected to the selected reading

access area.
m  See "Actions performed in the Person Groups management page”,

page 35.
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Accessing User Management and Ul Access Management Folders
(Windows Front-End)

This section describes how to access management windows for users, profiles, and
business roles.

See:
e "Accessing User Management and UI Access Management Folders
(Windows Front-End)", page 39
e "Opening the user management window (Windows Front-End)", page 40
e "Opening the profile management window (Windows Front-End)", page

42
e "Opening the business roles and profiles management window (Windows

Front-End)", page 44

Accessing User Management and Ul Access Management Folders (Windows
Front-End)

The User management folder contains all sub-folders for management of users,
that is:
e persons, person groups and logins,

e business roles and profiles,
e object UI access and general UI access.

To access user management and UI access management folders:
1. From MEGA Administration, connect to the environment concerned.
w See "Connecting to an Environment", page 5.
2. Expand the User management folder of the environment.

SR - User management - EW@ i

=8 Users

% Business Roles and Profiles % Profiles

& LI access & UT access

F,--'J Data writing access 'F"_,,:J Data writing access
g Data reading access g Data reading access
=| LDAP Servers —=| LDAP Servers

w When the "Management of assignment of business roles to
persons” option is cleared, the Business Roles and Profiles folder
becomes Profiles, see "Without Management of Assignment of
Business Roles to Persons"”, page 99.
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From the User management folder of an environment you can access
management windows:

e of Users
User characteristics are defined in the following tabs:
* Persons
e Person Groups
e Logins

w  See "Opening the user management window (Windows Front-
End)", page 40.

e of Business Roles and Profiles
(case of assignment of business roles to persons)

m  See "Without Management of Assignment of Business Roles to
Persons", page 99.

m See "Managing Profiles and Business Roles", page 88.

m  See "Opening the business roles and profiles management window
(Windows Front-End)", page 44.

e of Profiles
(case of definition of profiles on login of persons)

m See "Managing Profiles and Business Roles", page 88.

w  See "Opening the profile management window (Windows Front-
End)", page 42.

e of UI access
Object UI access and general UI access are characteristics defined in tabs:
e Object Uls
e General Uls

w See "Managing UI Access (Permissions)", page 282.

Opening the user management window (Windows Front-End)

A user is a person (or person group) with a login.
Characteristics of users are managed in the Userswindow.
w To manage user options, see "Managing Options", page 365.
To manage users:
1. From MEGA Administration, connect to the environment concerned.
w  See "Connecting to an Environment", page 5.
2. Expand the User management folder of the environment.



3. Right-click the Users folder and select Manage.
The Users window opens.

ﬁ Users

Persons | Person Groups | Logins |
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Person:
+BxEE2RA
MName Initials ~ E-mail Phone Mumber  Login Writing access area  Reading ac
g French back French back French team Maximu »
5 French captain French capt French team Maxirnu
g French mascot (Cock) French mas: French team Maximu
g German captain German cap German team Maximu
5 German stand-off half German star German teamn Maximu
2 Guest Guest Administrator Standar
52 Herve GIL Hervé GIL  Administrator Maxirmu
52 Trish back Irish back  Irish team Maxirnu
12 Trish captain Irish captain Irish team Maximu| =
g Irish mascot (Clover) Irish mascot Irish team Maximu
5 Ttalian back Ttalian back Italian team Maxirnu
g Italian captain Italian capta talian team Maximu
5 Ttalian mascot Ttalian masc Italian team Maxiru
5 Talian pillar Ttalian pillar Italian team Maxirnu
gJapanese captain Japanese ca Japanese team Maximu
52 Lansdowne Rd Lansdowne Logistics of the tourna Maximu
5 Lineman1 Linemanl International arbitrator Maximu
£ Lineman 2 Lineman 2 International arbitrator Maximu
2 Mega Mega Administrator Standare
12 Mega Agent SysMA Administrator Maximu
.alh."lillpnnillm Stadium Millennium | nnistics of the tourna Maximuo ™
4 1 | r

The Users window contains tabs:
e Persons, listing all persons in the environment and detailing personal
characteristics of each person.

e Person Groups, listing all person groups in the environment and
detailing their characteristics.

e Logins, listing all users in the environment and detailing their

characteristics and access rights to MEGA repositories.
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From the Users management window you can:

e create:
® persons

w See "Creating a Person"”, page 59.
e user management
w  See "Creating Users", page 65.
® user groups
w See "Creating a Person Group", page 68.

e configure characteristics:
e of a person

w See "Configuring a Person”, page 61.
e of a person group
wm  See "Defining a Person Group", page 70.
e of a login
w  See "Configuring a Login", page 75.
e delete users
w See "Deleting Users", page 81.
e modify:
e user properties
w  See "Modifying User Properties”, page 77.
e user passwords

w  See "Creating or Modifying a User Password (Windows Front-End)",
page 82.

® access user options
w See "Managing Options", page 365.

Opening the profile management window (Windows Front-End)

w  You are in the operating mode: definition of profiles to persons, see
"Introduction to Business Roles and Profiles”, page 89 and "Definition of
profiles to persons mode", page 93.

w [f you are in the operating mode: assignment of business roles to
persons, see "Opening the business roles and profiles management
window (Windows Front-End)", page 44.

To manage profiles:
1. From MEGA Administration, connect to the environment concerned.
w See "Connecting to an Environment", page 5.
2. Expand the User management folder of the environment.
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3. Right-click the Profiles folder and select Manage.
The Profiles window opens.

[ Profiles o[ E ]

Profiles

Profile:

+ BxX&RhA

Mame Command Line
" Business Qwner FSRW' AP M AP MW -

Chief Technology Officer SRWAPM:APMW!

{2, Classic Design SRW-PMN'

{5, EA Standard =

{3 ERM Assessor SRW'ERMW! |i|

{3, Explorer Reader
5, Explorer Writer

gd Financial Controlle RW' AP, AP MW
5 Incident Approver JRW'LDC
2 Incident Declarer /RW'LDC! -
Repositary:

o
'EYS
Mame Profile Access ... Profile Connection Snaps...
= Adventure Read/ Write *
& Analysis Read/ Write b
= DataBase_Datatypes Read/\Write =
= Diagrams Read/Write
= Migration documentation Read/Write i
= open_property_box Read/Write
=2 Publisher Read/Write i

| ok || Ccancsl Apply Help

The Profiles window of an environment enables management of user profiles. It
lists all environment profiles and details for each profile the products that are
accessible (optional).

w  See "Profiles Supplied", page 94.

To be able to connect, a user must have at least one profile or business role
depending on the selected operating mode (see "Managing Profiles and
Business Roles", page 88). Users with the same profile share common
characteristics (options, repository access rights, authorized products, read/write
and read-only rights on objects).

m  See "Configuring a Profile", page 109 and "Connecting Users to a
Profile", page 115.
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From the Profiles management window you can:

e create profiles

w See "Creating a Profile", page 105.
e consult profile characteristics

m  See "Configuring a Profile", page 109.
e configure profiles

w  See "Configuring a Profile", page 109.
e connect users to profiles

w See "Connecting Users to a Profile", page 115.
e delete profiles

w  See "Deleting a Profile", page 118.

Opening the business roles and profiles management window (Windows
Front-End)

w  You are in operating mode: assignment of business roles to
persons, see "Introduction to Business Roles and Profiles", page 89 and
"Assignment of business roles to persons mode", page 91.

w [f you are in operating mode: definition of profiles on login of
persons, see "Opening the profile management window (Windows
Front-End)", page 42.

To manage business roles and profiles:
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.
2. Expand the User management folder of the environment.
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3. Right-click the Business Roles and Profiles folder and select Manage.

The Business Roles and Profiles window opens.

a Business Roles and Profiles = !@

Business Roles | Profiles

Business Role:
=

+hEXERA

Mame Prefile

i3 Action Plan Accountable

i Action Plan Consulted

i3 Action Plan Informed

5 Action Plan Responsible

% MEGA Administrator MEGA Administrator

i3 Enterprise Architect EA Standard
Assessment Session Responsible
Assessment Campaign Owner

i3 Action Plan Approver

? Assessment Template Owner

m

Assessment Designer Assessment Designer 4
3 Workflow Participant Teamwork User
Local Application Owner
L Portfolio Manager
3 Mega Customizer MEGA Customizer
%, IT Owner IT Owner
. Business Owner Business Owner
Local Financial Controller
g APM Functional Administrator  APM Functional Administra
a APM Respondent APM Respondent
i Explorer Reader Explorer Reader
0 Explorer Writer Explorer Writer s
| oKk || Cancel Apply Help

The Business Roles and Profiles window enables management of user business

roles and profiles.
The tab:

e Business Roles lists all business roles in the environment and details

the associated profile for each business role used for connection.
w  See "Business Roles Supplied", page 98.

m  See "Configuring a Business Role (Object Assignment)”, page 122.
e Profiles lists all environment profiles and specifies for each profile the

products that are accessible.
w See "Profiles Supplied”, page 94.
m See "Configuring a Profile", page 109).

Each user must have at least one business role connected to a profile. Users
with the same profile share common characteristics (options, repository access

rights, authorized products, read/write and read-only rights on objects).
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From the:

Business Roles tab you can:

e create a Business Role

w See "Creating Business Roles", page 120.

e consult Business Role characteristics

w  See "Defining Business Role Characteristics", page 120.

e configure Business Roles

w See "Configuring a Business Role (Object Assignment)”, page 122.

e assign Business Roles to Persons

w See "Assigning a business role to a person”, page 123.

e delete Business Roles

w  See "Deleting a Business Role", page 128.
Profiles tab you can:

e create profiles

w See "Creating a Profile", page 105.

e consult profile characteristics

w See "Viewing Profile Characteristics", page 107.

e configure profiles

w  See "Configuring a Profile", page 109.

e connect users to profiles

w  See "Connecting Users to a Profile", page 115.

e delete profiles

w  See "Deleting a Profile", page 118.
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Viewing Person Characteristics

See:
[ ]

"Viewing person characteristics (Web Front-End)", page 48
"Viewing person characteristics (Windows Front-End)", page 48

g General ~ o EElRC el Widgets  Assignations  Comment

Name: OLDFIELD David

-

Update Image

| Reinitialize Image |

E-mail: doldfield@mega.com

Phone Number:

Initials:

Default Library: >
Writing access area: Administrator bl
Writing access area at creation: >
Login: DoD >

[7] Belongs to a person group

The icon for a person is represented by:

& when the person is created (name and writing access area)
& when the person has a login (but the person's e-mail is not specified)

£ when the person is configured as a MEGA user:
name, writing access area, login and e-mail address are specified and a
business role is assigned to the person (or a profile is connected to the
person).

m  See "Configuring a Person”, page 61, "Creating Users", page 65

and "Assigning a business role to a person”, page 123 (or "Connecting
Users to a Profile”, page 115).
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Viewing person characteristics (Web Front-End)

To view person characteristics:
1. Access the User Management pages.

w See "Accessing the User Management Pages (Web Front-End)",
page 31.

2, Select:

e the Persons sub-folder for a direct access, or

e a classification sub-folder (Persons by group, Persons by business
role, Persons by writing access area, or Persons by reading
access area) then in the edit area click the Group, the Business
role, the Writing access area or the Reading access area
concerned.

The list of persons appears, with for each person, the corresponding login

and e-mail (if specified).

w  You can sort or filter the display according to columns. See
"Accessing the list of persons who have or do not have a login", page 37
and "Accessing a person using his/her name", page 37.

w  You can modify the e-mail and the login of a person directly in this
page (with a click in the corresponding field).

3. In the Persons list, select the person.
4. In the toolbar, click Properties [B.
The Properties dialog box of the person opens.
5. Click:
e Characteristics to define or modify the person properties.
m See "Person Properties"”, page 21.
w  See "Configuring a Person”, page 61.
e General > History to display the actions performed on the person.
e Assignments to display and assign business roles to the person.

w The Assignments tab appears in the case of management of
profiles by assignment of business roles to persons, see "Without
Management of Assignment of Business Roles to Persons”, page 99.

Viewing person characteristics (Windows Front-End)

To view person characteristics:
1. Open the Users management window.

w  See "Opening the user management window (Windows Front-
End)", page 40.

2. Select the Persons tab.
The list of persons appears with the characteristics of each person.

m  You can modify these characteristics directly in this page (with a
click in the corresponding field).

In the Persons list, select the person.
In the toolbar, click Properties ﬂ
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5. From the Properties dialog box for the person:
e Characteristics to define or modify the person properties.

m See "Person Properties”, page 21.
w See "Configuring a Person”, page 61.

Managing Users

e General, History sub-tab to display the actions performed on the

person.

e Assignments to display and assign business roles to the person.

w The Assignments tab appears in the case of management of
profiles by assignment of business roles to persons, see "Without
Management of Assignment of Business Roles to Persons”, page 99.

Viewing Person Group Characteristics

See:

e "Viewing person group characteristics (Web Front-End)", page 50

e "Viewing person group characteristics (Windows Front-End)", page 50

L] General ~ EEEEIETRCIETR Assignments Comment

fal
Writing access area: Administrator W
Writing access area at creation: >
Login: Trainees ’
Default connexion group
LDAP Group: >
Persons Computation: v oD
Persons:
o= New 4 Connect Il Reorganize  [B Properties 32 Disconnect
lm
Trainee 1 Trainl@mega.co...  trainl
2 Trainee2 train2@mega.com  train2
2 Trainee 3 traind@meag.com  train3
3. Trainee 4  traind{@mega.com  traind
< >
Page 1 of 1 FE « 24 Displaying 1 -4 of 4
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Viewing person group characteristics (Web Front-End)

To view person group characteristics:
1. Access the User Management pages.

w See "Accessing the User Management Pages (Web Front-End)",
page 31.

2, Select:

e the Person Groups sub-folder for direct access, or

e a classification sub-folder (Person groups by business role,
Person groups by writing access area, or Person groups by
reading access area) then in the edit area click the Business role,
the Writing access area or the Reading access area concerned.

The list of person groups appears with for each group, where necessary,

its associated LDAP group or associated macro and it comments.

w  You can sort or filter the display according to columns.
m  You can connect an LDAP group or connect a macro to the group in
this page (with a click in the corresponding field).
3. In the toolbar, click Properties [#.
The Properties dialog box of the person group opens.
4. Click:
e Characteristics to define or modify the person group properties.
w  See "Person Group Properties”, page 23.

w  See "Defining a Person Group", page 70, "Defining a dynamic
person group with LDAP", page 72, "Defining a dynamic person group
with a Macro", page 73.

e General > History to display the actions performed on the person
group.
e Assignments to display the business roles assigned to the person
group.
w The Assignments tab appears in the case of management of

profiles by assignment of business roles to persons, see "Without
Management of Assignment of Business Roles to Persons”, page 99.

Viewing person group characteristics (Windows Front-End)

To view person group characteristics:
1. Open the Users management window.

w  See "Opening the user management window (Windows Front-
End)", page 40.

2. Select the Person Groups tab.
3. In the Person Group list, select the person group.

4. 1In the toolbar, click Properties [B|.
The Properties dialog box of the person group opens.
5. Select the Characteristics tab.

w  For detailed information on characteristics of a person group, see
"Person Group Properties”, page 23.
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Viewing Login Characteristics

See:

e "Viewing login characteristics (Web Front-End)", page 52
e "Viewing login characteristics (Windows Front-End)", page 52

w  For detailed information on characteristics of a login, see "Login
Properties”, page 26.

w To configure a login, see "Configuring a Login", page 75.

W) General -~ EEEEIETRCETR Repositories Comment

MName: OLDFIELD david A
s

LUser code: OLDFIE

Login Holder: OLDFIELD david v oD
Repository Access Definition Mode:  Implicit Access L
Status (Login): Active L

Command Line:

#  AUTHENTICATION

Authentication Mode:  MEGA LY

¥  GRC AUTHENTICATION

#  ADMINISTRATOR PROFILE

OO Connect rli Reorganize a {to B PDF »

W

oK Cancel Apply P
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Viewing login characteristics (Web Front-End)

To view login characteristics:
1. Access the User Management pages.

w See "Accessing the User Management Pages (Web Front-End)",
page 31.

2. Select the Persons or Person Groups sub-folder.
3. In the Persons list, select the person concerned and click Login

Properties [2H.

Viewing login characteristics (Windows Front-End)

To view login characteristics:
1. Open the Users management window.

m  See "Opening the user management window (Windows Front-
End)", page 40.

2. Select the Logins tab.

ﬁ Users m@

‘ Persons | Person Groups | Logins |

Login:

LR

Mame Legin Holder User code Repository Access Definition ... Status (Login)

(5™ Irish mascot (Clover)  Irish mascot (Clover)  MIR Implicit Access Active -
(5 Ttalian back Italian back AIT Implicit Access Active

|59 Italian captain Italian captain CIT Implicit Access Active

[EM Italian mascot Italian mascot MIT Implicit Access Active o
[ Jitalian pillar talian pillar L
|59 Japanese captain lapanese captain JAPA-1  Implicit Access Active

£ Lansdowne Rd Lansdowne Rd SIR Implicit Access Active

[EH Lineman 1 Lineman 1 ATL Implicit Access Active

[E¥ Lineman 2 Lineman 2 AT2 Implicit Access Active S

1 | 1 | 3
Repositories:

B &

Mame Access Rights

= Analysis Read/Write B

E
| ok || Ccanesl Apply Help
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3. In the Login frame, select the login.
In the environment options, if the Management of assignment of
business roles to persons option:

w  See "Without Management of Assignment of Business Roles to
Persons", page 99.

e s selected: the Repositories frame displays repository access rights
of the selected user.

e s cleared: the Repositories/Profiles frame displays access rights to
repositories of the selected user/profiles connected to the user.

4. In the toolbar, click Properties m
The Properties dialog box of the selected login opens.
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ACTIONS TO BE PERFORMED TO DEFINE A USER

To define a user some actions are compulsory, while others are only necessary
depending on MEGA options selected, and others are optional.

See:

"Compulsory Actions to be Performed to Define a User", page 54
"Optional Actions to be Performed to Configure a User", page 56
"Other Actions to Set or Manage a User", page 56

"Checking the Configuration of Persons (Web Front-End)", page 57

Compulsory Actions to be Performed to Define a User

User configuration differs if the Management of assignment of business roles
to persons option is:

m  See "Introduction to Business Roles and Profiles”, page 89.
e selected (by default)

w  See "Assignment of business roles to persons mode", page 91.
e cleared

w  See "Definition of profiles to persons mode", page 93.
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To create a user who can connect to MEGA you must:

define the name of the person
w See "Creating a Person"”, page 59.
w See "Creating Users", page 65.
define the login of the user

é A person must have a login to be able to connect to MEGA.

w  See "Creating the Login of a Person", page 64.
w See "Creating Users", page 65.

(recommended) define the e-mail address of the person
w See "Creating Users (Web Front-End)", page 65.
w  See "Configuring a Person", page 61.

w The e-mail address is necessary, for example, for distributing
documents, receiving notifications and questionnaires, or when a Web
user lost his/her password.

assign a business role for connection to the person
("Management of assignment of business roles to persons" option is
selected, default mode)
& The user must have at least one business role to be able to
connect to MEGA.

m  See "Assigning a business role to a person”, page 123.

connect a profile to the user
("Management of assignment of business roles to persons" option is
cleared)
& The user must have at least one profile to be able to connect
to MEGA.

w When the "Management of assignment of business roles to
persons" option is selected, the profile is connected to the user through
his/her business role. You do not have any other actions to perform.

w  See "Configuring a Login", page 75.
m  See "Connecting Users to a Profile", page 115.
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Optional Actions to be Performed to Configure a User

According to the selected options you must:

(recommended) define the e-mail address of the person

w The e-mail address is necessary, for example, for distributing
documents, receiving notifications and questionnaires, or when a Web
user lost his/her password.

w  See "Configuring a Person”, page 61.

(where writing access management is activated) define the writing
access area of the user

w  See "Configuring a Person”, page 61.

m  See "Connecting a Person to a Writing Access Area (Web Front-
End)", page 80.

(where reading access management is activated) define the reading
access area of the user

m  See "Configuring a Person", page 61.

m  See "Connecting a Person to a Reading Access Area (Web Front-
End)", page 81.

define if the person belongs to a person group.
w  See "Configuring a Person”, page 61.

Other Actions to Set or Manage a User

You can:

define the telephone number and initials of the person
w See "Configuring a Person”, page 61.
(specific to Web application) define the data language of the Web user
w  See "Configuring a Person”, page 61.
modify user repository access definition mode
w See "Configuring a Login", page 75.
restrict user repository access rights
m  See "Restricting User Repository Access Rights", page 83.
restrict user access to certain products
w  See "Configuring a Login", page 75.
w  See "Configuring a Profile", page 109.
modify user authentication mode
w  See "Configuring a Login", page 75.
make the user inactive.
w See "Configuring a Login", page 75.
w  See "Preventing User Connection”, page 81.
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Checking the Configuration of Persons (Web Front-End)

From the Administration desktop (Web Front-End), you can check the persons
who do not comply with all the definition rules.

To check the configuration of users:
1. Access the User Management pages.

w  See "Accessing the User Management Pages (Web Front-End)",
page 31.
Select the Persons or Person Group sub-folder.
In the list of persons, select the persons whose configuration you want to
check.

Cadl

w If you do not select a person, the check takes place on all the
persons listed in all the pages.

4. In the edit area, click Report i .
Each user for whom the configuration rules are not all compliant is
detailed in the report.
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User configuration differs if the Management of assignment of business roles
to persons option:

w  See "Introduction to Business Roles and Profiles", page 89.
e s selected (by default): business roles must be assigned to persons
m  See "Assignment of business roles to persons mode", page 91.
e s cleared: profiles must be connected to login of persons
w  See "Definition of profiles to persons mode", page 93.

For an overview of actions to be performed to create and define a user see
"Actions to be Performed to Define a User", page 54.

The following points are covered here:

e configuration:
"Creating a Person", page 59
"Configuring a Person", page 61
"Creating the Login of a Person", page 64
"Creating Users", page 65
"Creating a Person Group", page 68
"Defining a Person Group", page 70
"Defining a dynamic person group with LDAP", page 72
"Defining a dynamic person group with a Macro", page 73
"Defining a default connection group", page 74
"Configuring a Login", page 75
"Modifying User Properties"”, page 77
"Modifying User Group Properties", page 78
® management:
e "Checking the Configuration of Persons (Web Front-End)", page 57
e "Transferring the Responsibilities of a Person (Web Front-End)", page
78
e "Duplicating the Responsibilities of a Person (Web Front-End)", page
79
e "Managing User Inactivity", page 86
e "Deleting Users", page 81
e "Creating or Modifying a User Password (Windows Front-End)", page

82

e "Connecting a Person to a Writing Access Area (Web Front-End)", page
80

e "Connecting a Person to a Reading Access Area (Web Front-End)",
page 81

e "Restricting User Repository Access Rights", page 83
e "Exporting and Comparing Repository Users", page 84
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Creating a Person

Person represents a physical person or a system.

w Instead of creating persons one by one, you can import a list of
persons. This list can for example come from an LDAP server (see
"Synchronization with a company directory”, page 131).

If necessary, you can first create a person with a restricted configuration:
e jts name
e writing access area
w  The person login is automatically created.

To complete the configuration of the person, see "Configuring a Person", page 61.
w To create a user directly, see "Creating Users", page 65.

See:
e "Creating a person (Web Front-End)", page 59
e "Creating a person (Windows Front-End)", page 60

Creating a person (Web Front-End)

You can create the person as follows:
e not predefined
e predefined with one of the following criteria:
e the group to which the person belongs
e a business role for connection (where the "Assignment of business
roles to persons" option is selected)
e a profile (where the "Assignment of business roles to persons" option
is cleared)
* a writing access area
e a reading access area (if reading access management is activated)

To create a Person:
1. Access the User management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
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2. You can create:
e either a non-predefined person:
Select the Persons sub-folder then in the edit area go to step 4.
e or a person predefined with a characteristic:
Select the sub-folder:

Persons by group to create a person automatically connected to the
group that you are going to select.

Persons by business role (available if the "Management of
assignment of business roles to persons" option is selected) to create a
person and automatically assign to this person the business role.

Persons by profile (available if the "Management of assignment of
business roles to persons” option is cleared) to create a person
automatically connected to the profile that you are going to select.

Persons by writing access area (available if several writing access
areas are available) to create a person automatically connected to the
writing access area that you are going to select.

Persons by reading access area (available if reading access
management is activated) to create a person automatically connected to
the reading access area that you are going to select.

3. In the edit area, select the group, the business role, the profile, the
writing access area or the reading access area that you want to connect
to the person.

4. Click New i
The Creation of Person - Characteristics dialog box opens.
5. In the Name field, enter the name of the person.

Example: DUBOIS Guillaume
w  Remember to use the same format for all persons.
6. (If necessary) In the Writing access area field, in the drop-down
menu, select the writing access area for the person.

w The Writing Access Area field appears only if there are several
writing access areas.

w  For more details on writing access, see "Managing Data Writing
Access"”, page 297.

7. (If necessary) In the Reading access area field, in the drop-down
menu, select the reading access area for the person.

m  For more details on reading access, see "Managing Data Reading
Access", page 321.

8. Click OK.
The login for the person is automatically created.

The person appears in the list of persons a:.

w To complete the configuration of the person, see "Configuring a
Person", page 61.

Creating a person (Windows Front-End)

To create a Person:
1. Open the user management window.

m  See "Opening the user management window (Windows Front-
End)", page 40.

2. Select the Person tab.
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3. Click New =f=|.
The Creation of Person - Characteristics dialog box opens.
4. In the Name field, enter the name of the person.

Example: OLDFIELD David

w  Remember to use the same format for all persons.

5. In the Writing access area field, click the arrow and select the writing
access area for the user.

w  For more details on writing access, see "Managing Data Writing
Access"”, page 297.

6. Click OK.
The login for the person is automatically created.

The person appears in the list of persons ca:.

w  To complete the configuration of the person, see "Configuring a
Person", page 61.

w By default, the new user does not have an associated password. To

associate a password with the user, see "Creating or Modifying a User
Password (Windows Front-End)", page 82.

Configuring a Person

Person represents a physical person or a system.
w  For more information on properties of a person, see "Person
Properties”, page 21.

w (Web Front-End) To check the configuration of a person, see
"Checking the Configuration of Persons (Web Front-End)", page 57.
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From the properties dialog box of a person, you can define:

name of the person
m™ See step 1.
image of the person
m  See step 2.
e-mail address of the person
w  See step 3.
telephone number and initials of the person
m  See step 4.
data language of the Web user
m  See step 5.
default library to store objects created by the person
w  See step 6.
writing access area of the user
m See step 7.
reading access area of the user
m  See step 7.
login of the user
w  See step 8.
if the user belongs to a person group
=™ See step 9.

To configure a Person:

1.

Access the properties of the person.

w  See "Viewing Person Characteristics", page 47.
(Optional) To add or update the image of the person, click Update
Image, select the image and click OK.

w70 delete the image, click Reinitialize Image.

(Optional, but recommended) In the E-mail field, enter the e-mail
address of the person.
w The e-mail address is required, for example, to initialize the Web

user password, for distributing documents, receiving notifications and
questionnaires, or when a Web user lost his/her password.

(Optional) Enter the Phone Number and the Initials of the person.
(Web specific, optional) In the Data Language field, you can define a
specific data language for this user.

e Click the arrow and select Query Language.

e In the query wizard, select the data language (objects) and click OK.

w [f the field is not specified, the default data language is the
interface language defined in environment options (Options/
Installation/User Management: Data Language).
m See "Managing Languages"”, page 377.
(Optional) In the Default Library field, click the arrow and select the
default library in which objects created by the user are stored if the
creation context does not define one.
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7. (Optional, with the MEGA Supervisor technical module) You can modify
the values at the following levels:
e user writing access via the drop-down menu in the Writing Access
Area field.

w By default, all users are connected to the only writing access area
that exists: "Administrator”. For more details on writing access, see
"Managing Data Writing Access", page 297.

w  See also "Connecting a Person to a Writing Access Area (Web
Front-End)", page 80.

e user writing access at creation via the drop-down menu in the Writing
Access Area field.

e reading access via the drop-down menu in the Reading Access Area
field.

w This field only appears if reading access management has been
activated, see "Managing Data Reading Access", page 321.

m  See also "Connecting a Person to a Reading Access Area (Web
Front-End)", page 81.

e reading access at creation via the drop-down menu in the Writing
Access Area field.

w  This field only appears if reading access management has been
activated, see "Managing Data Reading Access"”, page 321.

8. So that the person can connect to MEGA, the person must have a Login.

w  See "Creating the Login of a Person”, page 64.

m See "Configuring a Login", page 75.
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9. (optional) If necessary select Belongs to a Person Group

FICCICC IR  Characteristics Assignments Comment

Mame: OLDFIELD david

Fal

a

Update Image
Reinitialize Image

E-mail: doldfield@mega.com

Phone Number:

Initials:

Data Language: il

Default Library: ?
Fal

Writing access area: Administrator Vo3

Writing access area at creation: >
e

Login: OLDFIELD david >

Belongs to a person group

10. (Web Front-End) Click Save.
(Windows Front-End) Click OK.

The person is configured.

w (Web Front-End) To notify the users connected of your changes,
click Notify Connected Users.

Creating the Login of a Person

To connect to MEGA, a person must have a Login. When you create a person, his/
her login is automatically created.
To create the login of a person:
1. Access the properties of the person.
w  See "Viewing Person Characteristics", page 47.
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In the Login field, click the arrow and select Create Login.
The Creation of Login dialog box opens. The name of the login is already
entered with the name of the login holder.

(Optional) In the Name field, modify the login name.

w A login is unique; it can be assigned to one Person or one Person
Group only.

= A Person can have only one Login.
Example: GDS
In the User Code field, enter the user code to be associated with the
login.
Example: GDS

Click OK.
The login of the user appears in the Login field.

Creating Users

A user depends on an environment. To create a user, you must connect to the
environment to which the user will be attached.

A user is a person with a login. To create a user, you must create a person with its
login, or create the login of a person already created.

See:

w  For detailed information on characteristics of a person, see "Person
Properties”, page 21.

w  For detailed information on characteristics of a login, see "Login
Properties”, page 26.

w  To import users from an LDAP directory, see "LDAP Authentication”,
page 133.

"Creating Users (Web Front-End)", page 65
"Creating Users (Windows Front-End)", page 67

Creating Users (Web Front-End)

To create a user:

Access the User Management pages.

w  See "Accessing the User Management Pages (Web Front-End)",
page 31.
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2. You can create:

e either a non-predefined person:
Select the Persons sub-folder then in the edit area go to step 4.

e or a person predefined with a characteristic:
Select the sub-folder:

Persons by group to create a person automatically connected to the
group that you are going to select.

Persons by business role (available if the "Management of
assignment of business roles to persons" option is selected) to create a
person and automatically assign to this person the business role.

Persons by profile (available if the "Management of assignment of
business roles to persons” option is cleared) to create a person
automatically connected to the profile that you are going to select.

Persons by writing access area (available if several writing access
areas are available) to create a person automatically connected to the
writing access area that you are going to select.

Persons by reading access area (available if reading access
management is activated) to create a person automatically connected to
the reading access area that you are going to select.

In the edit area, select the group, the business role, the profile, the
writing access area or the reading access area that you want to connect
to the person.

Click New + .

The Creation of Person - Characteristics dialog box opens.
In the Name field, enter the name of the person.

Example: DUBOIS Guillaume
w Remember to use the same format for all persons.
In the E-mail field, enter the e-mail address of the person.

w The e-mail address is required, for example, to initialize the Web
user password, for distributing documents, receiving notifications and
questionnaires, or when a Web user lost his/her password.

In the Login field, enter a login.

w A Login is unique and can be assigned to only one Person or Person
Group.

w A Person can have only one Login.

(With the MEGA Supervisor technical module) Using the drop-down
menu in the Writing Access Area field, select the value of the writing
access area of the user.

w The Writing Access Area field appears only if there are several
writing access areas.

w  For more details on writing access, see "Managing Data Writing

Access", page 297.
(If required, with the MEGA Supervisor technical module) Using the
drop-down menu in the Reading Access Area field, select the value of
the reading access area of the user.

m By default at creation, the user is connected to "Standard" reading

access area. This field only appears if reading access management has
been activated, see "Managing Data Reading Access", page 321.
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10. Click Next and select:

w [f at step 2. you have selected Person by business role or
Person by profile, go directly to step 11.

w ] necessary you can assign business roles (or connect a profile) to
the user at a later time, see "Assigning a business role to a person”,
page 123 (or "Connecting Users to a Profile”, page 115). Go directly to
step 11.

e the connection business role that you want to assign to the person
(where the "Management of assignment of business roles to persons"
option is selected)

w  You can assign more than one business role to the same person.
e the profile that you want to assign to the person (where the

"Management of assignment of business roles to persons" option is
cleared)

w  You can connect more than one profile to the person.
11. Click OK.

The user appears and is added to the list of users 2 .

w To configure characteristics of the user, see "Configuring a Person”,
page 61

w  You must configure the login of the user, see "Configuring a Login",
page 75.

Creating Users (Windows Front-End)

To create a user:
1. Open the Users management window.

w  See "Opening the user management window (Windows Front-
End)", page 40.

2. In the Users window, select the Persons tab.

3. Click New ﬂ

The Creation of Person - Characteristics dialog box opens.
4. In the Name field, enter the name of the person.

Example: DUBOIS Guillaume
w Remember to use the same format for all persons.

5. (Optional, but recommended) In the E-mail field, enter the e-mail
address of the person.

w  The e-mail address is necessary, for example, for distributing
documents, receiving notifications and questionnaires, or when a Web
user lost his/her password.

6. In the Login field, enter the login of the person.

w A login is unique; it can be assigned to one Person or one Person
Group only.

w A Person can have only one Login.
Example: GDS

7. (With the MEGA Supervisor technical module) Using the drop-down
menu in the Writing Access Area field, select the value of the writing
access area of the user.

w  For more details on writing access, see "Managing Data Writing
Access"”, page 297.
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8. (If required, with the MEGA Supervisor technical module) Using the
drop-down menu in the Reading Access Area field, select the value of
the reading access area of the user.

w By default at creation, the user is connected to "Standard" reading

access area. This field only appears if reading access management has
been activated, see "Managing Data Reading Access", page 321.

9. Click Finish.
The user is created (a login is associated with the person): the person
appears in the list of persons and its login appears in the list of logins.
w  You must configure the login of the user, see "Configuring a Login",
page 75.

m By default, the new user does not have an associated password. To
associate a password with the user, see "Creating or Modifying a User
Password (Windows Front-End)", page 82.

Creating a Person Group

w  Specific to RDBMS environments.

A Person Group is a list of persons belonging to the same group.

w  For information on connecting persons who belong to a person
group, see "User Group: Definition", page 21.

w  For information on person group types, see "Person group types”,
page 25.

A user group is a group of persons with a login.
w  For detailed information on:
- the characteristics of a person, see "Person Properties”, page 21.

- the characteristics of a person group, see ("Person Group Properties”,
page 23)

- the characteristics of a login, see "Login Properties”, page 26.
- the types of person groups, see ("Person group types", page 25)
A person group depends on an environment. To create a person group, you must
connect to the environment to which the persons are attached.
See:
e "Creating a person group (Web Front-End)", page 68.
e "Creating a person group (Windows Front-End)", page 69.

Creating a person group (Web Front-End)

To create a person group:
1. Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
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You can create:
e either a non-predefined person group:
Select the Person Groups sub-folder and go to step 4.

e or a predefined person group:
Select the sub-folder:

Person groups by business role (available if the "Management of
assignment of business roles to persons" option is selected) to create a
person group and automatically assign to the person group the business
role, that you are going to select.

Person groups by profile (available if the "Management of
assignment of business roles to persons" option is cleared) to create a
perso/n group automatically connected to the profile that you are going
to select.

Person groups by writing access area (available if several writing
access areas are available) to create a person group automatically
connected to the writing access area that you are going to select.

Person groups by reading access area (available if reading access
management is activated) to create a person group automatically
connected to the reading access area that you are going to select.

In the edit zone, select the profile, the business role, the profile, the
writing access area or the reading access area that you want to connect
to the group.

Click New 4

The Creation of Person Group - Characteristics dialog box opens.
In the Name field, enter the name of the person group.

Example: Marketing.
(With the MEGA Supervisor technical module) In the Writing access
area field, use the drop-down menu to select the value for the writing
access area for the group.

w The Writing Access Area field appears only if there are several
writing access areas.

w  For more details on writing access, see "Managing Data Writing
Access"”, page 297.
(With the MEGA Supervisor technical module) In the Reading access
area field, use the drop-down menu to select the value for the reading
access area for the group.

w By default, at creation, the group is connected to the "Standard"
reading access area. See "Managing Data Reading Access", page 321.

w This field only appears if reading access management has been
activated, see "Managing Data Reading Access", page 321.

Click OK.
The person group is created and listed in the Person Group tab.

You must define this person group, see "Defining a Person Group", page
70.

Creating a person group (Windows Front-End)

To create a person group:

1.

2,

Open the Users management window.

w  See "Opening the user management window (Windows Front-
End)", page 40.

In the Users window, select the Person Groups tab.
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Click New ==.
The Creation of Person Group - Characteristics dialog box opens.
In the Name field, enter the name of the person group.

Example: Marketing.

(With the MEGA Supervisor technical module) In the Writing Access
Area field, use the drop-down menu to select the value for the writing
access area for the group.
w  For more details on writing access, see "Managing Data Writing
Access", page 297.
(With the MEGA Supervisor technical module, if reading accesses
management is activated) In the Reading Access Area field, use the
drop-down menu to select the value for the reading access area for the
group.
w By default, at creation, the group is connected to the "Standard"
reading access area.
w This field only appears if reading access management has been
activated, see "Managing Data Reading Access", page 321.

Click OK.
The person group is created and listed in the Person Groups tab.

You must define this person group, see "Defining a Person Group", page
70.

Defining a Person Group

A Person Group is a list of persons belonging to the same group.

w  See "User Group: Definition", page 21.
w  For detailed information on:
- the characteristics of a person, see "Person Properties”, page 21.

- the characteristics of a person group, see "Person Group Properties”,
page 23.

- the characteristics of a login, see "Login Properties”, page 26.
- the types of person groups, see "Person group types”, page 25.

A person group can be created:

statically

w  See "Connecting one or more persons to a person group”, page 71.
dynamically

w  See "Defining a dynamic person group with LDAP", page 72.

w  see "Defining a dynamic person group with a Macro", page 73.



Managing Users
Creating, setting, and managing users

You can:
e define a default connection group.
w See "Defining a default connection group"”, page 74.
e connect the person group with access to a reading area

m  See "Connecting a person group with access to a reading area (Web
Front-End)", page 74.

e connect the person group with access to a writing area

m  See "Connecting a person group with access to a writing area (Web
Front-End)", page 74.

e (Web Front-End) define the data language of the person group

m  See "Specifying Data Language for a User or User Group (Web
Front-End)", page 145.

To configure a person group, you must:
e assign a business role to the person group

m  See "Assigning a Business Role to a Person Group (Web Front-
End)", page 128.

e configure its login
w See "Configuring a Login", page 75.

Connecting one or more persons to a person group

To connect a on or more persons to a Person Group:
1. Access the properties of the person group you want to configure.
w  See "Viewing Person Group Characteristics", page 49.

2. From the Characteristics tab, in the Person frame, click Connect ﬂ

w To add a person not yet created, click New + .

3. (Optional) In the query wizard, in the second field enter the characters to
find.

a. Click Find [&].

The persons queried are listed.
5. In the result list, select the persons you want to connect.
These persons must have a login.
é A person belonging to a group connects to the application

with its login. A person without a login cannot connect to an
application.

w  Use the [Ctrl] key to select more than one person at the same time.
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6. Click Add.
The person(s) are connected to the person group.

& General - Characteristics Assignments Comment

My
Writing access area: Administrator vy
Writing access area at creation: >
Login: Trainees »

Default connexion group

LDAP Group: >
Persons Computation: v oD
Persons:

o= New o Connect M Reorganize  [B Properties 32 Disconnect

lmm

Trainee1  Trainl@megaco..  trainl

2 Trainee2 trainZ@mega.com  train2
a Trainee 3 train3@meag.com  train3
2 Trainee 4 traind@mega.com  traind
£ >
Page 1 of 1 = fF- Displaying 1 -4 of 4

7. Click OK.

Defining a dynamic person group with LDAP

A Person Group is a list of persons belonging to the same group.
These persons share the same connection characteristics.

A dynamic group is a group that computes group users on the fly.

w  For information on person group types, see "Person group types”,
page 25.
The LDAP Group attribute enables definition of LDAP groups belonging to this

person group. Persons belonging to LDAP groups use the configuration defined on
the person group.
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Prerequisite: the LDAP group is already created.
m  See "LDAP Authentication”, page 133.
To define a dynamic Person Group with LDAP:
1. Open the properties dialog box of the person group.
w  See "Viewing Person Group Characteristics", page 49.

2. Select the Characteristics tab.

3. In the LDAP Group field, click the arrow and connect the required LDAP
group.

4. Click OK.

The dynamic person group is configured with LDAP.

Defining a dynamic person group with a Macro

A Person Group is a list of persons belonging to the same group.
These persons share the same connection characteristics.

A dynamic group is a group that computes group users on the fly.

w  For information on person group types, see "Person group types”,
page 25.

The Computed Persons attribute enables definition of a macro defining a list of
persons connected to this person group. Persons defined by the macro use the
configuration defined on the person group.

To define a dynamic Person Group with a macro:
1. Open the properties dialog box of the person group.
w  See "Viewing Person Group Characteristics", page 49.

Select the Characteristics tab.
3. In the Computed Persons field, click the arrow and connect the
required macro.

N

Example of macro with login "sec" belonging to group "dev":

M Macro Macro-Dynamic-PersonGroup - Script Editor
File Edit View Execute Help

MBS A0 BS O

Function IslserExists [(omPersonGroup, sLogin)
IsllserExists = False
if slogin = "sec" then
Isllserkxzists = True
end if

End Function

Lr 1, Cal 1 Execute | Close

omPersonGroup represents the person group object executing
the query.

sLogin represents the authentication login of the person.

4. Click OK.
The dynamic person group is configured with a macro.
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Defining a default connection group

A Person Group is a list of persons belonging to the same group.
These persons share the same connection characteristics.

w  For information on person group types, see "Person group types”,
page 25.

A default person group is required for persons with the "Belongs to a person group"
attribute selected, but who are not listed in any group.

To define a Default connection group:

1.

2,
3.

Open the properties dialog box of the person group.

w  See "Viewing Person Group Characteristics", page 49.

Select the Characteristics tab.
Select Default connection group option.

Connecting a person group with access to a writing area (Web Front-End)

w Managing writing access areas is available with the MEGA
Supervisor technical module only. See "Managing Data Writing
Access", page 297.

m  To connect a person group to a writing access area, see also
"Creating a Person Group", page 68.

To connect a person to a writing access area:

1.

w

Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

Select the Persons by writing access area sub-folder.
In the edit area, select a writing access area.

Click Connect ﬂ

w To add a person group not yet created, click New + ‘

(Optional) In the query wizard, in the second field enter the characters to
find.

Click Find [B]-

The person groups queried are listed.
In the result list, select the person group you want to connect.
w  You can select more than one person group.
Click Add.
The person groups selected are connected to the writing access area
selected.

Connecting a person group with access to a reading area (Web Front-End)

w Managing reading access areas is only available with the MEGA

Supervisor technical module. See "Managing Data Reading Access”,
page 321.

w To connect a person group to a reading access area, see also
"Creating a Person Group", page 68.
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To connect a person group with a reading access area:

1.

© N

Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

Select the Persons by reading access area sub-folder.
In the edit area, select a reading access area.

Click Connect ﬂ

w To add a person group not yet created, click New + ‘

(Optional) In the query wizard, in the second field enter the characters to
find.

Click Find [B]-

The person groups queried are listed.
In the result list, select the person group you want to connect.
w  You can select more than one person group.

Click Add.
The person groups selected are connected to the reading access area
selected.

Configuring a Login

From the login properties dialog box, you can:

w  See "Login Properties"”, page 26.

define the login name, the user code associated with login and the login
holder

m See step 1.
modify user repository access definition mode
™  See step 2.
modify user status (inactive)
m  See step 3.
restrict user access to certain products
™  See step 4.
modify user authentication mode
m  See step 5.
restrict user repository access rights
m  See "Restricting User Repository Access Rights"”, page 83.

(in operating mode: definition of profiles on login of persons see
"Definition of profiles to persons mode", page 93) give a profile to a user,
i.e. connect the user login to a profile.

& At least one profile must be connected to the login.

=  See step 6.
w  See "Connecting Users to a Profile", page 115.
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To configure a login:

1.

9.

Display the Characteristics tab of the login properties.
m  See "Viewing Login Characteristics", page 51.

e The login Name and User Code attributes are already created, but
you can modify these if necessary.
A login is unique and defined for a person or person group.
Ll The user code is the short identifier (upper case) of the user. It
serves as a basis for naming user private workspaces.
e The Login Holder represents the person or person group associated
with this login.
(Optional) Modify the value of the Repository Access Definition Mode
field. The default value is "Implicit Access".
m  See "Repository access definition mode"”, page 27.
(Optional) The value of the Status field defines if the user is active or
not.
(Optional) In the Command Line field, define the products available to
which the user has access.
To restrict user access to products A and B, enter the command:
/RW’<accessible Product A code>;<accessible Product B code>;<...>

’

For example: You have licenses for products MEGA Process,
MEGA Architecture: and other MEGA products. To authorize
only the MEGA Process and MEGA Architecture: modules to a
user, enter: /RW’'PRO;ARC’
m To determine the product code, see "Product Codes", page 384.
& Ifa useris connected to a profile and the user and profile
each have access to products restricted by the Command Line
attribute, the products accessible to the user are at the

intersection of the values of the Command Line attribute of the
user (on his/her login) and profile.

(Optional) In the Authentication Mode field, click the arrow and modify
the authentication mode. The default value is "MEGA".

m  See "Authentication mode", page 28.

(in operating mode: definition of profiles on login of persons, see
"Definition of profiles to persons mode", page 93) In the Profile frame,

click Connect ﬂ

& A user without a profile cannot connect to MEGA. You must
connect at least one profile to the login.

A wizard lists available profiles.

(Optional) To restrict the query, in the second field select characters of

the profile to be queried and click Find @
In the list of profiles select the profile(s) you want to connect to the
login.

w  Use the [Ctrl] key to select more than one profile at the same time.

Click Add.
The selected profiles are connected to the user login.

10. Click Apply.
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Modifying User Properties

You can modify user properties. For each user you can modify properties of:
e person:

its name

image

e-mail address

telephone number

initials

data language

writing access area

reading access area

login

group
w  See "Person Properties”, page 21.
w  See "Viewing Person Characteristics", page 47.
m  See "Configuring a Person", page 61.

e login:

its name
user code
& To assure consistent actions history, the user code should
not be modified.
repository access definition mode
status
accessible products (Command Line)
authentication mode
accessible repositories
profiles
w See "Login Properties"”, page 26.
w  See "Viewing Login Characteristics"”, page 51.
m See "Configuring a Login", page 75.
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Modifying User Group Properties

You can modify properties of a user group. For each user group you can modify
properties of:
e person group:
name
writing access area
reading access area
login
if it is default connection group
group type (LDAP group, computed person group or persons directly
connected to group)
e persons owned in the group

m  See "Person Group Properties", page 23.

w  See "Viewing Person Group Characteristics", page 49.
w  See "Defining a Person Group", page 70.
w  See "Defining a dynamic person group with LDAP", page 72.
wm  See "Defining a dynamic person group with a Macro", page 73.
e Jogin:
® name

e user code

e repository access definition mode

e status

e accessible products (Command Line)

e authentication mode

e accessible repositories

e profiles
m  See "Login Properties", page 26.
m  See "Viewing Login Characteristics", page 51.
w See "Configuring a Login", page 75.

Transferring the Responsibilities of a Person (Web Front-End)

From the Administration desktop (Web Front-End), you can transfer all or part of
a user responsibilities to one or more users.

The responsibilities transferred are deleted from the source user. To keep the
responsibilities you can duplicate the responsibilities of the source user.

w  See "Duplicating the Responsibilities of a Person (Web Front-End)",
page 79.

To transfer the responsibilities from one person to another:
1. Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

2. Select a Persons sub-folder.
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In the list of persons, select the person for whom you want to transfer
the responsibilities and click Transfer responsibilities.

m  You can select more than one person.
The responsibilities transfer wizard opens.

(If required) Select the person then click Properties u to view or
modify the assignments of the source person.

Click Next.

Click Add.

(Optional) In the query wizard, in the second field enter the characters to
find.

Click Find [EJ].
Select the person to whom you want to transfer the responsibilities.
w  You can select more than one person.

é 1f you select more than one target user, only the object

assignments that can be assigned to more than one person and
the connection business roles are offered.

Click Add.

Click Next.

In the Connection Business Roles frame, select the business roles that
you want to transfer to the target user (or to the selected persons).

In the Object Assignments frame, select the object assignments that
you want to transfer.

Click OK.

The assignments selected are deleted from the source user (or source
users) and transferred to the target user (or target users).

Duplicating the Responsibilities of a Person (Web Front-End)

From the Administration desktop (Web Front-End), you can duplicate the
responsibilities from one user to one or more users.

To duplicate the responsibilities from one person to another:

1.

Lol

Noo

Access the User Management pages.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
Select a Persons sub-folder.
In the list of persons, select the person for whom you want to duplicate
the responsibilities and click Duplicate responsibilities.
w  You can select more than one person.

The responsibilities duplication wizard opens.

(If required) Select the person then click Properties u to view or
modify the assignments of the source person.

Click Next.

Click Add.

(Optional) In the query wizard, in the second field enter the characters to
find.
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10.
1.
12.
13.

14.

Click Find [EJ].
Select the person to whom you want to duplicate the responsibilities.
w  You can select more than one person.

¢ Only the object assignments that can be assigned to more
than one person and the connection business roles are offered.

Click Add.

Click Next.

In the Connection Business Roles frame, select the business roles that
you want to assign to the target user (or to the selected persons).

In the Object Assignments frame, select the object assignments that
you want to duplicate.

Click OK.

The assignments are assigned to the target user (or target users).

Connecting a Person to a Writing Access Area (Web Front-End)

w  Managing writing access areas is available with the MEGA
Supervisor technical module only. See "Managing Data Writing
Access", page 297.

m To connect a person to a writing access area, see also "Configuring
a Person", page 61.

To connect a person to a writing access area:

1.

Lol

Access the User Management pages.

w See "Accessing the User Management Pages (Web Front-End)",
page 31.

Select the Persons by writing access area sub-folder.
In the edit area, select a writing access area.

Click Connect ﬂ

w To add a person not yet created, click New + ‘

(Optional) In the query wizard, in the second field enter the characters to
find.

Click Find [EJ].

The persons queried are listed.
In the result list, select the person you want to connect.
w  You can select more than one person.

Click Add.
The persons selected are connected to the selected writing access area.
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Connecting a Person to a Reading Access Area (Web Front-End)

w Managing reading access areas is only available with the MEGA
Supervisor technical module. See "Managing Data Reading Access”,
page 321.

w  To connect a person to a reading access area, see also "Configuring
a Person", page 61.

To connect a person to a reading access area:

1.

wn

Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

Select the Persons by writing access area sub-folder.
In the edit area, select a reading access area.

Click Connect ﬂ

w To add a person not yet created, click New +

(Optional) In the query wizard, in the second field enter the characters to
find.

Click Find [E]].

The persons queried are listed.

In the result list, select the person you want to connect.
w  You can select more than one person.

Click Add.

The persons selected are connected to the selected reading access area.

Preventing User Connection

When you no longer want a user to connect to MEGA, but want to retain trace of
his/her actions, you must render the user inactive but not delete it from your

repository.

To render a user inactive:

1. Open the Characteristics tab of the login properties dialog box.
w  See "Viewing Login Characteristics", page 51.

2. In the Status field, select "Inactive".

3. Click Apply.

Deleting Users

& When you delete a user from the repository, the commands
connected to this user become orphans and you lose part of the
history saved in logs. To remove a user but keep its history of
commands, see "Preventing User Connection", page 81.

81



82

To delete a user:
1. Access the User Management page.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

m  See "Opening the user management window (Windows Front-
End)", page 40.

2. In the Persons tab, select the person to be deleted and click Delete X .
w  You can select more than one.
The Delete Objects dialog box opens.

3. (If necessary) In the Delete column, modify the deletion selection of a
person and her/his login.

4. Click Delete to confirm deletion.
The person and login are deleted from the repository.

& All traces of user actions are lost.

Creating or Modifying a User Password (Windows Front-End)

m To manage the password of a Web user, see "Initializing and
managing the password of a Web user", page 142:

By default, the user does not have a password.

w  Only a user with Administrator type profile has management
rights. He is the only user type that can create a user password. To
grant administrator access rights to a user, see "Configuring a Login",
page 75.

The password can be modified later:
e from MEGA, by the user, from the MEGA connection dialog box.

e from MEGA Administration by the Administrator, notably when the
user has forgotten his/her password.

To create or modify the password of a user (Windows Front-End):
1. Open the Users management window.

m  See "Opening the user management window (Windows Front-
End)", page 40.

2. Select the Logins tab.
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3. In the logins list, right-click the login concerned and select Password.
The Change User Password dialog box opens.

£ Change user password
Name:  ATN OK

Password Cancel

Enter password:

s,

Help

Enter password if you wish

4. Enter the password you want to assign to the user.
w Do not use separation character (“V”, “$”, “@”, “”, “}").
Password confirmation entry is required.
w [f the two entries are not identical, the entry must be corrected.
5. Click OK.
The user password is saved.

Restricting User Repository Access Rights

Access rights to environment repositories are defined by the profile with which the
user connects to the repository.

w  See "Configuring a Profile", page 109.
If repository access rights are also defined on the login of a user, these rights are

added to restrictions on rights defined on the profile. Access rights defined on the
login cannot extend those defined on the profile.

Restricting user repository access rights (Web Front-End)

To restrict user access rights to environment repositories:
1. Access the properties pages of the login for the person concerned.
w  See "Viewing login characteristics (Web Front-End)", page 52.

Select the Repositories tab.

3. For each repository concerned, modify the value of the Access Rights
field, and in the drop-down list select its value (Not accessible or
Read-only if you want to restrict access to the repository concerned).

N

w See "Login Properties"”, page 26.
4. Click save [&]-
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Restricting user repository access rights (Windows Front-End)

To restrict user access rights to environment repositories:

w  Alternatively, you can restrict user repository access rights from
the Login properties dialog box in the Repositories tab.

1. Display the user management window.

m  See "Opening the user management window (Windows Front-
End)", page 40.

Select the Logins tab.

In the Login frame, select the login concerned.

In the menu bar of the MEGA Repositories/Profiles frame, click

MEGA Repositories ﬂl
5. For each repository concerned, modify the value of the Access Rights
field, and in the drop-down list select its value (Not accessible or
Read-only if you want to restrict access to the repository concerned).
w See "Login Properties"”, page 26.
6. Click OK.

Ll ol

Exporting and Comparing Repository Users

You can export and compare repository users. This can be useful for example to
copy users and their characteristics associated with an environment into another
environment.
To:
e export the log of a user:
w  See "Exporting MEGA Objects"”, page 260.
e compare users of a repository with another repository:
mw  See "Comparing Environments”, page 234.
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MANAGING USER OPTIONS

For specific requirements, you can modify default values of certain Options (see
"Accessing Options", page 368).

Configuring metamodel access

With the Metamodel Access option (accessible from Options > Repository) you
can restrict the view of MEGA objects or functions according to user skill level.

This option can be defined at environment, profile or user level according to the
requirement.

Metamodel access levels are:
e Beginner
For introduction to MEGA. Only basic objects are visible. This level allows
very simple modeling.
e Intermediate (default value)
For standard use of MEGA. Almost all object types, links and non-
technical attributes are visible.
e Advanced
For advanced use of MEGA. All objects, links and non-technical attributes
are visible, including those that require advanced skills for their use. Only
object types and attributes which are present only for compatibility with
previous versions are filtered. Certain technical object types are visible.
The user can carry out simple customizations of the MEGA platform.
For example, this level enables access to:
e certain navigation windows, with a restricted view of objects
(MetaStudio, Utilities)
e the Administration navigation window, which gives access to reading
and writing access areas.
e the Repository Activity (Navigation window in MEGA,
Administration desktop page (Web Front-End)).
e Expert
This level displays all object types, links, and attributes, as well as the
abstract metamodel. All MEGA platform customizations are available.

é& Specify this access level only for a highly expert user or a
particular profile (e.g.: MEGA Customizer).
This is the level for example that offers:
e all functions of HOPEX Studio (MetaStudio navigation window)
e report template creation (Utilities navigation window)
e certain advanced commands (eg: update logfile export at particular
intervals).
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Authorizing Deletion of a Published Object

Users working in a public workspace can delete objects.

By default, users working in a private workspace are not authorized to delete
dispatched objects, even if these have been created by the user wishing to delete.

The Authorize dispatched object deletion from private workspace allows the
user to delete dispatched objects from a private workspace, irrespective of the
creator.

This authorization complements object deletion rights defined elsewhere for the
profile or user.

Authorizing MEGA Data Modification

é This option should only be selected in certain highly specific
cases, at debugging operations or at MEGA request, and for a
temporary period.

This option authorizes modification of the MEGA metamodel or any other MEGA
technical object. Modifying a MEGA object can generate errors at MEGA upgrades,
import of correctives, etc.

é& Specify this access level only for a highly expert user or
highly advanced profile.

Managing User Inactivity

You can specify for how long user session time can remain inactive before closing.

© This option can be useful for example for security requirements, or
to ensure that all sessions are closed before starting a batch program.

By default, user inactivity management is not activated.

Activating/Deactivating user inactivity management

To activate/deactivate user inactivity management:
1. Access Options at the environment level.
m  See "Accessing Options”, page 368.
2. In the tree of Options, select Workspace.
3. In the right pane:
e to activate user inactivity management, select Automatic Session
Timeout.
e to deactivate user inactivity management, clear Automatic Session
Timeout.



Managing Users
Managing User Options

Managing user inactivity

User inactivity management is taken into account if the Inactivity Management
option is selected.

m  See "Activating/Deactivating user inactivity management", page
86.

To manage user inactivity:
1. Access Options at the environment level.
w  See "Accessing Options", page 368.
2. In the tree of Options, select Workspace.
3. In the right pane, select values for options:
w  Duration of inactivity requiring authentication must be less than
that closing MEGA.
e Period of inactivity requiring authentication
When this duration has been reached, the user receives a message
requesting authentication.

w This duration warns the user before he/she is disconnected if the
Duration of inactivity before closing MEGA option has been
specified.
e Duration of inactivity before closing MEGA
When this duration has been reached, the user is disconnected and MEGA
closes without warning.
w  So that the user is warned of disconnection, the Period of

inactivity requiring authentication must be specified and its value
less than that of the Duration of inactivity before closing MEGA.
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MANAGING PROFILES AND BUSINESS ROLES

w  Management of profiles and business roles is available only with the
MEGA Supervisor technical module.

Profiles and business roles are managed in the MEGA administration applications:
the MEGA Administration application (Windows-Front-End) or the MEGA
Administration desktop (Web Front-End).

A profile defines what a person can see or not see and do or not do
in tools, and how he/she sees and can do it. The profile defines options,
access rights to repositories and products, read/write and read-only
rights on objects. All users with the same profile share these same
options and rights. A user can have several profiles. A profile is available
for all repositories in a single environment.

A business role defines a function of a person in a business sense. A
person can have several business roles. Business roles are only
considered when the "Management of assignment of business roles to
persons" option is activated (default mode) A profile can be associated
with a business role. Assigning a person a business role with which a
profile is associated indirectly assigns this profile to this person. A
business role is specific to a repository.

The following points are detailed here:
e introduction to profiles and business roles

"Introduction to Business Roles and Profiles", page 89

"Profiles Supplied", page 94

"Business Roles Supplied", page 98

"Without Management of Assignment of Business Roles to Persons”,
page 99

e profiles

"Profile Properties", page 102

"Creating a profile (Web Front-End)", page 105

"Customizing an Existing Profile/Creating a Profile from an Existing
Profile", page 106

"Viewing Profile Characteristics", page 107

"Configuring a Profile", page 109

"Connecting Users to a Profile", page 115

"Defining Profile Repository Access Rights", page 116

"Defining Connection Repository Snapshot for a Profile", page 117
"Deleting a Profile", page 118

e business roles

"Business Role Properties", page 119

"Creating Business Roles", page 120

"Defining Business Role Characteristics", page 120
"Configuring a Business Role (Object Assignment)", page 122
"Configuring a Business Role (Connection)", page 122
"Assigning a business role to a person", page 123

"Deleting a Business Role", page 128
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You can also:
e copy/explore a profile
e manage a profile (enables export, comparison and merge of profiles)
To:
e modify profile options
w see "Managing Options", page 365.
¢ manage metamodel filters at profile level
m  see "Managing UI Access (Permissions)", page 282.

Introduction to Business Roles and Profiles

See:
e "Business role", page 89
e "Profile", page 90
e "Profile - Business role", page 90
e "Assignment of business roles to persons mode", page 91
e "Definition of profiles to persons mode", page 93

Business role

w In the case of definition of profiles on login of persons, business
roles are not taken into consideration, see "Definition of profiles to
persons mode", page 93 and "Without Management of Assignment of
Business Roles to Persons”, page 99.

A business role defines the function of a person or person group in the enterprise
(example: Risk Manager, Enterprise Architect).

Assignment of a business role is defined at repository level. Assignment of a
business role to a person can therefore be different in each repository of the
environment.

Business role and connection:

To each person or person group, you must assign a business role so that this person
or person group can connect to a MEGA application. By default, no business role is
assigned to a person or person group.

Only a business role connected to a profile enables connection. Each business role
serving for connection is associated with only one profile.

m  Several business roles can be connected to the same profile.

m  See "Configuring a Business Role (Connection)", page 122.

w  See "Assignment of business roles to persons mode", page 91.
Business role and object assignment:
An object assignment business role is used to assign a task to a person (example:

an audit mission, action plan) and where appropriate for a specific location
(example: Paris agency).

w  See "Configuring a Business Role (Connection)", page 122.
m See "Assigning an Object to a Person”, page 125.
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Profile
A profile defines access rights to repositories, to user interfaces, and to data.
A user must have at least one profile to be able to connect to a MEGA application.

When the Management of assignment of business roles to persons option is:

e selected (default mode), the profile is connected to the business role,
which is assigned to the person.

e cleared, the user profile is directly defined on the login of the person.
By default, no profile is connected to the login of a user.

A user of administrator type must always be directly connected to the Administrator
profile to be able to connect to the Administration application.

Profile - Business role

Business roles are assigned to persons or person groups. The assignment manages
the link between person or person group and business role.

; Person
m Assignment  —

Assigned object Assignment location
(e.g.: Control, Action Plan, Audit, etc.) (e.g.: Org-unit, etc.)

E I

By default, the Management of assignment of business roles to persons
option is selected. This option is necessary for working with MEGA Solutions such
as risk management and audit.

Depending on business solutions implemented, localization of assignments may not
be used, and the same assignments will be shared by all environment repositories.
In this case, there is no need for this option and you can clear it. Profiles are then
managed by direct link of profiles on login of the person or person group.

w  To select this profile management mode, see "Without Management
of Assignment of Business Roles to Persons”, page 99.
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The connection schema of a user to a MEGA application varies according to selection

or not of the Management of assignment of business roles to persons
(environment option):

e selected option (default value): "Assignment of business roles to persons
mode", page 91

e cleared option: "Definition of profiles to persons mode", page 93

w  See "Without Management of Assignment of Business Roles to
Persons", page 99.

Assignment of business roles to persons mode

The Management of assignment of business roles to persons option is

selected (default mode). In this case, you must assign a business role to the person.
To connect to MEGA:

e the person must have a login

w  See "Creating Users", page 65.
e the person must have at least one business role

m See "Assigning a business role to a person”, page 123.

w  See "Configuring a Business Role (Object Assignment)”, page 122.
e this business role must be connected to a profile

w  See "Configuring a Business Role (Connection)", page 122.
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The profile is connected to the business role that is connected to the person by
assignments.

MEGA Hopex
Administrator WIOODS William KOCH Thomas DURAND Piarre

Person: TQDD Clara Person: WOODS William Person: KOCH Thomas Person: DURAMD Pierre
Login: CTD Login: WWS Login: TKH Login: [

Business role; Business role: Business role: Business role: Business role:

Mega Administrator Busines Manager Enterprise Architect RiskManager Audit Director
| Profile: MEGA Administrator | ‘ Profile: EA Standard ‘ | Profile: Risk Manager ‘ ‘ Profile: Audit Director

h 4
K MEGA LN MEGA ] MEGA GRC
Administration .1!.#—3 ; -
gy Architecture i_ Y Solutions

In the above example:

e (Clara TODD has a login connected to the MEGA Administrator business
role (connected to MEGA Administrator profile):
she can connect only to Administration applications (Windows Front-
End and Web-Front-End).

e William WOODS has a login connected to Business User and
Enterprise Architect business roles (connected to EA Standard
profile):
he can connect only to the MEGA Architecture: application.

e Thomas KOCH has a login connected to business roles Enterprise
Architect (connected to EA Standard profile), Risk Manager
(connected to ERM Risk Manager profile) and Audit Director
(connected to Audit Director profile):
he can connect to applications MEGA Architecture: and MEGA GRC
Solutions.

e Pierre DURAND does not have a login:
he cannot connect to MEGA.
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Definition of profiles to persons mode

w  See "Without Management of Assignment of Business Roles to
Persons", page 99.

When the Management of assignment of business roles to persons option is
cleared, profiles are directly managed on the login of the person. To connect to
MEGA:

e the person must have a login
w See "Creating Users", page 65.

e the login of the person must be connected to at least one profile.
w See "Configuring a Login", page 75.

MEGA Hopex

Administrator WO0Ds William KOCH Thomas DURAND Pierre
Person: TODD Clara Person: WOODS William Person: KOCH Thomas Person: DURAND Pierre
Login: CTD Login: WW5S Login: TKH Login: /

| Profile: MEGA Administrator | | Profile: EA Standard | Profile; MEGA Customizer
l h 4
P B MEGA EEW HOPEX Solutions
_“I;-rl::: Administration m§3 M.EGA ﬁ
= gy Architecture H

In the above example:

e (Clara TODD has a login connected to the MEGA Administrator profile:
she can connect only to Administration applications (Windows Front-
End and Web-Front-End).

e William WOODS has a login connected to EA Standard profile:
he can connect only to the MEGA Architecture: application.

e Thomas KOCH has a login connected to EA Standard and MEGA
Customizer profiles:
he can connect to MEGA Architecture: and HOPEX Solutions
applications.

e Pierre DURAND does not have a login:
he cannot connect to MEGA.

93



Profiles Supplied

Profiles are supplied at installation with defined rights and access to applications:

e Administration profiles:
These profiles provide access only to the Administration applications
(Web Front-End and Windows Front-End).

When several users with a MEGA Administration profile connect to MEGA
Administration at the same time, certain actions are exclusive (example:
user management).

e MEGA Administrator
w  See "MEGA Administrator profile", page 94.
e MEGA Administrator - Production
w  See "MEGA Administrator - Production profile", page 95.
e User Management Administrator
w  See "User Management Administrator profile", page 95.
e User Management Web Administrator
w  See "User Management Web Administrator profile", page 96.
e Repository Management Administrator
w  See "Repository Management Administrator profile", page 98.

e other profiles specific to each application, such as:
e EA Standard, which gives access to MEGA

w See "EA Standard profile”, page 98.

e Explorer (Writing)/Explorer (Reading), which give access to
HOPEX Explorer.

e Teamwork User, which gives access to HOPEX Collaboration
Manager.

e Audit Director, which gives access to HOPEX Internal Audit.

w [f necessary you can modify the rights and access to applications
defined on these profiles, see "Customizing an Existing Profile/Creating

4

a Profile from an Existing Profile", page 106 and "Configuring a Profile”,
page 109.

MEGA Administrator profile

w |When several users with a MEGA Administrator profile connect to
MEGA Administration at the same time, certain actions are exclusive
(example: user management).
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The MEGA Administrator accumulates the rights:
e of the User Management Administrator profile
w  See "User Management Administrator profile", page 95.
e of the Repository Management Administrator
m  See "Repository Management Administrator profile", page 98.

e (Windows Front-End) of management:
e of an environment:
w  See "Managing Environments", page 221.

e of objects
w See "Managing objects", page 259.

MEGA Administrator - Production profile

The MEGA Administrator - Production profile is the equivalent of the MEGA
Administrator profile without permission management rights.

User Management Administrator profile
The User Management Administrator profile gives access to:

e user management
e tools
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It is used to create, configure and modify the properties:
e of a user:
A user is a person (or person group) with a login.
e Person
w See "Configuring a Person”, page 61.
e Login
w  See "Creating Users", page 65.
w See "Configuring a Login", page 75.
e of a user group:

L A Person Group groups persons in a group. These persons share
the same connection characteristics.

e Person group
w  See "Creating a Person Group", page 68.
See "Defining a Person Group", page 70.
See "Defining a dynamic person group with LDAP", page 72.

LI |

See "Defining a dynamic person group with a Macro", page 73.
e Login
m  See "Configuring a Login", page 75.
e of a Profile
w See "Creating a Profile", page 105.
w  See "Configuring a Profile", page 109.
e of a Business Role (assignment of business roles to persons)
w See "Creating Business Roles", page 120.
w  See "Configuring a Business Role (Object Assignment)”, page 122.
It is also used to perform tasks linked to Tools:
e Excel file import/export

mw See MEGA Common Features guide, "Exchanging Data With
Excel" chapter.

e XMG/MGL/MGR file import/export

w  See "Importing command files", page 162.

w  See "Exporting Objects", page 260.
e Visio file import

w  See HOPEX Studio Visio Import technical article.
e use of the Scheduler

m See HOPEX Studio - Scheduler guide.

User Management Web Administrator profile

The User Management Web Administrator profile gives access to:

e user management
e |ock management
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It is used to create, configure and modify the properties:

of a user:
A user is a person (or person group) with a login.
e Person
w See "Configuring a Person”, page 61.
e Login
m See "Creating Users", page 65.
w  See "Configuring a Login", page 75.
of a user group:

L A person Group groups persons in a group. These persons share
the same connection characteristics.

e Person group
w See "Creating a Person Group", page 68.

w See "Defining a Person Group", page 70.
w  See "Defining a dynamic person group with LDAP", page 72.
w  See "Defining a dynamic person group with a Macro", page 73.
e Login
m See "Configuring a Login", page 75.
of a Profile

w See "Creating a Profile", page 105.
w  See "Configuring a Profile", page 109.

of a Business Role (assignment of business roles to persons)
w See "Creating Business Roles", page 120.

w  See "Configuring a Business Role (Object Assignment)”, page 122.

It gives access to lock management.

w See "Managing Locks", page 215.
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Repository Management Administrator profile

The Repository Management Administrator profile gives access to:
e repository management
w See "Managing Repositories", page 137.
e workspace management
w See "Managing Private Workspaces", page 185.
e tasks relating to Permissions
m  See "Managing UI Access (Permissions)", page 282.
e tasks linked to Tools:
e Excel file import/export

w See MEGA Common Featuresguide, "Exchanging Data With
Excel” chapter.

e XMG/MGL/MGR file import/export

w  See "Importing command files", page 162.

m  See "Exporting Objects"”, page 260.
e Visio file import

w  See HOPEX Studio Visio Import technical article.
e use of the Scheduler

w See HOPEX Studio - Scheduler guide.

EA Standard profile

EA Standard profile gives access to applications:

e MEGA (Windows Front-End)
e MEGA (Web Front-End), other than solutions

By default, EA Standard profile cannot configure or modify properties of users or
user groups.

Business Roles Supplied

w  Business roles are supplied, in the case of mode: assignment of
business roles by assignment of business roles to persons, see
"Assignment of business roles to persons mode", page 91.

Business roles supplied at installation with rights and access to defined applications
are:

MEGA Administrator

MEGA Administrator - Production

User Management Web Administrator

business roles associated with specific applications
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MEGA Administrator business role

MEGA Administrator business role is connected to MEGA Administrator profile.
w  See "MEGA Administrator profile", page 94.
& sSothata person with business role MEGA Administrator

can access administration applications (Windows Front-End and
Web Front-End) you must configure its login.

m  See "Configuring the MEGA Administrator business role", page 123.

MEGA Administrator - Production business role

MEGA Administrator - Production business role is connected to the MEGA
Administrator profile.

w  See "MEGA Administrator - Production profile", page 95.

User Management Web Administrator business role
The User Management Web Administrator business role is connected to the
User Management Web Administrator profile.
w  See "User Management Web Administrator profile", page 96.

Other business roles

Other business roles are supplied with each specific application, for example the
business role:

e Enterprise Architect, connected to EA Standard profile.
w See "EA Standard profile", page 98.

e Explorer (Writing)/Explorer (Reading), connected to profiles
Explorer (Writing)/Explorer (Reading) which give access to HOPEX
Explorer.

e Workflow Participant, connected to Teamwork User profile, which
gives access to HOPEX Collaboration Manager.

e Audit Director, connected to Audit Director profile, which gives access
to HOPEX Internal Audit

Without Management of Assignment of Business Roles to Persons

By default in environment options, the Management of assignment of business
roles to persons option is selected. This option is necessary for working with
MEGA Solutions such as risk management and audit.

Depending on business solutions implemented, localization of assignments may not
be used, and the same assignments will be shared by all environment repositories.
In this case, there is no need for this option and you can clear it.
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See:
e "Without Management of Assignment of Business Roles (Web Front-
End)", page 100
e "Without Management of Assignment of Business Roles (Windows Front-
End)", page 100

Without Management of Assignment of Business Roles (Web Front-End)

To not manage the assignment of business roles to persons:
1. Connect to the MEGA Administration desktop (Web Front-End).

m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

2. In the edit area, click Environment Options.
The environment options window opens.

3. Expand the Installation folder and select Manage Users.

4. Clear the Management of assignment of business roles to persons
option.

5. Click OK.

w SO that the option is taken into account, you must close then
reopen MEGA Administration.

Profiles available for a user are those connected to his/her login.
Assignment of business roles is no longer available.

The following modifications appear:
e in the User Management pane:

e the Persons by profile and Person groups by profile sub-folders
replace the Persons by business role and Person groups by
business role sub-folders.

e The Business Roles folder disappears.

You must connect profiles to login of persons, see "Configuring a Login",

page 75.

e inthe

e Person Management page, the Assign Business Roles
(Connection) button disappears.

e properties of a person, the Assignments tab disappears.

You can no longer assign business roles (connection) to persons.

e in the Characteristics tab of login properties:
e the Profile attribute appears.
e the Administrator Profile attribute disappears.

Without Management of Assignment of Business Roles (Windows Front-End)

To not manage the assignment of business roles to persons:
1. From MEGA Administration, connect to the desired environment.
m  See "Connecting to an Environment", page 5.

2. Right-click the environment name and select Options > Modify.
The environment options window opens.

3. Expand the Installation folder and select Manage Users.
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4. Clear the Management of assignment of business roles to persons
option.
5. Click OK.
w SO that the option is taken into account, you must close then
reopen MEGA Administration.
Profiles available for a user are those connected to his/her login.
Assignment of business roles is no longer available.

The following modifications appear:
e in each repository of the environment (see "Accessing Repositories”,
page 138), the Assignment of Business Roles folder disappears.
You can no longer assign business roles to persons.

-1y Repositories
+ g SystemDb [EN]

MEGA (Tutorial) [EM]
M Workspaces

3} Locks

e in the User management folder, the Business Roles and Profiles
folder becomes Profiles
You must connect profiles to login of persons, see "Configuring a Login",
page 75.

- éa Lser management
]ﬁa Users
&
& LI access
ﬂ:} Data writing access
g Data reading access
= LDAP Servers

e the Business Roles and Profiles management window becomes the
Profiles management window (see "Opening the business roles and
profiles management window (Windows Front-End)", page 44) and the

101



Business Roles tab disappears.
Profiles ‘

Profile:

+ BX&RA

Mame Command Line

«ff, Action Owner

7 Action Plan Creator
- ction Flan Manager
_ﬁ Action Plan Owner
0 Action Plan User

W Advisor
571 APM Reader SRV APM'
Application Owner R ARM'
L Application Portfolio Manager JRWAPM'
Assessment Designer
= Assessment Manaoer
Repositary:
B AR
Mame Profile Access F| Profile Connection Snapsh
= MEGA (Tutorial) Read/Write

e in the Characteristics tab of login properties:
e the Profile attribute appears.
e the Administrator Profile attribute disappears.

Profile Properties

Creation of profiles enables definition of the same connection rights to a set of
users:
e repository access rights
w  See "Profile repository access rights", page 104.
e access rights restricted to certain products
m  See "Products accessible on the license (Command Line)", page 28.

& If auser already has access rights restricted by the
Command Line attribute on his/her Login (see "Viewing Login
Characteristics", page 51), the products accessible to this user
are at the intersection of values of the Command Line attribute

of the user login and profile.
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access rights to certain Web applications
connection repository snapshot (available for a profile with repository

reading access (example: HOPEX Explorer)

m  See "Connection repository snapshot of the profile", page 105.

Managing Users

Managing Profiles and Business Roles

To manage profiles, see "Managing Profiles and Business Roles", page 88.

Name

The Name of a profile can comprise letters, figures and/or special characters.

Products accessible on the license (Command Line)

The Command Line field enables definition of products that can be accessed by
users with the current profile.

Format of the command is:

/RW’<accessible Product A code>,; <accessible Product B code>;<...>’

For example: You have licenses for products MEGA Process,

MEGA
only
that

Architecture:

and other MEGA products.
MEGA Process and MEGA Architecture:
have this profile,

enter:

To authorize
modules to users
/RW’ PRO; ARC’

m To determine the product code, see "Product Codes", page 384.

& If a user already has access rights restricted by the
Command Line attribute on his/her Login (see "Viewing Login

Characteristics", page 51), the products accessible to this user
are at the intersection of values of the Command Line attribute
of the user login and profile.

MEGA Process

Profile 1 Profile 2
L RW:/'Pro’ none
order
User A RW:/'PRO;ARC’ user A has access to user A has access to
MEGA Process MEGA Process and
MEGA Architecture:
User B RW:/'PRO;ARC’ user B cannot access user B has access to
any product MEGA Architecture:
User C none user C has access to user C can access all

products

for which he/she has
the license

(MEGA Process and

MEGA Architecture:

Restrictions on products for users and profiles that have licenses for MEGA Process and MEGA

Architecture:
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Assignable
The Assignable attribute defines if the profile is assignable to a Login or not.
Certain profiles are created to aggregate other profiles.

© This attribute enables filtering of profiles and improves visibility of

profiles to be assigned.

w  The default value is "No".

Administrator profile
Only the user whose current profile has the Administrator Profile attribute with

value "Yes" can:
e grant administrator profile to another user.

e declare a profile as administrator.
That is, specify value "Yes" for the Administrator Profile attribute of any

profile.
The default value of Administrator Profile is "No".

Profile status
The Profile Status attribute is used to define the profile as inactive if necessary.

_GUIName
The _GUIName attribute enables definition of the profile name display in the
interface.

MetaPicture

The MetaPicture attribute enables customization of the icon representing the
current profile.

Logins
The Logins frame lists all users connected to the current profile.

Profile repository access rights
At creation, a profile can access all repositories by default.
Profile user access rights to environment repositories can be restricted by the
administrator. He can:
e authorize repository update (Read/Write)
e prohibit repository update (Read-only)
e prohibit repository access (Not accessible)
& If a user already has repository access rights restricted by
those defined on his/her login, only the restricted access rights
will be added to those defined on the profile.

wm  See "Defining Profile Repository Access Rights", page 116.
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Connection repository snapshot of the profile
For a profile with reading access to the repository (example: Explorer Reader), the
administrator can define a connection repository snapshot for users of the profile.

m  See "Defining Connection Repository Snapshot for a Profile", page
117.

Creating a Profile

To be able to connect, a user must be connected to at least one profile (by
assignment of a business role to the person, or by definition of a profile on login of
the person). Users with the same profile share common characteristics (options,
repository access rights, authorized products, read/write and read-only rights on
objects).
A profile enables:

e restriction of user access to certain products

e definition of user repository access rights

e definition of access in Multisession mode

Creating a profile (Web Front-End)

To create a profile:
1. Access the Profiles management pages.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. In the Profiles tab, click New <.

3. In the profile creation dialog box that appears, enter the Name of the
profile.

U

w By default the Name of the profile is created in format "Profile-x"
(x is @ number that increases automatically).

4. Click OK.
The new profile appears in the All Profiles list.

You must:
e define profile UI access
m  See "Managing UI Access (Permissions)", page 282.

m  You can use configuration of UI access defined on an existing
profile, see "Customizing an Existing Profile/Creating a Profile from an
Existing Profile", page 106.

e configure the profile.
w  See "Configuring a Profile", page 109.

Creating a profile (Windows Front-End)

To create a profile:
1. Open the Profiles management window.

w  See "Opening the profile management window (Windows Front-
End)", page 42 or "Opening the business roles and profiles management
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window (Windows Front-End)", page 44.
In the Profile tab, click New ==|.
A new profile appears in the list of profiles.

w By default the Name of the profile is created in format "Profile-x"
(x is a number that increases automatically).

In the profile management window, right-click the profile and select
Properties m
The profile properties dialog box opens.

Select the General tab.

(Optional) In the Name field, modify the profile name.
Click OK.

The new Profile appears in the list of profiles.

You must:
e define profile UI access
m  See "Managing UI Access (Permissions)", page 282.

w  You can use configuration of UI access defined on an existing
profile, see "Customizing an Existing Profile/Creating a Profile from an
Existing Profile", page 106.

e configure the profile.
m  See "Configuring a Profile", page 109.

Customizing an Existing Profile/Creating a Profile from an Existing

Profile

You can create a profile by aggregation of existing profiles.

To customize a profile for which you do not have modification rights, you can create
a new profile from this profile.

© To customize a profile delivered by MEGA, MEGA
recommends that you create a new profile from this existing
profile.

To customize a profile for which you do not have modification rights:

1.

N

Ll

Create a new profile.
mw  See "Creating a Profile", page 105.
In the properties dialog box of the new profile, select the Used Profile
tab.
Right-click your Profile and select Connect > Profile.
(Optional) In the query field, enter the characters you want to find.

Click Find [E3.
In the results list, select the profile you want to customize.

w  You can aggregate several profiles.
Click Add.
The profile you have created inherits all accesses defined on the profile
you have connected. You can customize these accesses.
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Viewing Profile Characteristics

See:

e "Viewing Profile Characteristics (Web Front-End)", page 107
e "Viewing Profile Characteristics (Windows Front-End)", page 107

Viewing Profile Characteristics (Web Front-End)

To view profile characteristics:
1. Access the user management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

Select the Profiles sub-folder.

In the edit page, select the profile.

RS

In the toolbar, click Properties g
The profile Properties dialog box opens.

w  For detailed information on characteristics of a profile, see "Profile
Properties”, page 102.

& General - Used Profile Advisor Perspectives hd

MName: Business Architect

Command Line: TRW'BAM'

Assignable: Yes w
Administrator Profile: Mo w
Profile Status: Active w
_GUIName:

MetaPicture: AuditLeadAuditor >

w  See "Configuring a Profile", page 109.

Viewing Profile Characteristics (Windows Front-End)

To view profile characteristics:
1. Open the Profiles management window.
2. In the Profile tab, select the profile.

w  See "Opening the profile management window (Windows Front-
End)", page 42 or "Opening the business roles and profiles management
window (Windows Front-End)", page 44.
3. In the toolbar, click Properties J.
The profile Properties dialog box opens.
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4. Select the Characteristics tab.

W  For detailed information on characteristics of a profile, see "Profile

Properties”, page 102.

Person Groups

Persons

Complements

Texts

Terminology | Repositories

Available Types | Available Desktops | Available Applications |

General Characteristics Used Profile Advisor Perspectives Business roles
MName: EA Standard Ta
Command Line;

Assignable: ’Yes v]
Administrator Profile: ’hlu v]
Profile Status: lActrue v] =
_GUIName:

MetaPicture: | El
BO CUID:

[ Logins

P B2x RhAB

Name Login Holder
E® Beatrice Beatrice -
£ Bill Bill =l

OK Cancel ] | Apply | [ Help

w  See "Configuring a Profile", page 109.




Managing Users
Managing Profiles and Business Roles

Configuring a Profile

From the profile properties dialog box you can define:
w  See "Profile Properties"”, page 102.
e products accessible to users with the current profile
m  See step 2.
e if the profile is assignable or not
m  See step 3.
e if the profile is an administrator profile or not
m  See step 4.
e if the profile is active or not.
m See step 5.
e icon of the profile
m  See step 7.
e users connected to the profile
m  See "Connecting Users to a Profile", page 115.
e applications accessible to users of the profile
w  See "Defining applications accessible to profile users"”, page 110.
e desktops accessible to users of the profile

wm  See "Defining application desktops accessible to profile users”,
page 112.

e object types available
m  See "Defining the object types available for a profile", page 114.

e business roles connected to the profile (case of assignment of business
roles to persons)

w  See "Defining business roles connected to the profile (case of
assignment of business roles to persons)", page 114.

w  See also "Configuring a Business Role (Connection)", page 122.
(MEGA Advisor specific) an additional perspective to the Advisor profile
w  See "Adding a perspective to the Advisor profile", page 115.

From the profile management tab, you can define the following connection
parameters for each profile:

w  See "Accessing the User Management Pages (Web Front-End)",
page 31 or "Opening the profile management window (Windows Front-
End)", page 42.

e profile repository access rights
w  See "Defining Profile Repository Access Rights", page 116.

e (specific to a profile with reading access to repository) connection
repository snapshot of the profile

w  See "Defining Connection Repository Snapshot for a Profile", page
117.
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Configuring profile characteristics

To configure profile characteristics:
1. Access the properties of the profile.
w  See "Viewing Profile Characteristics", page 107.
2. (Optional) In the Command Line field, enter the command defining
products that can be accessed by users with the current profile.

m  See "Products accessible on the license (Command Line)", page
103.

3. (Optional) In the Assignable field, modify the attribute value via the
drop-down menu. By default, the profile is not assignable.
w See "Assignable”, page 104.
4. (Optional) In the Administrator Profile field, modify the attribute
value. By default, the profile is not an administrator profile.
w  See "Administrator profile", page 104.
5. (Optional) In the Profile Status field, modify the attribute value.
w By default, the profile is active.
6. (Optional) In the _GUIName field, enter the profile name displayed in
the interface.
7. (Optional) In the MetaPicture field, click the arrow and select Query
MetaPicture.
e In the query field, enter the characters you want to find and click
Find.
e In the results list, select the icon and click OK.

Defining applications accessible to profile users

So that a user of a profile can connect to an application, you must connect this
application to the profile concerned.
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All desktops connected to the application are then accessible. To enable access to
only certain desktops of the application, see "Defining application desktops
accessible to profile users"”, page 112.

w  To modify a profile supplied by MEGA, you must create a new

profile, see "Customizing an Existing Profile/Creating a Profile from an
Existing Profile", page 106.

‘ Profile : ERM Assessor | | Profile : EA Standard |
N h
Applications K MEGA GRC MEGA
ﬁ:")-l-ﬂ Solutions Anywhere
W
Environment Standard Desktop TeamWork Desktop
Desk‘tops Desktop A Deszktop Deszktop :
Administration
Desktop ¥
Audit |
Deskt [
ESp Default desktop

Default desktop

Example:

The application "MEGA GRC Solutions" is connected to
profile "ERM Risk Manager" and the application "MEGA
Anywhere" is connected to profile "EA Standard".

No desktop of applications "MEGA GRC Solutions" and "MEGA
Anywhere" is directly connected to profiles "ERM Risk
Manager" and "EA Standard".

User William WOODS, who has profiles "ERM Risk Manager" and
"EA Standard", can access all desktops of the "MEGA GRC
Solutions" application and all desktops of the "MEGA
Anywhere" application.
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To define applications available for a profile:
1. Access the properties of the profile.
w  See "Viewing Profile Characteristics", page 107.
2. Select the Available Applications tab.

3. In the toolbar, click Connect ﬂ
The applications query tool appears.

4. (Optional) In the second field, enter the characters to find.
Click Find [EJ]
6. In the query results, select the application you want to connect.

m  To select more than one application, use the [Ctrl] key (Windows
Front-End).

7. Click Add.
The applications are connected to the profile.

Defining application desktops accessible to profile users

A user can connect to applications via customized desktops according to actions to
be performed.

If an application contains several desktops, you can specifically define application
desktops that are accessible to the concerned profile. To do this, you must connect
to the profile:

e the application containing the desktops.
w  See "Defining applications accessible to profile users”, page 110.
e the desktops to which you want users of the profile to connect.

m  The application desktops that are not connected to the profile are
not accessible to users of the profile.

w To modify a profile delivered by MEGA, you must have rights to
modify MEGA data. Alternatively, you can create a new profile, see
"Customizing an Existing Profile/Creating a Profile from an Existing
Profile", page 106.
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‘ Profile : ERM fssessor ‘

. Administration ‘
Deckiop

Example:

The ERM Risk Manager profile is connected:

- to the application "MEGA GRC Solutions" which contains
desktops "Audit", "Environment" and "Administration".

- to the "Environment" desktop of the application "MEGA GRC
Solutions".

User Thomas KOCH with profile "ERM Risk Manager" can connect
only to the "Environment" desktop of the application "MEGA
GRC Solutions". "Audit" and "Administration" desktops are

not authorized.

To define application desktops available for a profile:

Prerequisite: The application accessible to users of the profile is defined.
w  See "Defining applications accessible to profile users", page 110.
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1. Access the properties of the profile.
w  See "Viewing Profile Characteristics", page 107.
2. Select the Available Desktops tab.

3. In the toolbar, click Connect &°|.
The desktop query tool appears.

4. (Optional) In the second field, enter the characters to find.
Click Find [EJ.
6. In the query results, select the desktop you want to connect.

w  To select more than one desktop, use the [Ctrl] key (Windows
Front-End).

7. Click Add.
The desktops are connected to the profile.

Defining business roles connected to the profile (case of assignment of
business roles to persons)

In the case of assignment of business roles to persons (see "Assignment of business
roles to persons mode", page 91), each user must have at least one business role.
Each business role should be connected to only one profile. Several business roles
can be connected to the same profile.

w  Alternatively, see "Configuring a Business Role (Connection)", page
122.

To connect business roles to a profile:
1. Access the properties of the profile.
w  See "Viewing Profile Characteristics", page 107.
2. Select the Business Roles tab.
3. In the toolbar, click Connect ﬂ
The business roles query tool appears.
4. (Optional) In the second field, enter the characters to find.
. Click Find [EJ.
6. In the query results, select the business role you want to connect.

m  To select more than one business role, use the [Ctrl] key (Windows
Front-End).

7. Click Add.
The business roles are connected to the profile.

Defining the object types available for a profile

You can define which specific object types are available for a profile:
e document categories
e document models
e definition of a Report DataSet Definition
e Widget
To define the object types available for a profile:
1. Access the properties of the profile.
w  See "Viewing Profile Characteristics", page 107.
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Select the Available Types tab.
Select Available Objects.

In the toolbar, click Connect ﬂ

The object type query tool appears.

(Optional) In the query tool, in the first field, select the object type
category.

(Optional) In the second field, enter the characters to find.

Click Find [EJ.

In the query result, select the object types to make available for the
profile.

Click Add.

The object types selected are made available for the profile.

Adding a perspective to the Advisor profile

You can add a perspective to the Advisor profile.

w The Default Advisor Perspective is the perspective with which a
user with Advisor profile will connect to MEGA Advisor. By default this
perspective is Standard 2012.

To add a perspective to the Advisor profile:

1.

Lad

Noo &

Access the properties of the Advisor profile.
w  See "Viewing Profile Characteristics", page 107.
Select the Advisor Perspectives tab.

In the toolbar, click Connect ﬂ
The Advisor perspectives query tool appears.

(Optional) In the second field, enter the characters to find.
Click Find [EJ.
In the query results, select the Advisor perspective.

Click Add.
The Advisor perspective is added to the list of perspectives.

Connecting Users to a Profile

w (Case of definition of profiles on login of persons, see "Definition of
profiles to persons mode", page 93

To connect a user to a profile, you must connect the login of the user to the profile.

w A user can have several profiles.

& A user must have at least one profile.

w  Alternatively, you can connect a profile to a user, see "Configuring
a Login", page 75.

115



Connecting users to a profile (Web Front-End)

To connect users to a profile:
1. Access the user management pages and select the Persons by Profile
sub-folder.

w  See "Accessing the User Management Pages (Web Front-End)",
page 31.

In the result list, select the profile you want to connect to users.

In the edit area, click Connect e
(Optional) In the query field, enter the characters to find.

Click Find to run the query.
The list of logins that can be connected to the profile appears.

In the results list, select the persons you want to connect to the profile.
Click Add.
The persons selected are connected to the profile.

o DN

No

Connecting users to a profile (Windows Front-End)

To connect users to a profile:
1. Open the profile properties dialog box.
w  See "Viewing Profile Characteristics", page 107.
Select the Characteristics tab.

In the Logins frame, click Connect ﬂ
(Optional) In the query field, enter the characters to find.

Click Find @ to run the query.
The list of logins that can be connected to the profile appears.

6. In the results list, select the logins you want to connect to the profile.
w  Use the [Ctrl] key to select several logins at the same time.

7. Click OK.
The users of selected logins are connected to the profile.

o P D

Defining Profile Repository Access Rights

Repository access rights defined on a profile determine if users of this profile can
access repositories, and with what rights.

Repository access rights depend on the profile used by the user.

& If repository access rights are also defined on the login of a
user, these rights are added to restrictions on rights defined on
the profile, see "Restricting User Repository Access Rights”,
page 83.
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Defining profile repository access rights (Web Front-End)

To modify repository access rights applied to users of a profile:
1. Access the profile properties page.

w  See "Viewing Profile Characteristics (Web Front-End)", page 107.
Select the Repositories tab.
3. For each repository, modify the value of the Profile Access Rights field

("Not accessible" or "Read-only if you want to restrict access to the
repository concerned).

N

w  See "Profile Properties"”, page 102.
4. Click Save .

Defining profile repository access rights (Windows Front-End)

To modify repository access rights applied to users of a profile:
1. Open the manage profiles dialog box.

m  See "Opening the profile management window (Windows Front-
End)", page 42 or "Opening the business roles and profiles management
window (Windows Front-End)", page 44.

2. In the Profile frame, select the profile.

3. In the Repository pane, for each repository modify the value of the
Profile Access Rights field ("Not Accessible" or "Read-only" if you want
to restrict access to the repository concerned).

w  See "Profile Properties"”, page 102.

4. Click OK.

Defining Connection Repository Snapshot for a Profile

w  Repository snapshots are available for RDBMS repositories.

w  The repository snapshot creation function is available with HOPEX
Collaboration Manager.

You can define the connection repository snapshot for a profile, that is the repository
state to which users of a profile connect.

A repository snapshot defines repository state at a given moment.

This profile must have reading access to the repository (example: HOPEX
Explorer).

w  See "Defining Profile Repository Access Rights", page 116.

To define a repository snapshot, a repository snapshot must have been previously
created.

w  To create a repository snapshot, see HOPEX Collaboration
Manager - Repository Snapshots guide.
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Defining the connection repository snapshot of a profile (Web Front-End)

To define the connection repository snapshot of the users of a profile:
1. Access the profile properties page.
w  See "Viewing Profile Characteristics (Web Front-End)", page 107.

In the edit area, select the profile.

Select the Repositories tab.

For each repository in the Profile Connection Snapshot field, select a
repository snapshot.

w  See "Profile Properties"”, page 102.

5. Click Save .

bl ol

Defining the connection repository snapshot of a profile (Windows Front-
End)

To define the connection repository snapshot of the users of a profile:
1. Open the manage profiles dialog box.

m  See "Opening the profile management window (Windows Front-
End)", page 42 or "Opening the business roles and profiles management
window (Windows Front-End)", page 44.

In the Profile frame, select the profile.
3. In the Repository pane, for each repository select the value of the
Profile Connection Snapshot field.
w  See "Profile Properties"”, page 102.
4. Click OK.

N

Deleting a Profile

é 1f you delete a profile that is the only profile connected to
the Login of a user, this user can no longer connect to MEGA.

To delete a Profile:
1. Open the Profiles management window.

w  See "Accessing the User Management Pages (Web Front-End)",
page 31, "Opening the profile management window (Windows Front-
End)", page 42, or "Opening the business roles and profiles
management window (Windows Front-End)", page 44.

2. In the Profile tab, select the profile you want to delete.
m  You can select more than one.
3. Click Delete X .
The dialog box for deleting a profile opens.

4. Click Delete.
The profile is deleted from the environment
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Business Role Properties

A business role is defined at repository level.

Name

The Name of a business role can comprise letters, figures and/or special characters.

Profile

A business role defines the business or function of a person in the enterprise.

For a business role to be used at connection to MEGA it must be connected to a
profile.

& A business role is connected to only one profile. Several
business roles can be connected to the same profile.
m (Case specific to connection to MEGA Administration, see

"Configuring the MEGA Administrator business role", page 123, see
"Administrator profile", page 30.

Business role status

The Business Role Status is used to define the business role as inactive if needed.

MetaPicture

The MetaPicture attribute enables customization of the icon representing the
current business role.

Business role display
The Business Role Display attribute enables to define that a business role
connected to a profile is displayed at connection:

e always, even if the profile to which it is connected is a sub-profile of the
profile of another business role of the user (value "Always")

m  See "Customizing an Existing Profile/Creating a Profile from an
Existing Profile", page 106.

e onlyifitis notincluded in another business role (value "If not included in
another business role"). Default behavior if the field is not specified.

_GUIName

The _GUIName attribute enables definition of the business role name display in the
interface.
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Creating Business Roles

In operating mode "assignment of business roles to persons", each user must have
at least one business role to be able to connect to MEGA. This business role must
be connected to a profile.

w  "Assignment of business roles to persons mode", page 91.

To create a business role:
1. (Web Front-End) Access the user management pages and select the
Business Roles sub-folder.

w  See "Accessing the User Management Pages (Web Front-End)",
page 31.

(Windows Front-End) Open the Business Roles and Profiles and select
the Business Roles tab.

m  See "Opening the business roles and profiles management window
(Windows Front-End)", page 44.

2. Click New ﬂ

The business role creation dialog box appears.
3. (Optional) In the Name field, modify the business role name.

w By default the Name of the business role is created in format
"Business Role-x" (x is a number that increases automatically).
4. Click OK.
(Web Front-End) The new business role appears in the list of All
Business Roles.

(Windows Front-End) The new business role appears in the list of
Business Roles.

w To define characteristics of a business role, see "Defining Business
Role Characteristics", page 120.

w To configure the business role, see "Configuring a Business Role
(Object Assignment)”, page 122.

Defining Business Role Characteristics

w  For detailed information on characteristics of a business role, see
"Business Role Properties”, page 119.

To define characteristics of a business role:
1. (Web Front-End) Access the user management pages and select the
Business Roles sub-folder.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

(Windows Front-End) Open the Business Roles and Profiles and select
the Business Roles tab.

w  See "Opening the business roles and profiles management window
(Windows Front-End)", page 44.

2. In the list of Business Roles, select the business role.
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3. In the toolbar, click Properties g
The Properties dialog box of the business role appears.

(%
Properties of Enterprise Architec._

eo) General - EEEEIETHGER Persons Person Groups Business I*

MName: Enterprise Architect

Profile: EA Standard >
Business Role Status: Active v
MetaPicture: b
Business Role Display: Always W
_GUIName:

4. (Optional) Connect the business role to a profile, see "Configuring a
Business Role (Connection)", page 122

5. (Optional) In the MetaPicture field, click the arrow and select Connect
MetaPicture.
e In the query field, enter the characters you want to find and click

Find.

e In the results list, select the icon and click OK.

6. (Optional) In the Business Role Status field, modify the attribute
value.

w By default, the business role is active.

7. (Optional) In the Business Role Display field, click the arrow and
modify default behavior of business role display at connection.

m  See "Business role display”, page 119.
8. (Optional) In the _GUIName field, enter the business role name
displayed in the interface.

9. Click Save (Web Front-End) / Apply (Windows Front-End).

Configuring a Business Role

See:
e "Configuring a Business Role (Connection)", page 122
e "Configuring a Business Role (Object Assignment)", page 122
e "Configuring the MEGA Administrator business role", page 123
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Configuring a Business Role (Connection)

In operating mode "assignment of business roles to persons" (see "Assignment of
business roles to persons mode", page 91), each user must have at least one
business role connected to a profile.

A business role can be connected to a profile or not. Only the business role
connected to a profile can serve as connection.

w  Several business roles can be connected to the same profile.

m  See also "Defining business roles connected to the profile (case of
assignment of business roles to persons)”, page 114.

To connect a business role to a profile:
1. Open the business role properties dialog box.
w  See "Defining Business Role Characteristics", page 120.
Select the Characteristics tab.
In the Profile field, click the arrow and select Query Profile.

(Optional) In the query wizard, in the second field enter the characters to
find.

5. Click Find .

Profiles found are listed.

6. In the result list, select the profile you want to connect to the business
role.

7. Click OK.

PN

Configuring a Business Role (Object Assignment)
w  See "Assignment of business roles to persons mode", page 91.
Configuring a business role consists of defining:
e assigned objects and/or
e |ocalizing objects
m See "Assigning a business role to a person”, page 123.
To configure a business role:
1. Display properties of the business role.
m  See "Defining Business Role Characteristics", page 120.
Select the Business Role Definition tab.
3. (Optional) In the Assignment MetaClass pane, click Connect ﬂ

& You must specify at least one of the two panes, see step 8.

N

The MetaClasses query tool appears.

4. (Optional) In the second field, enter the characters to find.
Click Find [8].

6. In the query results, select the MetaClass you want to connect.

w  Use the [Ctrl] key to select several MetaClasses at the same time.

7. Click Add.
The MetaClasses are connected to the profile.
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8. (Optional) In the Localizing MetaClass pane, click Connect ﬂ
& You must specify at least one of the two panes, see step 3.

The MetaClasses query tool appears.
9. (Optional) In the second field, enter the characters to find.

10. Click Find [2].

11. In the query results, select the Localizing MetaClass you want to
connect.

w  Use the [Ctrl] key to select several Localizing MetaClasses at the
same time.

12. Click Add.
The Localizing MetaClasses are connected to the profile.

13. Click Save (Web Front-End) / Apply (Windows Front-End).

(Web Front-End) The business role appears in the Object-Specific
Business Roles list.

Configuring the MEGA Administrator business role

To access the MEGA Administration application with the MEGA Administrator
business role, you must configure the login of the person who has the MEGA
Administrator business role.

1. Display the characteristics of the login of the person in question.
m  See "Viewing Login Characteristics", page 51.

N

In the Administrator Profile frame, click Connect ﬂ

Select the MEGA Administrator profile (or an equivalent profile).
4. Click Add.

The user can connect to MEGA Administration.

@

Assigning a business role to a person

For a person to be able to connect to MEGA, you must assign a connection business
role to the person. You can assign more than one connection business role to the
same person.

See:

e Web Front-End:
e "Assigning a business role to a person (Web Front-End)", page 123
e "Mass assignment of business roles to persons (Web Front-End)",
page 124
e Windows Front-End:
e "Assigning a business role to a person (Windows Front-End)", page
124

Assigning a business role to a person (Web Front-End)

w70 assign one or more business roles to one or more persons at a
time, see "Mass assignment of business roles to persons (Web Front-
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End)", page 124

m  To assign a business role to a person from the user management
page, see "Mass assignment of business roles to persons (Web Front-
End)", page 124).

To assign a business role to a person:

1.

Access the properties of the person.
w  See "Viewing person characteristics (Web Front-End)", page 48.

In the Assignments tab, click Business Role Assignments
(Connection).

Click New = .

In the Business Role field, click the arrow and in the drop-down menu,
select the business role you want to assign to the person.

Click OK.

Mass assignment of business roles to persons (Web Front-End)

To perform a mass assignment of business roles to persons:

1.

Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

Select the Persons sub-folder.

The list of persons appears.

Select the person to whom you want to assign one or more business

roles.
m  You can select more than one.

Click Assign Business Roles (connection).

The business role list appears.

Select the business role that you want to assign to the selected persons.
w  You can select more than one.

Click OK.
The business roles selected are assigned to the selected persons.

Assigning a business role to a person (Windows Front-End)

To assign a business role to a person:

1.

Connect to the repository in question.

m  See "Accessing Repositories”, page 138.
In the repository tree, right-click Assignment of Business Roles and
select Manage.
In the Persons frame, select the person to whom you want to assign a
business role.

In the Person Assignment frame, click New ﬂ

The person assignment creation wizard opens.

In the Business Role field, click the arrow and in the drop-down menu
select the business role (connection) you want to assign to the person.

m To execute a query on a business role, click the arrow and select
Query Business Role.
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Click OK.
The business role is assigned to the person.

Assigning an Object to a Person

A business role can be assigned to a person:

for a specific object

Example: Anne Martin is Process Manager for the Purchasing business process.

w  Web Front-End, see "Assigning an object to a person (Web Front-
End)", page 125 step 5.

w  Windows Front-End, see "Assigning an object to a person (Windows
Front-End)", page 127 step 6.

to a given geographical location
Example: David Oldfield is Risk Manager at London Branch.

w  Web Front-End, see "Assigning an object to a person (Web Front-
End)", page 125 step 6.

w  Windows Front-End, see "Assigning an object to a person (Windows
Front-End)", page 127 step 7.

to a given geographical location for a specific object

Example: Tom Woods is Process Manager for the Purchasing business process at Boston
branch.

w  Web Front-End, see "Assigning an object to a person (Web Front-
End)", page 125 steps 5 and 6.

w  Windows Front-End, see "Assigning an object to a person (Windows
Front-End)", page 127 steps 6 and 7.

So that the person can play these business roles, you must assign him/her the
necessary rights on tools and data.

m  See "Managing UI Access (Permissions)", page 282.

The business role of a person depends on the repository in which he/she is working.
A person can have a given business role in repository R1 and another business role
in repository R2.

Assigning an object to a person (Web Front-End)

w To assign one or more objects to one or more persons at a time,
see "Mass assignment of objects to persons (Web Front-End)", page
126

w To assign an object to a person from the user management page,
see "Mass assignment of objects to persons (Web Front-End)", page
126).

To assign an object to a person:

1.

Access the properties of the person.
m  See "Viewing person characteristics (Web Front-End)", page 48.
In the Assignments tab, click Object Assignment.

Click New == .
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4. Click the drop-down menu in the Business Role field and select the
business role concerned.

5. (If necessary) In the Assigned Object field, click the arrow and select
Find.

w This field appears only if the selected business role has at least one
assigned object, see "Configuring a Business Role (Object Assignment)”,
page 122.

In the query dialog box:
e (if necessary) in the first field, select the object type to find.
e (Optional) in the field, enter the characters to find.

« Click Find [BJ.
e Select the object and click OK.

6. (if necessary) In the Assignment Location field, click the arrow and
select Connect.

w This field appears only if the selected business role has at least one
Localizing MetaClass, see "Configuring a Business Role (Object
Assignment)”, page 122.

In the query dialog box,

e (if necessary) in the first field, select the object type to find.
e (Optional) in the second field, enter the characters to find.

* Click Find [EJ.
Select the object and click Connect.
7. Click OK.

Mass assignment of objects to persons (Web Front-End)

To perform a mass assignment of objects to persons:
1. Access the User Management pages.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

2. Select a Persons sub-folder.

The list of persons appears.

Select the persons concerned.

Click Assign Objects.

In the list of business roles, select the business role in question.

w  Only the business roles that can be assigned to more than one
person at the same time (cardinality >1) are displayed.

Al ol

6. In the Assigned Object frame, click Connect .

7. (Optional) Using the query wizard:
e (if necessary) in the first field, select the object type to find.
e (Optional) in the second field, enter the characters to find.

« Click Find [EJ.
8. Select the object and click Connect.
w  You can select more than one.

9. Click Add.
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Assigning an object to a person (Windows Front-End)

To assign an object to a person:
1. Connect to the repository in question.
w See "Accessing Repositories”, page 138.
2. In the repository tree, right-click Assignment of Business Roles and
select Manage.
3. In the Persons frame, select the person to whom you want to assign a
business role.

4. In the Person Assignment frame, click New ﬂ
The person assignment creation wizard opens.

5. In the Business Role field, click the drop-down menu and in the list,
select the business role concerned.

w To execute a query on a business role, click the arrow and select
Query Business Role.

If the business role includes:
e one or several assigned objects, the Assigned Object field appears.
e one or several localizing objects, the Assignment Location field

appears.
6. (If necessary) In the Assigned Object field, click the arrow and select
Find.

w  This field appears only if the selected business role has at least one
assigned object, see "Configuring a Business Role (Object Assignment)”,
page 122.

In the query dialog box,

e (if necessary) in the first field, select the object type to find.
e (Optional) in the second field, enter the characters to find.

* Click Find [2].
e Select the object and click OK.

7. (If necessary) In the Assignment Location field, click the arrow and
select Find.

w This field appears only if the selected business role has at least one
Localizing MetaClass, see "Configuring a Business Role (Object
Assignment)”, page 122.

In the query dialog box,

e (if necessary) in the first field, select the object type to find.
e (Optional) in the second field, enter the characters to find.

* Click Find [5]

e Select the object and click OK.

8. Click OK.
The business role is assigned to the person.
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Assigning a Business Role to a Person Group (Web Front-End)

To assign a business role to a person group:

1.

Access the properties of the person group.

w  See "Viewing person group characteristics (Web Front-End)", page
50.

In the Assignments tab, click New == .

In the Business Role field, click the drop-down menu and select the
business role you want to assign to the person group.

Click OK.

Deleting a Business Role

& 1 you delete a business role that is the only business role of
a person, this person can no longer connect to MEGA.

To delete a business role:

1.

(Web Front-End) Access the user management pages and select the
Business Roles sub-folder.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31.

(Windows Front-End) Open the Business Roles and Profiles and select
the Business Roles tab.

w  See "Opening the business roles and profiles management window
(Windows Front-End)", page 44.

Select the business role you want to delete.
w  You want to select one or more business roles.

Click Delete X .
The business role deletion dialog box appears.

Click Delete.
The business role is deleted from the environment.
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AUTHENTICATION IN MEGA

Authentication is a process consisting of verifying that a person corresponds to his
or her declared identity. In IT networks, authentication normally depends on a
connection name and password.

Unique authentication, known as Single Sign On (SSO) or Unified Login, is a
software solution that enables company network users to access all authorized
resources in total transparency, on the basis of unique authentication at initial
network access.

In this way, a single password enables access to all company applications and
systems.

This solution offers several advantages, including:
e Greater security
The user no longer has to remember several connection procedures,
identifiers or passwords.
e Improved administrator productivity.
MEGA integrates into enterprise directories, which lightens administrator
workload relating to password management.

The Single Sign On system used in MEGA is based on standard security protocols
natively integrated in Windows: Kerberos, SSO and LDAP. In addition, MEGA Single
Sign On complies with the following recognized standards:
e Windows Security Services
C2-Level Security of the American Defense Department
LDAP via ADSI
Kerberos
NTLM Authentication

For more details on single sign-on, see:

e document "Single Sign-On in Windows 2000 networks" at the following
Web address:
http://technet.microsoft.com/fr-fr/library/bb742456.aspx

e technical article Unified Login Security Management EN.

MEGA proposes the following authentication modes:

authentication MEGA

Windows authentication, which corresponds to Single Sign On.
LDAP authentication

Custom authentication, specific to Web applications connection only

w  See the technical article Web connection overloading and
configuration EN
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Defining Default Authentication Mode

Authentication can be:

e managed within MEGA (by default)
e delegated to a third party service

To select your authentication mode, MEGA recommends that you use
authentication systems resistant to security attack:

e If your enterprise has an external authentication or SSO module, it is
preferable to use the delegated authentication system.

m See the Web connection overloading and configuration EN
technical article.

e If your enterprise has an LDAP authentication system, it is preferable to

manage your authentication using an LDAP directory.
wm  See "Defining default LDAP authentication mode", page 130.

e If you have no standard authentication system in your enterprise, you
can use the authentication system managed in MEGA, less resistant to
security attack.

This is the authentication mode defined by default at installation, its value
is "Standard".

w  See "Viewing default authentication mode", page 130.

Viewing default authentication mode

In the environment options, you can consult and modify the default Defined
Authentication Mode.

To view default authentication mode:
1. Access environment options.
w  See "Modifying options at environment level”, page 368.
2. In the options tree, expand the Installation folder and select User
Management.
3. In the right pane, consult the value of the Authentication Mode option.
By default at installation, "Standard" is the MEGA authentication mode.

Defining default LDAP authentication mode

Users are managed in an LDAP directory and authentication is managed by the LDAP
directory.

w  Authentication mode of users already created is not impacted. Only
users created after the default authentication mode change are
concerned.

To define default LDAP authentication mode:
1. Access environment options.
m  See "Modifying options at environment level”, page 368.

2. In the options tree, expand the Installation folder and select User
Management.
3. In the right pane, specify "LDAP" for the Authentication Mode option.
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Defining user authentication mode

User authentication mode is defined on the login by the Authentication Mode
parameter. The value of this parameter is inherited at user creation from the value
of the Authentication Mode option defined in the environment options (see
"Viewing default authentication mode", page 130).

To define user authentication mode, see "Configuring a Login", page 75.

Windows Authentication

Synchronization with a company directory

Active Directory is a directory service designed principally for Windows
environments.

Active Directory is a directory referencing persons (name, first name, telephone
number, etc) and objects such as servers, printers, applications, databases, etc.

Active Directory enables inventory of all information concerning the network (users,
machines and applications). Active Directory is at the heart of all network
architecture and its purpose is to enable users to find and access any resource
identified by the service.

Active Directory is based on standards DNS, LDAP, Kerberos, etc.

Associating a Windows user with a MEGA user manually

You can connect a single MEGA user to a Windows user.

Windows Front-End
To indicate the Windows identifier of a MEGA user from the Administration
application (Windows Front-End):
1. Open the properties dialog box of the user login.
w  See "Viewing Login Characteristics", page 51.

Select the Characteristics tab.
3. In the Authentication Mode field drop-down list, select "Windows".
The Windows Login field appears.

N

4. In the Windows Login drop-down list |I|, select Select Windows
User.
The Select User dialog box opens.

5. In the Enter the object name to select frame, enter the user name.
© To find users with the help of a wizard, click Advanced.
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6. Click Check Names.

Select User l 7 lﬁ

Select this object type:

User iject Types,_,, |
From this location:

Entire Directory | Locations... |
Enter the object name to select (examples):

BARA Alexander [Alexander Bara@frmega.com Check Names

| Advanced.. [ ok ][ cancel |

7. Click OK.
The Windows identifier of the user is displayed.

Web Front-End
To indicate the Windows identifier of a MEGA user from the Administration desktop
(Web Front-End):
1. Access the Login properties of the user.
w  See "Viewing Login Characteristics", page 51.

2. Select the Characteristics tab.
3. In the Authentication Mode field drop-down list, select "Windows".
The Windows Login field appears.

4. In the Windows Login field, enter the user reference in the Active
Directory in the following format: Domain name\User login:

Example: Domain01\TAD

5. Click Save.
The domain name disappears from the field and only the user login is
displayed (in lower caps).

Example: tad

Connection in case of unique authentication

(Windows Front-End) If the MEGA user is:

e (different from that identified by the Windows session opened on the
workstation, the user must enter his/her own Windows password.

e the same as that identified by Windows session opened on the
workstation, the user does not need to enter his/her password.

(Web Front-End) The user must enter his/her Windows password.
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Single sign-on precautions

A system repository in which all users have been changed to Single Sign On
connection mode (Windows) can no longer be opened outside the company in which
the repository was created.

If you want the repository to be opened outside your company (by the MEGA
technical support team for example), ensure that at least one user remains in MEGA
authentication mode.

LDAP Authentication

w | DAP authentication is available only if you have technical module
MEGA Supervisor.

An LDAP directory enables storage of user data of the enterprise.
MEGA Administration allows you to create users authenticated at LDAP server
level.

w  Only users (example: Administrator) with a MEGA Administrator
or User Administrator profile, see "Administrator profile", page 30.

Configuring LDAP authentication

To configure LDAP authentication:
1. Create an LDAP server in MEGA Administration.
w  See "Creating an LDAP server", page 134.
2. Specify parameters of your LDAP server.
w  See "Configuring the LDAP server"”, page 134.
3. (Optional) You can:
e configure LDAP parameters
w  See "Configuring an LDAP parameter”, page 136.
e modify LDAP import parameters
w  See "Modifying LDAP directory import content”, page 137.
4. (Web Front-End) Check the configuration of the LDAP server.

w See "Checking the configuration of an LDAP server (Web Front-
End)", page 137.

When LDAP authentication has been configured:
e you can import persons from the LDAP directory.
w  See "Importing persons from an LDAP server", page 138.
e or you can manually map a MEGA user group with a user group declared
in your LDAP server.

w See "Associating a MEGA user group with an LDAP user group”,
page 138.

w  When connecting to MEGA, the authentication service uses the
MEGA Login and password of the user to authenticate the user with the
list of available LDAP servers.
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Accessing LDAP server management

To access LDAP server management:

e Web Front-End:
From the Administration desktop, select the LDAP Servers sub-folder.

w See "Accessing the User Management Pages (Web Front-End)",
page 31.

e Windows Front-End:
From MEGA Administration, in the User Management folder, right-
click on LDAP Servers and select Administer.

m  See "Accessing User Management and UI Access Management
Folders (Windows Front-End)", page 39.

w The LDAP Servers folder is available only if you are connected
with a user with MEGA Administrator profile (example: Administrator),
see "Administrator profile", page 30.

Creating an LDAP server
The LDAP server is the server on which the LDAP directory is installed.
The LDAP directory can be an Active Directory directory.

To create an LDAP server:
1. Access LDAP server management.
mw  See "Accessing LDAP server management”, page 134.

2. In the LDAP server menu bar, click New ﬂ

3. In the creation of LDAP server dialog box, enter the Name of the LDAP
server and click OK.
The new LDAP server appears in the list of LDAP servers.

You must configure the LDAP server, see "Configuring the LDAP server",
page 134.

Configuring the LDAP server
& LDAP server configuration is restricted to users with a MEGA
Administration or user Administration profile.
To configure an LDAP server:
Prerequisite: the LDAP server is already created.
m  See "Creating an LDAP server", page 134.

1. Access LDAP server management.
w  See "Accessing LDAP server management”, page 134.
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2. Select the new LDAP server and click Properties H

V= General - Persons LDAP Parameters LDAP Groups Texts

Mame: LDAP Server Paris

LDAP Server Name: Paris

LDAP Port: 389 b4
LDAP Root Address:

LDAP Identifier:

LDAP SSL Encryption: Mo ~
LDAP Anonymous Connection: Yes w

LDAF User:

Authentication Password:

3. In the Characteristics tab, complete the following fields:

LDAP Server Name: name of the server hosting the LDAP directory.
LDAP Port: LDAP communication bridge

Example: 389

LDAP Root Address: root address of LDAP server. This is an
important attribute to limit query for a user in the LDAP directory or to
address a particular forest.

LDAP Identifier: this is the LDAP attribute enabling unique
identification of a user

Example: SAMAccountName, UID

LDAP SSL Encryption: select Yes if you wish LDAP directory
connection to be SSL protocol encoded

LDAP Anonymous Connection : if you select No, you must specify
the user via which LDAP directory connection will be made, as well as
the user password

w  Only an administrator user can connect anonymously to an LDAP
server.

LDAP User: enter the identifier of the LDAP user used for LDAP
directory connection. If connection is anonymous, this field should not
be completed.
w This user must have reading rights on data that MEGA needs to
access (example: LDAP person group, membership of a group in LDAP,
e-mail in LDAP, etc.).
Authentication Password: enter the password of the LDAP user
used for LDAP directory connection. If connection is anonymous, this
field should not be completed.
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Click Save (Web Front-End) / OK (Windows Front-End).

The LDAP server is configured.

You can also:

e configure an LDAP parameter, see "Configuring an LDAP parameter”,
page 136.

e modify content of LDAP directory import, see "Modifying LDAP
directory import content", page 137.

Configuring an LDAP parameter

An LDAP

parameter is a parameter that exists in the LDAP directory and is

associated uniquely with a MEGA attribute.

Configuring an LDAP parameter is useful when importing persons from an LDAP

directory.

This configuration enables initialization of attributes (of the person or

login created in MEGA) corresponding to parameters with values stored in the LDAP

directory.

Example: the "E-mail address" MetaAttribute of the person
is initialized with the "mail" LDAP parameter of the person
in the "Active Directory" LDAP directory (if mapping has
been carried out).

To configure an LDAP parameter:

1.

Access LDAP server management.
mw  See "Accessing LDAP server management”, page 134.
Select the LDAP server for which you want to configure an LDAP

parameter and click Properties u

In the LDAP Parameters tab, click New + .

w The LDAP parameter enables pre-completion of characteristics of a
person corresponding to the LDAP parameters.

Enter the Name of the LDAP parameter (example: Mail), then click

Properties A

(Optionally, access the "expert" metamodel) Select Index on Persons,
so that the parameter value enables unique identification of a person. If
a person in MEGA has the same e-mail as a person defined in the LDAP
directory, this person is reused (instead of creating a new person and
risk duplicating the same person).

(Optionally, access the "expert" metamodel) Select Is available for
search so that an e-mail address can be entered in the import entry
area.

Example: if you enter ctodde@emega.com, you should find Clara
TODD.

In the MetaAttribute field, click the arrow and select Connect
MetaAttribute.

Execute a query on the MetaAttribute (example: E-mail).

When importing persons from the LDAP directory, the LDAP parameter
(example: mail) will initialize the MetaAttribute (example: E-mail
address).
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Modifying LDAP directory import content

(L) Scheduler

You can modify LDAP directory import content:

f.]User Management
[ web Application

QE;, Workflows

To define
1.

export candidate objects:

This option enables definition of the type of objects to be imported from
the LDAP directory.

Default value: person.

the list of objects browsed for LDAP query

This option enables addition to the import of a particular person and/or
persons of a team ("organization").

Default value: organization,organizationalUnit,person

If List of ObjectClass candidates for import from LDAP L | person
If List of ObjectClass browsed for LDAP search LY | organization,organizationalUnit, person
content of LDAP directory import:

Access the environment options management window.
m  See "Modifying options at environment level”, page 368.

In the options tree, expand the Installation folder and select User
Management.

(Optional) In the right pane, modify the List of ObjectClass
candidates for import from LDAP option.

To import objects other than persons (default value), for example
resources or org-units, specify this in this field. Objects should be
separated by commas.

Everything that is imported creates occurrences of persons with login.
(Optional) In the right pane, modify the List of ObjectClass browsed
for LDAP query option.

To add a person or organization to the import, enter the name of the
person or organization (example: Quality) in the field.

The result is the list of ObjectClass candidates for import from LDAP, that
is persons by default.

Checking the configuration of an LDAP server (Web Front-End)

To check the configuration of an LDAP server:

1.

2,

Access LDAP server management.
w  See "Accessing LDAP server management”, page 134.
In the edit area, select the LDAP server and click LDAP Check.
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Importing persons from an LDAP server

The import of persons from an LDAP directory enables initialization of attributes (of
the person or login created in MEGA) corresponding to parameters with values
stored in the LDAP directory.
m  See "Configuring an LDAP parameter”, page 136.
Example: the "E-mail address" MetaAttribute of the person
is initialized with the "mail" LDAP parameter of the person
in the LDAP file (if mapping has been carried out).

An LDAP parameter is a parameter that exists in the LDAP directory
and is associated uniquely with a MEGA attribute. For example, "mail" is

a parameter of the "Active Directory"” LDAP directory and can be
associated with the e-mail of the person.
To import persons from an LDAP directory:
1. Open the user management window.

m  See "Accessing the User Management Pages (Web Front-End)",
page 31 or "Opening the user management window (Windows Front-
End)", page 40.

In the Persons tab, click Import From LDAP.
The LDAP Import Wizard appears.
4. In the LDAP Server field, select via the drop-down menu the server
from which you want to import persons.
wm  The LDAP server must be created, see"Creating an LDAP server”,
page 134.
5. In the Queried Element field, enter the queried character string.

won

Example: Support service.

6. Names resulting from the query are listed.
7. Select the persons you want to import.
8. Click OK.

Associating a MEGA user group with an LDAP user group

An LDAP group defines a group or organization in the LDAP
directory or Active Directory. It contains a list of users that can
potentially connect to the application.

Having configured the LDAP server (see "Configuring the LDAP server", page 134),
you must specify a user group authenticated with the LDAP directory.

w [f a default person group is defined (example "Guests") and no
LDAP group is specified, a person authenticated in LDAP (with the
Belongs to a person group option selected, see "Person Properties”,
page 21) automatically belongs to the group defined by default
(example: "Guests").

To specify a user group authenticated with the LDAP directory:
1. Access LDAP server management.
w  See "Accessing LDAP server management”, page 134.

2. Select the LDAP server you wish to configure and click Properties u
3. In the LDAP server properties dialog box, select the LDAP Groups tab.

4. Click Connect &| to connect the existing LDAP user group.
The LDAP Group query wizard appears.
5. (Optional) In the query field, enter the character string to be queried.
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6. Click Find [E].

m To execute an advanced query, click Open Query Tool E
Query results are displayed.
7. Select the LDAP user group and click Connect.

© use the [Ctrl] key to select several LDAP user groups at the same
time.

The LDAP user group appears in the list.

VY= General -  Characteristics LDAP Parameters Persons LDAP Groups

LDAP Group:
+ New 00 Connect rI- Reorganize a

I (— v — e —

& Architects LDAP Server Paris

8. Connect the MEGA user group to the LDAP user group.
m  See "Defining a dynamic person group with LDAP", page 72.

Authentication and a user created on the fly (RDBMS repository)

& Creation of a person on the fly concerns only RDBMS
repositories.

& Users created on the fly concern cases of connection to
MEGA via the Web in read-only mode (example: HOPEX
Explorer). Creation of a user on the fly is not available for
connection to MEGA (Windows Front-End).

When a user has been created on the fly, the LDAP parameters can be used as
indexing identifier (Index on Person attribute, see "Configuring an LDAP
parameter"”, page 136) to check that a person with an attribute with the same value
as the LDAP directory already exists in MEGA.

Example of use:

Anne, responsible for sending questionnaires, wishes to send a questionnaire. If one
of the addressees does not exist:
e Anne can create the person (example: "Thomas KOCH" with e-mail
"tkoch@mega.com")
e Anne cannot create the login of Thomas Koch since she is not an
administrator.

When Thomas KOCH connects to the Web application (HOPEX Explorer), with tkh:
1. The authentication service authenticates tkh with the LDAP directory: the
"mail" parameter exists and is indexing identifier type (Index on
Person is selected),
2. The authentication service checks if a person already has this e-mail.
w  Answer: Yes.

3. The authentication service creates the login associated with the person.
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If Thomas KOCH has assignments to complete the questionnaire, he can connect to
the application to complete this questionnaire.
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WEB-SPECIFIC CONFIGURATION

Some configurations are specific to MEGA users on the Web.
w To connect to the d’Administration desktop (Web Front-End), see
"Connecting to the Administration Desktop (Web Front-End)", page 7).
The following points are detailed here:
e "Review of Web Application-Linked Installation Options", page 141
e '"Initializing and managing the password of a Web user", page 142
e "Reinitializing a User Password", page 144
e "Specifying Data Language for a User or User Group (Web Front-End)",
page 145

Review of Web Application-Linked Installation Options

For detailed information on the installation options linked to Web applications, see
the MEGA Web Front-End Installation Guide.

w To manage languages in Web applications, see "Managing
Languages in Web Applications”, page 379.

Specifying the Web applications access path

To specify the Web applications access path:
1. Access the environment options management window.
w  See "Modifying options at environment level”, page 368.

2. In the options tree, expand the Installation folder and select Web
Application.
3. In the right pane, specify the Web Application Path option.

Example: http://<Server Name>/HOPEX

Specifying SMTP configuration

To specify SMTP configuration:
1. Access the environment options management window.
w  See "Modifying options at environment level”, page 368.

2. In the options tree, expand the Installation folder and select
Electronic Mail.

3. The following options should be specified in the right pane:
e Default address of sender via SMTP

Example: server@company.com, AdministratorName@company.com
e SMTP Server

Example: exa.fr.company.com
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Initializing and managing the password of a Web user

When in MEGA authentication mode, to allow a Web user to define their password
and security question, you must initialize their Web account.

w  See "Authentication mode", page 28.

Initializing a user Web account

Prerequisites

Before initializing the Web account of a user:
e ensure the e-mail of the person is specified.
w  See "Viewing Person Characteristics", page 47.

e check that the following options relating to Web applications are
specified:
e "Specifying the Web applications access path", page 141
e "Specifying SMTP configuration", page 141

w These options can be specified at installation, see the installation
document MEGA Web Front-End Installation Guide.

To initialize the Web account of a user:
1. Access the User Management pages.
w  See "Accessing the User Management Pages (Web Front-End)",
page 31.
Select the Persons sub-folder.
In the Persons list, select the person concerned.
Click Initialize the Account.
An e-mail is sent to the person concerned with a limited life link (48 hours
by default), allowing the person to define a password and the reply to a
security question.

& In the characteristics of the person, if the e-mail address is
not specified, the person cannot receive the message.

PN

w  To modify the life of the first connection link, see "Modifying the life
of the first connection link", page 142.

Modifying the life of the first connection link

To modify the life of the first connection link:
1. Connect to the MEGA Administration desktop (Web Front-End).
w  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.
2. In the edit area, click Environment Options.

w  Alternatively, from MEGA Administration (Windows Front-End),
open the management window for environment options, see "Modifying
options at environment level”, page 368.

3. In the options tree, expand the Installation folder and select User
Management.
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4. In the right pane, modify the value of the Life of first connection link
option.

Modifying password management configuration

To modify configuration linked to password management:
1. Connect to the MEGA Administration desktop (Web Front-End).

m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

2. In the edit area, click Environment Options.

w  Alternatively, from MEGA Administration (Windows Front-End),
open the management window for environment options, see "Modifying
options at environment level”, page 368.

3. In the options tree, expand the Installation folder and select User
Management.

4. In the right pane, you can modify default configuration of options:
e Number of tries before password invalidation.

w  Default value: 3
e Password expiry
w  Default value: 40 days

Modifying password definition rules

To modify password definition rules:
1. Edit the CheckPasswordFormat macro.
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2. Overload the macro CheckPasswordFormat with your definitions.
By default this macro imposes that the password should comprise:

between 8 and 16 characters
at least one letter
at least one figure

[ ]
[ ]
[ ]
e at least one special character
Function CheckPasswordFormat (sPassword)
Dim re
CheckPasswordFormat = false
1f Len({sPassword)>=8 and Len(sPassword)<=16 then
Set re = New RegExp
With re
Pattern = '"d"
.Global = False
IgnoreCase = False
End With
1f re.Test (sPassword) then
Set re = New RegExp
With re
Pattern = "["A-Za-z0-9]"
.Global = False
IgnoreCase = False
End With
1f re.Test (sPassword) then
Set re = New RegExp
With re
Pattern = "[A-Za-z=]"
.Global = False
IgnoreCase = False
End With
1f re.Test (sPassword) then
CheckPasswordFormat = trus
end 1f
end 1f
end 1f
end 1f
end function

Reinitializing a User Password

Prerequisite:
Before reinitializing a password, check that the following options relating to Web
applications are specified:

e "Specifying the Web applications access path", page 141

e "Specifying SMTP configuration", page 141

m  These options can be specified at installation, see the installation
document MEGA Web Front-End Installation Guide.
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To reinitialize the password of a user:
1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select a Persons sub-folder.
3. In the edit area, select the person for whom you want to initialize the
password.
4. Click Initialize the Account.
An e-mail is sent to the person concerned with a limited life link (48 hours
by default), allowing the person to define a password and the reply to a
security question.

Specifying Data Language for a User or User Group (Web Front-
End)

The data language is the language with which the user connects by default the first
time. If the user changes data language in the interface, this is kept for the next
connection.

By default, the data language is defined in the environment options. If necessary,
you can define the data language for each user or user group.
& The data language defined at user or user group level takes
priority over the language defined in the environment options.
To modify:
e the interface language in Web applications, see "Modifying the interface
language in Web applications at environment level", page 379.
e the data language at environment level, see "Modifying the data
language in Web applications at environment level", page 379.

To specify for a user or user group a data language different from that inherited and
defined in environment options:

) Modify the Data Language parameter in the user or user group
properties.

m  See "Configuring a Person", page 61.
w  See "Viewing Person Group Characteristics", page 49.
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MANAGING REPOSITORIES

A MEGA repository constitutes the workspace in which modeling data is stored. Several users can
connect to it and work simultaneously on the same project.

By default, any user of an environment can access all repositories of the environment. The MEGA
administrator can restrict these rights.

Repository management is carried out with the MEGA Administration application.

The MEGA repository server type has an influence on the functionalities available (for example:
management of repository snapshots and collaborative workspace.

w  Certain recommendations may concern only RDBMS or GBMS type
storage. Absence of a warning indicates that the recommendation is
valid for all types of storage.

This chapter covers points relating to working in a repository and the use of repositories:

v "Using Repositories", page 138

v "Managing Repositories", page 147

v/ "Optimizing Repository Access Performance", page 179
v "Referencing and Unreferencing a Repository", page 191
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USING REPOSITORIES

A repository depends on an environment. Different policies of data distribution can
be implemented. You can, for example, work on two repositories:

e a Development repository, which groups all projects

e a Production repository, which groups stable states of each project.

The following points are covered here:

e "Accessing Repositories", page 138
"Repository Structure", page 139
"Creating a Repository", page 142
"Consulting and Modifying Repository Properties", page 142
"Consulting RDBMS Repository Performance", page 145
"Generating a Health File for an RDBMS Repository", page 146
"Accessing the Log of Repository Changes (.EMV file)", page 146

Accessing Repositories

To access a repository:
1. From MEGA Administration, connect to the environment concerned.
w See "Connecting to an Environment", page 5.
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2. Expand the Repositories folder.
The list of the repositories in the environment appears.

= Repositories

F- SystemDb [EN]

B EA [EN]

S| MEGA Tutorial [EN]

: - Woarkspaces

1'_3| Locks

E':El Assignments of Business Roles
@ Repository snapshots

-[z% Scheduler

Each repository is represented by:
e an icon defining its storage type
e its installation language.

Repository storage type
RDBMS

GBMS

ORACLE
a MEGA owner a
format
SQL Server

i

Repository Structure

The files enabling use of a repository are all in the same folder, the location of which

is stored in the system repository (SystDb).

SystDb is a particular repository containing the metamodel and
technical data (descriptors, Web site templates, queries, etc.). The
metamodel and technical data are common to all repositories in the
same environment. Definition of users and their rights are stored in this

repository, essential for operation of the software.
By default, a MEGA repository is stored in GBMS format (MEGA proprietary
format). You can choose another storage type for your MEGA repository: an RDBMS
format (relational database management system) such as Oracle or SQL Server.

w  For more details on structure and the advantages of the different
server types, see RDBMS Installation deployment guide.
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A repository comprises "RepositoryName". XXX files of which type and format XXX
depend on the repository server type:

MEGA repository storage type

RDBMS
Information type GBMS
Oracle SQL Server
Semaphore .EMA N/A N/A
of administration (protects simultane-
ous accesses to the
EMS)
Managing active -EMS N/A N/A

private workspaces

Repository evolution .EMV .EMV .EMV
logfile
(creation, update, etc.)

Data .EMB .EMO* .EMQ*
inseparable from
.EMA, .EMS and .EMV
files)

*: this file does not contain data; it is a pointer to data stored on the
relational database server.
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For each repository, folders are created dynamically while the user is working:

-] l Demonstration
= Db
+ Adventure
= MEGA (Tutarial)
Approve

Document

MEGA (Tutorial).ix

MEGA (Tutorial).Lock

MEGA (Tutorial).Log

MEGA (Tutarial). Transactions
+ USER

WORK

Approve: contains validated reports (MS Word) detached from MEGA.
Data: contains all business documents created in MEGA.

Document: contains all reports (MS Word) generated from MEGA.
RepositoryName.ix: contains the result of indexing for quick search.

m  See "To allow the user to execute quick searches in MEGA

solutions, the repository must first be indexed.", page 144.
RepositoryName.Lock: contains locks created on objects during user
working (when a GBMS repository is used). These files have .EMK
extension.

m See "Managing Locks", page 215.

RepositoryName.Log (repository backup logfile): contains repository
backup logfiles (enabled by default). Each private workspace is saved in
logfile, .MGL format.

m  See "Backup logfile", page 147.

RepositoryName.PrivateWorkspaces (private workspace backup
logfile: contains files linked to active private workspaces of repository
users.
w The presence of these files depends both on the server type used
and on the options enabled for this repository.
These files are:

e "CCC.MGL" files, where CCC is the code associated with the user (the
Backup logfile option is enabled for the repository).

w  See "Backup logfile", page 147.

e "CCC.EMB" and "CCC.EMS" files (similar to those of the repository)
containing data of the GBMS private workspace, where CCC is the
code associated with the user.

USER: contains a folder for each user, in which all work files generated

by the user are stored. It groups the files created by backup and

extraction procedures, as well as control files.
w  Fach folder is named "CCC", where CCC is the code associated with
the user.

WORK: contains work files created by administration operations carried

out using the administration application.
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Creating a Repository

To create a repository:
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.

2. Right-click the Repositories folder and select New.
The Create Repository dialog box opens.

{L Create Repository

Mame: | My repository oK |
Location Cancel

| Ci\sers\Public\Documents\MEGA HOPEX V 1R 1\Demonstration'\Db My reposit Browse...

Help
Repository Server Type

* Ghms ™ Oracle " sglserver | [

3. Enter the Name of the repository.
The repository name should start with a letter and not exceed 60
characters. It can contain letters (A-Z), figures (0-9) and certain special
characters (_$#).

m  The name of an Oracle repository should not be an Oracle reserved
word (see DBA Oracle).

w The name of an SQL Server repository is prefixed by the
environment name. This prefix is not included in the 60 characters limit.

w If you use strange characters, you must be in the same system
language as these characters so that they will be recognized by MEGA.
4. (Optional) By default, the repository is created in the Db folder of the
selected environment; to modify this, click Browse and define another
location.
5. Select the repository server type and click OK.
w  For more details on repository server type, sece RDBMS
Installation Guide.
The repository folder and its files are created.
@ At creation of a repository, a sub-folder carrying the name of your
new repository is automatically created in the Db folder of the
environment folder to store corresponding repository files.
The repository created is empty. You can transfer data from another repository into
it by importing updates or by restoring a backup file.

Consulting and Modifying Repository Properties

To consult and/or modify certain repository properties:

1. From MEGA Administration, connect to the environment in which the
repository is referenced.

m  See "Connecting to an Environment”, page 5.



2,

Expand the Repositories folder.

Managing Repositories

3. Right-click the concerned repository and select Properties.
The Repository Properties dialog box opens.

Properties of Repository SystemDb

Characteristics:
Mame SystemDb
Language English
Metamodel last compiled date
Repository log Enabled
Backup logfile Enabled

Repository folder

Wntas'public\DailyBuildInstalled\MEGA HOPEX V

Repository size (bytes)

0

Format

V3.8-Orade

Creation date

2014/02/13 04:08:25

Last saved on

2015/02/13 15:38:11

Logical Format DbVerzion-9
Maximum number of user private workspaces 512
Repository indexing _

Storaage identifier T5040805

Location of data in repository

VP-DL-750T5T2/xe

Date of last private warkspace deanup

2015/02/13 10:26:11

Date of last consolidation

2015/02/13 11:06:10

From the Repository Properties dialog box, you can:

click the row of one of the following characteristics to:
e modify the Name of the repository

e modify the repository Language

é& Only if you need to modify the repository language right

Using Repositories

after its creation. Never change the repository language at any
time, to avoid irreparable loss of object names.

e enable/disable the Repository log

w  For more details, see "Enabling the repository log", page 149.

e enable/disable the Backup logfile
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e consult its following characteristics:

e Metamodel last compiled date (SystemDb repository specific)

e |ocation of the Folder in which the repository is stored

e Repository Size presents the size of the .EMB file of the GBMS
database.

e Format is information used only for internal operation of MEGA on
GBMS repositories.

e Dates of repository creation and last save

e repository Logic Format.

e Date of last private workspace cleanup and Date of last
consolidation (RDBMS specific), which provide useful information for
the maintenance plan of an RDBMS repository.

w  See "Deleting RDBMS Repository Temporary and History Data”,
page 187.

e enable/disable the backup logfile
m See "Enabling and Customizing Repository Indexing", page 144.

Enabling and Customizing Repository Indexing

To allow the user to execute quick searches in MEGA solutions, the repository must
first be indexed.

Indexing runs automatically every 10 minutes (modifiable default value) with the
indexing scheduler (RDBMS specific). This indexing is incremental (indexing
modified objects only).

w  To modify scheduler default configuration, see "Customizing the

indexing scheduler (RDBMS)", page 145. For detailed information on the
scheduler, see the technical article HOPEX Studio - Scheduler.

w  The initial indexing can take some time depending on the size of
your repository (eg: more than 30 hours for a 2 GB repository, of which
business documents constitute a major part), and can slow the
performance of MEGA. Remember to run this initial indexing when
other MEGA users are not connected.

& Take care to allow sufficient disk space before enabling
indexing: statistically for a large repository (eg: 2 GB) of which
business documents constitute a major part, the indexing size
can represent twice the repository size.

Enabling/Disabling repository indexing for quick search
By default, repository indexing is not enabled.

To enable/disable repository indexing:
1. Access properties of the repository concerned.
w See "Consulting and Modifying Repository Properties”, page 142.

2. Select/Clear Repository Indexing to enable/disable repository
indexing.
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3. Click OK.
The scheduler (RDBMS specific) updates indexing every 10 minutes.
w  To modify scheduler default configuration, see "Customizing the
indexing scheduler (RDBMS)", page 145.
Indexing is carried out for all of the languages installed.
When indexing is completed, the "Repository Name".IX folder is created
in the corresponding folder of the repository. This folder contains indexing
results.

Indexing a repository manually

When the scheduler is unavailable (GBMS), or for initial indexing, the administrator
can index the repository manually.

To index a repository manually:

m To be able to manually index the repository, the repository indexing
option must be selected, see "Enabling/Disabling repository indexing for
quick search", page 144.

1. From MEGA Administration, connect to the environment in which the
repository is referenced.

m  See "Connecting to an Environment", page 5.
Expand the Repositories folder.
Right-click the repository to be indexed and select Index for Quick
Search.
Indexing is carried out for all of the languages installed.

w  For initial indexing, the "Repository Name".IX folder is created in

the c/orresponding folder of the repository. This folder contains indexing
results.

wn

Customizing the indexing scheduler (RDBMS)
You can modify indexing scheduler default configuration.

To modify indexing scheduler default configuration:
1. Access the repository concerned.
m  See "Accessing Repositories”, page 138.
Right-click Scheduler and select Manage Triggers.
Select the System Triggers tab.

Right-click Indexing Automaton and select Update Scheduling.
The indexing scheduler configuration window appears.

5. Modify the configuration.

6. Click OK.

w  For detailed information on the scheduler, see the technical article
HOPEX Studio - Scheduler.

Ll

Consulting RDBMS Repository Performance

Before starting work in an RDBMS repository, MEGA recommends that you run the
RDBMS diagnostic tool.
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This tool indicates repository performance compared to optimized performance.

To run the RDBMS repository diagnostic tool:
1. From MEGA Administration, connect to the environment in which the
repository is referenced.
m  See "Connecting to an Environment", page 5.
2. Expand the Repositories folder.
3. Right-click the RDBMS repository concerned and select RDBMS
Administration > RDBMS Diagnostics.
m  For more information on the RDBMS repository diagnostic tool, see
deployment RDBMS Installation Guide.

Generating a Health File for an RDBMS Repository

MEGA enables to generate a file containing information on the fragmentation and
the statistics of an RDBMS repository.

To generate a health file for an RDBMS repository:

1. From MEGA Administration, connect to the environment in which the

repository is referenced.
w  See "Connecting to an Environment", page 5.

2. Expand the Repositories folder.

3. Right-click the RDBMS repository concerned and select RDBMS
Administration > Information about fragmentation and statistics.
A report file is generated with the information returned by Oracle or the

SQL Server on the repository health state.

Accessing the Log of Repository Changes (.EMV file)

The .EMV file contains repository changes (eg: creation, update).
To directly access the .emv file of a repository:
1. From MEGA Administration, connect to the environment in which the
repository is referenced.
m  See "Connecting to an Environment", page 5.

2. Expand the Repositories folder.
3. Right-click the desired repository and select See EMV File.
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MANAGING REPOSITORIES

w  For management operations specific to an RDBMS repository, see
RDBMS Installation Guide.

The following points are covered here:

"Managing logdfiles", page 147

"Configuring the logging for an inter repository consolidation", page 150
"Viewing the Repository Update Log", page 151

"Exporting Updates", page 154

"Deleting a Repository", page 154

"Converting a Repository", page 154

"Importing Libraries into a Repository", page 154

"Repository Physical Backup", page 155

"Checking and Physically Restoring a GBMS Repository", page 158
"Reorganizing a repository", page 160

"Repository Logical Backup", page 162

"Duplicating a Repository", page 164

"Initializing an Existing GBMS Repository", page 166

"Updating a Repository", page 167

"Updating a Repository", page 167

"Viewing the Environment Report File", page 173

"Viewing User Process Error Trace Files", page 175

"Saving the Error Zip file for Diagnostics", page 177

"Viewing Object History", page 177

Managing logfiles

At repository creation, by default:

See:

Backup logfile

the backup lodfile is enabled (value Enabled).
the repository log is not enabled (value Disabled).

"Backup logfile", page 147

"Backup logdfile process", page 148

"If you have a problem", page 148
"Enabling the repository log", page 149

The repository is configured so that changes made by users are saved
simultaneously in the repository and/or in a specific file called the backup logfile.

147



148

Backup logfile process

When opening a private workspace, the backup logfile process is as follows:

Step

User A...

Result

1

...connects to
MEGA.

The MEGA workspace opens.

XXX.MGL lodfile is created in folder \Db\Reposito-
ryName\RepositoryName.Private Workspaces

of the environment directory.

...dispatches work.

XXX.MGL lodfile is consolidated (*):

under YYYY-MM-DD_hh.mm.ss_XXX.mgl name
in "\Db\RepositoryName\RepositoryName.Log\
folder

...discards work.

There is no copy of XXX.MGL lodfile.

...reconnects to
MEGA.

A new private workspace opens.
XXX.MGL logfile of folder
RepositoryName.Transactions is reinitialized

(*): Consolidation consists of search and deletion of useless commands. For

example:

Modifications made by a user to the system repository are logged in the same way.

XXX: Code of User A

YYYY-MM-DD: dispatch date (year-month-day)
hh.mm.ss: dispatch time (hour.minute.second)

When an object is created then deleted,

not saved in the consolidated logfile.

When a comment is created, then modified several times, only

the final modification is saved in the consolidated

logfile.

© To avoid overloading the RepositoryName.Transactions directory,
MEGA recommends that you regularly archive the old lodfiles.

If you have a problem

In the event of a problem on the repository, you can restore the last repository
backup and import backup logfiles saved in the RepositoryName.Log folder from this
backup up to time of the problem.

w ]t js highly recommended that you synchronize backup logfile
archiving with repository backup.

Dispatched modifications are logged in a new repository log.

In the event of a problem on a user private workspace, you can copy the user
backup logdfile saved in the RepositoryName.Log folder, delete the current private

workspace and import the backup logfile in a new private workspace.

the information is
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Enabling the repository log

By default, the repository log is disabled for a GBMS repository and enabled for an
RDBMS repository.

To keep a history of the actions performed on the repository after dispatch, you
must activate the repository log.

é& Enabling the repository log generates a large volume of
objects. This volume can adversely affect MEGA performance,
particularly at dispatches. It is not recommended with a GBMS
repository.
To enable the repository log:

1. Open the Properties dialog box of the repository.

w  See "Consulting and Modifying Repository Properties", page 142.
The repository properties dialog box opens.
2. Click Repository Log line and select Enabled.

.& Repository log -
Backup loafile Enabled

The repository log is enabled.

The repository log lists all modifications made in the repository. It gives users a
better understanding of actions dispatched in the repository from private
workspaces.

Each time an action is executed, an occurrence of Change Item is created.

A Changeltem is a MetaClass corresponding to a change made in
a MEGA repository.

A repository log comprises MEGA occurrences. These occurrences can be handled
using MEGA APIs.

w  See "Viewing the Repository Update Log", page 151.
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Configuring the logging for an inter repository consolidation

To improve performance you can define some MetaClasses or MetaAssociationEnds
as non loggable.

w  See "Modifying MetaClass loggability", page 183.

Logging
Logging of updates enables:
e mainly to view the repository activity, i.e. actions performed on objects.

w  See "Viewing the Repository Update Log", page 151.
In that case, an incomplete (Consolidate command) or truncated
(Delete command) log is functionally satisfactory.
w  See "Deleting a log or reducing the log size", page 180 step 7.
This is the default configuration.
e to transfer the commands performed from a repository to another.
Example: you want to transfer all the commands performed

during the day from a development repository to a production
repository.
In that case a complete log, including all the actions performed by the

users, is necessary so that the inter repository consolidation is performed
correctly. You must modify the default log behavior.

w  See "Modifying the log behavior", page 150.

Modifying the log behavior

To include in your log the MetaClasses and MetaAssociations defined as non
loggable, you must modify the log behavior.

To modify the log behavior:
1. Access the options.
w  See "Accessing Options", page 368.
2. In the Options tree, select Repository.
3. In the right pane, for the Log behavior option, select "Logging all
updates" value.

All of the updates are included in the logs, including MetaClasses and
MetaAssociations that are defined as non loggable.

w  See "Modifying MetaClass loggability", page 183.
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Viewing the Repository Update Log

You can view the history of the actions performed in the repository after dispatch
from:
e the Administration desktop (Web Front-End)

w  See "Accessing repository dispatches from the Administration
desktop (Web Front-End)", page 151.

e the MEGA Administration application (Windows Front-End)

w  See "Viewing the repository update log using MEGA Administration
(Windows Front-End)", page 152.

e MEGA (Repository Activity navigation window)

w  See "Viewing the repository update log using MEGA Administration
(Windows Front-End)", page 152.

e the object History

Accessing repository dispatches from the Administration desktop (Web
Front-End)

To access the repository dispatches from the Administration desktop (Web
Front-End):

1. Connect to the Administration desktop.

L2 Sge "Connecting to the Administration Desktop (Web Front-End)",
page /.
2. In the Repository Management pane, click the Repository Activity
sub-folder.
All dispatches performed on the current repository and the system
repository are detailed. Dispatches are filed by day, week and month.
3. Click a dispatch.
Its properties appear in the edit page.
The Updates tab details the content of the dispatch in the form of a list
of actions displayed in chronological order.
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4. Select a line to display the details of the action in the lower frame.
m  See "Exporting Updates”, page 154.

[x]
Repository Activity
= Repository Dispatch % General -  Characteristics Updates Comment
Bl EA

-] Today
?0 2015/07/02 08:50:48 £

e e —

£ Expon

?0 2015/07/0208:41:41 E + Create Person Assignm... WOODS William-Action P1... GLEVER Her..  7/2/2015104..
6 2015/07/0208:21:47 €
o ’ 00 Connect  Assigned Person WOODS William-Action PI..~ WOODS.. GLEVER Her.. 7/2/201510:4..
Yesterday
This Week o= Change Assigned Person WOO0DS William-Action P, WOODS.. GLEVER Her.. 7/2/201510:4..
| Last Week P Connect  Business Role WOODS William-Action Pl Action Pla..  GLEVERHer..  7/2/2015104..
Two Weeks Ago
+ Create Person Assignm... WOODS William-Audit Dir... GLEVER Her.. 7/2/201510:4..
This Maonth V]
Last month o Connect  Assianed Person WOODS William-Audit Dir... WOOoDs.. GLEVER Her... 7/2/2015104..
Before One Month Page 1 of 1 o - Displaying 1 -8 of 8
i@ SystemDb
- "~030000000240[Ferson Assignment]” "?-7
.Create ."~030000000240[Person Assignmenf]” "2-7" -
{CHK "5(ryFiFbLvjOC30000mCpCpCRnIFWsZtEraN" -
"~310000000D00[Absolute Identifier]” S(WFIFDLVJO
"~520000000L40[Create Version]" "30208" -
"~510000000L00[Creation Date]" "2015/07/02 08:49:19" -
."~(10000000v30[Creator]" "RnIFWsZtErgnN" -
"~G10000000P00[Modification Date]" "2015/07/02 05:49:19" -
"~b10000000L20[Modifier]" "RnIFWsZtErSN" -
"~210000000200[Name]" "F35FFBOF559462DE" -
"~)20000000z70[Reading access area identifier]”  "sTVwxdH3100" -
"~320000000P40[Update Version]" "30208"
< > Co]
Viewing the repository update log using MEGA Administration (Windows
Front-End)
To view the repository update log using MEGA Administration (Windows Front-
End):

1. From MEGA Administration, connect to the desired environment.
w  See "Connecting to an Environment", page 5.
2. Expand the Repositories folder.
3. Right-click the repository concerned and select Repository Log >
Open.
The View repository updates log appears.
w  Alternatively, from MEGA (with access to the Expert metamodel
level, see "Configuring metamodel access", page 77), select the File >

Propertles menu. In the dialog box that appears select the Update
tab. The log of the current private workspace is displayed by default.
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4. 1Inthe Begin and End fields, select the dispatch interval that you want to
display.
m  You can view the repository log in its totality, or between two given

dispatches. In the Begin drop-down list, the first element corresponds
to the first dispatched private workspace of this repository.

Begin: |2015/07/09 08:37:51 EA CLEVER Line -

End: lCurrent workspace - I

5. Click Refresh.
The repository log appears as a list of actions displayed in chronological

order.

m View repository updates log E
Action Target Object Object Resp.. Deliveryd + Export
[¥]# Connect  Contain My Report DataSet Def.. MetaPara.. GLE.. 7/8/2015
[#¥]=Change Contain My Report DataSet Def.. MetaPara.. GLE.. 7/8/2015 Refresh
[¥]¢£ Connect  Contain My Report DataSet Def.. Assessable.. GLE.. 7/8/2015
[¥]# Connect  Contain My Report DataSet Def.. Applicatio.. GLE.. 7/8/2015
[¥] &2 Connect  Contain My Report DataSet Def.. Applicatio.. GLE.. 7/8/2015
[¥| B Update  System Trigger &) Indexing Automaton Meg... 7{9,’2015 =
@ a®_m

<[

- "~LThjdchkEfXP[System Trigger]” "Alerts Controller”
Update ."~LThjdchkEfXP[System Trigger]” "Alerts Controller” -
.CHK "gxFfyOQELdQO20000WPcPcP" -

"~610000000P00[Modification Date]” "2015/07/09 08:40:06" -
S~b10000000L20[Modifier]” "020000WPcPcP" -
S~PIkfFXwoElwN[Next scheduled date & time]” "2015/07/09 08:45:00" -
S ~tBzlvXWgFfZG[Repeat Number]” "619"

System repository

Begin: l2015,’07,’09 08:37:49 SystemDb GLEVER Herveline v]

End: [Current workspace - ]

[ OK ] [ Cancel Apply

w  See "Exporting Updates", page 154.
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Exporting Updates

To export updates:
1. Access the repository update log.
mw  See "Viewing the Repository Update Log", page 151.
2. Select the updates to be exported.
3. Click Export.
4. Select the export format:
e *.mgr: text format
e *.xmg: MEGA XML format.
Click Export.
You can open or save the export file.

o

Deleting a Repository

You can delete a GBMS or Oracle repository.

w To delete an SQL Server repository, you need the appropriate
administration rights (db_owner database).

To delete a repository:
1. From MEGA Administration, connect to the environment in which the
repository is referenced.
w  See "Connecting to an Environment", page 5.
2. Expand the folder containing repositories of this environment.
3. Right-click the repository concerned and select Delete.
A dialog box appears asking you for confirmation.

4. Click Yes to confirm deletion.

Converting a Repository

Repository conversion is only necessary:
e at migration.

w For more information on repository conversion, consult the
technical note How to migrate to HOPEX V1R3.

e on request from MEGA support.

Importing Libraries into a Repository

You can import the libraries you need for your work into a repository.
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To import a library into a repository:
1. Connect to:
e the MEGA Administration desktop (Web Front-End).
m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.
e MEGA Administration (Windows Front-End) and select the
repository concerned.
m  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.
2. (Web Front-End) In the Administration tab, click the Tools pane and
select the XMG/MGL/MGR > Import sub-folder.
The Mega File Import - Parameterization page appears.
(Windows Front-End) Right-click the repository concerned and select
Object Management > Import.
The Import MEGA Data dialog box opens.

3. Alongside the Command File field, click Browse J

4. From the MEGA installation folder, select in the MEGA_Std folder the
desired Library (*.mol).

5. Click Upload (Web Front-End) / Open (Windows Front-End).

6. In the dialog Import MEGA data, click Import.

7. When import has been completed, click Close.

Repository Physical Backup

In event of a problem, you must have a valid and recoverable data backup.

A physical backup consists of copying the files of a repository from their original
location to another one.

Data is stored at MEGA environment level. Data to be backed up varies according
to repository server type.

m  See "Repository Structure", page 139.
The following points are covered here:

e "Backup frequencies", page 156

e "Elements to be backed up", page 156

e "Other elements to be backed up", page 157

e "Elements that could be useful to back up", page 157
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Backup frequencies

For a MEGA environment used by an active project, MEGA recommends:
e daily backup of the environment
e backup before any major data update
Example: system database customization, data reprocessing,
CP/RP update of MEGA data.
e that you keep:
e daily backups of the last 30 days
e monthly backups of the last 12 months

Whatever your repository server type, MEGA recommends cold backup (no MEGA
user should be connected).

w In SQL server type mode, hot backup is possible.

Elements to be backed up

Identify environments that require regular backup.

Example: design environment.

From the environment folder, you must backup complete folders:
e Db
e SysDb
e Mega_usr

For repositories in format:
e GBMS
Db and SysDb folders contain all EMA, .EMB, .EMS and EMYV files of the
system database and repositories.

w The daily physical backup should include at least the .EMB, .EMS
and .EMA files of the GBMS repository.

e RDBMS
Db and SysDb folders contain an .EMV file and (respectively) an .EMO
.EMQ .EMY file that points to other folders that you must back up:
e for Oracle:
system database and repository schemas.
e for SQL Server:
system database and repository databases.

GBMS format repository recommendations

To obtain a valid backup, ensure that files are not accessible during backup:
1. Access environment options.

w  See "Modifying options at environment level”, page 368.
2. In the tree, select the Options\Repository folder.

3. Inthe right pane, for option Authorize dispatch for the environment,
select "Prohibit".
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Elements that can be excluded from the backup file
To save space and time it is not necessary to back up the complete content of the
environment folder. You need not back up for example folders that contain:

e user work files
These files are contained in the SysDb\USER and Db\USER folders.

e work files linked to the Administration application
These files are contained in the SysDb\WORK and Db\WORK folders.

e Jlock files:
e Systemdb.Lock contained in SysDb folder
¢ RepositoryName.Lock contained in Db\ <RepositoryName> folder

Other elements to be backed up

MEGA recommends that you back up folders concerning:

e configuration:
the Cfg folder (in the MEGA installation directory) containing the

megasite.ini configuration file.
e licenses:
the file containing licenses (.Must or .ELF).
(Optional) You can back up folders concerning:

e your java customization:
lib_usr folder (in the java folder of the MEGA installation directory)

e your installation customization:
Mega_Usr folder

e vyour delivered data
in the MEGA installation directory, the following folders:

e Document, which contains shared documents
e Intranet, which contains the Web sites generated
e Approve, which contains detached documents.

Elements that could be useful to back up

You may need to back up:
e private workspaces in progress
e technical data modifications in progress

To back up private workspaces in progress:
) copy the "RepositoryName.Transactions" folder in the repository folders

tree.
w The USER and WORK folders contain the work documents of
users.
To back up technical data modifications in progress:
) copy the SysDb folder and its sub-folders in the tree of the system

repository.
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Checking and Physically Restoring a GBMS Repository

This section describes how to:

e check a GBMS repository
e physically restore a GBMS repository.

w A repository should be physically restored only in the event of
system failure or to check that the backup is valid.

Checking a GBMS repository

To facilitate the decision on repository reorganization, breakdown of volumes in the
repository is presented during the check.

A repository check enables physical and logical verification of the repository on the
main data storage file (.EMB extension). A repository check consists of:

e reading the file block by block

e checking the data

e checking all data indexing mechanisms contained in these data blocks.

As well as this physical integrity check, repository check gives a full technical report
that can help the administrator decide whether or not to reorganize the repository
to improve data access times (slow diagram loading, slow workspace opening, etc.).

To start the check:
1. Connect to MEGA Administration and select the repository concerned.
m  See "Accessing Repositories”, page 138.
2. Right-click the repository and select Check.
The Repository Check dialog box opens.
3. (Optional) Select the File option if you want to create a report file.
By default when you run a check at level:
e of a "Test" repository, the Testxxxx.txt file is generated in the Test
folder (eg: MyEnvironment\db\test).
e of the "systemdb" system repository, the SystemDb0000.txt file is
generated in the sysDb folder (eg: MyEnvironment\SysDb).

é No writing access should occur during this process.

é This repository check does not check private workspaces. It
does not detect defective private workspaces.
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4. Click Apply to start checks.
The report is displayed in the dialog box.

#% Check the MEGA (Tutorial) repository ]

v | Vintaspublic\DailyBuildInstalled MEGA HOPEX 1.0 (731) (int Buld, | ... | |

Physical check: MEGA (Tutorial)
Disk space occupied: 31572 KB
Used disk space: 30912 KB
Free disk space: 200 KB

Preformatted disk space; 0 KB

Logical check: MEGA (Tutarial)

KN

Close
Help

Space which can be freed by transactions: 460 KB

Processing completed. Press Esc.

The following table explains the meaning of the different disk spaces used:

Type

Definition

Disk space occupied

Physical size of repository data file (.EMB).
Sum of the used, free, reserved and freeable space.
This space is not limited.

Disk space used

Disk space used by data limited to 4 GB.

Free disk space

Free disk space for consumption by progressive updates.

Freeable space by private
workspaces

Space required for multi-user management and not
compressible while older private workspaces remain
(see "Managing Private Workspaces", page 185).

Reserved space

Space temporarily reserved for updates without validation
(generally zero).

From a physical standpoint, a repository is usually divided into four parts if it has

never been reorganized:
e 80% usable space

10% or less free space

[ )
e 10% or less space
[ )

that can be freed by private workspaces

0% preformatted space

© We recommend that you reorganize the repository when the space
occupied by its logical backup represents less than 3 times the disk size
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occupied by the repository itself or when space used by the data
represents less than 20% of disk size occupied.

For more information on repository reorganization, see "Reorganizing a
repository", page 160.

Physical restore
A physical restore consists of copying previously saved repository files.

The following table shows different problems that may impact your repository. If
any of these problems occur, you may have to restore your repository.

Cause check
Problems of disk integrity The following system tools can detect errors on your
disk:

- Run the Scandisk utility if Dos > V6 or Win95
- Run the server utility if server disk

Server saturation (lack of - Consult the server log.
space, disk controller failure) Other applications are also encountering errors.
Server disk controller is oper- - Consult the server log.
ating incorrectly Other applications are also encountering errors.

Restore the /ock file only if restoring recent files.

Reorganizing a repository

You can reorganize a repository:
e to optimize storage space and GBMS repositories performance.

w  This space increases rapidly when users begin accessing and
updating the repository.
e when you want to change storage type, for example: from GBMS
repository to Oracle repository.

Before reorganizing a repository, you must check that there is no other active or
passive private workspace on this repository, see "Workspace Administration", page
200.

The repository reorganization process is automated. It consists of:

1. physical backup of repository files (GBMS only).

2. logical backup of the repository, to obtain the command file which
contains creation orders of repository objects and their links.

3. repository initialization.

4. repository restore by import of the command file in an empty repository.
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Recommendations concerning GBMS repositories

Repository reorganization frequency depends on activity (dispatch frequency,
number of users, functionalities used, etc.)
MEGA recommends that you:
e reorganize your repository:
e twice a month for configurations of more than 100 users.
e once every two months for smaller configurations.
e not forgetting to also reorganize the system repository SystemDb.

Reorganizing a repository

© 710 improve reorganization times and performance of MEGA,
remember to delete old log elements before repository reorganization.

To reorganize a repository:
1. Connect to MEGA Administration and select the repository concerned.
m  See "Accessing Repositories”, page 138.
2. Right-click the repository concerned and select Reorganize.

E Reorganize Repository (My GBMS Repository)

Log of objects
Apply

" Keep log
+ Delets log Close

" Delete log older than: Hel
elp

[v Keep badwp file

Target storage support
+ GBMS " Orade " S50L Server

didl.

Ready

3. (Optional) In the Log of objects frame, you can select the actions to be
executed on the log at reorganization.
4. (Optional) If you do not want to keep the repository log, clear Keep log.

w The log is generated in the work folder WORK of the repository, in
format Bkp_<YYYY-MM-dd_HH.mm.ss>_<repository name>.mgr

w By default, the target server type is the same as the repository
server type.
5. Click Apply.
When the repository has been reorganized, a reorganization completed
message is displayed.
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Repository Logical Backup

Before you make a repository backup, dispatch all current private workspaces so
that their changes are included in the backup. To view private workspaces active on
your repository, use the private workspaces administration tool, see "Workspace
Administration", page 200.

Logical backup:
e creates a command file that allows you to reconstruct the repository by
update of an empty repository.
e analyzes all repository content.
e is safer than a physical backup since it checks that all data in the
repository is readable.
e can be used as a long term archive or to merge repositories.

& You can execute updates on the repository after starting

logical backup by dispatching a private workspace. Note,
however, that these modifications are not included in the
backup.

© You can temporarily prohibit users from updating the repository by
clearing the Authorize Dispatch option in the environment or user
options.
To execute a logical backup of a repository:
1. Connect to MEGA Administration and select the repository concerned.
2. Right-click the repository concerned and select Logical Backup.
The Repository Logical Backup dialog box opens.

{t Repository Logical Backup {(MEGA (Tutorial))
: Destination Backup
Export in Format |text format (*.MGR) j

—__ IMEGA XML format (%.XMG Close
| \intas'public\Daily Build In gy e Yoy

ai]

Help

Data common to environment repositories

¥ Metamodel {* Extensions ™~ Complete
W Technical Data {* Extensions " Complete
W Profiles and Business roles {* Extensions " Complete
W Writing access areas, reading access areas and LDAP {* Extensions " Complete
W Users {* Extensions " Complete

[ Workflow statuses

Data spedific to current repository
W Data {+ Extensions " Complete

[ Log objects [~ Objects of merging
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In the Destination frame, select the export format of the backup file:

text format (*.MGR).

©  For more details on .MGR file syntax, see "Command File Syntax",
page 349.
MEGA XML format (*.XMG)
This format is reserved for exchange of data between MEGA and other
applications. It includes commands or data (objects and links).
This format cannot be used to extract the metamodel or technical
data.

© For more details on MEGA XML data exchange format, see technical
article MEGA Data Exchange XML Format EN.

w  Environment options enabling configuration of MEGA data export
(XMG encoding, default export format, etc.). See "Managing Options”,
page 365.

(Optional) In the Destination frame, click Browse |, |to browse the
folder tree and modify the name and/or location of the backup file.

By default, the backup creates a file "RepositoryName.mgr" in the WORK
work folder.

w e recommend that this backup be made to a physical device other
than the device on which the repository is located. Selection of a
different logical device, such as a different partition on the same disk,
does not protect your backup in the event of disk failure.

Select the type of data you want to save.

In the frame Data common to environment repositories, select the

w The Extensions buttons correspond to data created by users.

é& Carry out a complete backup only if technical support asks
you to do so.

© You can choose what you want to save: extensions common to

environment repositories and data specific to current repository. It is
recommended that you save all these elements in separate specific files,
with names indicating their contents.

w  For a standard logical backup, simply select the Data and its
Extensions.

data type of the system repository to be saved:

Metamodel allows extraction of the metamodel, if the standard
metamodel has been modified.

Technical Data allows extraction of data such as descriptors, queries,
and report templates (MS Word).

é A complete logical backup of the repository including the
Technical Data can take time and occupies considerable space.

Profiles and Business roles allows extraction of created profiles and
business roles (those not provided by MEGA).

Writing access areas, reading access areas and LDAP allows
extraction of created writing and reading access areas (those not
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provided by MEGA) and LDAP parameters (parameters, servers,
groups).

e Users allows extraction of created users (persons, person groups,
logins).

e Workflow statuses enables extraction of workflows (workflow
instances, transitions and statuses, tasks, validations, requests for
change).

In the frame Data specific to current repository:

e Data allows extraction of repository data. This data includes
assignment of business roles to persons.

¢ Log objects allows you to include object histories in the extraction of
MEGA data.

w  For more information on object logs, see "Viewing Object History",
page 177.

e Objects of merging allows you to export technical objects resulting
from merging objects (_TransferredObject).

w  For further information on merging objects, see "Merging Two
Objects", page 277.
6. Click Backup to start backup.

During execution of backup, a series of messages keeps you informed of

progress.

The backup report is displayed in the Report area.

w  For more information on this file, see "Viewing the Environment
Report File", page 173.

To update a repository, import the repository backup file.

w  For more details on importing a command file, see "Updating a
Repository"”, page 167.

Duplicating a Repository

See:

e "Duplicating a GBMS repository", page 164
e "Duplicating an Oracle repository", page 165

Duplicating a GBMS repository

Prerequisite: before duplicating a repository, check that there is no other active or
passive private workspace on this repository, see "Workspace Administration", page
200.

To duplicate a GBMS repository:

1. Connect to MEGA Administration and select the GBMS repository
concerned.
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2. Right-click the repository concerned and select Duplicate.
The Duplicate a Repository dialog box appears.

£ty Duplicate Repository @

Source: MEGA (Tutorial)
Target
Mame: Copy of MEGA (Tutorial) (2)

\\ntas\public\DailyBuildInstalled\MEGA HOPEX V1R3 (760} (int Build) mega_ Browse...

OK ] | Cancel ‘ | Help

The name of the Source repository is indicated.

3. In the Name field of the Target frame, enter the name of the repository
to be created.

4. (Optional) Click Browse to select the location where the repository will
be created.

5. Click OK.

Duplicating an Oracle repository

w  For detailed information on duplicating an environment and an
RDBMS repository, see the RDBMS Environment Duplication
tec_Znical article. Also see the RDBMS Installation Guide deployment
guide.

Prerequisite: before duplicating a repository, check that there is no other active or

passive private workspace on this repository, see "Workspace Administration", page
200.

To duplicate an Oracle repository:

1. Connect to MEGA Administration and select the Oracle repository
concerned.

2. Right-click the RDBMS repository concerned and select RDBMS
Administration > Duplicate Oracle Storage.
The Duplicate a Repository dialog box appears.
The name of the Source repository is indicated.

3. (Optional) In the Name field of the Target frame, modify the name of
the repository to be created.

4. (Optional) Click Browse to select the location where the repository will
be created.

5. (Optional) In the Schema field, modify the schema.

m The source schema is used by default. You should use a different
schema for a different repository.
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6. (Optional, if you have kept the name of the source schema) In the
Prefix to be used field, enter a prefix to distinguish the source schema
from the target schema.

w  The prefix must start with an alphabetic character.

Duplicate Repository @

Source: MFA
Target
Mame: Copy

\\ntas\public{Transfer\BZX\MFA_Hopex\Db\Copy of MFA (2) Browse...
Schema: MEGA_INFO_HOPEX_SEE Prefix tobeused: B
[ 0K l | Cancel | | Help |
7. Click OK.

In the connection window, enter the password to access Oracle.
Click Test connection.
You must validate the test before continuing the procedure.
10. Click Test GRANTs.
You must validate the test before continuing the procedure.
11. Click OK.
The repository is duplicated.

©®

Initializing an Existing GBMS Repository

To reinitialize a GBMS repository:

1. Connect to MEGA Administration and select the GBMS repository
concerned.

2. Right-click the repository concerned and select Initialize.
This empties the repository of its data so that a backup can be reinserted,
for example.
A message box asks for confirmation.

3. Click Yes to confirm reinitialization.

& This operation deletes all repository data irreversibly.

© Initialization of the GBMS repository, as well as repository
reorganization, keeps the absolute identifier of the processed
repository. This can be useful if you use the absolute identifier of your
repository in a macro or query.

¢ Repository reinitialization does not keep repository
configuration options. You must update configuration of the
newly-initialized repository.
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Updating a Repository

Importing command files

You can update a repository by importing the command file produced by the
repository backup tool, export of an object or any other means of command file
production.

You can import two types of command file into a MEGA repository:
e text format (.MGR).

w  For more details on .MG* file syntax, see "Command File Syntax",
page 349.

¢ MEGA XML format files. These files have .XMG extension and contain
commands or data (objects and links).

w  For more details on MEGA XML data exchange format, see technical
article MEGA Data Exchange XML Format EN.

To import a command file:
1. Connect to:
e the MEGA Administration desktop (Web Front-End).

m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

e MEGA Administration (Windows Front-End) and select the
repository concerned.

m  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.
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fL Import MEGA data (MEGA (Tutorial))

- Command File

=0 || =]

2. (Web Front-End) In the Administration tab, click the Tools pane and
select the XMG/MGL/MGR > Import sub-folder.
The Mega File Import - Parameterization page appears.
(Windows Front-End) Right-click the repository concerned and select
Object Management > Import.
The Import MEGA Data dialog box opens.

w To import a command file from MEGA, select File > Import >
MEGA File.

dill

Close

Processing Checks el
eip
v Metamode] [v¥ Check Absolute Identifiers
I Technical Data [~ Check writing access areas
Iv Data
Filters
[v standard Reprocessing
Save [ Reassign User
|Ever1,r 1000 commands ﬂ
[ Log Updates [ Indude Object Logs

3. In the Command File frame, click Browse J to browse the folders
and select the backup file.

(Web Front-End) Click Upload.

Select the types of Processing to be executed:

You can update:

e the Metamodel (repository structure)
e the Data (most frequent case)
e the Technical Data (descriptions, requests, as well as users).

w If the file includes commands that do not match the type you have
selected, these commands are ignored.

6. Select the Save frequency of the modifications.
w  Note that there is no optimal save frequency:

e Standard frequency saves at each "Validate" command in the
command file and at the end of the file. This type of frequency is
useful when the command file has been written by a user.

e At end is generally sufficient if the file is not very large.

e At end if no reject encountered saves the changes only if no
rejects were encountered.

e Never is used to carry out tests before the effective update, for
example for syntax checking.

e Every 5000 commands: each save is quite long. You can speed
things up or slow them down by saving every 100, 200, 500,
1000 or 5000 commands.

w |arge files may cause memory problems when updating. To avoid
such problems, you should decrease the intervals between saves.
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8.

9.

10.
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In the Checks frame, the checks to be carried out are selected

automatically, based on the file extension:

e Check Absolute Identifiers is not selected in the case of a
command file that does not come from a MEGA repository.

e Control writing access areas is selected when the MEGA
Supervisor technical module is available on the site, ensuring that
the user who executed the update has the corresponding writing
access in the repository.

w  For command files with the MGR extension (repository backup),

absolute identifiers are included in the imported objects and writing
access levels are maintained.

w  For command files with the MGL extension (log extraction or
backup logfile), the absolute identifiers are included in the imported
objects. The writing access levels are maintained if the updates are
consistent with the writing access diagram for the environment.

w These controls are not carried out if the user level is
"Administrator", this enables the data restorations.

In the Filters frame, select the import behavior to be applied:

e Standard Reprocessing changes creation of an already existing
object into a modification, or into creation of an object of the same
name preceded by a number if their absolute identifiers are different.

e Reassign User ignores the writing accesses contained in the
imported file. All elements in the imported file are given the same
writing access level as the user executing the import. This is useful
when you have the MEGA Supervisor technical module. The creator
and modifier names are replaced with the name of the user executing
the import.

w ]t is recommended that you enable this option when the import file

comes from an environment where the writing access diagram is not the
same as the one for the environment where this file is being imported.

(Optional: Windows Front-End) Select the Log Updates option if you

want to update the repository log, if this log will be exported to another
workstation without the file being imported.

é This option is an advanced operation, MEGA recommends
that you contact MEGA support before selecting this option.

(Windows Front-End) Selecting Include Object Logs allows you to also
import object histories.

w For more information on object logs, see "Viewing Object History",
page 177.
The options you select are controlled by the software, based on the file
extension and the standard processing to be applied. If your choices are
not consistent with the file extension, a message box informs you of this
fact and its possible consequences.

w  For more details on the main causes of rejects, see "Dispatch
Conflicts", page 192 and "Rejects When Dispatching”, page 193.
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11. Click Import.
(Web Front-End) The report page appears.

(Windows Front-End) The report window appears showing the import

progress.
g File | Close |
|C:"-.Progmm Files"Mega"MEGA 2009 SP5.725-2953 TST'Me |
Report File |C:"-.Users"-.F‘ublic"-—.Du:uc:urnems"-.I"-"IEGA 2003 SP5\Der Report... |
Description Report File... |
_ Messages =3 |
Ciptions Processing
Metamodel Yes XML tags processed 42hh
Data Yes Analyzed commands 200
Technical data Yes Accepted commands 7
Check abzolute identifiers Yes Rejected commands 123
Check authorizations No Durstion Oh Om 6s
Logging No Commands acc. /5
Save Every 1000 commands

(Windows Front-End) The Processing frame details the number of
commands accepted and rejected.
When the import contains errors:
® areject report file is generated.
w  See "Viewing rejects”, page 170.
e (Windows Front-End) an execution report file is available.

w  See "Viewing the environment report file (Windows Front-End)",
page 172.

Viewing rejects
To view the rejects (or errors) recorded during the import of the command file:
} (Web Front-End) In the Report frame, click the arrow in the Report File

field and select Open.
) (Windows Front-End) Click the Report File button.

m The contents of the report file depend on import options. For more
details on importing a command file, see "Managing Options", page 365.



Case of a text file import (MGR, MGL)

The report file appears and details all the rejects.

- Execution - (Import) 2013/03/07 17:22:05 18:2

- Input File : C:\Users\hgr.NTAS\Desktop\DiagrammeAuthentification. mgr

- Description -

- Reject File  : Wintas\public\DailyBuildinstalled\MEGA HOPEX 1.0 (731) (int Build)
mega_msi_20101731-3506.Us_VM\Demonstration\db\MEGA (Tutorial \WORK
\RO307000.MGR

- Emvironnement : \intas\public\DailyBuildinstalled\WMEGA HOPEX 1.0 (731) (int Build)
mega_msi_20101731-3506 Us_VM\Demonstration

- Base - MEGA (Tutorial)

- User - 0000000044444444

- Err Code: 1008481 ErrorLevel- 2 Line: 61 (Offset: 5877)
- Avvalue is required for the "Object Availability” attribute.

- Execution - Bxtraction (2012/02/14 17:25:11)

- File exported : C:\Usersthgr.NTAS\Desktop\DiagrammeAuthentification. mgr
- Emvironment  : C:\Users\Public\Documents\MEGA 2009 SP5\Demanstration
- DataBase - Adventure

- User - User

- Root objects:
- Authentification_Hopex

Example of rejects file at MGR file import
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Case of a MEGA XML import (Windows Front-End)

The view window for the report file appears and details the Commands contained
in the imported file and the Result of execution of each command:

e Accepted: the command is accepted

e Rejected: the command is rejected

e Warning: the command is accepted, but contains errors

1% View MEGA XML Exchange File M=
MEGA ¥ML exchange file m
|C MUsersh\PublictDocuments\MEGA HOPEX 1.00\Standard"\Db"base"WORK\RDI14

Help
Commands
Mumber | Result | Command Target | Modfier | Date | Report <
0 a Error (}OCDHHEET Link (Favortes) ... Administrator Emor (33886) .~
1 B Eror OOCDnnect Link (Favortes) ... Administrator Emor {33886) . =
2 &) Error (}OCDHHEC"( Link (Favortes) ...  Administrator Emor (33886) : ~

m Connect  Link (Favorites) ... Administrator Ermor (33886) .
4 B Ermor 00Connect Link (Favortes) ... Administrator Emor (33886) .
3] 0 Error (}OCDHHEET Link (Favortes) ... Administrator Emor (33886) .~
& Q Error OQCDnnect Link (Favortes) ...  Administrator Eror {33886) .~
El 3 Fror A Cormnect Link Favorites) Administrator Fn'lnr I’RRHRR&}' -
Attribute | Value |
Order 5959

LinkCreationDate  02/12/2005
LinkUpdateDate 02122003
_LinkCreatar 820000\ 8Y 88
_LinkModifier 820000W8Y8Y8

File loaded I, 2 command|s)

Viewing the environment report file (Windows Front-End)

To view the import execution report:

} Click Report.
The report details the number of commands analyzed, executed and
rejected for each command type.
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Viewing the Environment Report File

L) The environment report file, MegaCrdYYYYmm.txt (where YYYY and

mm represent year and month of creation) indicates all administration
operations (backup, export, restore, controls, etc.) carried out in the
environment. The report file is stored in the user work folder associated
with the environment system repository: SYSDB\USER\XXX\XXX. WRI
where XXX is the user code.

After you have executed backup and restore operations on a repository, you can
view the environment report file.

Viewing the environment report file

To open the environment report view window:
1. Connect to MEGA Administration.

w See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Connect to the environment concerned.
m  See "Connecting to an Environment", page 5.
3. Right-click the environment and select Reports > Open.

m View report(s)

' Environment " Workspace | | Archive

User | Action | Duration | Date | warning | i‘ Close |
ADM Translate and Compile 00h 08m 50s  10/22/201408:57:09 00
00h 00m 565 | 10/22/201408:4%:36 |00 | Help
Administrator  Import 00h 00m 01s  10/22/201408:42:34 00
Administrator  Impaort 00h 00m 00s 10222014 08:42:33 00
ADM Library Impart 00h 01m 125 10/22/201408:41:19 00
ADM Import 00h 00m 055 10222014 08:42:26 00
ADM Import 00h 00m 00s 10/22/2014 08:42:25 00
AMR Tramard Ak (e Nie AN MIN414 NReah 14 [ala] j
Base : S0HO o
Repository : S0HO
File D WATSMApilmportiLabGraph\GraphBDeff50ConnectLabT
Logging : Disabled
Format : Restore [identifiers are checked]
Validation : Standard
Filter : Description of data, data and technical data -
< | of

This dialog box also allows you to view report files of each user of the environment.

Indicated for each action are:

User who executed the operation.

Action executed: dispatch, import, installation, translation, export,
derivation, extraction, backup, update, user diagram extraction, user
diagram import, repository translation, repository or environment check,
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repository creation, repository deletion, log initialization, object
protection, etc.

e Date the operation began.

e Duration of the operation.

e return code in the Warning column:

Error level 0: no error.

Error level 2: minor errors such as attempts at creating already
existing objects or links.

Error level 4: the actions involved nonexistent objects or links.
Error level 8: a system error was encountered during the update.
Error level 16: update aborted because of a problem such as
insufficient disk space.

when you select an action, the lower frame displays:
e the repository concerned
e the file used
e details of the action.

Copying the environment report file

To copy and reinitialize the environment report file:
1. In the View Report(s) window (see "Viewing the Environment Report
File", page 173), click Archive.
A confirmation request message appears.
2, Select Yes.

w  You should reinitialize this file (or archive with the network version)
from time to time.

Opening the environment report file

To open the "MegaCrdYYYYmm.txt" file with Wordpad:

1. From the explorer, localize the "MegaCrdYYYYmm.txt"" file in the
environment folder.
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2. Right-click the file and select Open with > Wordpad.

MegaCrd201109.bct - WordPad

Accueil Affichage 7]

F
#]1(09/19/2011 17:08:08) [00h O0m 06s] ERRCRLEVEL (00) _J
#[(09/159/2011 17:08:08) C:“\Users\Public\Documents\MEGA 2003 SPS5
\Demonstration (Import) Administrator
Base : My GEMS Repository
3%
Repository 1 My GEMS Repository
File : c:\program files\mega'\mega 2009 =sp5h725-3073
tsthMega Stdi\megalibrary 001.xmg (3 KEB)
Run
S5ize : 0%
Tags : 51 _J
Commands HE §
Run HE
Rejects : 1

£]{09/19/2011 17:08:13) [00h 00m 05s] ERRORLEVEL (00}

. -
#FrinQ M1 /7019 17-AT-ET) A TToareh Thihli et Namomant eV MECEA 3000 EE:J

91% (=) — &

Viewing User Process Error Trace Files

Trace files of errors in user processes contain information on operations executed
and possible anomalies.

If there is a problem with a repository, this file will help the MEGA Research Center
to analyze it.
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Each trace file has the following characteristics:
e format: *.txt
e name: megaerrAAAAmmJ]
where YYYYmmDD represent the year, month and day when the file was
generated

Example: file Megaerr20110204.txt was generated on 04
February 2014) .
e information on errors:
e date and time of the error
e action that produced the error
e associated error message

4% MEGA HOPEX 1.0 (731) - Administration M=l E3
File Help
MEGA | | megaerr20130314.txt x
FY
WALRENTHG: FullS5can on MetaClass "Langue™
WARNING: FullScan on MetaClass "MetaClasse"

WARBNING: FullScan on MetaClass "Profil™

* —— MEGA Session (MEGA HOPEX 1.0 (731) 0731.3500) - = Date: 20
System : Windows 7 (Build 7&00), 32-bit. IE: 9.0.8112.1¢
Sitce : {c:\program filez‘\mega'mega 2013 hopex\T731-3500

Location : C:\Users'hgr.NT4AS5‘\AppData'Local\Mega

Thread (1£f34) s comxokb] .cpp (979) @ error Private: 0x00008012 11:18:18
Component "Mega Extended Automation Components" regi
installation of MEGA (Mgwmapp /regserver). Curre

c:\program files‘mega‘mega 2013 hopex'731-3500.us v«
4] | C

You can open the trace file from:
e MEGA Administration
e the Mega Server Supervisor tool
e MEGA

Opening the trace file from MEGA Administration

To open the trace file from MEGA Administration:
1. Start MEGA Administration.
2. In the navigation tree, right-click Workstation and select Trace File >
Open.
The file is opened in the main pane of the window.
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Opening the trace file from the Mega Server Supervisor tool

To open the trace file from the Mega Server Supervisor tool:

1. (Prerequisite) The MEGA Server Supervisor tool is started, see
"Starting Mega Server Supervisor", page 244.
2. In your workstation system tray, right-click MEGA Server Supervisor

and select Mega Logs > Open Daily Logs.

Opening the trace file from MEGA

To open the trace file from MEGA:
1. In the MEGA menu bar, select Help > About MEGA.
The About MEGA dialog box appears.
2. In the dialog box that opens, click System Information.
3. In the System Information dialog box, select Error Log > Edit.

Saving the Error Zip file for Diagnostics

The Mega Server Supervisor tool allows you to save a zip file containing
information required by the MEGA Research Center to help in repository problem
diagnostics.

This zip file of errors contains in particular the trace files of errors related to user
processes and/or SSP (megaerrAAAAmmJ].txt and ssperrAAAAmMmJJ.txt).

Prerequisite: MEGA Server Supervisor is started, see "Starting Mega Server
Supervisor", page 244.
To save the error zip file for diagnostics:

1. In your workstation system tray, right-click MEGA Server Supervisor

and select Logs > Daily Logs manager.

Click Zip.

Specify a saving location and enter the zip file name.
Click Save.

Ll

Viewing Object History

The object history is a different view of the repository log: instead of browsing
actions performed by a user in a dispatch, the object history shows actions carried
out from an object for all dispatches and users.

w  The repository log must be enabled so that the object history can
be supplied, see "Enabling the repository log", page 149.

In the properties dialog box of an object, the History subtab of the General tab
gives an overview of actions on each object in the repository. At each update
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concerning the object (Create, Modify, Connect, Disconnect), the corresponding
action is added to the list.

B4 Properties of Application Booking | _ O]

Objectives and Requirements

| Complements

Commert

Functionality | Flows & Roles | City Planning | Risks | Cost | Instances | Usage |

General |G'|a|acteristic:s | Responsibility | Properties | Architecture | Service and Request Points |

Administration

$ Action | Target | value | Deliver... | Respon... | Dispat
@ Update Comment ... Select to dis...  28/02/... Mister... 2011

Keywords u}nConnect Risk Favoritism in sele... 28/02/... Mister... 2011t
uﬁuConnect Instance Booking 28/02/... Mister ...
IjﬁDisu:u:u... Instance Booking 28/02/... Mister ...

e .., u-ﬂ:CDnnect Instance Consumer 28/02/(... Mister ... 2011ft
Definitions sfhConnect Functionality Ask for a Booking...  28/02/... Mister ... 2011
References
Documents

Rules Application
Report

QK | Cancel | Help |
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OPTIMIZING REPOSITORY ACCESS PERFORMANCE

To optimize the performance of MEGA, you must also remember to optimize your
repository size. You must:

e reduce the log size
w See "Managing Log Size", page 179.
e increase the cache size
w  See "Increasing RDBMS cache size (memory)", page 184.
e delete temporary data and history data (RDBMS repository) regularly

w  See "Deleting RDBMS Repository Temporary and History Data”,
page 187.

e perform regular maintenance tasks of RDBMS repositories

w  See "Performing regular maintenance tasks (RDBMS repository)”,
page 187.

e reduce quantity of status indicators
w  See "Managing Status Indicators", page 186.
¢ reduce quantity of locks

w  See "Managing GBMS Repository Locks (Windows Front-End)",
page 187.

e clean up repository
w  See "Cleaning up a Repository", page 188.
e configure anti-virus actions

w  See "Configuring the Anti-Virus According to MEGA Data", page
189.

® reorganize repository
m See "Reorganizing a repository”, page 160.

Managing Log Size

w Managing the log size is only necessary if you have enabled the
repository log, see "Enabling the repository log", page 149.

To reduce the log size, you can:
e delete or consolidate all the log commands earlier than a selected date
m  See "Deleting a log or reducing the log size", page 180.
e (SQL Server) select and delete log elements, earlier than a selected date

m  See "Deleting log elements to reduce the log size (SQL server)”,
page 182.

e modify MetaClass loggability
w  See "Modifying MetaClass loggability", page 183.
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Log size management frequency

You must reduce the log size:

e every month, for configurations of less than 50 users.
e every week, for configurations of more than 50 users.

Deleting a log or reducing the log size

To delete a log or to reduce its size:
1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Connect to the environment in which the repository is referenced.
w  See "Connecting to an Environment", page 5.
3. Expand the Repositories folder.

4. Right-click the repository and select Repository Log > Manage
Repository and Object Log.

The Manage Log dialog box opens.

Eﬁ Manage log

Warning! Delete

You are about to delete or consolidate "02-Solutions" repository log.
Object logs can be deleted. Before performing this action, it is
recommended that you save this log by exporting it to an ASCII file.

Consolidate
Advanced

Save

teEg

: Cancel
(@) All commands

{ | Commands earlier than 05/02/2016
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5. Before deleting your log (complete or partial deletion), MEGA
recommends that you back up your log.
e Click Save.
The Export repository log dialog box opens.

Eﬂ Export (02-5olutions) repository log
- Destination

h- Export in Format Ilogﬂle text format (*.MGL) vJ

Close

Help

\\ntashpublic\DailyBuildInstalled\MEGA HOPEX W1R2 CP12 (tst Build) mega_m: + E]

1.
;

Data type

[+] Metamadel () All commands

[+#] Technical Data (@ Commands from oi/a1/2016 [+
to ————

Data DTempUrary Objects Elo1/2016 [

Launch export of update log to file by clicking Export

For more details on how to specify log export information, see "Exporting
Your Private Workspace Log", page 211.
© select the option Commands from "selected date" to "selected
date".
There is no duplication of backup and you save backup time and size.
Select a starting date (From) corresponding to the end date of your last
backup, and select the ending date (To) you require.
e Click Export.
The log backup is performed.
6. In the Manage log window, define the commands to be deleted. Select
either:
e All commands or
e Commands earlier than and select the date using the drop-down
menu calendar.
7. Click either:
e Delete to delete all the commands contained within the selected time
interval.

w (GBMS, Oracle) If you did not follow the recommendation regarding
log management frequency, this action may take a very long time, see
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"Log size management frequency", page 180.

w (SQL Server) For a more specific deletion, see "Deleting log
elements to reduce the log size (SQL server)", page 182.

e Consolidate to delete only the intermediate commands contained
within the selected time interval.

© You can consolidate the latest information.

Create
Modify 4

Consolidate

Deleting log elements to reduce the log size (SQL server)

With an SQL Server repository storage, you can delete log elements more
specifically: you can delete only log elements relating to specific MetaClasses,
earlier than a selected date.

w  [f you do not want to have to delete log elements you are not
interested in, see "Modifying MetaClass loggability", page 183.
To delete log elements regarding specific MetaClasses:
1. Connect to MEGA Administration.

m  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Connect to the environment in which the repository is referenced.
m  See "Connecting to an Environment", page 5.
3. Expand the Repositories folder.

4. Right-click the repository and select Repository Log > Manage
Repository and Object Log.
The Manage Log dialog box opens.
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5. Click Advanced.
The Log Management - Advanced window shows the log element
number by MetaClass and specifies the first and last creation date.

|# | Log management - Advanced = @

List of log elements by MetaClass

MetaClass Total number Number until the date First creation Last creation #
r_; _TransferredObject 8977 8977 2010/08/13 07:41:46 2014/04/11 08... |—
[] _collection 16 0 2015/06/17 09:35:19 2016/01/27 14... |
rj Person Assignment 240 183 2013/09/02 10:01:21 2015/12/07 08...
[j Workspace Connection 3 0 2015/11/19 08:24:12 2015/12/03 15...
rj Folder of Favorites 318 160 2011/02/07 07:51:18 2016/01/27 15...
[j Technical Infrastructure 816 491 2011/09/15 13:09:52 2016/01/27 15...
rj Substitution 1 0 2016/01/27 15:55:47 2016/01/27 15...
[j Artifact 18 0 2016/01/27 15:49:41 2016/01/27 15...
rj Assessment Template 18 0 2016/01/27 16:05:21 2016/01/27 16...
[j Assessment Session 227 106 2013/09/09 10:09:58 2016/01/27 16...
rj Assessment Deployment Q... 38 0 2016/01/27 16:09:39 2016/01/27 16...
[] Aggregation Schema 33 0 2016/01/27 16:05:23 2016/01/27 16...
[] objective 9 4 2011/08/07 11:53:37 2016/01/27 15...
[j Indicator 11 6 2012/11/27 11:34:33 2016/01/27 15...
rj Substitution (Assessment) 13 0 2016/01/27 16:06:58 2016/01/27 16...
[j Data Collector 21 14 2011/09/16 17:41:20 2016/01/27 15... .
[ & + Ml + in n ANAC/4N/MT 14.01.4AC _An4C4nnn 14

Display at the date

6. In the Display at the date pane, select the date until which you want to
delete the log elements.
7. Click Refresh.
The Number until the date column shows for each MetaClass the log
element number until the selected date.
© Click the Number until the date column header to sort the
MetaClasses, with the most populated at the top.
8. In the MetaClass column, select the MetaClass for which you want to
delete the log elements until the selected date.
m  You can select several MetaClasses.

9. Click Delete.
Log elements are deleted.

Modifying MetaClass loggability

To reduce the number of objects generated in logs, you can modify logging of
MetaClasses you do not want to track.

m ]n case of inter-repository consolidations, see "Modifying the log
behavior", page 150.
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To modify MetaClass loggability:

1. From MEGA, open the MetaStudio navigation window and expand
folders MetaClass > MetaModel.

w  Or you can click Explore @ , and from the explorer find the
MetaClass or MetaAssociation object.
2. Open the properties dialog box of a MetaClass or MetaAssociation.
3. In the Characteristics > Advanced tab, for the loggability attribute,
select Unloggable value.

General | Characteristics | MetaAttribute | MetaAssociation | Data Access | Userlnterface | MName Constraint

SEddE Owner: | System Library vl |I| -

Advanced

Abbreviation:

MetaProtection: Active -

11

Loggability: 0gga -

Occurrences created, updated or deleted in a private workspace are
dispatched, but certain commands are not available in object histories or
in repository activity.

Managing cache in RDBMS environments

In RDBMS environments, you can:
e increase RDBMS cache size (memory) (see "Increasing RDBMS cache
size (memory)", page 184)
e manage RDBMS local cache:
e "RDBMS data local cache (files)", page 185
e "Modify location of the RDBMS local cache files", page 185

Increasing RDBMS cache size (memory)

In RDBMS storage case, with repositories including a large amount of objects, we
advise you to increase the size of RDBMS caches. The larger your cache space, the
fewer the network exchanges and the better your MEGA performance.
To increase cache size:

1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Connect to the environment in which the repository is referenced.
m  See "Connecting to an Environment", page 5.
3. Right-click the environment and select Options > Modify.



Managing Repositories .
Optimizing Repository Access Performance .

4. In the environment options, select Options > Installation >

Advanced.
-X¥ Options -
— Installation i Recommended open workspace duration &
5 + Licenses ;
J:r MEGA Advisor: Indicato = ' RDBMS BLOB cache size x 1000 L
1) Company Information g Link cache size of an RDBMS object x 10 000 >
] :ovonced .

| RDBMS Authentication o' RDBMS object cache size x 10 000
5. Increase cache sizes depending on your memory space.

RDBMS data local cache (files)

Activate RDBMS local cache option:

e adds an additional cache level for RDBMS repository objects.
This RDBMS local cache avoid multiple requests when multiple users are
on the same repository view. Access for the following users is speed up.

w This option is accessible from the environment options (Options >
Installation > Advanced).

e s selected by default.
You must configure your anti-virus accordingly.

w  See "Configuring the Anti-Virus According to MEGA Data", page
189.

Cache files are generated in .mgc format in RDBMS Data cache folder. This folder
is accessible from <ProgramData>\MEGA\MEGA HOPEX 1.0\.

w  To modify this location, see "Modify location of the RDBMS local
cache files", page 185.

Cyphering of RDBMS local cache option enables cyphering data included in the
RDBMS local cache. Selecting this option decreases the benefit of RDBMS local
cache activation. In that case, balance the benefit of Activate RDBMS local cache
option activation.

w This option is accessible from the environment options (Options >
Installation > Advanced).

Modify location of the RDBMS local cache files

If needed you can change RDBMS Data cache folder location.

To modify RDBMS Data cache folder location:
1. Connect to MEGA Administration.

m  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Connect to the environment in which the repository is referenced.
m  See "Connecting to an Environment", page 5.

3. Right-click the environment and select Options > Modify.
4. In the environment options, select Options > Installation >
Advanced.
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5. In RDBMS local cache path field, enter a location.
w  For this location select a local drive that has a good access time.

Managing Status Indicators

Use of status indicators generates large quantities of queries on repositories. Select
only those indicators you require.

To modify indicator backup selection:
1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Connect to the environment in which the repository is referenced.
w  See "Connecting to an Environment", page 5.

3. Right-click the environment and select Options > Modify.
4. In the Environment Options dialog box, select Status Indicators.

= ﬁ Options

+-[] Installation

Indicate if an object is owned by the current object
+-[ ] Data Exchange
+-[] Documentation Indicate objects that are owned elsewhere
B Repository
Queries Indicate objects described by a diagram

]]’-F’ Languages

@ Workspace

Text Edit

To| Diagrams/Edit Shapes

% Status Indicators

T Collaborative environmen
E} Modeling and Methods Re
&% Business Process and Arch

Simulation
+ Compatibility
=F Technical Support

Indicate objects described by a report (M5 Word)
Indicate objects that have variants

Indicate objects that are variants

Indicate Component Inheritance

Indicate objects that can be modified

Indicate objects that cannot be modified
Indicates if object is potentially confidential

Indicates if object is confidential

8088068088686 56 8§
F F % % F % % % % % %

Indicates if aggregated status of monitored entities is displayed

5. In the right pane, select only those indicators you require.
6. Click OK.
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Deleting RDBMS Repository Temporary and History Data

To prevent repository size increase and keep optimized performances, you should
regularly delete data of the completed private workspaces of MEGA users.

MEGA recommends that you delete all RDBMS repository temporary and history
data:

e every week for less than 10 users

e every evening if you have more than 10 users.

To delete the temporary and history data of an RDBMS repository, you (or your
database administrator) must include the following procedures in your regular
maintenance tasks:

w To perform these procedures, sce RDBMS Repository
Installation Guide deployment guide.

e SP_CLEAN_MEGA_DATABASE

m  To consult the date of last private workspace cleanup (last

execution of this procedure), see "Consulting and Modifying Repository
Properties"”, page 142.

e SP_CONSOLIDATE_MEGA_DATABASE

m To consult the date of last consolidation (last execution of this

procedure), see "Consulting and Modifying Repository Properties", page
142.

Performing regular maintenance tasks (RDBMS repository)

With RDBMS repositories you must include a regular maintenance plan. You (or your
database administrator) should, for each repository (SystemDb repository
included), perform the following maintenance tasks regularly (at least once a
week):

rebuild indexes

update the statistics

(optional) shrink the logs regarding the policies

perform the stored procedures

w  See "Deleting RDBMS Repository Temporary and History Data",
page 187.

e SP_CLEAN_MEGA_DATABASE
e SP_CONSOLIDATE_MEGA_DATABASE

Managing GBMS Repository Locks (Windows Front-End)

In a GBMS repository, a file is associated with each lock. When private workspaces
are deleted manually, certain files may persist despite lock deletion.

A folder with more than 1000 files:

e is costly to manage for Windows
e slows down operation of MEGA.
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To delete locks that persist, for example after deletion of a user private workspace:

} Delete locks for a user whose private workspace has been manually
deleted.

w  See "Managing Locks from Administration (Windows Front-End)",
page 220.

Cleaning up a Repository

During modeling work, handling different objects results in creation of temporary
objects (temporary queries, etc.). It is probable that these objects will subsequently
be unnecessary. To avoid unnecessarily increasing repository size, you can delete
these temporary objects.

To clean up a repository:

1. From the MEGA menu bar, select File > Properties.
The properties dialog box of the repository to which you are connected
appears.

2. In the Characteristics tab, click Repository Cleanup.
The Repository Cleanup dialog box opens.

1% Adventure Repository Cleanup m

You can use repository deanup to remove unnecessary
objects.

Ohjects to be deleted:

=3 Private Descriptor

0 = unused _SelectorParameter

2 Unused Temporary Queries

[ = Private Report Template (M5 Word)
= Unused _Collection

O = unused _CollectionItem

[0 =@ unused _CollectionItemLink

DDB_.\IDCI’\CI\EI

Description

These technical data (_collectionItemLink) are used for J
the suppart of the History objects and Favorites

objects. If they are not attached to a user, they can

be deleted.

I

oK | Cancel ‘

3. Select the object groups to be deleted and click OK.

w  To view the content of an object group, select the group and click
View.

Selected object groups are deleted from the repository.
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Configuring the Anti-Virus According to MEGA Data

To optimize anti-virus activity and to avoid unnecessary slowdown, you must
configure what should be managed or not by the anti-virus.

You must exclude the following files from anti-virus scanning:

Access mode

Location

File type

Program files external to
MEGA

Files used by MEGA to dis-
play user interface ele-
ments in Web or Windows
interfaces

Read

Program Files (x86) \
MEGA\

MEGA-STD

and sub-folders

Proprietary format:
*.mgs

(vectorial shapes in
diagrams)

Public formats:
*,gif, *.ico and
*.bmp

Quick search indexes
Files used by the worksta-
tion or server executing the
search

Reading by the work-
station or node execut-
ing the search

Writing by the Admin-
istration station and by
the server program-
ming index creation

<Environment
folder>\Db\ <Reposi-
tory name>\
<Repository name>.ix

Proprietary format:
*,ix (indexes)

Public formats:
*,log and *.dat

Data cache
Files used by MEGA to
improve its performance

In RDBMS environment,
RDBMS data cache sub-
folder is automatically pop-
ulated, see "RDBMS data
local cache (files)", page
185

Read/Write

<ProgramData>\MEGA
\MEGA HOPEX 1.0

Public format:
*.mgc

Import/export files

Files generated or read
during import/export/logical
backup processes

Reading by the import
function

Writing by export and
logical backup func-
tions

Selected by the user

Proprietary formats:
*.mgr or *.xmg
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Access mode

Location

File type

Logfiles

Files generated by MEGA
for each repository when
the Backup Logfile option
is activated.

Files generated by the
Export command

Writing

<Environment
folder>\Db\<Reposi-
tory name>\
<Repository
name>.transaction

or

<Repository name>.Log

Proprietary format:
*.mgl

MUST license

Note:

if the anti-virus does not
allow such a configuration,
allow Reading/Weriting for
all of the files on the license
oath and sub folders.

Reading/Writing of
the files on MUST
license path and under
this path

Reading of the files on
MUST license path and
under this path

<Installation
folder>\Cfg\meg-
asite.ini gives the MUST
License path:

[must license]

path=

Public format:
*.ini

Proprietary formats:
*.tnk* and *.usr¥*

Proprietary format:
*.must
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REFERENCING AND UNREFERENCING A REPOSITORY

Referencing and unreferencing a repository is carried out via the drop-down menu
of the repository.
See successively:

e "Referencing a Repository", page 191
e "Unreferencing a Repository", page 192

Referencing a Repository

If you have moved or copied a repository without using MEGA move or restore
commands, you will have to reference the repository so that the environment
recognizes it.

w To reference a repository in another environment, the two
metamodels must be identical.

To do this:
1. Connect to MEGA Administration.
m  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.
2. Connect to the environment in which you want to reference the
repository.
m See "Connecting to an Environment", page 5.

3. Right-click the Repositories folder and select Create reference.
4. Several options are proposed, select for example a Repository in MEGA
format.
w  You can also reference a repository from SQL Server or Oracle. For
more details on MEGA repository server type, see the MEGA
deployment guide.
The MEGA Repository Selection dialog box opens. This dialog box
allows you to create a reference for a new repository in the environment.

5. Indicate where the .EMB (or .EMO, .EMQ, .EMY) file for the repository is
located. The repository name is automatically indicated and cannot be
modified.

The repository is accessible exactly as repositories created in the normal way.

w  you must save and then restore a repository to move it from one
environment to another. The users and metamodel of the two
environments must be defined identically so that transfer occurs without
reject.

w  To also copy these objects, import the missing part of the
metamodel. One way of doing this is to upgrade the site or the
environment. Then, import the rejected commands if you used the
backup-restore procedure.

m Check that the repository is not simultaneously referenced in two
different environments. Compatibility errors may occur if the
environments are not identical.
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Unreferencing a Repository

You can delete a repository reference from an environment. This action does not
delete the repository.

To delete a repository reference:
1. Connect to MEGA Administration and select the repository concerned.
m See "Accessing Repositories”, page 138.

2. Right-click the repository of which you want to delete the reference and
select Delete Reference.
A message requests confirmation.

3. Click OK to delete the repository reference.
The repository reference is deleted, and can be created in another
environment on condition that the metamodel is identical.

w A repository must be referenced in only one environment. It is
important to check that the reference for your repository was deleted in
its original environment.



Managing Private Workspaces

MANAGING PRIVATE WORKSPACES

Workspaces are managed by the administrator.

The following points are covered here:

ANENENENENEN

"Private Workspaces Principle", page 186
"Using Your Private Workspace", page 188
"Workspace Administration"”, page 201
"Private Workspace Life: Example", page 208
"Managing Updates", page 211

"Managing Locks", page 217
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PRIVATE WORKSPACES PRINCIPLE

In a traditional management application, the user cannot control the opening
duration of his/her workspace: the end of a data entry corresponds to a definitive
save of his/her work.

With MEGA the user controls management of his/her workspace: opening, closing,
dispatch, refresh.

R Repository

Rx : R state
at workspace opening

R &= B £ R3 \

+ + T
Update U1 Update U2 Update U3
EOCH T homan WOOLTS William Judie Fox CHFLANI Pigme

{

Collaborative workspace Private workspaces

Private Workspace

When a user connects to a MEGA desktop (Windows Front-End) and to certain
Web Front-End desktops, he/she opens a private workspace. This private
workspace is a temporary view of the repository (repository snapshot) at the
moment of user connection.

The user then sees:
e initial repository snapshot objects of his/her visibility scope
e updates he/she has executed on these objects.
The user decides when he/she wishes to integrate his/her repository updates and
make these visible to other users. To do this, he/she dispatches modifications.
m  See "Dispatching Your Work", page 192.
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The user controls opening duration of his/her private workspace.

m  The private workspace is open for each user on both his/her
repository and on the system repository. A private workspace always
exists on system repository even if the user is not using any of the
system repository objects.
Several users can have private workspaces open in parallel. In his/her private
workspace, the user is independent of updates carried out simultaneously by other
users in their respective private workspaces.
w [ ocks inform the user of objects modified by others. See "Managing
Locks", page 217.
The user can also update his/her private workspace with the updates of other users.
To do this, the user refreshes his/her private workspace.

w See "Refreshing Data", page 195.
MEGA allows several users to work at the same time.

Collaborative Workspace

w This functionality is available with an RDBMS format repository
only.

The user can also share his/her private workspace with other users before
dispatching his/her modifications and making public his/her work to all other users.
To do this, the user creates a Collaborative Workspace from his/her private
workspace.

w See the MEGA Common Features guide, section "Working in a
Collaborative Workspace".

A user can, in parallel:

e have a private workspace
be the owner of several collaborative workspaces

be invited to participate in as many collaborative workspaces as he/she
wishes.
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USING YOUR PRIVATE WORKSPACE

A private workspace is a temporary view of the work repository allocated to a user
before the user dispatches his/her work. This view of the repository is only changed
by modifications made by the workspace user, independently of concurrent
modifications made by other users. This private workspace exists until it is
refreshed, dispatched or discarded.

Note that a private workspace is kept when the user disconnects from the
repository, unless the user indicates otherwise.

The following points are detailed here:

e "Connecting to MEGA", page 188
"Saving Sessions", page 190
"Private Workspace Properties", page 190
"MEGA Repository State Changes", page 191
"Dispatching Your Work", page 192
"Dispatch Conflicts", page 193
"Rejects When Dispatching", page 194
"Dispatch Report", page 195
"Refreshing Data", page 195
"Conflicts When Refreshing", page 197
"Discarding Work", page 197
"Exiting a Session", page 198
"Workspace Administration", page 201
"Viewing Updates", page 211
"Exporting Your Private Workspace Log", page 213

Connecting to MEGA

When you connect to MEGA, you can:
e create a private workspace (if you do not already have one).

w  You can only have one private workspace open in the same
environment.

w The private workspace is open for each user on both his/her
repository and on the system repository. A private workspace always
exists on system repository even if the user is not using any of the
system repository objects.

e resume work in your private workspace
e resume work in a collaborative workspace
w  This option is available with HOPEX Collaboration Manager only.

To connect to MEGA:

1. Start the MEGA application.
The authentication dialog box appears.

2. In the Login field, enter your login.
3. (Optional) In the Password field, enter your password if required.
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In the Environment field, select your work environment.

5. Click OK.

You are authenticated, your name appears in the Person field.

[ MeGA [t

Ferson: CLEVER Line

Repository: |EA - |
Business Role: IEnterprise Architect - I
Workspace: I}{JS Project v]

Ok l | Cancel |

In the Repository field, select your work repository.

w If you already have a private workspace open, the repository is
automatically selected and this field is grayed. To change repository,
you must first dispatch or discard your current private workspace.

In fields Business Role/Profile, select the business role/profile with
which you want to work.
If you have HOPEX Collaboration Manager, go to step 9.
Click OK.
A private workspace is created and your desktop opens.
If:
e you do not have a collaborative workspace available, the Workspace
field is not available. Click OK.
A private workspace is created and your desktop opens.
w [f you already have a private workspace open, you should connect

to it. If you want to change business role/profile or repository, you must
close the private workspace that is open.

e you have at least one collaborative workspace available, in the
Workspace field, select Access Private Workspace or select the
collaborative workspace to which you want to connect, or select
Create Private Workspace (if one has not already been created).
Click OK.

w A user has at most one private workspace in progress in an

environment, but can have in parallel several available collaborative
workspaces.

Your desktop opens.

A private workspace comprises a set of files located in a sub-folder of the repository:

"<EnvironmentName>\DB\<RepositoryName>\<RepositoryName>.Tran
sactions\xyz.*"

where "xyz" represents the user code.
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Note that a private workspace cannot be separated from its repository (these files
cannot be used independently).

Saving Sessions

A session is the period during which a user is connected to a
repository. A session begins when the user establishes connection and
ends when he/she exits MEGA. Sessions and private workspaces can
overlap. When you dispatch, refresh or discard a private workspace, a
new private workspace is created in the same session. Conversely, a
user can keep his/her private workspace when exiting a session.

To save modifications you have made in your session since the last save:

} In the MEGA menu bar, click Save |'_’]|
w These modifications are not saved in the repository. To save your
modifications in the repository, you must dispatch these modifications,
see "Dispatching Your Work", page 192.

Private Workspace Properties

To consult properties of your workspace:

1. Connect to MEGA.
w  See "Connecting to MEGA", page 188.
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2. In the MEGA menu bar, select File > Properties.
The properties dialog box of your workspace appears.

m Properties (Repository EA) M=

Characteristics |LI|:u:Iates | Reports |\“.n'u:urkspace |

Characteristics:
User GLEVER Herveline
Connection mode Cnline
Current environment path | y:\meaga hopex v1r2 cp02 (tst buid) mega_msi_20121750-3917.us_vm
Repository name EA
Backup logfile Enabled
Workspace folder W\ntaspublic\DailyBuildInstalledWEGA HOPEX V1R.2 CPO2 (tst Build) mega_msi_201Z2
Repository format W3.7-5gl Server

System repository format V3. 7-5ql Server
Workspace creation date 2014/07/04 09:23:42
Last saved on 1970/01/01 00:00:00
Repository size (bytes) 0

Repository Cleanup

The workspace properties dialog box provides the following information

on the current workspace:

e current User

e information on the current repository: its Name, Backup logfile,
Format, Workspace creation date, Last saved on, size

e Repository Cleanup option.

MEGA Repository State Changes

The integrity of the repository is assured by successive changes in its state.

m See example "Private Workspace Life: Example", page 208.
When repository updates are executed in a private workspace, they are only visible
to other users when the user dispatches his/her work.

The repository changes from state N to state N+1 with memorization of new data
related to the previous situation (state N).

If the user does not save updates, the changes made since the last valid state are
forgotten. The repository remains in state N. Note that MEGA repository state
changes are managed automatically.

A workspace opens on the latest states of the repository and system repository.
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Dispatching Your Work

Dispatch consists of making public the work carried out in a private workspace, or
the work of participants in a collaborative workspace.

'

R Repository

Rx : R state

at workspace opening

Update U3

DUFAND Fiese

Collaborative workspace Private workspaces Collaborative workspace Private workspaces

Dispatch allows:

e a user to make available to other users the modifications he/she has
made to the repository.

e users of a collaborative workspace to make available to other users the
modifications they have made to the repository.

e other users to have these updates available when they open a new
workspace, whether this be after dispatch, refresh or discard of their
current private workspace.

Dispatch:
e executes an update of the MEGA repository and the system repository.

e creates a new workspace for the user containing all updates since
creation of his/her previous private workspace.

Note that only one user can dispatch at a time. When several users dispatch their
work at the same time, a dialog box appears asking the user if he/she wants to
queue his/her dispatch. This allows the user to exit MEGA without having to wait
until the works from other queued private workspaces are dispatched.

w  See "Dispatch Conflicts", page 193.
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Dispatch Conflicts

The dispatch process automatically manages most conflicts that may arise when
several users make updates.

Creation of duplicated objects

When duplicate objects are created, a prefix is added before the name of the second
object.

1-Order

Two users create an object with the same name. The first to
dispatch his/her work actually creates the object. The
second user to dispatch his/her work creates an object with
a prefixed name.

This is indicated in the dispatch report.

The administrator or the users can then decide to rename one of these objects if
they are actually different, or combine them into one object if they are in fact the
same object.

w  See "Merging Two Objects"”, page 277.

Deletion of already deleted objects or links

As the deletion has already been performed, nothing happens. There is no mention
of this in the dispatch report.

Modifying or linking a renamed object

This happens when a user modifies an object that in the interim has been renamed
by another user, or tries to link something to this object. The new one is kept and
the changes are executed normally. The object can be found using its absolute
identifier. Note that this does not create a reject, but the dispatch report indicates
that the object was renamed.

An absolute identifier is a string of characters associated with each

object in the repository. This string is computed using the date and time
the session was opened, the number of objects created since the
session started, and the object creation date (in milliseconds). An

193



absolute identifier provides a unique way to identify an object in the
repository, so that even if the object is renamed, all the links to it are
retained.

Rejects When Dispatching

There are normally no rejects when you dispatch a private workspace. Most conflicts
are managed automatically.

Rare cases of rejects are listed in the rejects file.

When updating a repository (importing, restoring, dispatching), a
reject file is created in order to store rejected commands. Rejected
commands are stored with the reason for which they were rejected.
,[/';gse are found in the "MegaCrd.txt" file located in the environment
older.

Change in writing access values between opening and dispatching a private
workspace

If you have access to the writing access management function, you can, for
example, protect an object in the repository while a user is deleting it in his/her
private workspace. When the user dispatches his/her work, he/she is no longer
allowed to delete the object and the deletion is rejected.

Rename/create collisions

A user renames an object in his/her private workspace, for example, from
"Customer" to "Customers". Then another user dispatches his/her private
workspace in which he/she created an object having the same name "Customers".

When the first user dispatches his/her private workspace, since the "Customers"
object already exists, the object "Customer" cannot be renamed "Customers". The
rename command will therefore be rejected.

Verifying link uniqueness

A user creates a link for which there is a uniqueness check. For example, he/she
indicates that the "Order" message is sent by the "Customer" org-unit. In the
meantime, another user indicates in his/her private workspace that the "Order"
message is sent by the "Customers" org-unit. When the second user dispatches his/
her private workspace, the link is rejected if the uniqueness control imposes that a
message can be sent by only one object.

m See the HOPEX Studio Technical Article for information on
uniqueness verification for a MetaAssociation.

Attribute uniqueness (other than name)

Other attributes besides name may also be checked for uniqueness. If two users
give two different objects the same value for this attribute, the second update will
be rejected.
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Updating a deleted object

If a user has made changes to an object in his/her private workspace and the object
has been deleted by another user, the updates are rejected. The Connect and
Change commands concerning this object are also rejected. All these rejects are
listed in the private workspace report file.

Dispatch Report

The report file can be accessed from MEGA Administration.

To view the report file:
1. From MEGA Administration, connect to the environment concerned.
w See "Connecting to an Environment", page 5.
2. Right-click the environment and select Reports > Open.
A new window allows you to view report contents.

w  See "Viewing the Environment Report File", page 165 for more
details on these dialog boxes.

The error level is indicated in the dispatch report.

e Errorlevel 0: no error.

e Errorlevel 2: minor errors such as attempts at creating already existing
objects or links.

e Error level 4: the actions involved nonexistent objects or links.

e Error level 8: a system error was encountered during the update.

e Error level 16: update aborted because of a problem such as insufficient
disk space.

w These error levels are the same as those used for manual file
imports.

w When manually importing a file, rejects concerning the creation of
already existing objects or links can be filtered out using the Reprocess
option.

Objects that were renamed are also listed in the report.

Refreshing Data

A user can see modifications dispatched by other users of this repository without
dispatching his/her own modifications. To do this, the user refreshes his/her data.

A user can refresh his/her data:

e from his/her private workspace
The system creates a new private workspace, into which the private
workspace log of the user’s previous modifications is automatically
imported.

The private workspace log contains all modifications made by a
user in his/her private workspace. It is applied to the repository at
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dispatch, then automatically reinitialized. This log is stored in the EMB
private workspace file.

Refreshing allows a user to incorporate repository and system repository
changes made by other users, without dispatching current work.

e from a collaborative workspace.
The system then creates a new collaborative workspace for all
participants in the collaborative workspace, into which is automatically
imported the collaborative workspace log containing modifications
previously made by participants.

w MEGA recommends that you warn other participants before
executing refresh.

Refreshing allows a user to incorporate repository and system repository
changes made by other users, without dispatching current work.
Refreshing a private (or collaborative) workspace.
e does not update repository or system repository state.
e does not unlock objects modified in the private workspace.
w see "Managing Locks", page 217.
When a user resumes work on his/her private space that has lasted longer than the

limit set by the administrator (the default is 6 days), MEGA proposes that the user
refreshes or dispatches his/her work.

+ Update U2

R Repository

Rx : R state

at workspace opening

Update U1 u1
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Conflicts When Refreshing

Conflicts at refreshing are the same as at dispatch, but they apply to the private
workspace only.

w  For more details on the main causes of rejects, see "Dispatch
Conflicts", page 193 and "Rejects When Dispatching", page 194.

=

Order

1-Order

As is true in dispatching, if two objects are created with the same name, the second
object name is prefixed:

The second "Order" object is renamed "1-Order".

Discarding Work

Discarding a workspace (from a private or collaborative workspace) cancels all
modifications made since the last dispatch. Discard of work causes loss of work
carried out since opening of the private or collaborative workspace, including
modifications to the desktop. A warning message reminds the user of this. Use
discard with care.
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Discarding work from a private workspace

In MEGA, to discard your private workspace:
1. (Optional) It is advisable to export the private workspace before
confirming the discard, see "Elements that could be useful to back up",
page 155.
2. In the MEGA menu bar, select File > Discard.

w  You can also discard your private workspace at disconnection, see
"Exiting a Session", page 198 (choose not to dispatch modifications).

Discarding work from a collaborative workspace

Only the collaborative workspace Owner can discard the collaborative workspace.
m See the MEGA Common Features guide, section "Working in a
Collaborative Workspace".
In MEGA, to discard your collaborative workspace:
1. (Optional) It is advisable to export the collaborative workspace before
confirming discard, see "Elements that could be useful to back up", page

155.
2. In the MEGA menu bar, select File > Workspace > Discard.

Exiting a Session

When you exit MEGA, you close your session. From:

e your private workspace you can:
e save in the repository the modifications you have made in your private
workspace
e keep the modifications you have made in your private workspace
m  These modifications will remain awaiting validation, subsequent
modification, or deletion.
e cancel modifications you have made
e a collaborative workspace you can:
e keep modifications you have made

m These modifications are saved in the collaborative workspace.
These modifications are not saved in the repository until the
collaborative workspace is closed.

e cancel modifications you have made.
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Exiting a session from a private workspace

From MEGA, to exit your work session:
1. From your MEGA desktop:
e Windows Front-End: in the MEGA menu bar, select File > Exit.
°* Web Front-End: in the Miscellaneous toolbar, click Disconnect [].
The MEGA exit dialog box appears.

MEGA [

"j Do you want to dispatch modifications?

Dispatch comment (Report):

‘ Yes ‘ ‘ Later ‘ | Mo ‘ ‘ Cancel ‘

2. (Optional) In the Dispatch comment (Report) frame, enter a
comment to remind you of modifications made in your private
workspace.

3. Select your MEGA exit mode.

* Yes
Modifications you have made in your private workspace are saved in the
repository.
© In order to work effectively as a team, it is recommended that you
dispatch frequently and regularly. Other users can update their own

private workspace without dispatching their work (menu File >
Refresh).

w This exit mode also allows the user to select a different repository
the next time he/she logs in.

* No
All modifications you made since your last dispatch will be lost. You can
use this option if you want to view data quickly and exit without impacting
the repository.

m  Modifications to your desktop are also lost.
e Later

This option allows you to keep your changes without impacting the
repository. You can open your session later and continue working but
other users are not yet seeing the changes you have made.

w  (Click Cancel to not exit your private workspace.
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Exiting a session from a collaborative workspace

Exiting MEGA from a collaborative workspace is the same whether you are its owner
or not.

For as long as the collaborative workspace is not closed, participants can exit and
rejoin the collaborative workspace at any time.

From MEGA, to exit your work session:
1. From your MEGA desktop:
e Windows Front-End: in the MEGA menu bar, select File > Exit.

Web Front-End: in the Miscellaneous toolbar, click Disconnect [
The MEGA exit dialog box appears.

MEGA Dix
Do you want to save your updates ? A
W

Yes Mo Cancel

2. Click:

e Yes to save your modifications in the collaborative workspace.

You will be able to continue your modifications in a subsequent work
session.

These modifications are not saved in the repository. Users not participants
in the collaborative workspace do not see these modifications.

e No to cancel your modifications in the collaborative workspace.

Your modifications are not saved in the collaborative workspace, but the
latter remains available to carry out other updates.

w (lick Cancel to remain in your collaborative workspace.
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WORKSPACE ADMINISTRATION

You can view the list of current workspaces and their characteristics (owner, delay,
status).

See:

e "Accessing Workspace Management (Web Front-End)", page 201
e "Accessing Workspace Management (Windows Front-End)", page 204
e "Deleting a Private Workspace", page 206

Accessing Workspace Management (Web Front-End)

To access the list of current workspaces in an environment:
1. Connect to the MEGA Administration desktop (Web Front-End).

m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

2. In the Administration tab, click the Repository Management pane.
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3. Click the Workspace Management sub-folder.
The management page for workspaces currently in progress in the

environment appears.

Workspace Managment

F@ Discard and Delete Fg Publish and Delete Fg Export logs and Delete E PDF

I T = N =T [~~~ |

COAD_. COADOD . Private workspace Read/Write T/B/20159:22:06.. Active
" GILBE... GILBER... Private workspace Read/Write 6/30/2015 5:56:5_.. Inactive
GLEV... GLEVER... Public workspace... Read/Write T/6/20153:37:39..  Active
< >
I 1 Page 1 of 1 g 2 ﬁ < Displaying1-11of 11

Persons who have accessed the workspace:

e < iou s oo sssonsia-_ ssionas | coe | s

GILB..  GILE..  Read/Write ] 6/30/2015..  6/30/2015.. HG.. Inactive
< >
4 4 Page |1 ofl b Kl & L~ Displaying 1-1 of 1



The management page for workspaces currently in progress details the following for
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each workspace:

The user can modify data. His/her updates are kept in his/her private

w To sort workspaces according to a column, click the header of the

corresponding column.

© vYou can also arrange columns in the order you want. To do this,

click the header of the column to be moved and, holding down the
mouse button, move it to the required position.

the User of the workspace
the Type of workspace:

"Private Workspace":

workspace until dispatched.

The user can modify data. His/her updates are immediately visible to all

"Public Workspace":

other users.

the Access Mode of the workspace, for example:

"Read/Write" when a session is open.
"Read-only" when the user is in consultation only.

no value, if the private workspace is passive (the user has saved his/

her session but is not currently connected to MEGA).
no value if the user is in offline mode

its Creation date and time
the Status of the workspace

enabled
disabled

The Persons who have accessed the workspace frame details:

e for a collaborative workspace, all the users who have accessed the
workspace:

the User who owns the workspace

its Duration in days

the start date and time of the last session
the end date and time of the last session
the user Code

the user Status

e for a private workspace:

the User of the workspace

the Access Mode of the workspace, for example:
its Duration in days

the start date and time of the last session

the end date and time of the last session

the user Status
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Accessing Workspace Management (Windows Front-End)

1.

To see the list of current workspaces in an environment:

From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.

Expand the Repositories folder.

Expand the folder of the repository concerned, right-click Workspaces
and select Manage.

The dialog box for management of workspaces currently in progress in the
environment appears.

£y Workspace on \\ntas\public\DailyBuildInstalled\MEGA HOPEX V1IR3 (760) (int Build) mega_msi 2012\760-419.. = | [ [jwtdml

User
® Administrat...
® Administrat...

® Mega Agent

® Administrat...

® Administrat...

# Unknown us...

® CLEVER Her...
# Unknown us...

® LORDEL Sté...
® Unknown us...
® Unknown us...
® Unknown us...
@ CLEVER Her...
® LORDEL Sté...

Repositary:
SystemDb
SystemDb
SystemDb
SystemDb
SystemDb
SystemDb
SystemDb
SystemDb
SystemDb
SOHO

MEGA Tut...

EA
EA
EA

<|

Type: Open Mode  Instan.. Durati... Creation Begin session C*
Administration session  read-only 00 0 09/07/201.. 09/07/201505:1.. N
Administration session  read-only 00 0 09/07/201.. 09/07/2015154.. N—
Public workspace (Mic.. read/write 00 0 09/07/201.. 09/07/2015154.. N
Administration session  read-only 00 0 09/07/201.. 09/07/201515:2.. N
Administration session  read-only 00 0 09/07/201.. 09/07/201515:2.. N
Private workspace: read/write 00 0 09/07/201.. 09/07/201515:1.. N
Administration session  read-only 00 0 09/07/201.. 09/07/201515:1.. N
Administration session  read-only 00 0 09/07/201.. 09/07/2015151.. NE=
Private workspace: read/write 00 0 09/07/201.. 09/07/2015115.. O
Administration session  read-only 00 0 09/07/201.. 09/07/201505:1.. N
Administration session  read-only 00 0 09/07/201.. 09/07/201505:1.. N
Administration session  read-only 00 0 09/07/201.. 09/07/201505:1.. N
Private workspace: read/write 00 0 09/07/201.. 09/07/201515:1.. O
Private workspace: read/write 00 0 09/07/201.. 09/07/201511:5.. 07 _
[T »

System repository

4,

Save as... l l Refresh l l Close l l Help

(Optional) Select System Repository to view system repository
workspaces and the user connected to MEGA Administration.
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The private workspace dialog box details the following for each workspace:

w  To sort workspaces according to a column, click the header of the
corresponding column.

© vyou can also arrange columns in the order you want. To do this,
click the header of the column to be moved and, holding down the
mouse button, move it to the required position.

its state:

e the green button & indicates that the workspace is open (private
workspace) or in consultation (public workspace)

e ared button & indicates that the workspace is passive or that the
user is disconnected.

the User who created it and his/her Code.

w ]n the case of collaborative workspaces, only the collaborative
workspace owner appears.

the Repository to which it relates

the Type of workspace:

e "Private Workspace":

The user can modify data. His/her updates are kept in his/her private

workspace until dispatched.

e "Collaborative Workspace":

The participants of a collaborative workspace can, depending on their

access level, modify the data. Their updates are kept in the collaborative

workspace until the owner of this workspace decides to dispatch them.

e "Administration Session":

The user is Administrator type. The user cannot modify data.

e "Public Workspace":

The user can modify data. His/her updates are immediately visible to all

other users.

the Open Mode of the workspace, for example:

e '"read/write" when a session is open.

e "read-only" when the user is in consultation only.

e no value, if the private workspace is passive (the user has saved his/
her session but is not currently connected to MEGA).

e no value if the user is in offline mode

its Duration in days

its Creation date and time

the Start and End dates and times of the last Session

the Location where it is stored

its Dispatching Delay, which indicates its state compared to the current

state of the repository (number of saves since the private workspace

began, whether manual or automatic).

Each time the repository is updated, the difference between the private

workspace view and the repository state increases. This difference is

measured by the private workspace delay. Dispatching or refreshing the

private workspace reduces the delay to zero.

© It is recommended that you refresh your workspace if its delay is
greater than 50.
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Deleting a Private Workspace

The MEGA administrator can delete a private workspace when this is passive.

See:
e "Deleting a Private Workspace (Web Front-End)", page 206
e "Deleting a Private Workspace (Windows Front-End)", page 206

Deleting a Private Workspace (Web Front-End)

To delete a workspace:
1. Access the workspace management page.

m  See "Accessing Workspace Management (Web Front-End)", page
201.

2. Select the workspace that you want to delete and click:
& Whena workspace is deleted, the workspace in the work

repository and that open on the system repository are deleted.
Use private workspace deletion with care.

» Discard and Delete Egy if you want to delete the work performed in
the workspace.
w The result is equivalent to discarding it.

e Export logs and Delete £ if you want to export the workspace log
(name: XXX_YYYY-MM-DD_hh.mm.ss) before discarding it and
deleting it.

XXX: Code of the User who owns the deleted workspace
YYYY-MM-DD: deletion date (year-month-day)

hh.mm.ss: deletion time (hour.minute.second)

w  You, and the owner of the workspace, receive an e-mail with the
deleted workspace log.

w The workspace logfile is saved in the sub-folder of the environment
workspace directory
\Db\NameRepository\NameRepository.Transactions\CCC_YYYY-MM-
DD_hh.mm.ss

CCC: Code of the administrator who deleted the workspace

e Publish and Delete E; if you want to keep the work performed in

the workspace.
All users listed in the Persons who have accessed the workspace
frame receive a notification e-mail concerning the deleted workspace.

Deleting a Private Workspace (Windows Front-End)
The result is equivalent to discarding it.

To delete a workspace:
1. Open the workspace management dialog box.

w  See "Accessing Workspace Management (Windows Front-End)",
page 204.
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Right-click the workspace concerned and select Delete.

& Whena workspace is deleted, the workspace in the work
repository and that open on the system repository are deleted.
Use private workspace deletion with care.
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PRIVATE WORKSPACE LIFE: EXAMPLE

To illustrate how private workspaces work, the following is an example of some
steps in the work of several users:

Private Workspace 1

State R1 State R1

R Repository Peter Private Workspace

Peter opens a private workspace, his repository view is state "n" (R1).

He creates the "Order" message, which he links to the "Customer" org-
unit.

e In parallel, Paul dispatches his private workspace...

Private Workspace 2

State R1 State R1

Peter Private Workspace
R Repository

State R2

Paul Private Workspace

e The private workspace that Paul dispatched created the "Delivery"
message, linked to the "Customer" org-unit.

Paul's dispatch changes the repository to state "n+1" (R2).
This new message is not seen from Pierre's private workspace...
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Private Workspace 3

State R1

State R2

Peter Private Workspace

R Repository

Mary Private Workspace

e Mary opens a new private workspace, her repository view is state "n+1"
(R2).

e Mary creates the message "Invoice" connected to the "Customer" org-
unit...

Private Workspace 4

State R1 State R1

Peter Private Workspace
R Repository

State R2

Paul Private Workspace

Mary dispatches her private workspace.
The repository passes to state "n+2" (R3).
Peter's view is still in state "n" (R1).

Peter refreshes his private workspace...
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Private Workspace 5

State R3 State R3

Refresh

R Repository Peter private workspace

Peter has refreshed his private workspace.
His view now corresponds to state "n+2" (R3).
He can now see the "Customer" org-unit with the additions made by Paul
and Mary.
e Peter dispatches his private workspace...

Private Workspace 6

State R4 State R3

Dispatch

R Repository Peter private workspace

e When Peter, Paul, and Mary have dispatched their private workspaces, all
the modifications they have made are visible in state "n+3" (R4) of the
repository.
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MANAGING UPDATES

During their modeling work, users make additions to a MEGA repository within their
private workspace: they create objects, links between objects, diagrams, etc.
Updates corresponding to user actions can be viewed in detail. You can back up all
modifications made to a repository from a private workspace in a private workspace
logfile, which can be exported in the form of a command file.

The following points are detailed here:
e "Viewing Updates", page 211
e "Exporting Your Private Workspace Log", page 213
e "Private Workspaces and Repository Size", page 215

Viewing Updates

You can view updates:

e in your private workspace
e in the repository

Private workspaces

To view updates you have made in your private workspace:
1. From the MEGA menu bar, select File > Properties.
m This process may take some time if there are many updates.
The properties dialog box of your private workspace appears.
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2. Select the Updates tab.

m Properties (Repository EA) [_ O]

Characteristics ~ Updates |Repnrts | Workspace |

Action | Target | Ohject | Ohject | Responsik « Export

Update  System Trigger

it Alerts Controller Mega Age
i | b

- "r ThjdchkEfXP [System Trigger] ™ "Alerts Controller™
.Update .~ ThjdchkEfXP[System Trigger] ™ "Alerts Controller™ -
.CHK "guFfyQQELdQO20000WPPR” -

OQCDI'II'IEET: Login/Privacy Policy HOPEX W1R.2 Privacy... N MMD Mega Age
Echange Login/Privacy Policy HOPEX V1R2 Privacy... S8 MMD Mega Age I:l
a Update  System Trigger ZEZ' Alerts Controller Mega Age
n Update  System Trigger ZEZ' Alerts Controller Mega Age
n Update  System Trigger ZE—:Z' Indexing Automa... Mega Age
n Update System Trigger ZEZ' Indexing Automa... Mega Age
n Update  System Trigger ZEZ' Indexing Automa... Mega Age
n Update  System Trigger 3:1-:3' Alerts Controller Mega Age
n Update  System Trigger Zj_'-j:' Alerts Controller Mega Age
n Update  System Trigger ZE—:Z' Indexing Automa... Mega Age
B

" 10000000P00 [Modification Date] ™ "2014/10/30 13:05:017 -
,"~b 10000000L 20[Modifier] ™ "020000WPcPCP” -

L rPTkfFXwoE 1wk [Mext scheduled date & time]”™ "2014/10/30 13:10:007 -
“rtBz 1vEWaFfZG[Repeat Mumber]”™ 367

¥ System repository

Beaqin: |2IJ 14/10/30 12:48:15 SystemDb Mega Agent ﬂ

End: |Current workspace ﬂ

The Properties dialog box shows the commands you have executed in your private
workspace or in your collaborative workspace. For each command, the following are
indicated:

e the Date the command was executed.

e Action executed:

Example: "Create", "Connect", "Update".

w  See "Command File Syntax", page 349 for more information on
operators.

e Object Type concerned in the Target column.
the name of the Object concerned.
the name of the second Object concerned in the case of a "Connect",
"Disconnect" or "Change" action.

e when you select the line of a command, the complete text of the update
appears (lower frame of dialog box).

To sort the updates list:
)} Click the column header.
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To copy a command from the lodfile (to paste it in the notepad for example):
1. Select the command.

2. In the lower frame of the dialog box, select the command text and
simultaneously press keys <CTRL> + <C>.

To display only those commands concerning objects stored in the system repository
(for example Person):

) Select the System repository check box.

In the logdfile dialog box, the Export button enables export of selected commands
in MGL or XMG format.

w  For more details on private workspace log export, see "Exporting
Your Private Workspace Log", page 213.

Dispatches

mw  See "Viewing the Repository Update Log", page 149.

The Repository Dispatches folder contains private workspaces dispatched in the

current repository and in the system repository. Dispatches are filed by day, week
and month.

To display private workspaces dispatched and the content of their updates:
1. From:
e (Web Front-End) the Administration desktop, in the Repository
Management pane, select the Repository Activity sub-folder.
Select a dispatch.

m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

w  To access the content of the Repository Management pane, you

must have Expert metamodel access (see "Configuring metamodel
access", page 77).

The dispatch properties appear in the edit area.

e (Windows Front-End) MEGA, in the navigation window Repository
Activity> Repository Dispatch, right-click the dispatch and select
Properties.

m  To access the content of the Repository Activity navigation

window, you must have Expert metamodel access (see "Configuring
metamodel access”, page 77).

Private workspaces dispatched on the current repository and system
repository are contained in the repository folder.
2. Select the Updates tab.

Exporting Your Private Workspace Log

You can create an export file (private workspace logfile) and save it in your work
folder.
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The export file can be exported in:
¢ logfile text format (.mgl).
Name format of the exported file is "LOGmmdd.mgl", where "mmdd"
represents the month and day of the logfile export.
e MEGA XML format (.xmg)
The exported file is in the form of an XML file containing commands or
data (objects and links).

To export the work done in the current private workspace in the form of a command
file:
1. From the MEGA menu bar, select Tools > Manage > Export Updates
Logfile.
The Export repository private workspace log dialog box opens.

M Export (EA) repository private workspace log

S (o
Export in Format |Iogﬁle text format (*.MGL) ﬂ
Cloze
| Vintaspublic\DailyBuildInstalledMEGA HOPEX V1R.2 (750) (int Build) mega_msi_: * | ...
Help
Data type
% all commands
[ Metamodel

¥ Technical Data ™ Commands from 13/03(2014 -
to
W Data [ Temporary Objects 13/03/2014 -

Start export of updates log to file by dicking QK

2. Select export format.
3. (Optional) If necessary, modify the data export file name and save folder

proposed as default. The Browse button J allows you to browse the

folder tree and select the folder in which the file will be placed.

4. In the Data Type frame, select the type of exported modifications:

e Metamodel if you want to extract the metamodel from the system
repository. This is useful if the standard metamodel has been
modified.

e Technical Data if you want to include in your file the changes made
to data such as descriptors and queries.

e Data if you only want to export changes made to repository data,
particularly the workspace.

e Temporary Objects - these objects are created when you execute
requests, when you consult objects (stored in the history), etc.
Generally you will not need to export these objects.

5. (Optional) If you want to export only those commands that correspond
with a defined period, select Commands from / to and specify the
dates.

6. Click Export.

The Execution Report appears.
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7. Click OK.
The file is exported and saved in the specified folder.

The user can subsequently import this logfile, for example into a new private
workspace.

Private Workspaces and Repository Size

Private workspace life
A private workspace gives a user a frozen view of a repository.

When the repository is modified by other dispatched private workspaces, this
private workspace keeps the view it had when created.

Since the data corresponding to these views is kept in the repository, its size grows,
and may become disproportionate to the actual repository contents.

m  See "Dispatching Your Work", page 192 and "Refreshing Data",
page 195.

Private workspace monitoring

More than one user can connect to a single repository via network share. The first
time a user connects to the repository, he/she opens a private workspace. This
private workspace ends only when the user dispatches, discards, or refreshes his/
her modifications, and not when simply disconnecting from the MEGA repository.

w  See "Refreshing Data", page 195 and "Discarding Work", page 197.

In his/her private workspace, modifications made by the user are saved in a
temporary space (file for GBMS repository and data for RDBMS repository)
dedicated to data of his/her private workspace. The repository is updated only when
the user dispatches these changes.

w  See "Dispatching Your Work", page 192.
All data accessed by a user is "frozen" for the duration of the private workspace.

Example:

For example, if an object is renamed in the reference
repository after the private workspace is opened, the user
sees the previous name unless the private workspace is
refreshed. However, users connecting after the modification
has been dispatched will have a view reflecting the most
recent state of the repository.

If other users connected before you dispatch your updates,
and are accessing the same data as you, they will have an
obsolete view of the data until they refresh their private
workspace. Note that when you dispatch your updates, your
view is refreshed automatically.

This means that data being accessed by user A and modified at the same time by
user B is duplicated. It is stored in its initial state for each user private workspace;
if a user makes a change, the previous state is stored along with the new one.
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When the updates are dispatched and all users accessing the updated data have
refreshed their private workspaces, the previous state is no longer required.

If a user does not want to dispatch his/her private workspace, refreshing it allows
the user to avoid a large increase in the MEGA repository size.

The administrator can set the maximum duration of a private workspace. If your
private workspace exceeds the duration defined by your administrator, then each
time you establish a connection, a message box appears asking you to dispatch or
refresh your private workspace.

You can audit private workspaces with the MEGA Administration application.

é A private workspace that began before significant
modifications were made may cause a considerable increase in
repository size, since an image of the previous state of the
modified elements is kept until the private workspace is
refreshed.

The default option when a user disconnects is indicated in the user configuration. It
is defined for the entire environment.

The greater the number of private workspaces and the longer their duration, the
more the volume of the temporary space (file for GBMS repository and data for
RDBMS repository) dedicated to private workspace data will increase. This volume
can be reduced by repository backup or deletion, new repository creation or logical
backup restoration.

w  For more information on reorganization of repositories, see
"Reorganizing a repository”, page 157.

Reference
repository

Spaces used by
unrefreshed private
workspaces

[GBMS repository)
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MANAGING LOCKS

When several users are connected to the same repository simultaneously, there
may be conflicts when they modify the same object in their different private
workspaces.

See:
"Principle", page 217

"Managing Locks on Objects (Web Front-End)", page 219
e "Managing Locks on Objects (Windows Front-End)", page 221

Principle

With the network version, concurrent accesses to objects can be checked using
locks.

Preventing conflicts

As soon as a user modifies an object, a lock is placed on this object. Another user
can thus only view this object. This user cannot access a new update until the first
user dispatches his/her private workspace, and he/she refreshes his/her private
workspace. This prevents conflicts between the state of the object in the repository
and the obsolete view of the second user.

Deleting a lock or unlocking an object

Lock management is automatic. You do not normally need to delete locks or unlock
objects.

The few exceptions are due to abnormal operations, for example when a private
workspace has been deleted by the administrator, or at desynchronization of clocks.
w  For more details on clock synchronization, see "Clock
synchronization", page 218.
When a lock is deleted, another user can modify the object without dispatching or
refreshing his/her private workspace.
w A user can delete locks placed on his/her private workspace
since its creation.
When a user dispatches his/her work, the lock (his/she had placed on an object) is
unlocked but not deleted. The lock is deleted only when all other private
workspaces, which were created before the lock was unlocked, are closed. A private
workspace is closed when it is dispatched, discarded, or refreshed.
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Clock synchronization

When lock management is active, workstation and environment clocks must be
synchronized.

& If clock times differ by more than 5 minutes when you

connect to MEGA, an error message appears and your work is
saved at your workstation time. This situation can create
consistency problems when dispatching your work.

To be able to start MEGA, you must synchronize the clocks:

Times relating to the network object locking system are always expressed in GMTO.
For network workstations on which executables are decentralized, ensure that
clocks are synchronized with a reference server. To do this, it is possible to use the
"Net-Time" command or a Web clock synchronization service.
e With Windows NT and 2000, this can be done using a network command
such as “Net time \\Workstation name/set” with LAN Manager or
Windows NT.
e With Windows XP, setting is carried out from the Windows Control
Panel, Date/Time icon.

w  For more information on clock synchronization, see Windows online
Help.

Details on lock operating

MEGA only indicates that objects are locked when their attributes are modified
(unlike links for example).

Alert on unlocking

If you attempted to use an object that was locked, a message alerts you as soon as
the object is freed for you to use again.

Diagrams

There are two types of locking applied to diagrams
e The diagram has simply been viewed and not modified: as soon as
the first user closes the diagram it can be opened by a second user.
e The diagram has been modified: as for classical locking, the second
user must wait until the diagram has been dispatched by the first user
and therefore unlocked.
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Managing Locks on Objects (Web Front-End)

The lock management page of the Administration desktop (Web Front-End)

provides access to:
e the Locks page, which details for each lock:

the Name of the object concerned

the Type of object concerned

the User who owns the lock

the date and time (GMTO) of the Lock, and, if applicable, Unlock
the lock Status (locked or not locked).

e the Immutable Locks page, which details the following for each
immutable lock:

the Name of the object concerned
The Type of object concerned

The User who owns the lock

its Lock date and time (GMTO)

the lock Status (locked or not locked).

For each locked object, you can:

view its properties u

For each object locked with an immutable lock, you can:

view its properties
unlock the object to remove its immutability

unlock the object and propagate to remove its immutability and
that of its child locks.

a
Lock Managment

Locks

I:Il__- e s

Person Assignment  Adminis..  201%/07/031..  2015/07/03.. Mot Locked

?-Mega Customizer

Immutable Locks POF | Excel [ Instant Report

= test45-Mega Customizer Person Assignment  Adminis..  201%/07/031..  2015/07/03.. Mot Locked
= testdtkv-Mega Customizer Person Assignment  Adminis..  201%/07/031..  2015/07/03.. Mot Locked
= World@Hand:BPMN Notati... Application TAUVER.. 2015/07/03 1. Locked
= World@Hand::MEGA Motati... Application TAUVER.. 2015/07/03 1. Locked
= World@Hand::MEGA Motati... Application TAUVER.. 2015/07/03 1. Locked
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Viewing locks on objects (Web Front-End)

To view locks using the Administration desktop:
1. Connect to the Administration desktop.
w  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.
2. In the Repository Management pane, click the Lock Management
sub-folder.
The Lock Management page appears and lists the locks.
3. (Optional) To sort locks according to column, click the column header.

© You can also arrange columns in the order you want. To do this,
click the header of the column to be moved and, holding down the

mouse button, move it to the required position.
4. Select a lock and click Properties u to view the details of the lock.
With General > History you can view the history of modifications
performed on the object.

Managing immutable locks on objects (Web Front-End)

To manage immutable locks from the Administration desktop:
1. Connect to the Administration desktop.
m  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.
2. In the Repository Management pane, click the Lock Management
sub-folder.
3. Click Immutable Locks.
The page displays the list of immutable locks.
4. (Optional) To sort immutable locks according to column, click the column
header.
@ You can also arrange columns in the order you want. To do this,

click the header of the column to be moved and, holding down the
mouse button, move it to the required position.

5. Select the immutable lock (you can select more than one) and:

e click Unlock E to remove its immutability.

e click Unlock and Propagate E to remove its immutability and that
of its child locks.

The immutable lock is deleted.

You, and the person who set the lock receive a notification e-mail.
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Managing Locks on Objects (Windows Front-End)

The management window for locks is accessible from:
e the Administration application (Windows Front-End)

w  "Managing Locks from Administration (Windows Front-End)", page
222

e the MEGA application (Windows Front-End).
w  "Managing locks with MEGA (Windows Front-End)", page 222

L view locks (Adventure) Hi=]

Mumber of locks: 10

Locked | Type: | Lger | Lock | Unlock | Repository | Object |
i Mo Diagramme € User 20120214 1... Authentification_Hope. ..

ﬁ Mo Tache & User 201202/10 1... Authentification_Hope. ..

ﬁ Mo Enchainement & User 2012/02/10 1... Authentification_Hope. ..

i Mo Enchainement € User 20120210 1... Authentification_Hope. ..

ﬁ Mo Branchement & User 2012/02/10 1... Authentification_Hope. ..

i Mo Enchainement & User 20120210 1... Authentification_Hope. ..

ﬁ Mo Enchainement € User 20120210 1... Authentification_Hope. ..

ﬁ fes Dizgram & User 2012/07/1... BPMN Motation Diagra...

a ‘fes Diagram € User 2012/07/1... MEGA Motation Diagra. ..

ﬁ Mo Evénement € User 2012402/10 1... MEGA: :BPMM: : Aucun::. ..

Ched: Refresh Cloge

The Display Locks window displays the locks created since the creation of the
oldest private workspace. The following information is provided for each lock:

e the lock state (Locked):

e @ Yes: When a user locks an object, other users can only view it,
even if they dispatch their work.

e @& No: the object is locked when its modifications are dispatched.
Other users must dispatch their work or refresh their private
workspaces before they can modify the object.

m  To unlock an object or delete a lock, see "Managing Locks from
Administration (Windows Front-End)", page 222

the name of the Object concerned

the Type of object concerned

The User who owns the lock

the date and time (GMTO0) of the Lock, and, if applicable, Unlock.
the name of the Repository to which the lock relates.
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Managing Locks from Administration (Windows Front-End)

To manage locks from the Administrationapplication:
1. Connect to the environment concerned.
w  See "Connecting to an Environment", page 5.
2. Expand the Repositories folder, then that of the repository concerned.

3. Right-click the Locks folder and select Manage.
The View locks dialog box opens.

4, To:
e unlock an object, right-click the lock concerned and select Unlock.
e delete an object, right-click the lock concerned and select Delete.

Managing locks with MEGA (Windows Front-End)

To view the locks with MEGA:

1. Connect to MEGA (Windows Front-End).
2. Select Tools > Manage > View Object Locks.
The View locks dialog box opens.

£ View locks (Adventure) [_ O]

Mumber of locks: 10

Locked | Type: | User | Lock | Unlock | Repository | Object |
ﬁ Mo Diagramme € User 2012/02/14 1... Authentification_Hope. ..
ﬁ Mo Tache & User 2012/02/10 1... Authentification_Hope. ..
ﬁ Mo Enchainement & User 2012/02/10 1... Authentification_Hope. ..
ﬁ Mo Enchainement % User 20120210 1... Authentification_Hope. ..
ﬁ Mo Branchement % User 2012/02/10 1... Authentification_Hope. ..
ﬁ Mo Enchainement % User 2012/02/10 1... Authentification_Hope. ..
ﬁ Mo Enchainement % User 201202410 1... Authentification_Hope. ..
ﬂ Yes Diagram & User 2012/07/1... BPMM Motation Diaara...
ﬂ fes Diagram € User 2012/07/1... MEGA Motation Diagra...
ﬁ Mo Evénement & User 2012/02/10 1... MEGA: :BPMM: : Aucun::. ..

User: |Current ~ | Repository: |Current j Chedk Refresh Close

The locks appear grayed, except that of the current user.

3. To:
e delete an object, right-click the lock concerned and select Delete.
e unlock an object, right-click the lock concerned and select Unlock.



MANAGING ENVIRONMENTS

When multiple users are working together across a network, it may be useful to create several work
environments. Another reason for creating a new environment is to provide the administrator with
an environment where report templates (MS Word), queries, etc. can be modified and tested
without interfering with users’ work.

Environment management functions are used when several environments are available and they
need to exchange data or repositories.

The following points are covered here:

"Environment Structure", page 222

"MS Word Report Templates (Web Front-End)", page 224
"Using Environments", page 225

"Moving and Referencing an Environment", page 227
"Deactivating an environment (RDBMS)", page 229
"Customizing Environments", page 230

"Comparing Environments", page 236

SSENENENENENEN
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ENVIRONMENT STRUCTURE

L An environment groups a set of users, the repositories on which

they can work, and the system repository. It is where user private
workspaces, users, system data, etc. are managed.

An environment comprises:

e A configuration file.

e A system repository (see "System Repository", page 223)
e Shapes, if they are different from the site standard shapes.
e A "Db” folder for the repositories used in this environment.

In most cases, there is only one environment per site. It is possible to define several
environments when the site includes repositories on which users work with different
resources (such as specific report templates (MS Word) or metamodel extensions).

w  All users must have full access rights to the resources of the
environments and repositories (creation and deletion of files and

folders).

The folder structure of an environment is as follows:

= . Demonstration

+

¥

Db
ExternalRef

intranet
Mega_Usr
Samples
SysDb

e Db: contains the environment repositories

w  Fach repository is located in a folder carrying its name. See
"Repository Structure”, page 138.

ExternalRef: contains external references of the environment
intranet: contains the Web sites generated in the environment
Mega_Usr: contains shapes specific to the environment
Samples: contains examples

SysDb: the system repository

The "Demonstration" environment is provided as an example with all versions of MEGA, and
it is managed differently from environments created by the user.

MEGA recommends:

e that you do not work in the "Demonstration" environment, even in a specific

repository.

e that you create a new environment (see "Creating an Environment", page 225)

and you work in this.
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System Repository

The system repository (SysDb) contains the configuration required to run MEGA:
e the metamodel, constituting the structure of repositories
e programmed queries and macros

e the elements to produce outputs: report templates, report templates
(MS Word), Web site templates
e users and their rights.

A system repository exists for each environment, automatically created in the
Sysdb folder at creation of the environment.
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MS WORD REPORT TEMPLATES (WEB FRONT-END)

So that users of MEGA (Web Front-End) can create reports (MS Word), you must
convert report templates (MS Word) of the environment to RTF format. This
operation is necessary for integrity of MEGA data.
é 1f you use MEGA (Windows Front-End) only, do not carry out
this operation. Reports (MS Word) converted to RTF format
significantly increase file size.

Converting report templates (MS Word) to RTF format

& This operation is irreversible.

To convert report templates (MS Word) to RTF format:
1. Connect to MEGA Administration and select the SystemDb repository.
m  See "Accessing Repositories”, page 138.
2. Right-click the SystemDb folder and select Conversions > Utilities.
3. In the Utilities of repository SystemDB dialog box, select option
"MEGA Repository - Convert Report Templates (MS Word) to RTF format".
& This operation is irreversible. It is mandatory only for users
of MEGA (Web Front-End) only.
4. Click OK.
Report templates (MS Word) of the environment are converted to RTF
format.
& User reports (MS Word) will be generated in RTF format, not

only for users of MEGA (Web Front-End) but also for users of
MEGA (Windows Front-End).
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USING ENVIRONMENTS

The following points cover certain basic operations that can be executed on an
environment:

e "Creating an Environment", page 225

e "Copying a GBMS Environment", page 226

e "Deleting a GBMS Environment", page 226

Creating an Environment

To create an environment:
1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

In the navigation tree, right-click Environments and select New.
Enter the Name of the new environment.

m  The environment name must respect Windows folder naming
constraints.

4. (Optional) To modify the default environment location, click Browse.

Ladl o

Eﬂ Environment installation (Create/Update) @

Location Cancel

C:\Users\Public\Documents\MEGA HOPEX Browise...
Repository Server Type

(@ GBMS () oracle (7)sqL Server Restore

5. Select the repository server type for the new environment.

w  Possible server types are: GBMS (MEGA) and RDBMS (Oracle and
SQL Server). For more details on MEGA repository server type, see the
MEGA deployment guide.
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6. Click OK.
Creation and installation of the new environment are started.
w (GBMS) The SystemDb repository is rebuilt and environment
creation takes several minutes.
(RDBMS) The SystemDb repository is built dynamically and
environment creation can take several hours.
A directory is created. It hosts the environment structure.

w  When you create a new environment, it is automatically referenced,
and it appears in the list of environments.

w The environment is identified by the complete path of its root
directory. It is therefore essential that all users see the network
resource in which it is located under the same name.

Copying a GBMS Environment

& Prior to this operation, check that there is no private
workspace active on the environment.

To copy an environment:
} With Windows explorer, copy the following files and folders:
e The environment root directory, which contains:
e the environment system repository
e all or some of the repositories that it references
e the shared reports (MS Word) folder, "Document"
e the "MEGA_Usr" folder containing the custom shapes and style sheets.
e Directories of repositories that are not stored under the environment
root.
w At the time of this operation, it can be useful to delete work folders
of users and administrators.
& When the operation is completed, you should check in each

repository that the reports (MS Word) and Web Sites point to the
correct network locations.

Deleting a GBMS Environment

& Prior to this operation, check that there is no private
workspace active on the environment.

To delete an obsolete environment with all its repositories:
1. Delete the reference for the old environment.
w See "Deleting a Reference to an Environment", page 228.

2. From the Windows explorer, delete the root directory of the environment
and the folders of repositories that will not be hosted under this root.
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MOVING AND REFERENCING AN ENVIRONMENT

During administration of MEGA, you may need to move an environment. When an
environment is moved, you must create a new reference for it to be able to use it.

When you delete an environment, it is recommended that you delete its reference.
It will then no longer appear in the list of environments available in the
corresponding MEGA site.

For more details on these options, see:

e "Moving an Environment", page 227
e "Referencing an Environment", page 227
e "Deleting a Reference to an Environment", page 228

Moving an Environment

When you need to move an environment, such as when you have to place it on a
different drive:
1. Copy the root folder of the environment in its new location.
2. Delete the reference for the old environment.
3. Create a reference for it at its new location.
4. Carry out the same operations for each of the repositories not hosted in
the environment structure.
5. Check that the reports (MS Word) and Web sites of each repository point
to the correct files.

Precautions to be taken:

e Verify that there is enough free space in the destination folder.

e It is not necessary to dispatch private workspaces before moving the
environment. They will be moved with the environment.

e No user should be connected during movement of environments. No
private workspace should be active.

Referencing an Environment

When an environment has been moved by the user, it is necessary to create a
reference for this environment so the site will recognize it.

To create a reference to an environment:

1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. In the navigation tree, right-click Environments and select Create
Reference.
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3. In the dialog box that opens, select the folder in which the environment
to be referenced is located.

Browse For Folder EE

Select environment directary:

I jawa ;I
|2) Meqa_std
I2) Mega_Usr
1y environment

[
=) Samples
I2) Syskem
I2) Training ﬂ

Falder: My environment

K I Cancel |

4. Click OK to validate.
The new environment reference is created and appears in the list of
available environments.

Deleting a Reference to an Environment

To delete a reference to an environment:
1. Connect to MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.
2. In the navigation tree, right-click the desired environment and select
Delete Reference.
A confirmation request appears.
3. Select Yes.
The environment reference is deleted and no longer appears in the list of
available environments.
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DEACTIVATING AN ENVIRONMENT (RDBMS)

In an RDBMS environment, for administration requirements, you can prevent users
from connecting to MEGA.

You can block all users or Web users only.

The users already connected are not disconnected and can continue to work.

(Web Front-End) Prerequisite: You can notify the Web users that the
environments are going to be inaccessible; see "Edit Area", page 15.

To deactivate an environment:
1. Connect to MEGA Administration.
L2 Sje "Connecting to MEGA Administration (Windows Front-End)",
page 4.
2. In the navigation tree, right-click the environment (RDBMS) that you
want to make inactive and select Environment Activity then:

e Inactive environment: only the Administration (Windows Front-
End) application is accessible. Users cannot connect to MEGA
(Windows Front-End and Web Front-End).

e Active environment with Windows-Front-End only: access to
MEGA (Web Front-End) is blocked.
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CUSTOMIZING ENVIRONMENTS

Administration tasks may involve you in modifying configuration of an environment
so that it meets your particular requirements.

With MEGA Administration you can perform the following actions:

e "Backing Up Environment Customizations", page 230
e "Restoring Environment Customizations", page 232
e "Compiling an Environment", page 233

Backing Up Environment Customizations

The following operations allow you to back up modifications made to the standard
environment so that these can be imported into a new environment. This backup
contains modifications you have made to report templates (MS Word), Web site
templates, descriptors, queries etc. It also contains the list of users and their
configuration if this exists. You can also save any extensions to the metamodel.

To back up customizations:
1. From MEGA Administration, connect to the environment concerned.
w See "Connecting to an Environment", page 5.
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2. In the Repositories folder, right-click the system repository (SystemDb)
and select Logical Backup.
The Repository Logical Backup dialog box opens.

{t Repository Logical Backup (SystemDh)

._- Destination Backup
Export in Format |text format (*.MGR) j

Close

| 750-3997.Us_VM'\Demonstration\SysDbWORK\SystemDb.mar = | ...

aul

Help

Data common to environment repositories

W Metamodel * Extensions " Complete
W Technical Data {* Extensions " Complete
W Profiles and Business roles {* Extensions " Complete
W Writing access areas, reading access areas and LDAP * Extensions " Complete
W Users {* Extensions " Complete

W Workflow statuses

Data spedific to current repository

- {+ i
[ Log objects

Report

3. In the Destination frame, select the export format of the backup file:
e text (.MGR)
e XML MEGA (.XMG)
w This format cannot be used to extract the metamodel or technical
data. This format is reserved for exchange of data between MEGA and
other applications. It includes commands or data (objects and links).
4. (Optional) In the Destination frame, click Browse ... to browse the
folder tree and modify the name and/or location of the backup file.

w By default, the backup is saved in the "SystemDb.mgr" file in the
\SysDb\WORK\ folder of the repository.
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5. Select the type of data you want to save.
m The Extensions button corresponds to data created by users.

é& Carry out a complete backup only if technical support asks
you to do so.

© It is recommended that you save the extensions of the metamodel
and technical data in different files.
In the frame Data common to environment repositories, select the
data type of the system repository to be saved:

e Metamodel if you want to extract the metamodel from the system
repository. This is useful if the standard metamodel has been
modified.

e Technical Data allows extraction from the system repository of data
such as descriptors, queries, and report templates (MS Word).

e Profiles and Business roles allows extraction of created profiles and
business roles (those not provided by MEGA).

e Writing access areas, reading access areas and LDAP allows
extraction of created writing and reading access areas (those not
provided by MEGA) and LDAP parameters (parameters, servers,
groups).

e Users allows extraction of created users (persons, person groups,
logins).

e Workflow statuses enables extraction of workflows (workflow
instances, transitions and statuses, tasks, validations, requests for
change).

In the frame Data specific to current repository:

e Log objects allows you to also save object logs.

w  For more information on histories, see "Deleting a Repository",
page 152 and "Viewing Object History", page 169.
6. Click Backup to start backup.
A series of messages keeps you informed of backup progress.

Restoring Environment Customizations

You can restore environment customizations that you have backed up.
m  See "Backing Up Environment Customizations”, page 230.
To restore environment customizations:
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.

2. Under the Repositories folder, right-click the repository concerned and
select Object Management > Import.

w  See "Updating a Repository"”, page 162.
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Compiling an Environment

The metamodel and technical data must be compiled after migration or
customization. This is to check configuration of the environment concerned. When
compilation has been completed, processing for all users of this environment is
speeded up.

MEGA can function in "interpreted" (not compiled) mode but with reduced
performance.

In the MEGA Administration navigation tree, an asterisk after the environment
name indicates that the metamodel or/and technical data (excluding permissions)
of this environment is/are in "interpreted" (not compiled) mode.

+ a C:\Jsers\Public\Documents\MEGA HOPEX \Demonstration *

Metamodel compilation includes in parallel translation in the current language. You
can also translate the metamodel into another language.

Prerequisite:
1. Ask MEGA users to exit their application:
e mandatory for Web Front-End users
e recommended for Windows Front-End users.
2. Start the Mega Server Supervisor tool.

w  See "Starting Mega Server Supervisor”, page 244.
3. In the identification area of your workstation, right-click MEGA Server

Supervisor ¥ and select System > Stop HOPEX Processes Services
and Web Application.

To translate and compile the metamodel and/or compile technical data:
1. From MEGA Administration, connect to the environment concerned.
w  See "Connecting to an Environment", page 5.

2. In the navigation tree, right-click the desired environment and select
Metamodel > Translate and Compile.
The Translate and compile environment dialog box opens.
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£t Translate and compile environment

Environment:

| Wntas\public\DailyBuildInstalled MEGA - start |
Metamodel is compiled Close

[ Compile Metamodel

Translation Help
Current language:

English

Languages:

Technical data is not compiled

[v Compile Technical Data =

W Pictures =

[¥ Diagram Types™®

¥ Trees *

¥ Code templates *

v wWorkflows Definition *
[V Desktops =

[~ Compile permissions (recommended in production) *

[¥ Close the window on completion of processing

* : the asterisk indicates interpreted (not compiled) mode.

In the Translation frame, the Current Language field indicates the
current language of the system repository.

If the metamodel is not compiled, keep Compile Metamodel* selected.
(If Compile Metamodel* is selected) In the Translation frame, in the
Languages list of the system repository, select the target translation
language.

Example: "English"

If technical data is not compiled, keep Compile Technical Data*
selected.

& If technical data and metamodel are not both compiled, you
must also keep Compile Metamodel* selected.

By default, all technical data (images, diagram types, trees, code
templates, workflow definitions, desktops) is selected.
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If you are in a production environment, keep the Compile
Permissions* option selected; otherwise, you can erase the selection.
This compilation improves MEGA loading times.
w  Compilation of permissions can take some time (more than an
hour) and is recommended only in a production environment. The fact

of not compiling permissions (permissions interpreted mode) has no
impact on correct operation of MEGA.

Keep Close the window on completion of processing option
selected.

w This option enables automatic closing of the Translate and
Compile Environment window when compilation is completed,
allowing MEGA (Windows Front-End) users to resume their work.

Click Start to run compilation and translation.

w ]f MEGA (Windows Front-End) users have remained connected,
they are blocked during processing.
Metamodel and/or technical data compilation (excluding permissions)
takes several minutes.
If you selected metamodel compilation with a different target language,
after execution the system repository is available in the new language.
When compilation processing is completed, MEGA (Windows Front-
End) can resume their work.
w [f at step 7 the Close the window on completion of processing
option was not selected, click Close to close the Translate and

Compile Environment window and allow MEGA (Windows Front-
End) users to resume their work.

In the identification area of your workstation, right-click MEGA Server
Supervisorf§ and select System > Restart HOPEX Processes
Services and Web Application.

m™ MEGA (Web Front-End) users can connect to Web applications.
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COMPARING ENVIRONMENTS

The environment comparator enables evaluation of the differences between two
environments and production of an update file that enables switching between one
and the other. It enables detection of all changes to an environment or focuses only
on certain aspects of customization by carrying out a comparison by topic. You
therefore have available a tool enabling detection of metamodel extensions.

This comparator only functions if both environments have the same level of
metamodel, meaning that they must share the same list of languages and the same
MetaClass and MetaAttribute definitions.

See:

w This tool is written using MEGA APIs, and it is essential that the
MEGA version is correctly referenced in the registry.

"Comparison Types", page 236
"Environment Comparator Configuration", page 237
"Running the Environment Comparison", page 238

Comparison Types

You can run an analysis:

Standard analysis

standard (selected by default)

It is a complete comparison of the two environments.

by topic

If you do not wish to carry out standard analysis due to lack of time, or if
you need to compare a certain object type only.

& Both environments must be compiled in the same language.

w  Standard analysis is an extremely long process: it takes 8 - 12
hours.

Standard Analysis consists of comparing:

Metamodel:

The metamodel analysis phase spots metamodel changes. If these
changes are significant and concern addition of a language or modification
of MEGA "core" data, comparison will not continue.

Technical data:

The technical data analysis phase detects all customizations of the system
repository, excepting the metamodel.
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This analysis produces:
e areport file (XML report)

e an update command file (Upgrade MGR file)
This command file applied to the source environment allows us to obtain

the target environment.

Analysis by topic

You can carry out comparison by topic:
e Metamodel to compare MEGA core metamodel elements:
e MetaClasses
e MetaAssociations
e MetaAttributes
Diagram settings to compare all diagram configuration elements.
Example: DIAGRAMTYPEFIELD, MODELTYPELINK, DIAGRAMTYPEPARAM.

e Report templates (MS Word) to compare Report Templates (MS
Word).

w  This option does not cover comparison of report template (MS
Word) descriptors and queries.

e Descriptors to compare descriptors.
Queriesto compare queries.
Web supplies to compare the main components of Web sites: Site Web
template.
w Web site descriptors and queries are not analyzed.
e MOKA supplies to compare the main components of MOKA supplies:
* Project type
e Phase
e System diagram
e Deliverable
e Project context
e Generators to compare the main components of generators:
e Generator
e Generation rule
e Generation kinematics
w  Generator descriptors and queries are not analyzed.

This comparison produces a report covering only the differences detected (XML
report).

Environment Comparator Configuration

You can configure:
e "Configuring the comparison", page 238
e "Configuring the XML Report File", page 238
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Configuring the comparison

You can alter comparator behavior depending on your knowledge of modifications

carried out in your environment. Avoiding unnecessary comparisons significantly
reduces total analysis time.

You can:
e Compare Translation

w  (Clearing this option deactivates comparison of translations and
reduces processing time by around 20%.

e Compare Comments

w  (Clearing this option deactivates comparison of object comments
and reduces processing time.

Configuring the XML Report File

To configure the XML report file, you can modify:

e its name in the Report Title field.
e its path in the Output Files Path field.

Clutput

Fisport Title | Standard Analysis

Output Files Fath [\ tmp Browse. .. |

v Generate MGR Files
¥ Generate CSY Report

The XML comparison file opens automatically on completion of processing.

Running the Environment Comparison

To compare environments:

1. In the MEGA site directory, open Utilities folder.
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2. In the MEGA Customization Analyzer folder, double-click
"mgwenvc.exe" file .
The MEGA Customization Analyzer application opens.

&, MEGA Customization Analyzer 7.0

r— Source environment [installed by MEGA] Target environment [customized)
Path:  chenwOrigin Fath : chenvEntreprize
Administrator [ 4 dmiristrator Admiristiator - | A dministratars
Pazswaord : I— Browss... | Pazzward ; l— Brawss... |
—Data — Optiohg
* Standard Analysis = Analysis by topic [V Compare Tranzlation
[ Metamodel I~ M.etamodel . [~ weh suppllgs [V Compare Comments
[7 Techrical Data ™ Dizaran sethings [T Mioka supplies
[~ Document templates. 7| Generataors
I~ Descriptors
[~ Oueries
— Dutput
Report Title : |S tandard Analysis

Output Files Path: [c:\tmp Browse... |

v Generate MGR Files
[v Generate C5V Report

If you have modified your work environment (Target environment) by importing
corrective files of type .mol provided by MEGA, you must also apply these to the
source environment. In this way the comparison will check out only your
modifications.

3. In the Source environment pane, click Browse to define the Path of
the source environment installed by MEGA.

4. Click OK.

The source environment Path is displayed.

5. In the target environment pane, click Browse to define the Path of
the target (or customized) environment.

6. Click OK.

The target environment Path is displayed.

7. (Optional) The environment standard administrator is selected. If you
have deleted this, enter the name of your administrator and password if
necessary.

8. Select data to be compared/

w  See "Comparison Types", page 236.

9. Define comparison parameters.

w  See "Environment Comparator Configuration", page 237.
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10. Click OK.
Messages indicate progress of comparison.

Compare attributes and links of. BD Messages |
Compare attributes and links of. BD Motes

Compare attributes and links of. BD Outils

Compare attributes and links of. BFD Activities

Compare attributes and links of. DD Applications
Compare aftributes and links of: BFD Business Functions
Compare aftributes and links of: DD Pr S

(14 | Cancel Help |

Analyzing attibutes of _ModelTypePlan: DD Processus IDbis:D Links:0 Atts:0

The XML report file is generated:

Depending on configuration, it includes a list of objects, links,
characteristics and translations, indicating the differences detected. You
can change results sort order simply by clicking the different columns.
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MANAGING EVENTS

MEGA provides a supervision tool (MEGA Server Supervisor) that enables management of
events.

The following points are covered here:

"Introduction to supervision", page 240

"Supervision tool: MEGA Server Supervisor", page 244
"Supervising events", page 248

"Events to be Monitored (Production Server)", page 253

SNENENEN
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INTRODUCTION TO SUPERVISION

The MEGA Server Supervisor supervision tool is used to collect messages from
MEGA applications (Windows Front-End and Web Front-End). These messages
include indicators to ensure that MEGA is operating correctly.

Example: information or error messages.
A message corresponds to a supervision event, which has been previously coded in
the executable. A client cannot create a new event.
The following points are covered here:

e "Prerequisites to Supervision", page 240

e "Supervising Events", page 240

e "Supervision files", page 241

e "Supervision configuration file: MegaSite.ini", page 241

Prerequisites to Supervision

Before starting supervision function, you must check the following points:

e MegaSSP web application is up and running.
MegaSSP web application collects all of the messages.

e SSP service is started.
The SSP stores messages in the supervision log file.

e The Megasite.ini file is configured.
w  See "Supervision configuration file: MegaSite.ini", page 241.

Supervising Events

A supervision event can include about fifty pieces of information.

Example: "Event infos" information is a json (or a text)
that can provide details regarding the event context. The
json structure depends on each event.

To consult and analyze a supervision event, see "Consulting a supervision event
file", page 250.

Event types

Events are sorted by type

A (Action): user action

W (Warning): alert

E (Error): erreur

S (Snapshot): process snapshot
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A type A event is characterized by:
e a start, which corresponds to its creation.
e an end, which corresponds to the moment the message is actually sent.
Only one message is sent at the end. It summarizes the indicators of the
process for the event duration.

Type W and type E events are immediate.

Type S events summarize the indicators of the process since the last sent snapshot.

Supervision files

Supervision files include supervision events.
Each supervision files represents a day.
Supervision file name format: SSPSPRVSmm-jj-aa.TXT.
Example: SSPSPRVS02-10-15.TXT
(supervision file for the 10th of February 2015)

To find the supervision file location, see "Finding the supervision file location", page
246.

Supervision configuration file: MegaSite.ini

Configuration of some of the supervision behaviors is performed in the MegaSite.ini
file (<MEGA installation directory>\Cfg) in [Supervision] section.

In addition, Supervision components need to communicate with the SSP and access
the [SSP] section content.
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[Supervision]
StateInterval=<time intervals>

Filter=<Filter>

[SSP]
url=<SSP url>

MegaSite.ini | Description

[Supervision] Supervision parameter section
Statelnterval Time interval (in millisecond) between two supervision events of snap-
shot type.

Minimum value: 1000
By default this parameter value corresponds to 3' (180000)
(do not modify this parameter)

Filter Enables definition of executables to be supervised.

Other executable supervision is deactivated.

If not specified, there is no filtering and all of MEGA executables are
supervised.

Example:

Filter=AM
Displays only MEGA Windows Front-End (code A) and its Administra-
tion (code M) events.
See "Executable code", page 242.

To modify the filter, see "Modifying processes to be supervised (Meg-
aSite.ini filter)", page 246

[SSP]

Url SSP url
If the url is not specified, supervision is deactivated.

Executable code
Each application is associated with a code:

Windows Front-End:
e A: Administration
(mgwmapp.exe /DesktopAppGbm.Administration)
e M: MEGA
(mgwmapp.exe)
e N: Automation
(API mgwmapp.exe/Automation)
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Web Front-End

e R: Session holder
(mgwspro.exe)

e T: site
(mgwmapp.exe)

e O: SSP environment holder
(mgwspro.exe)

e I: SSPsite
(mgwmapp.exe)
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SUPERVISION TOOL: MEGA SERVER SUPERVISOR

The MEGA Server Supervisor tool enables reading supervision files.

The MEGA Server Supervisor tool gives access to calculated/filtered views of
supervision events.

You can activate/deactivate the supervision of certain processes to filter messages.
Only selected executables send messages.

See:

w  See "Supervision configuration file: MegaSite.ini", page 241.

"Starting Mega Server Supervisor", page 244

"Extend MEGA Server Supervisor functionalities", page 245
"Modifying processes to be supervised (MegaSite.ini filter)", page 246
"Finding the supervision file location", page 246

"Modifying the supervision file location", page 247

Starting Mega Server Supervisor

To start the MEGA Server Supervisor tool:

1.

2

In the MEGA installation folder, expand the Utilities folder, then MEGA
Server Supervisor.

Right-click MEGA Server Supervisor and select Execute as
administrator.

The MEGA Server Supervisor icon gH appears in the system tray of your
workstation.

w The green button on the icon indicates that the SSP is ready and
that IIS is started, else the button is red: [
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Extend MEGA Server Supervisor functionalities

By default, at MEGA installation, MEGA Server Supervisor menus are minimum.

To extend access to MEGA Server Supervisor functionalities:
1. In your workstation system tray, right-click MEGA Server Supervisor

&
HOPEX Server

Supervision chart
HOPEX Administration

Configure...

Systern 3
Logs 2

Exit

2. Click IO .

The Command field is displayed.
3. Enter "swl 1" and press "Enter".

Command :  =wl 1

All of MEGA Server Supervisor functionalities are available.
w To come back to a minimum display, perform step 2 to 3 again.

'Hega Server Supervisor v7.2.3

Mega Process »
Mega Logs »
s »
Hopex Platform »
Hopex Supervision »
Explore... »
start MEGA

start MEGA Admin

Options...
Exit
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Modifying processes to be supervised (MegaSite.ini filter)

MEGA Server Supervisor enables to configure the Filter section of MegaSite.ini
file:

w  For information on MegaSite.ini file, see "Supervision configuration
file: MegaSite.ini", page 241

To configure the Filter section of MegaSite.ini file:
1. In your workstation system tray, right-click MEGA Server Supervisor

and select Hopex Supervision > Supervision configuration.
2. From Mega Server Process Configuration window, Supervision tab,
select the processes you want to supervise.

EX) Mega Server Process Configuration E@
Log supervision

[ update supervision domain ]

Supervision Log folder : E]

Wmi Plugin Verbose Level :

Mega process to supervise :

R (web spro)

O (web ssp spro)

T (web site)

| (web ssp site)

M (windows desktop client)

A (windows administration client)
N fwindows automation client)

J {iob ssp spro)

B (iob mwas spro)

|| E {web service spro)

NENNNENE

Schedule State Report Interval (ms) :

Your modifications are immediately taken into account in MegaSite.ini file.

Finding the supervision file location

To open the folder where the supervision files are stored:
1. Open MEGA Server Supervisor in extended configuration.
w  See "Extend MEGA Server Supervisor functionalities", page 245.
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2. From MEGA Server Supervisor, select Mega Logs > Daily Logs
Manager.

3. Right-click the daily log line (sprvs_log_<mm-jj-aa>.txt) and select
Open Folder.

w  To modify the supervision file location, see "Modifying the
supervision file location", page 247.

Modifying the supervision file location

To modify the supervision file location:
1. Create the directory where you want the supervision files to be stored.

Example: c:\log
2. From MEGA Server Supervisor, select Hopex Supervision >
Supervision configuration.
Select the Supervision tab.

4. In the Supervision Log folder field, use the browse button ... to
define the directory path where the supervision files are stored.

Example: c:\log

ET) Mega Server Process Configuration E@

[ update supervision domain

supervision

Supervision Log folder : Cileg E]

These modifications are immediately taken into account. Supervision files
are stored in the specified directory (e.g.: c:\log).
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SUPERVISING EVENTS

Event supervision is performed from the Supervision tool of MEGA Server
Supervisor.

See:

e "Supervision tool", page 248
e "Consulting a supervision event file", page 250
e "Actions from an event supervision window", page 252

Supervision tool

The MEGA Server Supervisor Supervision tool opens and analyzes MEGA event
files.

w To launch Supervision tool, see "Consulting a supervision event
file", page 250.

i~

Supervisor [3] - C:\log\SPRVS_LOG_02-24-15.TXT == R
¢ = & - | HE
E_F_;E!'_I]E!{_tf_@__j|pmcess | Users | Sessions | Events | MaCcros | supervision files | Dnmainl
2
computer name event count
W-HGR 18790
18790 events | |

For detailed information on event files, see:

e "Supervising Events", page 240
e "Supervision files", page 241.
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Supervision tool toolbar

From Supervision tool toolbar, click:

to open one or several specific supervision files
¢ to refresh calculated view data of the current supervision file

H to open the set of snapshots that have been created on the different
servers.

A consolidated snapshot gives an application calculated view over the last
three minutes.

@ to view the load state, object consumption on the set of supervised
processes.

&3 to load a supervision domain (reference domain - Standard) so that
comparisons can be made.

B export data in CSV format.

Supervision tool tabs

In the Supervision tool, events are grouped by calculated view that gives access
to the corresponding list of prefiltered events. Views correspond to the following

tabs:

Computers

This tab shows the list of servers used and its associated event number.
process

This tab shows the set of supervised processes of the set of servers.
Users

This tab shows the list of users who logged on the application.

Sessions

This tab shows the list of current or past sessions of all the servers or
workstations supervised.

Events

This tab shows the list of HOPEX events that have been recorded.
macros

This tab enables to view macros, for which execution time is high.
supervision file

This tab shows analyzed supervision files.

Domain

This tab enables to show activity synthesis according to the supervision
domain
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Consulting a supervision event file

To consult an event of a supervision file:
1. From your workstation system tray, right-click MEGA Server
Supervisor [H and select Supervision.

w [f MEGA Server Supervisor is in extended configuration (see
"Extend MEGA Server Supervisor functionalities", page 245), select
Hopex Supervision > Supervision.

The current supervision file opens.

w To open another (or several) supervision file , if MEGA Server
Supervisor is in extended configuration select Hopex Supervision >
Supervision from file and select the files.

Alternatively, from Supervision chart toolbar, click Open
Supervision data file j and select the files.

See "Finding the supervision file location", page 246.

o

Supervisor [3] - C:\log\SPRVS_LOG 02-24-15.TXT o &[]
¢ | ®HME a- 8
':'I'I'I'II:"-ftEI'S| process | Users ISessions | Events Imacms | supervision files I Domainl
22
computer name event count
W-HGR 18790
18790 events | I

2. (optional) If you are on the current supervision file, click Refresh &
anytime you want to immediately refresh the view data.

m  See "Supervision tool tabs", page 249.
3. Click the tab regarding the view you want to consult:
w See "Supervision tool tabs", page 249.
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4. Double-click the line of the view you want to consult the events.
Events regarding this view are displayed in table format.

Supervisor [1] - TransactionFlush events
fa T 7 48 events

Managing Events
Supervising events

and select show graph for <event name>.
w  You cannot get a graph for an Error type or Warning type event.

The graph is displayed.

Supervisor [1] - graph TransactionFlush from TransactionFlush events

& 0

1400

B CPULOAD
BN EVENTTIME

1200

1000

200

|“I”JJ”

il

alll

13:00 14:00

15:00

16:00

GBEMM_DATAREAD_CMT

[E=N o8 =]

EVENT.. CONMECTIONID EVENTTIME EVENTTYPE IDSESSION  EVEN = || propery value =
121413 Mono:Unknown 1388 A 116775296 EVENTSENDTIME 14:04:12
121913 Mono'Unknown 1108 A 116775296 ||| ] COMPUTERNAME W-HGR 3
12:2413  Mono:Unknown 520 A 116775296 COMMNECTIONID Mono:Unknown |
12:2512  Mono:Unknown 718 A 116775256 ] EVENTNAME Transaction Flush
12:3412  Mono:Unknown 530 A 116775256 EVENTTIME 406
12:39:12  Mono:Unknown 546 A 116775296 [C] CACHE_GBMATT_HITRATE 0
12:4412  Mono:Unknown 546 A 116775296 [C] CACHE_GBMATT_FILLRATE 0
12:4512  Mono:Unknown 562 A 116775296 [C] CACHE_GBMDOBJ_HITRATE 0
125412 Mono:Unknown 577 A 116775296 [C] CACHE_GEMDOBJ_FILLRATE 0
125912 Mono:Unknown 63 A 11677529 [C] CACHE_GBMDLINK_HITRATE 0
13:04:12  Mono:Unknown 62 A 116775296 [C] CACHE_GBMDLINK_FILLRATE 0
13:09:12  Mono:Unknown 63 A 116775296 [C] CACHE_GBMDSLAVE HITRATE 0
131412 Mono:Unknown 62 A 116775296 [C] CACHE_GBMDSLAVE_FILLRATE 0
131812 Mono:Unknown 47 A 116775296 ~ || [C] CACHE_GEMDBLOB_HITRATE 0 -
4| m | 3 4| m 3
Each line represents an event of which characteristics are detailed.
w  See "Actions from an event supervision window", page 252.
5. (optional) In the property pane, select the indicators (columns) you
want to be displayed in a table column.
6. (optional) Right-click the event for which you want to display a graph

property

EVENTTIME
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[] CACHE_GBMDLINK_FILLRATE
] CACHE_GBMDSLAVE_HITRATE
[[] CACHE_GBMDSLAVE_FILLRATE
[] CACHE_GBMDBLOB_HITRATE
[[] CACHE_GEMDELOB_FILLRATE
[] CACHE_RDBMSSTAT_HITRATE
[C] CACHE_RDBMSSTAT_FILLRATE
GBMM_DATAREAD_CNT

] GBMM_DATAREAD_AVG

[] GBMM_DATAWRITE_CNT

COMM DATAADITE AT
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7.

In the property pane, select the indicators you want to be displayed in
the graph.

The graph is calculated on the set of the prefiltered original view, taking
into account the event selected.

(optional) Click copy graph image to clipboard E to copy the graph
image in the clipboard.

Actions from an event supervision window

From the supervision window, which lists the events in table format, you can:

access the window of the source Supervision chart tool.
Click Supervisor Home fal .

create filters to filter displayed events.

Click Filters T .

export current events in .txt format.
w  Example: to import events in Excel.

Click Export the current filter view as supervision format 5.
interrupt data downloading.
w Example: when experiencing long downloading times.

Click Interrupt loading = |.
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EVENTS TO BE MONITORED (PRODUCTION SERVER)

To keep your HOPEX production server in the best operating conditions, here are
the events you have to monitor:
e "Events: Login and Authentication", page 253
"Events: Configuration Management", page 254
"Events: Workspace Activity", page 255
"Events: Repository Connections", page 256
"Events: Service Execution", page 258

In the following tables, each event Type column indicates the importance level of
the event as follows:

e severity ++: requires an immediate action

e severity ++: requires a rapid analysis

e severity -: requires your attention

e severity --: informative

Events: Login and Authentication

Events you have to monitor in a login and authentication context are listed in the
following table:

Type
Event (sever- Context / JSON Description / Content
ity)
LoginPasswordChangeFailure Alert Password update Error during a password
(+) update
"Login Name": Name of the login
LoginAuthenticationFailure Alert Authentication Failure in the authentication
) process
"Login Name": Name of the login
"Failure reason": Error message
LicenseLoginFailure Alert License Error while obtaining a
(+) license token
"Failure reason": Error message
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Events: Configuration Management

Events you have to monitor in a configuration management context are listed in the
following table:

Type
Event (sever- Context / JSON Description / Content
ity)
GraphCompile Action Writing access Should never happen on a production
(--) diagram compilation | server
Except after the update of a new writing
access hierarchy definition
MetaDataCompile Action Environment Should never happen on a production
(--) compilation server
Except after the update of new customiza-
tion
CompiledDataReset | Alert Meta or technical Should never happen on a production
(+) data modification server
If this event is raised on a server, it means
that a person is carrying out MetaModel
extensions directly on the server
"User": User responsible for the update
"CompiledDataUp- Modified object
dated":
"CompiledDataRe- Executed command.
setOrigin": This information is written during the
upgrade or import process
GraphUpdate Alert Writing access Should never happen on a production
(+) diagram modification | server
Except after the update of a new writing
access hierarchy definition
"GraphUpdated": "Authorization"
if the writing access diagram has been
updated
"Visibility™"
if the reading access diagram has beenup-
dated
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Events: Workspace Activity

Events you have to monitor in a workspace activity context are listed in the following

table:
Type I
Event B, Context / JSON Description / Content
(severity)
TransactionFlushFailure Alert Workspace flush Unable to validate data
(++) update
"Failure reason": Error message
TransactionDispatchFailure | Alert Workspace Failure in the authentication
(++) publication process

"Failure reason":

Error message
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Events: Repository Connections

Events you have to monitor in a repository connection context are listed in the
following table:

Type

Event (sever- Context / JSON Description / Content
ity)

RepositorySessionConnect | Action Connection This event enables to monitor the
(--) (session) connection times

"GBMSESSIONOPEN- One of the following values:

MODE" : GBMSESSION_ OPENMODE READWRITE
GBMSESSION_ OPENMODE READON-
LY PHYSICAL
GBMSESSION_OPENMODE READON-
LY LOGICAL

GBMSESSION_ OPENMODE READON-
LY REALTIME

GBMSESSION_ OPENMODE READ-
WRITE REALTIME

"Login": Idabs of the login

"User": IdAbs of the user

"Profile": IdAbs of the profile

"Role": IdAbs of the business role
"pathDB": Path of the SystemDb reposi-

tory of the Environment
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Type
Event (sever- Context / JSON Description / Content
ity)
RepositorySessionCon- Alert Connection Error during the session connec-
nectFailure (+) tion phase
"GBMSESSIONOPEN- | One of the following values:
MODE" : GBMSESSION OPENMODE READWRITE
GBMSESSION_ OPENMODE READON-
LY PHYSICAL
GBMSESSION_OPENMODE READON-
LY LOGICAL
GBMSESSION OPENMODE READON-
LY REALTIME
GBMSESSION_ OPENMODE READ-
WRITE REALTIME
"Login": IdAbs of the login
"User": IdAbs of the user
"Profile": IdAbs of the profile
"Role": IdAbs of the business role
"pathDB": Path of the SysDb repository
of the Environment
"Failure rea- Error message
son":
RepositoryOpenFailure Alert Repository opening | Error detected when opening a
(+) phase repository
"Reposito- Name of the repository
ryName" :
"Failure rea- Error message
son":
RepositoryCloseFailure Alert Repository closing Error detected when closing a
Q) phase repository
"Reposito- Name of the repository
ryName" :
"Failure rea- Error message
son":
RepositorySessionRecon- Alert The connection HOPEX is trying to reconnect auto-
nect (++) with the database matically to the server, each try

server has been
lost

generates an alert (5 by default)

"Repository-
ServerName" :

Name of the repository
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Events: Service Execution

Events you have to monitor in a service execution context are listed in the following

table:
Type
Event (sever- Context / JSON Description / Content
ity)
ScheduledJobEx- Alert Job execution Error when running a scheduled job
ecutionFailure (+)
"Failure reason": Error message
SchedulerError Error Scheduler service Unable to run the scheduler service due
(+) start to a lack of license or other reason (see
msg)
"Msg": Error message
ProcessException Error Important excep- Important error occurred when running
(++) tion occurred HOPEX
ERQLExcessive- Alert An ERQL query exe- Optimizing the query manually

InvocationTime

)

cuting more than
5000 GBM com-
mands

"QueryId": or
"QueryName" :

Query identifier

"GBM Get count":

Number of readings generated by the query

"GBM Get count":

Number of searches generated by the query




MANAGING OBJECTS

The following points are covered here:

N NN N NN NENEN

"Exporting MEGA Objects", page 260

"Protecting Objects", page 271 (function available with MEGA Supervisor)
"Comparing and Aligning Objects Between Repositories"”, page 274 (function
available with MEGA Supervisor) or HOPEX Collaboration Manager)
"Merging Two Objects", page 280 (function available with MEGA Supervisor)

"Querying Isolated Objects", page 283 (function available with MEGA
Supervisor)

"Querying Objects to be Translated", page 285
"Importing Reference Frameworks in MEGA", page 287

"Managing UI Access (Permissions)", page 288 (function available with MEGA
Supervisor)

"Managing Shapes", page 304
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EXPORTING MEGA OBJECTS

Export of an object with propagation enables creation of a consistent set allowing
transfer of part of the repository to another repository. For example, export of
MEGA objects from a library includes objects present in the library and their
dependent objects.

The following points are detailed here:
e "Export", page 260
e "Exporting Objects", page 260
e "Viewing Objects Before Export", page 267

Export

You can export common modeling objects as well as configuration and
parameterization objects.

Examples: report templates (MS Word), queries, metamodel
extensions, users.

To access these objects, you must select the extended metamodel options in your
configuration. This option is available in user options, from the Repository icon.

w  See "Managing Options", page 365.
Export uses the propagation mechanism, which can be configured using perimeters.

w  For detailed information, see the Perimeters chapter in the
HOPEX Studio - MetaStudio guide.
Propagation steps in organizational process (major) export:
1. For an organizational process (major) you also export its operations
(minor).
2. For an operation you export the event messages or result messages
(minor) of the operation (major)
3. Propagation continues step by step until all links have been explored.

w  Export takes account of link types: for certain link types, search in
depth of other links stops.

All keywords are also exported.

Exporting Objects

You can export MEGA objects from:
e Web Front-End:
e the Administration desktop
e Windows Front-End:
e the MEGA Administration application
e of your MEGA workspace.
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You can export objects in the following formats:

e text
The exported file is in the form of an .MGR file.
w  For more details on .MGR file syntax, see "Command File Syntax",
page 403.
e XML MEGA
The exported file is in the form of an .XMG file containing commands or
data (objects and links).

w  For more details on MEGA XML data exchange format, see technical
article "MEGA Data Exchange XML Format 70".

e Excel

mw See MEGA Common Features guide, "Exchanging Data With
Excel” chapter.

Exporting MEGA Objects from the Administration desktop (Web Front-End)

To export MEGA objects from the Administration desktop:
1. Connect to the MEGA Administration (Web Front-End) desktop.
- Sge "Connecting to the Administration Desktop (Web Front-End)",
page 7.
2. In the Administration tab, click the Tools pane.
The management tree for tools appears.
3. In the tree, select the XMG/MGL/MGR > Export sub-folder.
The Mega Objects Export - Parameterization page appears.
In the Export File field, select the export file format.
In the Options frame, by default, two export configuration options are
proposed:
e Include Objects of Merging exports the technical objects resulting
from merging objects (_TransferredObject).

w  For further information on merging objects, see "Merging Two
Objects”, page 280.

e Propagate exports the objects listed together with their dependent
objects.

w  To view objects before export, see "Viewing Objects Before Export",
page 267

o~

6. In the Objects to export, click Add objects to list Eﬂ.
The selection dialog box appears. o
Start the query and select the appropriate objects in the result window.
8. Click OK.
The objects appear in the list of objects to be exported.

You can carry out this procedure several times, allowing you for example
to export objects of different types.

N

w In the event of an error, click Remove objects from list M to
delete an object from the list.

9. When selection is complete, click Export.
The export file is exported.

10. (Optional) If required, in the Export File field, click the arrow and select
Open to read the contents of the export file.
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11. Click OK.
A message appears.

12. Click Save.
The exported file can then be imported into another repository.

w  For more details on updating a repository by command file import,
see "Updating a Repository", page 162.

Exporting MEGA objects from MEGA Administration

To export MEGA objects from MEGA Administration:

1. Open MEGA Administration and select the repository from which you
want to export objects.

m  See "Accessing Repositories”, page 138.

2. Right-click the desired repository and select Object Management >
Export Objects.
The Export MEGA Objects dialog box opens.

M Export MEGA Objects E

Destination

".:" Export in Format

| VWntas\public\DailyBuildInstalled\MEGA HOPEX 1.0 (731) {int Build) mega_msi_, = ...

-
Obiects

Cem Crke Dms w ’-__.IE

Short Name | Narme MetaClass

| Close Help

3. In the Export in Format field, select the export file format.
Several options enable object export configuration.

m  See "Managing Options", page 365.
4. (Optional) Enter a different name and folder if the default values are not
suitable.

m  Button .. enables you to browse the folder tree and select where
the export file will be located.

5. In the Objects frame, click Add Objects to List E
© 710 simplify the query, click Add objects to list from
favorites E:[

The selection dialog box appears.
6. Start the query and select the appropriate objects in the result window.
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7. Click OK.
The selected objects are added to the Export MEGA Objects dialog box

list, preceded by their type.
You can carry out this procedure several times, allowing you for example
to export objects of different types.

w In the event of an error, click Remove objects from list ﬂ to
delete an object from the list.

8. In the Objects group box, by default two export configuration options
are proposed:
e Include Objects of Merging my, Which allows you to export
technical objects resulting from merging objects (_TransferredObject).

w  For further information on merging objects, see "Merging Two
Objects”, page 280.

e Propagate 4%, which allows you to export listed objects together
with their dependent objects.
m  To view objects before export, see "Viewing Objects Before Export”,
page 267
9. (Optional) By default, the export perimeter is as defined in the properties
of the Export tool. To modify the export default perimeter, you must have
previously activated export perimeter selection, see "Activating the
export perimeter selection option", page 267.
In the Objects frame, select the Perimeter of export using the drop-

down menu.
Obiects
ore gew o gy I-__.lz Perimeter: |Standard for export |

10. When selection is complete, click Export.
The export process begins.
w  To interrupt export during execution, click Cancel.

During export, the name and type of the objects being exported appear
at the bottom of the dialog box, together with duration of export. On
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completion of export, the Execution Report displays the number of
exported objects.

M Execution report m

Execution  |Export MEGA objcts OK |

Open result file ‘

: MEGA [Tutorial] =]

‘ | o

Ready

w  See "Viewing an export file (Windows Front-End)", page 266.

Exporting MEGA objects from the MEGA desktop

To export a MEGA object from the MEGA desktop:

1. In the Main Objects navigation window, right-click the object you want
to export and select Manage Export.

m  You can also export MEGA objects by selecting File > Export >
MEGA Objects in the workspace.

The Export MEGA Objects dialog box opens.

M Export MEGA Objects E

Destination
— Export in Format |I‘~"IEG.6. XML format (*XMG) ﬂ

| c:\program files\mega'\mega 2013 hopex'n,B1—3488.us_vm'@emunstaﬁunhdb'ﬂﬂ

—
Obiects
ore gew o gy | (| Perimeter: |Standard for export 4
Short Mame Mame MetaClass

Order Delivery HBC Group::Sales::Order Delivery Business Process

Export | Close Help

In the Objects frame, the object to be exported is already selected.
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2. Refer to the procedure "Exporting MEGA objects from MEGA
Administration", page 262.
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Viewing an export file (Windows Front-End)

To view the exported file:

) In the export Execution Report dialog box, click Open result file
In the case of:

e an export in MEGA XML format, the view MEGA XML exchange file
dialog box appears.

1%, view MEGA XML Exchange File [_ o]

MEGA XML exchange file

Help

|c Mprogram files'mega“meaga 2013 hopex.731-3488 us_vm“Demonstrationdb"MEG:

Commands
Number | Command Target Modifier Date |
] O &Create Object (Diagram... ... 2010A12403...
1 - laCeate  Object (Diagram... 2EA... .
2 [ &Create  Object (Diagram... 32E732EA.. 2010412403
3 ) &Create Object (Busines... GILBERT .. 2010/09/07...
4 O &Create Object (Messag... 32E732EA.. 2011/03/07..
5 O iCreate  Object (Functio... GILBERT ...  2010/09/07...
& ] &Create  Object (Functio... GILBERT .. 2010/09/07...
7 0 &Create  Object (Functio.. GILBERT .. 2010/0%/07...
2 O AT reats Dibiert (Frinetio Gl REFET 20100507 -
Attribute | Value | -
Converted Nam... 7.2 5P4
Preview 010000006C00000000000000000000000A020000F 200000000. ..
_Drawing BEAADD006D00ZFO000005C5620342E322020202020205C005. .. —
MNature Business Process Functional Diagram
Absolute |dentifier A13FDBEF33E8D0O0TA
MName Order Delivery (HBC Group::Sales) - Org-Unit Diagram Urgent Ord. .

Create Version 42 BOSTON
Update Version 7.0

Ilndifiar Ardmimictrstar

File loaded I, 52 commandis)

This file is presented in the form of a table showing a list of commands.
Corresponding to each command ("Create", "Connect", etc.) there is a an
object, object modification date and name of the last modifier.

e export in text format, the Notepad dialog box appears:
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8] 0B10214.mgr - Bloc-notes [_[ol:
Fichier Editon Format Affichage ?

- Execution  : BExtraction (2013/02/14 11:00:22)

- File exported : c\program files'megaimega 2013 hopex\731-3488 us_vm
\Demaonstration\db'\MEGA (Tutorial)WORK\OBJ0214 . mgr

- Erwironment  : c\program files\megaimega 2013 hopex\731-3488.us_vm
\Demonstration

- DataBase - MEGA (Tutarial)

- User - Administrator

- Root objects:

- HBC Group::Sales:Order Delivery

- Diagram Order Delivery (HBC Group::Sales) - Implementation
Diagram Order Delivery

- Diagram Order Delivery (HBC Group::Sales) - Org-Unit Diagram
Urgent Order Delivery

- Diagram Order Delivery (HBC Group::Sales) - Functional
Diagram Urgent Order Delivery

- Business Process HBC Group::Sales::Order Delivery

- Message HBC Group::5ales:Order Delivery:Order

- Functional Activity HBC Group::Sales:Order Delivery:Optimize
Transportation

- Functional Activity HBC Group::5ales:Order Delivery:Order

This file lists all objects in text format.

The exported file can then be imported into another repository.

w  For more details on updating a repository by command file import,
see "Updating a Repository", page 162.

Activating the export perimeter selection option

At the time of export, to be able to select export perimeter, you must activate the
Activate export perimeter selection option:
1. From your MEGA workspace, select Tools > Options.
2. In the MEGA Data Exchange > Export > Files option group: Generic
Options select the Activate export perimeter selection option.

Viewing Objects Before Export

w  Viewing of objects is available with the MEGA Supervisor technical
module.

267



268

Viewing models with a perimeter allows preview of the operation result before its
execution, and modification of the operation if required. You can therefore:
) see default impact of the applied perimeter, see "Viewing objects", page
268.
) modify behavior of the perimeter according to the different types of links
browsed from the root object, see the MetaStudio guide.

In the case of object export, other objects (connected to the root object) are also
exported - they are determined by behavior of the "Standard for export"
perimeter related to links existing around the root object.

© Before exporting one or several MEGA objects, you may find it

useful to view all objects that will be exported. These can be objects you
have selected as well as those deduced by the propagation mechanism.

w  For more information on perimeters, see the HOPEX Studio -
Mega Studio quide.

Enabling the view option

To view objects that will be exported, you must enable the View objects before
export option:
1. From your MEGA workspace, select Tools > Options.
2. In the MEGA Data Exchange > Export > Files option group: Generic
options select View objects before export option.

Viewing objects

To view objects that will be exported:

1. Select menu Tools > Options.
2. In the MEGA Data Exchange > Export > Files option group: select the
View objects before export option.

The View button Q.j appears in the Objects frame.
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3. In the Export MEGA Objects dialog box, select an object in the list and

click View
The object detailed view window appears.

£t Seean object with perimeter

With perimeter: |Stanc|arc| for export ﬂ Refresh
[ 7] Mormal Order Delivery i‘ Configuration

--§H] @ Diagram :Normal Order Delivery Flowchart * <<Modeling>>

) B  Organizational Process : Mormal Order Delivery < <Modeling> > Close
[ DiagramType : Flowchart < <Technical definition =
-l-.-" @ Message :Availability Problem * <<Aggregation>>
@ Content :Availability Problem * <<Aggregation>> Hebp

-l-" @ Message :Delivery * <<Aggregation>>
= @ Content:Delivery * <<Aggregation==

| [ M Content:0Order * <<Anareoation>> | f
1 »

Protection
Administratar

Short name MNo Object -

00001

anizational P... Momal Order Delivery

@ Dizgram Naomal Order Deliverny Flowchart Administrator 00002
7 Message Awvailability Problem Administratar DODD4
Content Awvailability Problem Administratar 00005
" Message Delivery Administrator D0DD6
Cortent Delivery Administrator 00007
Contert Order Administrator 00008 -
7 o | e f

Object/Path | Metafssociation Type | List of paths analyzed for impacted object

000010002 Modeling /Momal Order Delivery/Momal Order Delivery Flowchart/Momal Order
Q0001 /0001 /Momal Order Delivery
4| A

[ Display MetaAssociation Type behavior icon
[+ Display in bold objects found by first valid path

Paths analyzed: 52  Impacted objects found: 40

The See an object with perimeter window presents all exported objects in two
ways (result of propagation applied to the root object):

m To view the impact of other perimeters on the object concerned,
select another Perimeter in the drop-down list.

e The top frame presents, in tree form, the objects that will be exported
with the root object. For each object it details:
e the propagation behavior defined by the "Standard for
export'perimeter for the link browsed.
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The behavior of this operator depends on the various link types and
will determine the objects that will also be exported.

e the corresponding link type (for example Modeling).

e the propagation type (identified by an icon) that will be executed on
the object.

Table: Description of propagation behaviors

Icon Value Propagation description
Deep Recursive complete propagation:
[ ] Takes into account this link and the opposite object only.

Propagation continues.

Standard Simple propagation:
& Takes into account this link and the opposite object only.
Propagation stops.

Link Limited propagation:
] Takes into account this link but not the opposite object.
Propagation stops.

Abort No propagation:

[ ] Does not take into into account this link or the opposite
object.

No propagation:

You can customize display of these results by selecting:

* Display MetaAssociationType behavior icon, which presents
propagation behavior defined for the MetaAssociationType.

e Display in bold objects found by first valid path.

e the middle table lists objects that will be exported with the root object.

For each object it details:

e the number of paths linked to the object.

e the comment associated with the object.

e the bottom table details all paths by which the object selected in the
middle table has been found, together with the corresponding link
type (MetaAssociationType).

To locate an object/path in the tree:
) From one of the tables, right-click the object/path you want to locate and
select Find in tree.
The Configuration button accesses the perimeter configuration tool.

w  For detailed information, see how to configure a perimeter in the
HOPEX Studio - MEGA Studio quide.
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PROTECTING OBJECTS

The object protection function is available with the MEGA Supervisor technical
module.

An object has the writing access level of the user who created it. The writing access
level of an object can be modified:

e directly

e by its dependence on another object (project, process, etc.) by
propagating the authorization level for that object. This dependence may
be indirect.

mw  See "Viewing Objects Before Export", page 267 for more details.
See:

"Accessing the Object Protection Management Window", page 271
"Assigning a Writing Access Area to an Object", page 272
e "Propagating Authorizations Between Linked Objects", page 273

Accessing the Object Protection Management Window

To access the object protection management window:
1. From MEGA Administration, connect to the environment concerned.

m  See "Connecting to an Environment", page 5.
2. Expand the Repositories folder.
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3.

Right-click SystemDb and select Object Management > Protect
Objects.
The Protect objects dialog box opens.

1% Object Protection

Ohjects

Query... Report
[ = | L=

Help

addll

Writing access areas:

Administrator

[ Propagate
Perimeter:

|5tandard for protect ﬂ

The Writing Access Areas list presents the writing access area of the
user accessing the dialog box, and if appropriate, its dependent access
areas (it is not possible to assign writing access areas higher than its own
writing access area).
Writing access areas are identified by level.
When you open this dialog box, its Objects list is empty.

w  See "Assigning a Writing Access Area to an Object”, page 272.

m  See "Propagating Authorizations Between Linked Objects", page
273.

Assigning a Writing Access Area to an Object

To assign a writing access area to an object:

1.

(4

Access the Object Protection window.

m  See "Accessing the Object Protection Management Window", page
271.
In the Writing Access Areas list, select a writing access area.
Click Query to start a query.
Run the query, select the appropriate objects from the results, and click
OK.
The selected objects are added to the Protect objects dialog box list.
Their types are also displayed.
w  You can carry out this procedure several times, allowing you for
example to protect objects of different types.

w [n event of error, select the unwanted object in the list and click
Delete.

Select the objects in the list.
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6. When selection is complete, click Apply.
The objects are assigned the selected protection level.
m  You can select some objects in the list and assign one authorization

to these, then select other objects and assign a different writing access
level without executing a new query.

Propagating Authorizations Between Linked Objects

You can automatically assign writing access level of an object to objects linked
directly or indirectly to it.

1. Access the Object Protection window.

m  See "Accessing the Object Protection Management Window", page
271.

Click Query to select the objects concerned.

In the Writing Access Areas list, select a writing access area.

Select the Propagate check box.

Click Apply.

Objects dependent on those for which propagation is requested are
protected with the same writing access level.

w  For more details, see "Viewing Objects Before Export", page 267.

aRhON

w  Note that this type of propagation may modify the authorizations
for objects shared by several projects or diagrams.
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COMPARING AND ALIGNING OBJECTS BETWEEN

REPOSITORIES

w The object compare and align feature is available with the MEGA
Supervisor or the HOPEX Collaboration Manager technical module.

MEGA enables comparison and alignment of:

See:

two complete repositories

objects in different repositories

objects of the public repository with those of the current private
workspace.

a file and a repository (or repository objects)

two repository archived states

w The objects compared must not be in the same private workspace.

"Compare and Align Principle", page 274
"Compare and Align Warnings", page 275
"Comparing and Aligning Two Repositories", page 275

Compare and Align Principle

The principle of comparing and aligning objects between repositories is as follows:

1.

3.

274

Extraction

The selected objects and any linked objects are extracted from the two
repositories, browsing links according to MEGA principles of object
extraction.

Comparison

The two sets of data are compared on the basis of absolute identifiers of
the objects they contain.

Comparison result
A window displays the results of the comparison. You can also generate a
report and a command file in this window.
w  The page showing differences displays a maximum of 1000 lines. If
the list of differences is greater than 1000 lines, a message prompts you

to either ignore this limit and display all the lines (in this case, the list
may take some time to load) or not.

Alignment
The upgrade command file is imported in the target repository.



Managing objects
Comparing and Aligning Objects Between Repositories

Compare and Align Warnings

You must be aware of the following points before alignment and selection of the user
executing alignment.

Repository log

Users

The repository log lists all modifications made in the repository. It gives users a
better understanding of actions executed in a repository in private workspaces. Each
time an action is executed, an occurrence of Change Item is created.

w  For more details on repository log, see "Managing logfiles", page
146.

The repository log is not transferred from one repository to the other: a newlog is
created in the target repository. Object history is not therefore kept.

The creator/modifier of an object in the target repository is the user executing the
alignment.

The date of creation of an object is the date on which alignment was executed.

Reading (confidentiality) and writing access levels

Writing and reading access levels are taken into account during the comparison and
during the alignment.
w  For more details on writing and reading access management, see
"Managing Data Reading Access", page 321 and "Managing Data Writing
Access”, page 297.
To perform a comparison and an alignment, you must have reading access (if
reading access management is activated) and maximum reading access for all
objects in the repository.
w  Reject files are generated on completion of alignment. To delete
files: in environment options Options > Data Exchange > Import/

Export Synchronization > MEGA, select the option Delete files
produced at compare/align on completion of processing.

Comparing and Aligning Two Repositories

w  Before comparing and aligning, see "Compare and Align Warnings”,
page 275
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To compare and align two repositories:
1. From your MEGA desktop:
e (Windows Front-End), in the MEGA menu bar, select Tools >
Manage > Compare and Align.

w  Alternatively, right-click the object and select Manage > Compare
and Align.

w  Or, from MEGA Administration, in the environment concerned,
right-click the repository concerned and select Compare and Align.

e (Web Front-End), right-click the object and select Manage >
Compare and Align.
The object comparison wizard opens.
2. Indicate if you want to compare:
e two repositories
e two current repository archived states (RDBMS repository only)
e afile and a repository
3. Click Next.
4. Select:
e the Source repository
e the Target repository, which is the repository to be updated.

w [t can be a private workspace of the repository.

m - Select the source and target repositories for comparison

Source repository: |Pri'-.rate workspace

LefLe

Target repository: |MEGA Tutorial

[ Compare all repository objects

< Previous | ‘ Mext = | | Finish Cancel Help

5. (Optional) If required, you can choose to Compare all repository
objects.
w  Processing of this option can take some time.

6. Click Next.
The dialog box for selection of objects to be compared opens.

7. In the Perimeter field, select the perimeter type (by default Standard
for Comparison)

w  For detailed information on perimeters, see HOPEX Studio -
MEGA Studio Technical Article.
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8. In the Elements to compare pane, select:
e > to add objects from the source repository, or

o 4 to add objects from the target repository, or

w If you opened the comparison wizard from an object, this is
automatically added in the list of objects to be compared.

m - select the objects to be compared

Perimeter:

Elements to compare:

r4dX BRRAE

Managing objects
Comparing and Aligning Objects Between Repositories

MName | Repaositary

5 Application Environment Diag Private workspace

< Previous Mext = | Finish | Cancel Help
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9. Click Next.
The Comparison Progress window opens. It presents the differences
between compared objects and their modifications.

m - Comparison Progress

Cifference list:

Order| Difference |K]nu:| |Target |Ohjeu:t 1 Object 2

1 Crested Ohject Diagram Application Environment Diagrar

$ 2 Connected  Link (MesMod)  Application Environment Diagrar Clock In

tP 3 Connected  Link (Mes/Mod)  Application Environment Diagrar Clock Qut

tp 4 Connected  Link (ApplMad)  Application Environment Diagrar Human resource

fP 5 Connected  Link (MesMod)  Application Environment Diagrar Advise

tP 6 Connected  Link (Abstract Diac Application Environment Diagrar Application Environiment
tp 7 Connected  Link (Abstract Diac Application Environment Diagrar Application Environiment
tP 8 Connected  Link (Described Ele Attendance Tracking Application Environment
tP 9 Connected  Link (ApplMad)  Application Environment Diagrar Human Resource Manag
tp 10 Connected  Link (Mod/Cuni)  Application Environment Diagrar World@Hand Employee
P a1 1kconnected B ink 0 Application Environment Diagra

The Difference column presents differences by update category:

e Created: objects not existing in the target repository.
Deleted: objects existing in the target repository but not in the
source repository.

m  Deletion commands of compare and align can be generated in a

separate file. To do this, activate the corresponding option in Options >
Data Exchange > Import/Export Synchronization > MEGA.

e Modified: Objects of which characteristics, including name, have
been modified.

e Connected: links, between two objects, that do not exist in the target
repository.

e Disconnected: links existing in the target repository but not in the
source repository.

e Changed: links for which a characteristic has been modified.

The Type column presents differences by type.

10. (Windows Front-End) In the Generate a difference file field (.mgr
format):

e Click J and enter the name and location of the comparison file, then
click Save.

¢ Click Generate to generate the .mgr file that contains the list of
differences detected.

11. (Optional) Click Generate Report to generate the report (.pdf format)

which contains:

e the list of differences detected

e statistics
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12. Click Next.
Differences are imported in the target repository.

The target repository is aligned with the source repository.

w  An alignment file with the content of differences (align-YYYY-MM-
DD-hh-mm_555.mgr) is automatically saved in folder <Environment
Name>\Db\<Repository Name>\USER\<User Code>.

w If the alignment contains rejects, click Display Rejects to open
the alignment rejects file (format .mgr).

A rejects file is automatically saved in folder <Environment
Name>\Db\<Repository Name>\USER\<User Code> (rejects file-
reject-YYYY-MM-JJ-hh-mm_555.mgr). This file is empty if alignment
does not contain rejects.

13. Click Finish.
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MERGING TwWO OBJECTS

The object merge feature is available with the MEGA Supervisor technical module.

When you merge two objects, you obtain a single object by transferring the
characteristics and links from one object to the other. The source object is deleted.
It is therefore recommended that merges be done in a new private workspace, so
you can discard the changes if the result is not satisfactory.

You must have administration rights to merge two objects.

Choice of the objects to be merged

The Target object is the reference object that will be merged with the Source
object. By default:

e its characteristics are not modified

e merging proposes addition of source object links.
The Source object is the object of which:

e you want to reuse certain characteristics or certain links

e characteristics and links will be transferred to the Target object.
When the link is to be a unique link (e.g., for sub-typing where the type is unique),
the link of the target object is kept by default.

& When merging is completed, the source object is deleted.

© You can Explore objects using the corresponding command. It can
also be used to explore their links.

Merging Two Objects

To merge two objects:
1. Connect to MEGA.
w  "Connecting to MEGA", page 188.

2. In the menu bar, select Tools > Manage > Merge Two Objects.
The first step of the Merge Objects wizard appears: Object selection.

w  To have the right to merge two objects, you must have the right to
delete objects.

3. In the Object pane, select the object type to be merged.
m See "Choice of the objects to be merged", page 280.

4. In the Source field, click the arrow and select the source object.
5. In the Target field, click the arrow and select the target object.
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6. Click Next.

w [f the target and source objects are the same, the Next button is
disabled.
The second step of the Merge Objects wizard appears: Characteristics.
It presents the differences found in characteristic values of both objects.

7. Select the source object characteristics you want to transfer to the target
object. Characteristics that remain selected in the target object are
kept.

£t Merge objects: Characteristics bt

The following characteristics do not have the same value for both objects.
Select characteristics of the Voyages and Vacations::Car Rental
Business::Car Repair::Car Rental Department object that you want to
propaaate to the Vovaoes and Vacations:: Airline

Characteristic | |1-'0\,-'ages and 'l.l'acaﬁc| |1.-'|:|yages and Vacations:: Air
= InternalExternz [ Internal Org-Unit [ External Entity
= Languagelpdab [ 06/01/2003 W 23072008

$org-Unit Type T r

< T

< Previous Mext = Cancel ‘ Help ‘

8. Click Next.
The third step of the Merge Objects wizard appears: Unique links
(those that can only exist once for a given object).

Example: a message can have only one super-type.

w This step appears only if the objects to be merged have unique
links connecting them to different objects.

1t Merge objects: Links of unique type

The following links have a unigueness constraint. Select links that you want to
from the Voyages and Vacations::Car Rental Business::Improve Auto Repair
Service::Improvement object to the Voyages and Vacations::Voyages
Vacations::Purchasina Au

MetaAssodation | |'l.|'03-'ages and Vacations::Cz |1.-'|:|yages and Vacations::Voyages
m Chosen method [~ MEGA::Improve a process v MEGA;:Create the business proce
= Parent Project [~ Voyages and Vacations::Ca W Voyages and Vacations::Voyages
= Phase [ MEGA::Six Sigma::Improve [ MEGA::Deploy process modeling a

9. Select the links to be transferred.
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10. Click Next.
The Merge Objects wizard presents: Links.

$% Merge objects: Links

The following list contains the set of links of the Voyages and Vacations::Car F
Business::Improve Auto Repair Service:: Improvement and the Voyages and
Vacations::Voyages Vacations::Purchasing Automation::Create the Purchasir
procedure m

MetaAssociation

==1-lement of the PRPD Purchasing (Flows)
e Next Project Voyages and Vacations::
e Mext Project oyages and Vacations::Ci Connect
= Project Diagram Voyages and Vacations: :C: Connect

= Project Step Woyages and Vacations::C: Connect

e Project Step oyages and Vacations::Ci Connect

e Project Step oyages and Vacations::C: Connect

e Pl O Masimman wmd Uarabaons o™ Faoee - + il

4| | 3
Link characteristics

Characteristic |1.-'|:|yages and Vacations::Car Rental Business:: Improve

= Deliverable Produced i‘

= Link creation dab 31/07/2003

1—1 Link Creatar i TETK Ak Fimli | Jﬂ
4 »

< Previous | Mext = | Cancel ‘ Help

e When the link does not exist for the target object, the default is to
can select the Do

connect the target object (Action : "Keep"). You

not connect command so as not to transfer the link.

You can Keep existing links, or Disconnect them.

e When the two objects are linked to the same object by the same link,
it is possible to Not change characteristics of the link for the target
object, or to Copy characteristics of the link for the source object. In
this case, you can indicate for each characteristic whether to use the
value of the source object, or keep the value of the target object.

11. Click Next.
12. Click Finish to start merging.
The gauge indicates progress of the operation.

When merging has been completed, the source object no longer exists
and the selected characteristics and links have been transferred to the

target object.

w " TransferredObject" temporary merge objects are created on this
occasion. Merge objects of a repository can all be exported at export of

MEGA objects.
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QUERYING ISOLATED OBJECTS

The Query isolated objects function is available with the MEGA Supervisor
technical module.

Isolated objects are objects unconnected to other objects, and are therefore almost
certainly not used.
Querying isolated objects
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.
Expand the Repositories folder.

Right-click a repository and select Object Management > Query
Isolated Objects.

Lol

w  Alternatively, in the MEGA workspace, select Tools > Manage >
Query Isolated Objects.

The Query Isolated Objects dialog box appears.
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4. Click Apply to run the query.

The system scans the repository, and lists the Objects not connected to
higher level objects in the hierarchy, preceded by their type.

£33 Query isolated objects .E m

Objects: Apply

*(Chapter) 5 Management responsibility ﬂ
*(Chapter) & Resource management

*(Chapter) 7 Product realization

*(Chapter) & Measurement, analysis and improvement
*Library) MEGA

*(Person Assignment) Mega-Enterprise Architect

*(Person Assignment) Mega-Mega Administrator

*(Predefined Address) MEGA - Current Environment Directory
*(Predefined Address) MEGA - Current Installation Directory
(Scenario) MEGA:IT Planning: :Standard — Help
*(Work Area) Work Area 152

Close

Ju

w  Objects not preceded by an asterisk are not linked to any other
object and can be deleted.

w Objects preceded by an asterisk are connected only to lower
objects in the hierarchy. An example is an org-unit that sends messages
but does not appear in any diagram.

w  Querying for isolated objects involves searching the entire
repository and for this reason the operation may take some time.

The Explore button allows you to explore links around the selected
object.
The Delete button allows you to delete selected objects.
& Itis normal to find projects, processes, applications and
keywords in the list. Do not delete these types of object.

& In the "Extended metamodel” configuration, objects of type
_deskitem are listed. These are user workspaces: Do not delete
them.
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QUERYING OBJECTS TO BE TRANSLATED

In the case of multilingual use of MEGA, you can query objects to be translated in
the repository.

w  For more details on translation of objects, see in the MEGA
Common Features guide "Workspace" chapter, "Using MEGA in a
Multilanguage Context" paragraph.

To query objects to be translated:
1. Connect to MEGA.
w  "Connecting to MEGA", page 188.

2. In the menu bar, select Tools > Manage > Query Objects to be
Translated.

The Query objects to be translated dialog box opens.

£t Query objects to be translated

Query scope oK

{* Al reposttory ohjects

|

Cancel
" Al technical objects Al metamodel
Help
" Define [ Propagate
CQuery type

(% Al objects requiring translation
[V Objects never translated
W Objects changed since last translation

" Al objects not requiring translation

Query pivot language

| =~

3. In the Query scope pane, define the query perimeter of the objects not
translated:

e on All repository objects

e on All technical objects

e on All metamodel

e on specific items: select Define and click Query.
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4. By default the search is performed on All objects requiring
translation.

You can refine your query by clearing one of the options:
e Objects never translated
e Objects changed since last translation

w If needed, you can perform the query on All objects not
requiring translation.

5. Click OK.
The query starts.
© click Stop to interrupt the query in progress.

The List of objects to be translated dialog box opens. It indicates

objects to be translated, classified in the menu tree by language and
object type.

6. Enter translation of the object names directly in this dialog box.

L% List of "Adventure” repository objects to be translated Hi=]
Ohject
&l
[@ Adventure i‘ Translation | Impacts |
+|- 9 Deytsch
+! B2 Espafiol v Attributes " Teats
= WA Francais
= I Action | |Name
+-12) Actor (UML) English  Business Rules Controller
= I Allocation == Deutsch
=1 Application = Esl:'aﬁ':_'l . B
- E Advisor Client | ] Flalnq:als Controleur régles méetier
o I taliano
- E Application SCM
- E Aszembly Manager
- E Business Rules Contrcnlleré
=1 caD viewer Jﬂ
1 | b

w  When you want to change language for display of the MEGA
interface, it is necessary to close then reopen a session. The names of
menus and tabs will then be refreshed.
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IMPORTING REFERENCE FRAMEWORKS IN MEGA

You can import the following reference frameworks in MEGA:

e solution packs
e regulation frameworks

Importing a Solution Pack

Prerequisites: the solution packs that you import are decompressed (MEGA >
Utilities > Solution Pack installation folder, or Solution Pack.R3, double-click

the solution pack to extract it).

To import a solution pack in a MEGA repository:
1. From MEGA Administration, connect to the environment concerned.

2. Expand the Repositories folder.

3. Right-click the repository and select Object Management > Import
Solution Pack.

The Solution Pack Import dialog box appears.

Select one or more solution packs that you want to import.

Click OK.

The Import MEGA Data XML dialog box displays import progress.
The selected solution packs are imported into the repository.

ok

Importing a Regulation Framework

To import a regulation framework in MEGA:
1. From MEGA Administration, connect to the environment concerned.

2. Expand the Repositories folder.
3. Right-click a repository and select Object Management > Import a

regulation framework.
The Import a regulation framework dialog box opens.
4. Select the regulation framework(s) you want to import.

5. Click OK.
The regulation frameworks are imported into the repository.
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MANAGING Ul ACCESS (PERMISSIONS)

w I access management is only available with the MEGA
Supervisor technical module.

é& To modify profile UI access, you must have modification
authorization rights on this profile.

& To modify a profile for which you do not have modification
rights, you can create a new profile from this profile, see
"Customizing an Existing Profile/Creating a Profile from an
Existing Profile", page 96.

UI access is managed at profile level.

You can manage:
e object UI access

Object UI access defines user rights on creation, reading, update,

and deletion on these objects and their tools. By default, object UI
accesses have value *CRUD (C: create, R: read, U: update, D: delete,
*: default value).

w  For information on management of workflow UI Access, see the
HOPEX Collaboration Manager - Workflows guide ( "Managing
Workflows" Chapter, "Managing workflow authorizations" section,
"Configuring permissions on objects" paragraph).

e general UI access

General UI access defines if tools are available or not. By default,
general UI accesses have value *A (A: Available, *: default value)

Opening the Ul Access Management Window (Permission)

The UI Access window (Windows Front-End) and the Permission (Web Front-End)
pane is used to manage Ul access for the complete environment and for each
profile:
é To modify UI access of a profile, you must have modification
authorization rights on this profile.

é To modify a profile supplied by MEGA, you must create a
new profile, see "Customizing an Existing Profile/Creating a
Profile from an Existing Profile", page 96.

e Object Uls, which details for the selected profile its access to UI of
objects and its access to tools specific to these objects.

w  See "Object UI Access Values", page 289.
mw  See "Managing UI Access", page 291.

e General Uls, which details for the selected profile its access to general
Uls.

w  See "Object UI Access Values", page 289.
mw  See "Managing General UI Access", page 301.
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See:
® "Accessing the management pages for UIs (Web Front-End)", page 289.
®  "Opening the UI Access Management Window (Windows Front-End)", page 289

Accessing the management pages for Uls (Web Front-End)

To access the Ul access management pages (Web Front-End)
1. Connect to the MEGA Administration desktop.

w See "Connecting to the Administration Desktop (Web Front-End)",
page 7.

2. In the Administration tab, click the Permissions pane.
3. In the CRUD Management tree, select the sub-folder:

e Object UI access

e General UI access

Opening the Ul Access Management Window (Windows Front-End)

To open the UI Access Management Window (Windows Front-End)
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.
2. Expand the User management folder of the environment.

3. Right-click the UI access folder and select Manage.
The dialog box for managing UI Access opens.

4. Click the tab:
e Object Uls
e General Uls

Object Ul Access Values

Object UI access enables definition of user permissions on the selected metamodel.

e Preceding the value of a permission, the character:
e *indicates that the value is directly inherited from the default value.
e - indicates that the value is inherited from an element hierarchically
higher in the same profile or sub-profile.
e Value empty means that the user has no permission on the element. The
element is not visible to the user.
When a MetaClass is hidden to a user, it is not available in the repository.

For example, if the "Package" MetaClass is hidden for a
user, this user cannot use packages in modeling work since
this object type is not accessible in the interface.

See:

"MetaClass occurrence access permissions”, page 290
"MetaAssociationEnd access permissions", page 290
"MetaAttribute access permissions”, page 290
"Permissions on a tool", page 290
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MetaClass occurrence access permissions

By default, the access permission on occurrences of a MetaClass takes value

*CRUD:

C: Create
R: Read

U: Update
D: Delete

An access permission on occurrences of a MetaClass can take combinations of

values:

R: read occurrences of the MetaClass

CRU: create, read and update occurrences of the MetaClass

CRUD: create, read, update and delete occurrences of the MetaClass
RU: read and update occurrences of the MetaClass

RUD: create, read, update and delete occurrences of the MetaClass

MetaAssociationEnd access permissions

By default, the access permission on a MetaAssociationEnd takes value *CRUD :

C:
R:
U:
D:
M:

Connect
Read
Update
Disconnect
Mandatory

A permission on a MetaAssociationEnd can take combinations of values:

R

CRU
CRUD

RU

RUD

MetaAttribute access permissions

By default, access permission on a MetaAttribute takes value: *RU.
R: Read
U: Update

M:

Mandatory

A permission on a MetaAttribute can take combinations of values:

R: the MetaAttribute is visible

RU: the MetaAttribute is visible and modifiable

RUM: the MetaAttribute is visible, modifiable and mandatory

Permissions on a tool

A tool can be available or not.

By default, availability on a tool is: *A.
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The permission on a tool can take value:

e A: the tool is available
e <empty>: the tool is not available

Managing Ul Access

& To modify UI access on an object for a given profile, you
must have modification authorization rights on this profile.
w  For information on management of accesses to user interface

workflows, see the HOPEX Collaboration Manager - Workflows
guide.

For a new profile, access permissions on an object of this profile are by default:

e inherited from the Default profile, if the profile is not an aggregation of
profiles (in profile parameters, the profile does not contain sub-profiles,
see "Customizing an Existing Profile/Creating a Profile from an Existing
Profile", page 96).

e inherited from permissions defined on owned profiles, if the profile is an
aggregation of profiles (in profile parameters, the profile contains one or
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several profiles, see "Customizing an Existing Profile/Creating a Profile
from an Existing Profile", page 96).

w  See "Rules on permissions at profile aggregation”, page 299.

o
Object Uls

Profile: & Auditor v

MetaModel: E3 HOPEX Internal Audit ¥ MetaAttributes / MetaAssociationEnds / Tools:

=-?aan

MetaClass:
= m B oD = e e
.- Aggregation of Application *CRUD
Account 2% Allocator Allocator *CRUD
s Action (Action Plan) “CRUD W& Application Host Application Host *CRUD
E Action Plan *CRUD E Application Management Task Design task *CRUD
‘ Application R ﬂ Application within Internal Archit..  Application R
e Assessed Characteristi *CRUD Area of Conformity City Planning Area *CRUD
Assessment Motivation “CRUD Assessment Instrument Assessment Instrum... *CRUD
% Assessment Node «CRUD Y3 Assessment Node Assessment Node *CRUD
...l Assessment Signatory “CRUD ﬁ Assessment Session Assessment Session *CRLIN
S Audi “CRUD MetaAssociationEnd's MetaAttributes / Slave MetaClasses / MetaAssociations:
®  Audit Activity *CRUD B - B < A A B
B Book *CRUD Associative Object
I3 Book Chapter *CRUD Link Comment R
[ Book Paragraph *CRUD Link creation date R
B Business Document *CRUD Link Creator -R
B Business Document Ver.. *CRUD v Link modification date R

In the Object Uls tab:

e the Profile field enables definition of the profile for which you want to
define access permissions.

e the MetaModel field enables filtering of MetaClasses displayed in the
MetaClass frame according to the selected MetaModel.
e value "All" lists all existing MetaClasses.
e value Extensions lists all MetaClasses that are not stored in standard

MetaModels (MEGA Products products)
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To define access permissions on objects, see:

"Modifying access permissions on occurrences of a MetaClass for a
profile", page 293.

"Modifying access permissions of MetaAttributes of a MetaClass for a
profile", page 295.

"Modifying access permissions to tools of a MetaClass for a profile", page
296.

"Modifying access permissions of a link around a MetaClass for a profile",
page 297.

"Modifying access permissions on links around a MetaClass for a profile",
page 298.

Modifying access permissions on occurrences of a MetaClass for a profile

To modify access permissions on occurrences of a MetaClass for a profile:

1.

4,

Access the UI access management window and select the Object Uls
tab.

w  See "Opening the UI Access Management Window (Permission)”,
page 288.

In the Profile field, select the profile using the drop-down menu.

w The <Default> profile defines default access permissions of each
MetaClass, MetaAttribute, MetaAssociationEnd and tool.

In the MetaModel field, select the MetaModel concerned.
In the MetaClass frame, the listed MetaClasses are filtered according to
the selected MetaModel.

a
Object Uls

Profile: 5, Mew Profile

MetaModel: 3 MEGA Architecture ¥ MetaAttributes / Me
MetaClass: a = =

Y - ElLYLY: HNE=NN
[E=s s
a

Application *CRUD A
&5 Application Host *CRUD
B Architecture Use *CRUD
i Artifact *CRUD

In the MetaClass frame, select the MetaClass for which you want to
modify configuration of access permissions.

w By default, its configuration is that inherited from the <Default>
profile.
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5. In the Permission field, enter the new value.
mw See "MetaClass occurrence access permissions”, page 290.

MetaClass:

eflcrnoe

. Mame - Permission I

ﬂ Application

I Application Host *CRUD
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6. Press "Enter".
The value of the MetaClass permission is modified.
In the MetaAttributes/MetaAssociationEnds/Tools frame, the
values of permissions of elements of the MetaClass are also modified.

w  To return to the default value of the permission on the MetaClass,
enter the character *.

MetaClass:

B = R B

‘ Application

& Application Host *CRUD

w To obtain information on inheritance of the value, enter the
character ?.

MetaClass:

= R B

d Application

&  Application Host *CRUD

You can also modify the MetaAttributes/MetaAssociationEnds/Tools of a

MetaClass, see:

e "Modifying access permissions of MetaAttributes of a MetaClass for a
profile", page 295.

e "Modifying access permissions to tools of a MetaClass for a profile",
page 296.

e "Modifying access permissions of a link around a MetaClass for a
profile", page 297.

e "Modifying access permissions on links around a MetaClass for a
profile", page 298.

Modifying access permissions of MetaAttributes of a MetaClass for a profile

To modify access permissions of MetaAttributes of a MetaClass for a profile:

1. Access the Ul access management window and select the Object Uls
tab.

m  See "Opening the UI Access Management Window (Permission)”,
page 288.
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2. In the Profile field, select the profile using the drop-down menu.

m  The <Default> profile defines default access permissions of each
MetaClass, MetaAttribute, MetaAssociationEnd and tool.

3. In the MetaModel field, select the MetaModel concerned.
In the MetaClass frame, the listed MetaClasses are filtered according to
the selected MetaModel.

4. In the MetaClass frame, select the MetaClass concerned.

5. In the toolbar of the MetaAttributes/MetaAssociationEnds/Tools

frame, click MetaAttribute —.
The MetaAttributes of the MetaClass are listed.

Select the MetaAttribute for which you want to modify permissions.
In the Permission field, enter the new value.

m  See "MetaAttribute access permissions”, page 290.

No

Metadrtributes / MetadssociationEnds / Tools:
el = pr pr o

= Absolute Identifier

= Aggregation Type\APM *RU

= Application Archimate Type *RU

8. Press "Enter".
The value of the MetaAttribute permission is modified.

w To return to the default value, enter the character *.

w To obtain information on origin of an inherited value, enter the
character ?.

Modifying access permissions to tools of a MetaClass for a profile

A tool can be available or not.

To modify access permissions to tools of a MetaClass for a profile:
1. Access the Ul access management window and select the Object Uls
tab.
m  See "Opening the UI Access Management Window (Permission)”,
page 288.
2. In the Profile field, select the profile using the drop-down menu.
w The <Default> profile defines default permissions of each
MetaClass, MetaAttribute, MetaAssociationEnd and tool.
3. In the MetaModel field, select the MetaModel concerned.
In the MetaClass frame, the listed MetaClasses are filtered according to
the selected MetaModel.
4. 1In the MetaClass frame, select the MetaClass concerned.
5. In the toolbar of the MetaAttributes/MetaAssociationEnds/Tools

frame, click Tools T
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6. Select the tool for which you want to modify access permissions.
7. In the Permission field, enter the new value.

m  See "Permissions on a tool", page 290.

MetaAttributes / MetaAssociationEnds / Tools:

B = B B
I_I

= Addto Homepage MetaCommand Item

= Addto Portfolio MetaCommand Manager |

8. Press "Enter".
The value of the tool access permission is modified.

w  To return to the default value, enter the character *.

w To obtain information on inheritance of the value, enter the
character ?.

Modifying access permissions of a link around a MetaClass for a profile

To modify access permissions of a link around a MetaClass for a profile:
1. Access the UI access management dialog box and select the Object UIs
tab.

w  See "Opening the UI Access Management Window (Permission)”,
page 288.
2. In the Profile field, select the profile using the drop-down menu.
w The <Default> profile defines default permissions of each
MetaClass, MetaAttribute, MetaAssociationEnd and tool.
3. In the MetaModel field, select the MetaModel concerned.
In the MetaClass frame, the listed MetaClasses are filtered according to
the selected MetaModel.
4. In the MetaClass frame, select the MetaClass concerned.
5. In the toolbar of the MetaAttributes/MetaAssociationEnds/Tools

frame, click MetaAssociationEnd lg
6. Select the MetaAssociationEnd for which you want to modify link access
permissions.
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7. In the Permission field, enter the new value.
m  See "MetaAssociationEnd access permissions”, page 290.

MetaAttributes / MetaAssociationEnds / Tools:

e = lzrpron

e~ oo | ok amesin |

°PF  Action Action (Action Plan) *CRUD
== Action Plan Action Plan *RUD ®
ﬂ Aggregation of Application *CRUD

8. Press "Enter".
The value of the link access permission is modified.

w  To return to the default value, enter the character *.

w To obtain information on inheritance of the value, enter the
character ?.

See also "Modifying access permissions on links around a MetaClass for a
profile", page 298.

Modifying access permissions on links around a MetaClass for a profile

You can modify access permissions on:
e the link according to the MetaClass accessed via the link
e one of the MetaAttributes of the link
e one of the MetaClasses accessed via the link

Example: You can grant rights to connect (but not to create)
an IT Service to an Application via this same link.

To modify access permissions on links around a MetaClass for a profile:

1. Select the MetaAssociationEnd.

w  See "Modifying access permissions of a link around a MetaClass for
a profile", page 297, steps 1 to 6.

2. In the menu bar of the MetaAttributes of MetaAssociationEnds/
Slave MetaClasses/MetaAssociations, click MetaAttribute =/,

MetaClass B, or MetaAssociation R

3. In the list, select the MetaAttribute, MetaClass or MetaAssociation
concerned.

4. In the Permission field, enter the new value.

mw  See "MetaAttribute access permissions”, page 290.
mw  See "MetaClass occurrence access permissions”, page 290.

5. Press "Enter".
The value of the access permission is modified.

w To return to the default value, enter the character *.

w To obtain information on origin of an inherited value, enter the
character ?.
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Rules on permissions at profile aggregation
When a profile aggregates several sub-profiles, its permissions are defined by the
addition of permissions defined on its sub-profiles.
Example:
Profile 1 is the aggregation of sub-profiles 1.1 and 1.2.

If the permission on an object A of sub-profile 1.1 has
value CR, and that of sub-profile 1.2 has value RUD, then
the value of this permission on object A for profile 1 is
CRUD.

Attention to default values

A permission value with * means that this value is the default permission value and
that it has not been specifically defined. Only those values specifically defined are
taken into account in aggregation.

Example:
Profile 1 is the aggregation of sub-profiles 1.1 and 1.2.

If the permission on an object A of sub-profile 1.1 has
value *CRUD, and that of sub-profile 1.2 has value R, then
the value of this permission on object A for profile 1 is R.

Managing Data Access Dynamically

Writing and reading access diagrams define data access statically. A person sees
objects belonging to his/her reading access area, and can modify objects belonging
to his/her writing access area.
m See "Managing Data Writing Access", page 297, "Managing Data
Reading Access", page 321.

You can define dynamic rules for reading or writing data access.

Dynamic rule:

e defines for a person, his/her reading or writing access rights on a given
object

e can be based on characteristics of:
e an object
e of a person
e an object or person

e can be associated with one or several profiles

Creating permission rules

A permission rule is defined by a macro. A permission rule can define reading or
writing access rights to an object.

To create a permission rule:

1. From the MEGA explorer, click Create ==.
2. Select Data Access Rule and click OK.
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3. In the Creation of Data Access Rule dialog box, enter a Name for the

rule and click OK.

Access properties of the rule.

From the Characteristics tab, in the Macro field, click the arrow and

connect the macro.

6. In the Data Access Type field, select the data access type (Reading or
Writing).
In the User Profile frame, if no profile is connected to the rule, the rule
applies to all profiles.

w See "Associating a permission rule with a profile", page 300.

ok

Associating a permission rule with a profile

w To associate a dynamic permission rule to an object, you must have
rights to modify MEGA data, see "Authorizing MEGA Data Modification”,
page 78.

To associate a permission rule with a profile:
1. Open permission rule properties.
Example: "Action Plan - Writing"
2. Click the Characteristics tab.

3. In the User Profile frame, click Connect ﬂ and select the profile with
which you wish to associate the permission rule.

Associating a permission rule with an object

w To associate a dynamic permission rule to an object, you must have
rights to modify MEGA data, see "Authorizing MEGA Data Modification",
page 78.

To associate a permission rule with an object:
1. Open object properties.
Example: MetaClass "Risk"
2. Select the Data Access tab.

3. In the Data Access Rule frame, click Connect #| and select the rule
you wish to associate with the object.

Generating a Report on Permissions by Profile

A report allows you to generate the detail of permissions for a given workflow.

Generating the report

To generate this report:
1. In the menu bar of MEGA (Windows Front-End), select Tools >
Profile and Permission Management > Profile Permissions
Report.
A wizard opens.
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2. (Optional) In the Report File Name field, modify the name and/or
location in which to save the report by default. By default this is your
user folder.

mw See "Repository Structure", page 138.
3. Select report parameters:
e In the MetaModel field, select the MetaModel concerned.

© Fora more rapid result, do not select <All>, but just the
metamodel concerned.

* in the Profile frame, click Add Profile S+ (you can add several).

© Fora more rapid result, do not select a large number of profiles.

4. Click OK.
The report is generated as an Excel worksheet.

w Generation can take some time, depending on the parameters you
have selected.

Report content
All MetaClasses of the selected metamodel appear in the report.

Presented for each MetaClass are:
e in rows: all MetaAttributes, Tools, MetaAssociations (and MetaAttributes
of MetaAssociations) of the MetaClass.
e in columns: permissions for all selected profiles.
w  For improved readability, missing permissions are replaced by _.
For example: *RU is replaced by * RU._.

Managing General Ul Access

You can manage general UI access for a profile. General Uls are classified by

category:
e desktop
e command category
e command group
e general command
e properties page
o tree
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To manage general Ul access:

1. Access the UI access management dialog box and select the General

Uls tab.

m  See "Opening the UI Access Management Window (Permission)”,

page 288.

-+
+
[+
-+
+
-+
-+
[+
[+
-+
+
[+
-+

General Uls

Desktop

Frameworks
MetaCommand Category
MetaCommand Group
Repository MetaCommands
MetaPropertyPage
MetaTree

Project Phase Types
Project Step Types
Project Types

Tiles Homepage
Viewpoints

Viewpaoint Sets

2. In the SystemDb tree, expand the folder of the category concerned.
3. In the list, select the tool concerned.

-
-
=
2w
-+ [
-+ [

General Uls

Desktop
Frameworks
MetaCommand Category
MetaCommand Group
Action Plan - My Responsibilities :

Action Plan - Renorts

4. In the Profiles and Availability frame, select the profile for which you
want to modify access on the tool.
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5. In the Tool Availability field, enter the availability value.

Profiles and Availability:
PDF B Excel n Instant Report

@ Action Owner A
4% Action Plan Creator "
@ Action Plan Manager A

@ Action Plan Owner

6. Press "Enter".
The value of tool availability is modified.

wm  To return to the tool availability default value, enter the character
*

w To obtain information on origin of an inherited value, enter the
character ?.
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MANAGING SHAPES

MEGA provides several sets of shapes used to represent the various objects in
diagrams.
MEGA Administration, allows you to consult the list of shapes:

e shapes customized by users

e shapes supplied by MEGA
Each set of shapes (5.1 / 5.2 / 2005 / 2009) contains three shape

categories:

e Art

e Background
e Method

Accessing Shapes

To access shapes:
1. Connect to MEGA Administration.
m  See "Connecting to MEGA Administration (Windows Front-End)",

page 4.

2. Expand the Shapes folder.
3. Expand the sub-folder of the desired shapes.

=1-|/% Shapes
[® Customized Shapes
+-{(% Shapes 5.1
+-|% Shapes 5.2
+|-{[% Shapes 2005
SRk| Shapes 2009
o Art
% Background
8 Method
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4. Right-click the category of the desired shapes and select Manage.
A table appears listing the images of this category and their location.

fL Shape List 2009 /Background

Name | Type | Location

ﬂ blue.mgs Graphical Shape c:\program files\mega'ymeaga 2009 sp5i7...
ﬂ cube1.mgs Graphical Shape c:\program files\mega'mega 2009 sp5i7...
ﬂ Cyan.mags Graphical Shape c:\program files\mega'meaga 2009 sp5i7...
ﬂ grey.mgs Graphical Shape c:\program files\mega'meaga 2009 sp5i7...

ﬂ map_cd.mgs
ﬂ map_de.mags
ﬂ map_ep.mgs
ﬂ map_frd.mgs
ﬂ map_gb.mas
ﬂ map_it.mgs
ﬂ map_ja.mas
ﬂ Map_Ls.mgs
ﬂ map_W.mads
ﬂ m_blue.mgs

Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape
Graphical Shape

c:\program files\mega'mega 2009 sp5i7...
c:\program files\mega'meaga 2009 sp5i7...
c:\program files\megaynega 2009 sp5\7...
ci\program files\mega'ymega 2009 sp5i7...
c:\program filesmega'meaga 2009 sp5i7...
c:\program files\mega'mega 2009 sp5i7...
c:\program files\mega'meaga 2009 sp5i7...
c:\program files\mega'ymeaga 2009 sp5i7...
c:\program files\mega'mega 2009 sp5i7...
c:\program files\mega'meaga 2009 sp5i7...
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MANAGING DATA WRITING ACCESS

MEGA Administration is provided with tools required for writing access management.

This chapter explains how to create a writing access diagram and how to customize its
characteristics.

The following points are covered here:

"Introduction to writing access management", page 298
"Opening the Writing Access Diagram", page 302

"Compiling the Writing Access Diagram", page 304

"Defining Writing Access Areas", page 305

"Customizing Writing Access Area Management", page 311
"Managing Users from the Writing Access Diagram", page 317
"Customizing Writing Access Diagram Display", page 320

ANENENENENENEN
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INTRODUCTION TO WRITING ACCESS MANAGEMENT

w  Managing writing access areas is available with the MEGA
Supervisor technical module only.

The administrator declares the users and defines the writing access.

The structure of writing access is defined in the writing access diagram. There is a
hierarchical link between writing access.

© Implementation of this function does not replace a structured
management of projects. To operate, the writing access diagram must
model itself on organization of projects.

Clear functional breakdown of your projects simplifies management of
operational follow-up of writing accesses.

Users

user
A user is a person with a login.
At creation of an environment, two users are declared by default. These two users
have administration rights to manage repositories and users:
e the "Administrator" person, with Login "System" (without password)

w  The "Administrator"” user cannot be deleted. It has no profile (it has
all rights). It is recommended that you define a password to restrict use
of the "Administrator" user code.
e The "Mega" person, with Login "mega" (without password)
You must declare other users who will access repositories.

If several environments are defined for a site, users must be defined in each of these
environments. To do this, export the user diagram from the reference environment,
and import it into each of the other environments.

é Do not manually create a user with the same name in other
environments. If you do, the user will have a different absolute
identifier in each environment, and you would actually have
created different users with the same name.

© MEGA recommends that you create the repositories before defining

the users, so you can declare the user access rights when they are
created.

To access a repository, a user must identify himself/herself. Then, depending on
user writing access area, he/she is able to modify the repository.
User groups

A person can belong to one or more groups. A user group is a group of persons with
a login.
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Persons belonging to a group:
e depend on the same environment.
e share the same connection characteristics defined on the login of the
group.
e share the assignments defined for the group:
e (Web Front-End) persons accumulate their assignments and those
defined for the group.
e (Windows Front-End) the assignments defined for the person are
ignored.
e connect to the application
e (Web Front-End) with the group login
e (Windows Front-End) with their login, but with access rights to the
repository defined on the login of the group.
w see "Login Properties”, page 26.
By default at creation of an environment, a group of users is created:

e the "Guests" person group, with Login "Guest".

Writing Access Areas

Each user or group of users is connected to a writing access area. It is the person
or person group that carries the writing access area.
Each object is connected to a writing access area.

m At creation, the object inherits the writing access area of the person
who created it.

MEGA delivers by default the "Administrator" writing access; this writing access
area:
cannot be deleted.
is the highest level writing access area; it does not depend on any other
writing access area. In principle it should be reserved for repository
administration.
e is the writing access area to which "Administrator", "Mega" and "Guests"
are connected.
When the writing access diagram has been installed, MEGA recommends
that you change the writing access area levels of "Mega" and "Guests".
It is not desirable that default users have such extensive rights.
All other writing access areas depend on at least one writing access area.
Writing access areas are interconnected by hierarchical links. This is a strict
hierarchy, with no circular dependencies: a writing access area cannot be declared
at a higher level than the writing access area on which it depends, either directly or
via a succession of dependencies.

A user can modify an object connected to his/her writing access area or to a
hierarchically lower writing access area.
The writing access area of an object can be modified by the administrator:
e by specifically changing the object writing access area
e when modifying the writing access area of another object (project,
process, diagram, etc.) if the propagation option is enabled.

299



300

Writing Access Diagram

There is one writing access diagram per environment.

w [f several environments use the same protection configuration, the
same user diagram must be used in all these environments.

Rules
Installation of a writing access diagram diagram must respect the following rules so
as to minimize user management costs:
e Any object must be modifiable by users that may need to modify it,
without administrator intervention.
e The administrator should intervene only in exceptional circumstances.
Use

The writing access diagram is used similarly to a diagram. The persons, person
groups and writing accesses are handled just like standard objects:
e Creation and modification of the name, etc., are done in the same way as
for standard objects.
e Be careful however when you delete a writing access.
w  See "Deleting Writing Access Areas", page 309.

& Avoid using the Cut command for a person or person group,
as this can result in errors in the writing access diagram if the
person or person group is not deleted from the repository or not
linked to a writing access.

Link Orientation: Major and Minor Objects

When two objects are linked, one object is major and the other minor.
You cannot delete a minor object if you do not have writing access on the major
object.

The major object in the link is the one whose nature changes with
the presence or absence of the link. For example a process, defined as a
succession of operations, is modified if you remove an operation. The
process is then major for the link. If the objects are protected, you must
have the correct authorization for modifying the major object in order to
create or delete the link.

The minor object in a link is the one whose nature is not modified
or only slightly modified by presence or absence of this link. For
example, removing an operation from a process does not change
lchzracteristics of this operation. Therefore the process is minor in the
ink.

Process Operation

Major Minor
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In the above example, you must have writing access on the org-unit (the major
object) to disconnect or delete the message (minor object).
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OPENING THE WRITING ACCESS DIAGRAM

m To access the writing access diagram, you must have a license for
the MEGA Supervisor technical module.

See:
e "Opening the Writing Access Diagram (Windows Front-End)", page 302
e "Opening the Writing Access Diagram (Web Front-End)", page 303

Opening the Writing Access Diagram (Windows Front-End)

To open the writing access diagram:
1. From MEGA Administration, connect to the desired environment.
m  See "Connecting to an Environment", page 5.
2. In the User Management folder, right-click Data Writing Access and

select Open Diagram.
The diagram opens in a new window.

Ta] Writing access diagram =3 EoR

File Edit View Diagram Format Tools Drawing 7
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Opening the Writing Access Diagram (Web Front-End)

To open the writing access diagram:
1. Access the User Management pages.
m  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select the Persons by writing access area or Person groups by
writing access area sub-folder.
3. In the edit area, click Diagram z..
The diagram appears.
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COMPILING THE WRITING ACCESS DIAGRAM

Running writing access diagram compilation assures consistency of behavior of
MEGA with declarations of the diagram.

& Ifthe diagram is not compiled, there is a risk that certain
users will be able to update objects that are normally protected.

When modifying the writing access diagram, so as to warn of rejects due, for
example, to writing access restrictions or deletions before compilation it is
recommended that:
e all changes made on the user workstations should be uploaded to the
administrator workstation, or
e all private workspaces dispatched.

To compile the writing access diagram from the Administration application:
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.
2. Expand the User Management folder of the environment.
3. Right-click the Data Writing Access folder and select Compile.
When compilation is complete, a message indicates whether the operation
was successful or whether the diagram contains errors.
m The most frequent errors are:

A writing access area (other than '""Administrator") is not attached to
any other.
A person or person group is not attached to any authorization.



Managing Data Writing Access
Defining Writing Access Areas

DEFINING WRITING ACCESS AREAS

L) 7he writing access diagram is available if you have the MEGA
Supervisor technical module. With this diagram, you can create users
and manage their writing access rights for repositories and product
functions. By default only one writing access area is defined, named
"Administrator". Attached to it are the "Administrator" and "Mega"
persons. This is the highest writing access level and it should normally
be reserved for repository management. You cannot delete this writing
access area.

The writing access diagram enables creation of writing access areas.

Creating a Writing Access Area

To create a writing access area:

1. In the diagram insert toolbar, click icon Writing Access Area ﬁ.-" then

click in the diagram.

2. Enter the name of the writing access area.
Dependency of writing access access areas is determined by creation of a
"lower" link which starts from the higher writing access area to the lower

writing access area.

_ngh er I

Lower

Defining Writing Access Area Persons or Person Groups

w (Web Front-End) See "Defining Writing Access Area Persons or
Person Groups", page 305 and "Connecting a Person to a Writing Access
Area (Web Front-End)", page 73.

To define persons or person groups of a writing access area:
1. From the Administration tool, open the writing access diagram.
w  See "Opening the Writing Access Diagram”, page 302.

2. Right-click the writing access area and select Properties.
3. Select the Users tab and click Connect.
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4. In the query tool, click the arrow in the first field and select the target
(Access Area Member, Person or Person Group).

L) Access area member groups all persons and person groups

belonging to an access area. This area defines objects that can be
accessed by the person or person group.

5. (optional) In the second field, enter the character string to be queried.

6. Click Find .
7. In the results list, select the required access area member and click
Connect.

m  Press the [CTRL] key to select several members simultaneously.

The person or person group you have connected appears in the list of
access area members of the selected writing access area.

Defining a Writing Access Area at Creation

To assign to all objects created by a user a writing access area different from the
writing access area of this user, you must associate a writing access area at creation
with the user concerned.
To define a writing access area at creation of a user:

1. Open the properties dialog box of the person.

2. Select the Characteristics tab.

3. In the Writing Access Area at Creation field, select the required

writing access.

w  See "User writing access area and writing access area at creation”,
page 22.

To define a writing access area at creation of a user:
1. From the Administration tool, open the writing access diagram.
w  See "Opening the Writing Access Diagram”, page 302.

2. If this is not already done, place the person and the writing access area
concerned in the diagram.

3. Draw a link between the person and the required writing access area.
The Create Link dialog box opens.

Create link
Writing access area
Writing access area at creation Cancel
Help

4. Select Writing Access Area at Creation and click OK.

w  Value "None" of Writing Access Area at Creation signifies that
the user creates objects in the same writing access area as that to
which he/she belongs.
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When the writing access area at creation has been created, it is represented by a
dotted line link between the person and the writing access area in the writing access
diagram.

Main Project
John

‘L

Sub-project

GENT M ary

In the above example, user John has:
e a writing access area of level "main project"
e a writing access area at creation of level "sub-project"

Objects created by John can therefore be modified by Mary.

Modifying Writing Access Areas of Objects

If you have a writing access area of level higher than or equal to that of an object,
you can modify the writing access area of this object in the object properties dialog
box.

To modify writing access area of an object:
1. From your MEGA desktop, open the object properties dialog box, select
the General tab, then the Administration subtab.
2. In the Protection frame, in the Writing Access Area field, select a
writing access area via the drop-down menu.

Protection
Reading access area identifier: | Standard LIL'
Writing access area: |A|:Iministrab:ur ﬂ
(Mone)
Administrator
3. Click OK.

Modifying Writing Access Areas of an Object Group

If you have a writing access area of level higher than or equal to that of an object
group, you can modify the writing access area of this object group.
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To modify the writing access area of an object group:
1. From your MEGA workspace, select Tools > Manage > Protect

Objects.

The Protect Objects dialog box opens.

In the Objects frame, click Query and select the object group.

3. In the Writing Access Areas frame, select the writing access area you
want to assign to the object group.

4. (Optional) Select Propagate if you want the writing access area to be
propagated to all dependent objects of the object group, as a function of
the perimeter selected.

N

$t. Object Protection

Ohjects

QUETY... Repaort

Remove Close

i
dldl

Help

Writing access areas:

Administrator

W Propagate

Perimeter:

|Standaru:| for protect ﬂ
5. Click Apply.

Object protection is applied.

6. Click Report to check if a conflict has been encountered at protection
propagation in the repository.

Propagating Object Writing Access Areas to Child Objects

You can propagate writing access areas from all objects connected to dependent
objects, for all environment repositories.

w This action can take some considerable time, depending on
repository size.

To propagate a writing access area:
1. From the Administration tool, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.

2. Right-click the writing access area to be propagated and select
Propagation of writing access area to associated occurrences.
3. Click Yes to confirm.
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Deleting Writing Access Areas

To delete a writing access area:
1. From the Administration tool, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.

Open the properties dialog box of the writing access area concerned.
Select the Users tab and disconnect all Access Area Members of the
writing access area, and connect these Access Area Members to
another writing access area.

4. Delete the writing access area.

The writing access areas dependent on the deleted writing access area are, after
updating, no longer attached to the writing access areas tree. It is therefore
preferable to first delete their links with the obsolete writing access area and attach
them to a writing access area that will be retained.

Objects which had this writing access area can be protected with another writing

access area. Otherwise, they are considered as being protected at the highest level,
with "Administrator" writing access area level.

Cadl

w  For more details on protection of objects, see "Protecting Objects”,
page 269.

Associating Objects with Writing Access Areas

The Administration navigation window of the MEGA workspace allows:
e access to writing access areas

e simple automation of writing access area propagation to connected and
child objects.

To connect an object to a writing access area:
1. In the MEGA workspace menu, select View > Navigation Windows >
Administration.
2. Expand the Writing Access Area folder.
3. Right-click the required writing access area and select Connect >
Object.
4. In the query dialog box, find the required object and click OK.
To display the list of objects associated with a writing access area:

) Right-click the writing access area and select Objects associated with
writing access area.
A dialog box displays a list of these objects.

Tips on Using Writing Access Areas

Common data

MEGA recommends that you manage data common to several projects in a specific
project. This simplifies control of their evolutions.
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Tips
MEGA recommends:
e definition of certain users:
e with writing access area level higher than projects so as to manage
conflicts between projects, for example "Project Management".
e with writing access area at creation at the level of the project, to avoid
creation of objects that cannot be modified by the project.
w  See "Defining a Writing Access Area at Creation", page 306.
e that only the "Administrator" user should be connected to the
"Administrator" writing access area.
e that if a person produces on several projects, the person should have
one MEGA user per project.

Objects are therefore directly created in the correct owner project, greatly
simplifying management.

Typical example
The following example presents a typical case of writing access area use:

e Only the Administrator user has "Administrator" writing access area
level.
All managers can modify objects of all projects.
Objects created by a manager are attached to a dedicated project.

m Manager 1 can modify objects of all projects, by default the objects
he/she creates are in project 1.

e Data common to different projects ("Common Data") is managed in a
dedicated project with a specific writing access area.

Administrator
Adranistrator

Project Management

Manager 1
Manager 2
Manager CD
=
i i i
i L] L]
Project 1 . Project 2 ' Common Data .
Diesigner 10 i | Designer 20 H - E Deesigner X0 i
Dresigner 11 =" | Designer 21 r=- Dresigner <1 r=-
Designes 12
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CuUsSTOMIZING WRITING ACCESS AREA MANAGEMENT

This section describes how to use and customize management of writing access
areas:

"Calculated Writing Access Area", page 311

"Calculated MetaAttribute", page 311

"Installing a Writing Access Diagram", page 312

"Locking Validated Objects", page 313

"Merging Two Projects", page 314

"Splitting a Project", page 315

Calculated Writing Access Area

As standard, the writing access area of an object is stored in the "_Authorization"
MetaAttribute and takes the value of the writing access area absolute identifier. It
is assigned at creation and you can modify it.

You can install up calculated writing access area.
For example, you can deduce the writing access area of an
operation from that of the process on which it depends. You

need only change the writing access area of a process, and
those of the dependent operations will automatically adapt.

& In this case, watch performance.

To customize the writing access area of an object:

) Replace the "_Authorization" MetaAttribute (which carries the object
writing access area) by a calculated MetaAttribute.

Calculated MetaAttribute

A calculated MetaAttribute is a software device enabling deduction of the
MetaAttribute value of an object as a function of data around the object or
dependent on other sources (system, current user, etc.).

MEGA uses a set of "conventional" MetaAttributes (including the writing access
area) that do not require metamodel definition.

A substitution device is available in MEGA; it enables replacement of an implicit
MetaAttribute by another for a MetaClass.

This device is required when you need to alter behavior of an existing MetaAttribute
by implementing a calculated MetaAttribute.
To customize writing access area of an object, you must:

1. Create a MetaAttribute with characteristics close to those of the
"_Authorization" MetaAttribute.
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2,

3.

Substitute the "_HexaldAbs" value of the new MetaAttribute by the
"_HexaldAbs" value of the "_Authorization" MetaAttribute.
Calculate the writing access area.

Installing a Writing Access Diagram

To install a writing access area diagram in an environment already in production:

1.

Ladll

Noo

From the Administration tool, open the writing access diagram.
w  See "Opening the Writing Access Diagram”, page 302.

Ask users who have a private workspace in progress to close this.
Create an "Old Data" writing access area

mw  See "Creating a Writing Access Area", page 305.
Attach all users (except the "Administrator" user) and all objects of all
repositories to the "Old Data" writing access area.

w  See "Defining Writing Access Area Persons or Person Groups", page
305.

m  See "Associating Objects with Writing Access Areas", page 309.
Users may resume working.

Administraton Administrator
Adrinistraton Administiator

Draignes |
Did Data

Dezigres 40
Desigres 41
Desigresr S0
Desigrer 51
Desigres: X0
Desigrer X1

Create new writing access areas according to projects.

Distribute users between these writing access areas.

Distribute objects between these projects/writing access areas for all
repositories of the environment.

w  See "Associating Objects with Writing Access Areas", page 309.

& until this distribution is completed, projects can interfere

with each other, since they have rights to modify objects created
before distribution.
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8. (Optional) When all objects of all repositories have been distributed, you
can delete the "Old Data" writing access area.

Adminiztrator Adminiztrator

Adrinistrator Adrministrator

Project Management
M anager 4
M anager &
I anager CD
ki ) kv
Project 4 Project 5 Common Data
Dezigner 40 Dezigner 50 H H B Desgner =0
Dezigner 41 Designer &1 Designer =1
kv
Old Data
Dezsigner 40
Dezigner 41
Dezsigner B0 1) (bt
Dezigner 51
Dezigner 0
Designer =1

w [f the environment is new and there is no data to be distributed
between the new writing access areas, you do not need to draw the
diagram with the "Old Data" writing access area.

Locking Validated Objects

When objects have been validated, you can configure the writing access diagram so
that these objects cannot be modified.

To lock objects:
1. From the Administration tool, open the writing access diagram.
w  See "Opening the Writing Access Diagram”, page 302.
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2. Between the writing access area "Project Management" and that of the
project, insert a writing access area dedicated to validated data of the
project.

Administrator
Administrator

Project Management

Manager 1
Manags: 2
Manager CD
Validated Data 1 [: Mansge: 1 )

Project 1
Designer 10
Designer 11
Designer 12

3. When data is validated, modify its writing access area from "Project"
level to the higher level "Validated Data" writing access area.
w  See "Modifying Writing Access Areas of Objects"”, page 307.
4. (Optional) If validated data must be modified:
e it is modified by a user of "Project Management" writing access area
level.
e it is lowered to the "Project" writing access area level.

So the project perimeter is distributed between two writing access areas, but
remains perfectly determined.

Merging Two Projects

To merge two projects:
1. From the Administration tool, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.
2. Create a new writing access area for the new project.

w  This new writing access area must be of higher level than the
writing access area it will replace.
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3. Connect users of merged projects to this new writing access area.
w  See "Defining Writing Access Area Persons or Person Groups", page

305.
Administrator : Administrator
Acminiztrator Admarastrator
Project Management Project Management
Manager 1 Manager 1
[ \Manager 2 1 Manager 2

Manager CO ' Manager CD

Validated Data 1 & 2

kd kv . . .
Validated Data 1 Validated Data 2 Validated Data 1 Validated Data 2
Pioject 1 & 2
Designer 10
Drasignes 11
Designer 12
Designer 20
Designes 21
Project 1 ' ' Project 2 ' Project 1 Project 2

Designer 10 Designer 20

Dezigner 11 Designer 21

Designer 12

Splitting a Project

To split a project:
1. From the Administration tool, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.

2. Create writing access areas connected to new projects.
These writing access areas must be of must be of higher level than the
writing access areas they will replace.

w  See "Creating a Writing Access Area", page 305.
3. Ask users who have a private workspace in progress to close this.
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4. Distribute users between these writing access areas.

w  See "Defining Writing Access Area Persons or Person Groups"”, page
305.

w Users may resume working.
5. Distribute the objects between the new projects.
m  See "Associating Objects with Writing Access Areas”, page 309.

& Until this distribution is completed, projects can interfere
with each other, since they do not yet have rights to modify
objects created before distribution.

6. (Optional) Delete the old writing access areas.

w  (Optional) When all objects of all repositories have been
distributed, you can delete old writing access areas.

| Adminiztiator . Administiator
Acdmarasirator Administiaton
| Project Management . Project Manag it
Manager 1 Manager 1
Manager 2 Manager 2
Manager CD Manages CD
Validated Data 3.1 | Validated Data 3.2 |

Validated Data 3

Validated Data 3

Project 3.1 i Project 3.2
Dm‘ r 30 Dem' r 32
Designer 31
Project 3 ' Project 3
Dresigner 30
Dresigner 31
Designer 33
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MANAGING USERS FROM THE WRITING ACCESS DIAGRAM

This section presents how to:

NENENENEN

"Creating Persons with Writing Access Areas", page 317
"Creating Person Group with Writing Access Areas", page 317
"Managing Users from the Writing Access Diagram", page 318
"Compiling the Writing Access Diagram", page 318
"Transferring the Writing Access Diagram", page 318

Creating Persons with Writing Access Areas

At creation, the user is not connected to any writing access area. To implement
protection, the person should be connected to a writing access area by creation of
a link between person and writing access area.

To create a person with a writing access area, from the writing access diagram:

1.

From MEGA Administration, open the writing access diagram.
w  See "Opening the Writing Access Diagram", page 302.

In the writing access diagram, right-click a writing access area and select
Properties.

In the Users tab, click the New button ﬂ
A selection dialog box appears.

In the MetaClass field, select Person.
The Creation of Person dialog box opens.

Follow the procedure "Creating a Person", page 54.
The person is created and connected to the selected writing access area.

w A person depends on a single writing access area.

Creating Person Group with Writing Access Areas

To create a person group with a writing access area, from the writing access

diagram:
1.

2,

From the Administration tool, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.

In the writing access diagram, right-click a writing access area and select
Properties.

In the Users tab, click the New button ﬂ
A selection dialog box appears.

In the MetaClass field, select Person Group.
A new person group appears in the list of access area members. The new
group is connected to the selected writing access area.
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5. (optional) Modify the Short Name of the new person group.

Managing Users from the Writing Access Diagram

User access rights to repositories and functions can be restricted by the
administrator. You can carry out this modification user by user, or on all users
simultaneously.

w To manage user access rights, the MEGA Supervisor technical
module is required.

To manage users from the writing access diagram:
1. From the Administration tool, open the writing access diagram.
w  See "Opening the Writing Access Diagram”, page 302.

2. From the writing access diagram, select Diagram > Described Object
> Manage Users.
The Users administration dialog box opens.

w  See "Introduction to User Management", page 18.

Compiling the Writing Access Diagram

Changes to the writing access diagram only take effect after it has been compiled.

To compile the diagram:
} Select Diagram > Described Object > Compile Writing Access
Diagram.
If the diagram has been modified, it is automatically compiled at closing. This allows
you to check the validity of the user diagram.
When modifying the writing access diagram, so as to warn of rejects due, for
example, to authorization restrictions or deletions before compilation it is
recommended that:
e all changes made on the user workstations should be uploaded to the
administrator workstation, or
e all private workspaces dispatched.
When compilation is complete, a message indicates whether the operation was
successful or whether the diagram contains errors. The most frequent errors are:
e A writing access area (other than "Administrator") is not attached to any
other.
e A person or person group is not attached to any authorization.

Transferring the Writing Access Diagram

On workstations where the network is not available, when the user diagram has
been updated and compiled it must be exported to the administrator workstation
and imported on user workstations. You must also do this if the same diagram is to
be used in several different environments.
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To run export:

} Select Diagram > Described Object > Export Writing Access
Diagram.
Import on user workstations is carried out in the normal way.
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CuUSTOMIZING WRITING ACCESS DIAGRAM DISPLAY

You can customize writing access diagram display:

e diagram structure representation
e display of persons connected to a writing access area

Customizing Diagram Structure Representation

You can customize representation of the structure of the writing access diagram
using the drawing reorganization function.

© The automatic drawing reorganization functionality is automatically
activated on loading a diagram that does not yet include a drawing.

To modify organization of an existing drawing:
1. From the Administration tool, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.

2. Select Drawing > Reorganize Drawing.
3. Select the desired reorganization mode, the direction and the style of
links in the diagram.

Reorganize Drawing
Reorganization: | Hierarchical ﬂ
Direction: |T|:|p to bottom j %
Link style: (Orthogonal lines

oK | Cancel

© The miniature image alongside the reorganization options gives you
a view of each type of reorganization.

4. Click OK to apply the modifications.

Customizing Writing Access Area Display

You can show or hide persons, person groups, objects connected to a writing access
area.



To define writing access area display:
1. From the Administration application, open the writing access diagram.
m  See "Opening the Writing Access Diagram”, page 302.
2. Right-click the writing access area concerned and select Shapes and

Details.

The View dialog box opens.

In the tree on the left, select Access Area Members.

In the pane on the right, select Access Area Members.

Select the Display of option, then click the arrow and select Certain of

Rl

the access area members.

w To display all or none of the access area members, select All the or
None of the.

6. Select the persons you want to see displayed.

[ view
[E0 Administratar

= MName

2 iAccess area members!

7. Click OK.

Managing Data Writing Access
Customizing Writing Access Diagram Display

= o)

Access area members | Eont ‘
Display of ’Cer‘cain of the -

HAccess area members v
Mame Displayed
Administrator

[

Mega
Mega Agent [
With:

Icon v

Mame v

| Ok || Cancel || Apply || Hep
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MANAGING DATA READING ACCESS

The following points are covered here:

SSENENENEN

"Introduction”, page 322

"Reading Access Area Matrix", page 326
"Reading Access Diagram", page 330
"Configuring Data Reading Access", page 341
"MetaClass Confidentiality Exceptions", page 351
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INTRODUCTION

w  Managing reading access areas is only available with the MEGA
Supervisor technical module.

The following points are detailed here:

e "The Need to Manage Sensitive Data", page 322
"General Concepts", page 322
"Activating Data Reading Access Management", page 323
"Consulting Environment Reading Access Information", page 323
"Managing Reading Access in MEGA", page 324
"Compiling the Reading Access Diagram", page 324

The Need to Manage Sensitive Data

Certain modeling projects may be confidential or contain confidential or sensitive
data (costs, risks, controls, etc.).

The MEGA administrator may therefore need to mask objects corresponding to
confidential or sensitive data.

These objects must be visible only to authorized users.

To meet these requirements concerning data confidentiality, MEGA offers
functionalities for implementing consistent and effective confidentiality policies.

General Concepts

To implement a data confidentiality policy, objects must be organized in distinct
sets. Each set of objects is a reading access areas.

A user is a person with a login.

A person can belong to a group. A user group is a group of persons
with a login.
Each user or group of users is associated with a reading access area. It is the person
or person group that carries the reading access area.

The reading access area to which the person or person group belongs determines
the objects that the user or group of users can see. A user or user group can only
see objects located in his/her own or lower confidentiality areas.

& With definition of reading access areas, hidden objects are
inaccessible. This concept differs from that of the filter, which
hides occurrences of MetaClasses so as not to disturb the final
view of the user, see "Managing UI Access (Permissions)"”, page
282.

10
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Activating Data Reading Access Management

When you activate reading access management, confidential data is visible only to
authorized users. Before activating reading access management, MEGA
recommends that you familiarize yourself with reading access management using
MEGA.

w  For more details on confidential data, see "Confidential or Sensitive
Object Behavior", page 347.

To manage confidential or sensitive data , you must first activate data reading
access area management.

To activate data reading access management:
1. From MEGA Administration, connect to the environment concerned.
w  See "Connecting to an Environment", page 5.

2. In the User Management folder, right-click Data Reading Access and
select Activate Management.

é A message warns you that activation of reading access
management is irreversible.

3. Carefully read this warning message, then click Yes if you wish to
activate data reading access management.

Consulting Environment Reading Access Information

When working in MEGA you can check:

e if reading access management is activated in your environment or not.
e the reading access area to which the connected user belongs.

To consult reading access information of your current environment:
1. From the MEGA menu bar, select Help > About MEGA.
The About MEGA dialog box appears.
Click System Information.
In the menu bar of the System Properties dialog box, select System
Info > Edit.
The Megasys.txt text file opens.

wn

Introduction
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At the beginning of the file you can consult the properties of:

e Reading access management
* Reading access area of the user

|l MEGASYS.TXT - Bloc-notes [_ O]

Fichier Editon Format Affichage ?

5 management : Enabled ﬂ
Management of readiwrite accesses: Enabled |
Multilingualism Management: Enabled
Authentication Mode: Standard

Temp path: CWsers\HGE~1.NTAWppDatalLocalTempl
Application command line/DesktopAppDtop.Deskiop

UserMister Guide
Session opening mode: Read\Write

User reading access area: Standard

Managing Reading Access in MEGA

You can set up and manage data reading access in MEGA in two ways:
Reading access area matrix method:

1. Create the different user reading access areas you require.

2. Distribute persons or person groups in user reading access areas.

3. Distribute objects in object reading access areas.

4. Associate user reading access areas with object reading access areas.

w  For more details, see "Reading Access Area Matrix", page 326.

Reading access diagram method:

1. Define organization and hierarchy of the different reading access areas
you require.

2. Create and organize these users in a reading access diagram.

3. Associate persons or person groups with different reading access areas.
Objects created by users are then distributed in the user reading access
area.

w  For more details, see "Reading Access Diagram", page 330.

Compiling the Reading Access Diagram

Running reading access diagram compilation assures consistency of behavior of
MEGA with declarations of the diagram.

& Ifthe diagram is not compiled, there is a risk that certain
users will be able to see objects that are normally hidden.

10
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To compile the reading access diagram:

1.

N

From MEGA Administration, connect to the environment concerned.

w  See "Connecting to an Environment", page 5.
Expand the User Management folder of the environment.
Right-click the user Data Reading Access folder and select Compile.
On completion of compilation, a message indicates the result of the
operation.

Introduction
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READING ACCESS AREA MATRIX

The reading access area matrix enables organization of user groups with object
groups. Only a user with administrator profile connected to the maximum reading

access area can configure reading access areas.
In the reading access area matrix, you can create two types of reading access areas:

¢ an object reading access area [Z , grouping only MEGA objects

e a user reading access area % , grouping only persons or person
groups

L The user reading access area corresponds to the view the person or
person group has of the repository: it defines objects that can be
accessed by the person or person group.
& To ensure coherence of the reading access diagram, if you
begin management of reading access of your data from the
reading access area matrix, you must continue to manage
reading access from this matrix.

You can create links between these two types of reading access area.

Accessing the Reading Access Area Matrix

To access the reading access area matrix:
1. From MEGA Administration, connect to the environment concerned.

m  See "Connecting to an Environment", page 5.
2. Expand the User Management folder.

10
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Reading Access Area Matrix

3. Right-click the user Data Reading Access folder and select Reading
Access Matrix.

An empty reading access area matrix appears.

a Reading access areas Matrix - Matrix [_ (O] x|
Matrix Row Column Cell Display Help
il o = ¢

Adding an Object Reading Access Area

To add an object reading access area in the matrix:
1. Open the reading access area matrix.
m  See "Accessing the Reading Access Area Matrix", page 326.
Select Row > Create.

In the dialog box that appears, enter the name of the object reading
access area and click Finish.

Lol

Adding a User Reading Access Area

To add an user reading access area in the matrix:
1. Open the reading access area matrix.
m  See "Accessing the Reading Access Area Matrix", page 326.
Select Column > Create.

3. In the dialog box that appears, enter the name of the user reading
access area and click Finish.

N

327



328

Associating User Reading Access Areas with Object Reading

Access Areas

To associate a user reading access area with an object reading access area

1.

Open the reading access area matrix.
w  See "Accessing the Reading Access Area Matrix", page 326.

In the reading access area matrix, right-click the cell at the intersection
of the user reading access area and the object reading access area and
select Connect.

Connect

A cross represents the association between the two selected reading
access areas. The corresponding links are automatically drawn in the
reading access diagram.

& If you begin management of reading access of your data
from the reading access area matrix, you must continue
management of reading access from this matrix. Do not
manually modify links created automatically in the reading
access diagram; you may invalidate the diagram.

w  For more details on the reading access diagram, see "Reading
Access Diagram”, page 330.

Associating Users with User Reading Access Areas

In the case of the reading access area matrix, to associate a user (or user group)
with a reading access area:

1.

From MEGA Administration, connect to the environment concerned.
w  See "Connecting to an Environment", page 5.

Expand the User Management folder.

Right-click the user Data Reading Access folder and select Reading
Access Matrix.

The reading access area matrix appears.

10
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Right-click the user reading access area concerned and select
Properties.

n Properties...

The user reading access area properties dialog box appears.
In the Persons tab, click Connect.

w [f you want to create a new Person (or new person group) and
associate it with the reading access area, click New.
In the query tool, click the arrow in the first field and select Person (or
Person Group).
w If you want to select persons and person groups, select Access
Area Member.
(optional) In the second field, enter the character string to be queried.
Click Find 3.
In the query result list, select the person (or person group) required and
click Connect.
w  Press the [CTRL] key to select several persons and/or person
groups simultaneously.

The user (or user group) you have connected appears in the list of users
in the selected reading access area.
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The reading access diagram enables organization of the repository by sets of
objects, unlike the writing access diagram which enables organization by work
groups.

The reading access diagram enables definition of reading access

areas and their hierarchical organization. This diagram also enables
creation of users and their association with reading access areas.

The reading access diagram can be opened only by an Administrator profile user
connected to the maximum reading access area.

w The reading access diagram feature is accessible only if you have
the MEGA Supervisor technical module.

& If you begin management of reading access of your data
from the reading access area matrix, you must continue to
manage reading access from this matrix. Do not manually
modify links created automatically in the reading access
diagram, you might invalidate the diagram.

é Warning: on exiting the reading access diagram, if a
message indicates that the diagram is incorrect, the diagram is
not compiled and reading access management does not operate.
MEGA recommends that you correct the error that prevents
diagram compilation.

This section covers the following points:

e "Reading Access Diagram Operating"”, page 330

"Activating the reading access diagram", page 332
"Prohibiting Reading Access Diagram Modification", page 332
"Opening the reading access diagram", page 333

"Organizing Reading Access Areas", page 334

"Adding a User in the Reading Access Diagram", page 335
"Connecting Users to Reading Access Areas", page 336
"Consulting Reading Access Diagram Information:", page 338
"Customizing Reading Access Area Display", page 339

Reading Access Diagram Operating

The reading access diagram implements reading access areas of General @ type.
These areas can group both objects and persons and/or person groups.

Reading access areas are organized hierarchically. MEGA provides two extreme
reading access areas:

e Maximum Reading Access, the highest reading access level.
e Standard, the lowest reading access level.
Each object belongs to a reading access area (Standard by default).
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Each person or person group is connected to one of the reading access areas. The
persons or person groups that are connected to:
e Maximum reading access sees all repository data.
e A created reading access area sees all data of this area, as well as that of
lower level reading access areas.
e Standard sees only non-confidential data of the repository.

For example, a user Ul connected to a reading access area C1 sees all objects that
belong to:

e his/her reading access area (C1)
e |ower level reading access areas (C2 and Standard).

Maximum reading
access

Adrministrator

Audrey - (Al Products)
Caroline - (Frocess)

Denis - (Architecture)

Emilie - (Integration)

Franck - (Database)

Jack - (Development)

Mark - Functional Administrator
Mister Guide

L3

’ Standard

1 User

Guest

John - (Restricted User)
mep_adrmin

Lser
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In the preceding reading access diagram, user Ul:
e is connected to reading access area C1
e to a reading access area at creation C2.
When user U1 creates an occurrence of a MetaClass:
e if sensitive (high sensitivity), this belongs to reading access area C1.
e if non-sensitive (standard sensitivity), this belongs to reading access
area C2.

w  For more details on MetaClass sensitivity, see "Managing MetaClass

Sensitivity and Reading Access Areas"”, page 345.
If a user does not have a reading access at creation, any occurrences of a non-
sensitive MetaClass he/she creates belong to the standard reading access area.
However, Web sites and reports (MS Word) are always created at the reading access
level of the user. This ensures confidentiality of the information they may contain.
Users connected to reading access area C3 cannot see objects belonging to reading
access areas C0, C1, and C2, since area C3 does not belong to the same hierarchical
branch as areas CO, C1, and C2.

Activating the reading access diagram

To be able to access the reading access diagram, you must first activate the reading
access diagram option.

w By default, only the reading access area matrix is accessible.

To activate the reading access diagram option:
1. From MEGA Administration, connect to the environment concerned.
w  See "Connecting to an Environment", page 5.

2. Right-click the environment and select Options > Modify.

3. In the Repository group of options, select the Activate the reading
access diagram option.

4. Click OK.
The reading access diagram option is activated. The reading access
diagram is accessible.

Prohibiting Reading Access Diagram Modification

By default, reading access diagram modification is authorized.

To prohibit reading access diagram modification:
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.

2. Right-click the environment and select Options > Modify.

3. In the Repository options group, for option Authorize modification of
writing access and reading access diagrams select "Prohibit".

4. Click OK.
Reading diagram modification is prohibited.
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Opening the reading access diagram

See:

e "Opening the reading access diagram (Windows Front-End)", page 333
e "Opening the reading access diagram (Web Front-End)", page 334

Opening the reading access diagram (Windows Front-End)

To access the reading access diagram:
1. From MEGA Administration, connect to the environment concerned.
m  See "Connecting to an Environment", page 5.

2. Expand the User Management folder.
3. Right-click the Data Reading Access folder and select Open Diagram.
The reading access diagram appears.

Maximum reading
ACCESS
SlAdministrator
Zitega Agent

- 9 Standard

Alex Martin

Anna - [BPMM & Architecture]
Change Requester 1

Change Requester 2

Joszeph - [Simulation]

Louiz [IT Azzet Management)
M athalie [Publisher)

Patrick [MaF)

Thomas [TOGAF]

Usger

Havier [Process GRC)

By default, the reading access diagram contains two reading access areas:

e Maximum Reading Access is the highest reading access area level.
Users connected to this area can see all objects in the repository.
e Standard is the lowest reading access area level.

w  There can only be one maximum level and one minimum level
(standard) reading access area in the diagram.
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Opening the reading access diagram (Web Front-End)

To open the writing access diagram:
1. Access the User Management pages.

w  See "Accessing the User Management Pages (Web Front-End)",
page 31.
2. Select the Persons by reading access area or Person groups by
reading access area sub-folder.
3. In the edit area, click Diagram z..
The diagram appears.

Organizing Reading Access Areas

Creating reading access areas

To create a reading access area in the diagram:
1. Open the reading access diagram.

w  See "Opening the reading access diagram (Windows Front-End)",
page 333.

2. In the diagram insert toolbar, click General Reading Access Area Q ,

then click in the diagram.

3. In the creation wizard dialog box that appears, enter the name of the
reading access area and click Create.
The creation wizard allows you to modify the reading access area type if
necessary.

4. Click Finish.
The general reading access area appears in the diagram.

File Edit View Diagram Format Tools Drawing ?

M B by i | O | @ | & [[oo% =]

B J e @ ||

Connecting two reading access areas

Reading access areas must be hierarchically interlinked. Except for Maximum
Reading Access and Standard reading access areas, each reading access area
must be connected to a lower level area and a higher level area.

334 10



Managing Data Reading Access .
Reading Access Diagram .

To connect two reading access areas:
1. Open the reading access diagram.

m  See "Opening the reading access diagram (Windows Front-End)",
page 333.

T

2. In the diagram insert toolbar, click Link and draw a link between

the two reading access areas (from the higher level reading access area
to the lower level reading access area).

Displaying reading access areas associated with a reading access area

To display object (or user) reading access areas associated with a reading access
area:
1. Open the reading access diagram.
w  See "Opening the reading access diagram (Windows Front-End)",
page 333.
Open the properties dialog box of the reading access area in question.
3. Select the Matching Object reading access areas or Matching User
reading access areas.
The associated object reading access areas or user reading access areas
are listed.

N

Adding a User in the Reading Access Diagram

You can add a person or person group in the reading access diagram.

Adding a person in the reading access diagram

To add a person in the reading access diagram:
1. Open the reading access diagram.

m  See "Opening the reading access diagram (Windows Front-End)",
page 333.

2. In the diagram insert toolbar, click Person 2, then click in the diagram.

w [f the Person icon is not present in the insert toolbar, add it via
View > Views and Details.

The Add Person dialog box appears.
3. In the Name field, click the arrow to find the person then click Connect.

w To add a new person, in the Name field, enter the name of the
person then click Create. Also create the login of the person.

Adding a person group in the reading access diagram

To add a person group in the reading access diagram:
1. Open the reading access diagram.

w  See "Opening the reading access diagram (Windows Front-End)",
page 333.
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2. In the diagram insert toolbar, click Person Group z, then click in the
diagram.
w [f the Person Group icon is not present in the insert toolbar, add it
via View > Views and Details.
The Add Person Group dialog box appears.
3. In the Name field, click the arrow to find the person group then click
Connect.
w To add a new person group, in the Name field, enter the name of

the person group then click Create. Also create the login of the person
group.

Connecting Users to Reading Access Areas

A user can:

e be connected to a reading access area
This area defines the view the user has of the repository and the objects
the user can access.
e have a reading access area at creation
Occurrences created by the user belong to this reading access area at
creation.
w [f a user does not have a reading access area at creation, the

occurrences he/she creates will belong to the standard reading access
area.

Reading access area of the user

w (Web Front-End) See "Connecting a Person to a Reading Access
Area (Web Front-End)", page 73 and "Connecting a person group with
access to a reading area (Web Front-End)", page 67.
To connect a user to a reading access area:
1. Open the reading access diagram.
w  See "Opening the reading access diagram (Windows Front-End)",
page 333.
2. Right-click the reading access area concerned and select Properties.
3. Select the Persons tab and click Connect.
w If you want to create a new user and associate him/her to a reading
access area, select New > Person.
The access area member search dialog box appears.
4. In the first query field, select the type of access area member you wish
to connect: Person (or Person Group).
m If you want to connect persons and person groups, select Access
Area Member.
5. (optional) In the second query field, enter the character string to be
queried.
6. Click the Find.
7. In the result list, select the person (press the [CTRL] key to select
several) and click Connect.
The user appears in the reading access area.

10



Managing Data Reading Access
Reading Access Diagram

Reading access area at creation
You can assign a reading access area at creation to an existing user from:

e the reading access diagram
e the Properties dialog box of the person

To assign a reading access area at creation to a user from the reading access
diagram:

1. Place the user in the reading access diagram.

2. Connect the desired reading access area at creation to the person. This
area must be at a level lower than or the same as the reading access
area of the user.

A dialog box asks you to select the type of link to be created: Access area
member or Access area member at creation.

3. Select the link type Access area at creation member.

This area is the reading access area at creation of the user.

To assign a creation reading access area to a user from the user properties dialog
box:
1. Open the Properties dialog box of the person and select the
Characteristics tab, see "Modifying User Properties”, page 70.
2. In the Reading access area at creation field, select the required
value.

2 properties of OLDFIELD David M=K

General Characteristics |Widgets | Comment |

Name: | OLDFIELD David

E-mail: | doldfield@mega.com

Phone Mumber: |

Initials: |oD

Data Language: |

Reading access area: |Maximum reading access

== =

Reading access area at creation: |Stanu:|aru:|
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Consulting Reading Access Diagram Information:

At reading access diagram compilation, user and object are connected to the
Maximum reading access reading access area and the Standard reading access
area.

M aximum
reading access

=245 dmimistrator
LiMena foent
L Migter Guide

/LN
EUZ

_ kv %/
9 Standard

HiGuests
LiMega

Open the user reading access area properties dialog box to consult:

e the list of persons connected to the area and to connect new users
(Persons tab)

e the list of reading access areas for associated objects (Matching Object
Reading Access Areas tab)

Open the object reading access area dialog box to consult:

) the list of user reading access areas associated with an object reading
access area (Matching User Reading Access Areas tab)
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Customizing Reading Access Area Display

By default, when you create a reading access area, all users belonging to this area
are displayed in the diagram reading access area. You can decide to hide certain
users in this reading access area.

To define users displayed in their reading access area:
1. From MEGA Administration, open the reading access diagram.
w  See "Opening the reading access diagram (Windows Front-End)",
page 333.
2. Right-click the reading access area concerned and select Shapes and
Details.
The View dialog box opens.
In the tree on the left, select Access Area Members.
In the pane on the right, select Access Area Members.
Select the Display of option, then in its drop-down menu select Certain
of the Access area members.

w To display all or none of the access area members, select All the or
None of the.

ok
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6. Select the persons you want to see displayed.

Administrator
Mame

ol Hccess area members!

Access area members | Font |

[¥] Display of [ Certain of the ~

Access area members | vl

Narne . :  Displayed
Administrator
Guests
Mega
Mega Agent
With:

Icon vl

Marme | |

[ ok ][ cancad |[ ooy ||

7. Click OK.
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CONFIGURING DATA READING ACCESS

In the MEGA desktop, the navigation window allows access to certain data reading
access functions.

This section presents how to:

"Associating Objects with Reading Access Areas", page 341
"Associating user reading access areas with objects", page 342
"Propagating Reading Access Areas", page 343

"Managing MetaClass Sensitivity and Reading Access Areas", page 345
"Confidential or Sensitive Object Behavior", page 347

"Modifying Reading Access Areas", page 349

Associating Objects with Reading Access Areas

The Administration navigation window of the MEGA desktop allows access to
general and object reading access areas.

m To access content of the Administration navigation window, you
must have Advanced or Expert metamodel access (see "Configuring
metamodel access", page 77).

The reading access areas tree is used to:

e connect objects to a given reading access area

e quickly propagate the reading access area to child objects
This tree simplifies management of propagation of reading access areas (see
"Propagating a reading access area from MEGA", page 344). Its advantage

compared with the classic propagation tool is that the propagation trace is kept
thanks to the link.

Connecting objects to object reading access areas

To connect an object to an object reading access area:
1. In MEGA, open the Administration navigation window.
2. Expand the Data Reading Access folder.
3. Right-click the object reading access area concerned and select Connect
Object.
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4. In the query dialog box, find and select the desired objects and click OK.
The objects are connected to the object reading access area and appear
in the tree.

3l MEGA (Tutorial)
+-Z)  Writing access areas
-I-{Z) Reading access areas
SR IR D evelopment related objects
+-m  Auto Repair Service Manager
+ |'i'| Logistics Manager
+ ,i:"l Mechanic
+-M Purchasing Manager
+-pl Sales Administration
+-{5 Vehide Repair @
+ g Maximum reading access
+ g MEGA Process
&

MEGA Process BPMMN

Disconnecting objects from reading access areas

To disconnect an object connected to a reading access area:
1. In MEGA, open the Administration navigation window.
2. Expand the folder of the reading access area concerned.
3. Right-click the object you want to disconnect and select Disconnect.
The object disappears from the tree.

Displaying the list of objects associated with a reading access area

To display the list of objects associated with a reading access area:
1. In MEGA, open the Administration navigation window.
2. Expand the Data Reading Access folder.
3. Right-click the reading access area concerned and select Objects
associated with reading access area.
A dialog box displays a list of these objects.

Associating user reading access areas with objects

To associate an object with one or several groups of users, proceed as follows:
1. From MEGA, select an object.
2. In the object properties dialog box, select the General tab, then the
Administration subtab.
3. In the Reading Access Area drop-down list, click the arrow and select
Associate User Reading Access Areas.
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4. Using the arrows in the selection dialog box, move the user user reading
access areas from available to selected, then click Next.

m Select user reading access areas to be applied

Select users reading access areas accessible by this object

Available reading access areas Selected reading access areas
Human Resources Dvpt team
project workflow

Project X =5

ol |5

<L

LA

| | Cancel Help

5. In the next dialog box, if an object reading access area corresponds to
the user reading access areas, you are invited to validate this area,
otherwise you must enter the name of a new user reading access area,
which will be created corresponding to the previously selected user
reading access areas.

6. Click Finish.

If you had to create a new object reading access area, this is automatically added
in the reading access diagram and is connected to the corresponding user reading
access area or areas, as well as to the Standard reading access area.

Propagating Reading Access Areas

A reading access area can be propagated to objects connected to a given object.
You can propagate reading access areas from:

e MEGA Administration
e MEGA.

w The propagation trace is kept when you propagate from the MEGA
workspace.
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Propagating a reading access area from MEGA Administration

To propagate a reading access area:
1. From MEGA Administration, connect to the environment concerned.
w  See "Connecting to an Environment", page 5.
2. Expand the Repositories folder.

3. Right-click the desired repository and select Object Management >
Object Confidentiality Setting.
£t Object Confidentiality

Ohjects

QuETY... Report

Close

i
aadl]

Remaove

Help

Reading access areas:

Maximum reading access

MEGA Process [ Propagate
MEGA Process BPMM
Standard Perimeter:

|Standard for Reading access ﬂ

4. In the Object Confidentiality dialog box that opens, click Query.

Select the desired objects using the query tool, then click OK.

In the Object Confidentiality dialog box, in the Reading Access

Areas frame , select the reading access area you want to apply to the

selected objects.

7. (Optional) Select Propagate to propagate the reading access area to
sub-objects.

8. Click Apply.

w The operator used to propagate reading access areas is the
"Standard for reading access" operator.

oo

Propagating a reading access area from MEGA

To propagate a reading access area:

1. In MEGA, open the Administration navigation window.

2. In the Administration navigation window, right-click the reading access
area you wish to propagate and select Propagation of reading access
area to associated occurrences.

A dialog box may warn you of the presence of propagation conflicts.

w  Conflicts can arise if child objects are already connected to a
different reading access area. You are informed that propagation stops
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at this child object (the physical link that connects the object to a
reading access area is stronger than the reading access attribute value)

w  The operator used at reading access area propagation is the
"Standard for reading access" operator.

w  Alternatively, you can use the confidentiality area propagation tool
via the menu Tools > Manage > Object Confidentiality Setting.

Managing MetaClass Sensitivity and Reading Access Areas

w  The attribute enabling configuration of MetaClass sensitivity is
accessible only if you have the MEGA Supervisor technical module.

In the reading access management frame:
e a user is connected to a reading access area that defines all the objects
he/she can see.
w  See "Connecting Users to Reading Access Areas", page 336.

e an object type (MetaClass) is characterized by its sensitivity.

A MetaClass can be of sensitivity:

e standard (default value)
Occurrences of the MetaClass created by a user belong to the user reading
access at creation area or the Standard reading access area if the user
does not have a reading access at creation area.

e High
Occurrences of the MetaClass created by a user belong to the reading
access area of the user that creates them.

w  To modify the sensitivity of a MetaClass, you must have rights to
modify MEGA data. The option "Authorize MEGA Data Modification"
must be activated at environment level, see "Managing Options", page
365.

You can modify sensitivity value of the MetaClass.
w  See "Modifying MetaClass sensitivity", page 346.
w By default, a MetaClass is Standard sensitivity.

Opening the MEGA MetaClasses reading access configuration dialog box

To open the MEGA MetaClasses reading access configuration dialog box:

1. From MEGA Administration, connect to the environment concerned.

m  See "Connecting to an Environment", page 5.

Expand the User Management folder.
Right-click the Data Reading Access folder and select Configure
MEGA MetaClasses for reading access.
The MEGA MetaClasses Reading Access Configuration dialog box
appears, listing the available MetaClasses.
The icon alongside the name of each MetaClass indicates that default

values:

Lol

e & have been modified
e . are retained.
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Modifying MetaClass sensitivity

To modify MetaClass sensitivity:
1. Open the MEGA MetaClasses reading access configuration dialog box.

w  See "Opening the MEGA MetaClasses reading access configuration
dialog box", page 345.

2. In the list of MetaClasses, select the desired MetaClass.
3. In the right pane, select the MetaClass sensitivity value:

1t MEGA MetaClasses Reading Access Configuration Hi=]E
= Q MetaClasses -
- Aggrecaton e o :
+ @ Aggregation Schema MetaClass sensitivity: : .

w A red cross & alongside the name of the MetaClass indicates that
at least one attribute of the MetaClass has no longer its default value.

4. Click OK.
& Modifications carried out may be canceled when your

environment is updated. Remember to back up your extensions
(metamodel and technical data).

Hiding confidential or sensitive objects in a diagram
So as not to distort a diagram, confidential or sensitive objects are visible by default.

To hide confidential or sensitive objects in a diagram:
1. Open the MEGA MetaClasses reading access configuration dialog box.

w  See "Opening the MEGA MetaClasses reading access configuration
dialog box", page 345.
2. In the list of MetaClasses, select the desired object.
3. In the right pane, in the Confidential objects display in diagrams
box, select "Confidential objects are hidden".

1t MEGA MetaClasses Reading Access Configuration =i
= Q MetaClasses -
’@ EEnRee MetaClass sensitivity: |Stanu:|ard hd
%) Application Host _ =
o+ Architecture Use Confidential objects display in diagrams confidential objects are hidden

Y iy R

w A red cross g alongside the name of the MetaClass indicates that
the MetaClass default value has been modified.
4. Click OK.

w These modifications are not taken into account in the metamodel
until the metamodel is compiled. Compile the metamodel before closing
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the MEGA Administration module, see "Compiling an Environment”,
page 231.

Objects corresponding to this MetaClass will be hidden in the diagram.
w  When you select "Confidential objects are visible", objects
corresponding to this MetaClass appear grayed in the diagram and you
cannot access information relating to these objects.

& Modifications carried out may be canceled when your
environment is updated. Remember to back up your extensions
(metamodel and technical data).

Confidential or Sensitive Object Behavior

A confidential object is inaccessible to a user that does not have access to the
corresponding reading access area.
It is as if the object did not exist, the object:

e does not appear in lists.

e s ignored in query results.

e does not appear in reports (MS Word) or Web sites.

e is not exported, duplicated, deleted or backed up, and its possible
"children" (operations of a process, for example) are considered as
orphans.

e only appears when another object is created with the same name or
when a higher level object with a lower reading access level is deleted.

e cannot be modified.

w  Reading access management is not supported in MEGA Database
Builder.

For more details on reading access areas, see "Managing Reading Access in MEGA",
page 324.

Displaying a confidential or sensitive object in a diagram
By default, confidential or sensitive objects are visible in diagrams.

w To hide confidential or sensitive objects, see "Hiding confidential or
sensitive objects in a diagram", page 346.
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The name of a confidential or sensitive object is visible in the diagram, but its
properties are not accessible. It appears grayed and an icon at bottom right
indicates that the object is confidential or sensitive.

,'E Org-Umnitl ,'E Org-Unit2
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Sa |
Msg
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Op3
[ =]
=15

A confidential or sensitive object can only be resized and moved.

To hide MetaClass occurrences in diagrams:

1. In the MEGA menu bar, select View > Navigation Windows >
MetaStudio.

2. Expand the MetaClass folder and its sub-folders.

3. Right-click the desired MetaClass and select Properties.

4. In the Characteristics tab (Standard subtab) for the Confidential
objects display in diagrams property, select Confidential objects
are hidden.

5. Click OK.

The occurrences of the corresponding MetaClass are now hidden in
diagrams.
w  You can also configure display of objects in diagrams via the

reading access diagram, see "Hiding confidential or sensitive objects in
a diagram", page 346.

Export and Duplication
In the case of object export and duplication, if these operations have an impact on
confidential objects, a warning message will ask you if you want to continue. If you
do execute export or duplication, the confidential objects concerned will be neither
copied nor exported.
Invisible objects (confidential) are not duplicated during object duplication. Only a
message in the status bar indicates that the duplication result is incomplete.
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Generation of reports (MS Word) and Web sites
When created, reports (MS Word) and Web sites are created with the reading access
level of their creator (and not with the reading access level at creation)..
They are then always generated at their their reading access level.

A Reading access area path attribute exists on all reading access areas. If this
attribute is specified, Web sites and reports (MS Word) are generated in this folder.
Reports (MS Word) and Web sites are generated in this folder to facilitate reading
access management of generated files by defining access rights to this generation
folder. This task should be handled by the system administrator.

Confidential report (MS Word) and Web site generation paths can be defined in the
properties dialog box of a reading access area.

To define this path:
1. In the reading access area properties dialog box, select the
Characteristics tab.
2. In the Reading access area path field, specify the required path.
3. Click OK.

Macros

The principle of reading access management in macros is to carry out all calculations
in MEGA and hide confidential or sensitive objects from users that do not have
sufficient reading access area access rights to view them.

By default a macro is executed at user reading access level.
A macro can also be executed at its own reading access level.
If you execute a macro with a reading access level higher than the level of the
current user, the methods.
e GetProp(xxx, "display") and GetFormatted return empty,
e GetProp("xxx") returns the value.

ExecuteGlobal and CreateObject ("Mega.Application") methods are prohibited in
macros.

Other properties are accessible.

So that a macro can be executed with its reading access level:

1. In the macro properties dialog box, select the Characteristics tab.
2. In_ExecutionOptions, select the Execution at Reading Access level
option.

Confidential or sensitive objects and namespaces

If an object with a namespace is not confidential or sensitive, but its parent is
confidential or sensitive, the name of the latter will be masked in MEGA. It appears
in MEGA as:

" ox*%::0peration 1 "

Modifying Reading Access Areas

This section explains how to modify the reading access area area of an object or a user:
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Modifying object reading access areas
From the properties dialog box of an object you can consult the reading access area
to which it belongs.

To determine the reading access area of an object:

1. Right-click the object and select Properties.

2. In the object Properties dialog box, select the General tab, then the
Administration subtab.
In the Protection frame, you can consult and modify the Reading

access area.

Protection
Reading access area: | Standard | »
Writing access area: |Administrab:lr j

Modifying user reading access areas

You can modify a user reading access area from:
e the user management dialog box (Reading access area column of the
person).
w  See "Modifying User Properties”, page 70.

w The reading access diagram is compiled to take account of
modifications.

e Open the properties dialog box of the person.
w  See "Configuring a Person", page 56.

¢ Warning: if you modify the reading access area in the user
properties dialog box, you must recompile the reading access

diagram so that the modification will be taken into account.
e the reading access diagram

m  See "Connecting Users to Reading Access Areas"”, page 336 or
"Reading access area of the user"”, page 336.

You can modify a user reading access area at creation from:
e Open the properties dialog box of the person.
w  See "Configuring a Person”, page 56.

é& Warning: if you modify the reading access area in the user

properties dialog box, you must recompile the reading access
diagram so that the modification will be taken into account.

e the reading access diagram
m See "Reading access area at creation", page 337.
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METACLASS CONFIDENTIALITY EXCEPTIONS

The following MetaClasses cannot be made confidential:

_Add-ins_data MEGA Repository
_Add-ins_meta ChangeltemData

_Brick ChangeltemDataTechnical
_Class ChangeltemSystem
_ClassCommand Generation kinematics
_Code Template Component Template
_Command DiagramTypeLink
_Dispatch DiagramTypeLinkStyle
_Executable DiagramTypeObject
_MappingTypeltem DiagramTypeCollection
_MappingTypeltemProperty DiagramTypeField
_Object DiagramTypeFormat
_Operator DiagramTypeParam
_Property DiagramTypePath
_Proposed_Table DiagramTypePathPart
_Resource DiagramTypePopulating

_ StdFile DiagramTypeProperty
_Style DiagramType
_TagAttributeDef DiagramTypeView
_TagAttributeDefValue Stem Codes Folder
_TagDef Web Site Templates Folder
_Template Analysis Templates Folder
_Text Diagram Types Folder
_Transaction HTML Formatter
_TransactionData Generality
_TransferredObject Generator

_Type Programming Language
_UML Reserved Word Language

Method author Animation Mask

Matrix Template
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MetaAssociation
MetaAssociationEnd
MetaAssociationType
MetaAttribute
MetaAttributeGroup
MetaAttributeValue
Metaclass
MetaClassDiagramType
MetaCommand
MetaField

Metalist
MetalListType
MetaPattern
MetaPicture
MetaPropertyPage
MetaTest

MetaTree
MetaTreeBranch
MetaTreeNode
Method

Associative Object
Default Associative Object
Generic Object

System Generic Object
Analysis Parameter
Profile

Query Parameter
Generation rule
Modeling Rule
Modeling Regulation
Query

Web Site Template
SQL Clause Type
TaggedValue

Analysis Type

user

Descriptor Setting
DBMS Version

Writing access area
Reading access area
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COMMAND FILE SYNTAX

The following points are covered here:

NENENEN

"Command file extensions", page 350
"Object Naming Rules", page 351
"Commands", page 353

"Basic Syntax", page 355
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COMMAND FILE EXTENSIONS

A command file is a file containing repository update commands. It
can be generated by backup or object export (.MGR extension) or by
logfile export (.MGL extension).
Command files can be obtained in two ways:
e By logical backup or by object export (.MGR): the absolute identifiers
(IdAbs) of the imported objects are used and the authorization levels are

kept.

An absolute identifier is a string of characters associated with each
object in the repository. This string is computed using the date and time
the session was opened, the number of objects created since the
session started, and the object creation date (in milliseconds). An
absolute identifier provides a unique way to identify an object in the
repository, so that even if the object is renamed, all the links to it are

retained.

e By logfile export (.MGL): the commands contain, in addition to the
absolute identifiers (1dAbs) of objects, that of the user executing each
command to check at import that the user had the necessary rights to
execute this update.

Result of the import of these files is therefore different:

e " MGR" corresponds to an image, complete or partial, of the repository at
a given moment. It is therefore recommended that it be imported into an
empty repository to rebuild this image.

e " MGL" corresponds to commands to be applied to the repository to pass
from initial state to final state.

At import, checks are performed automatically as a function of the file extension:

e For command files with the MGR extension, the absolute identifiers of the
imported objects are used and the writing access levels are kept.

e For command files with the MGL extension (exported logfile or backup
logfile), the absolute identifiers of the imported objects are used. Writing
access levels are checked. The authorization levels are kept if the
updates are consistent with the writing access diagram for the
environment, otherwise they are rejected.

11



Command File Syntax
Object Naming Rules

OBJECT NAMING RULES

Object naming will depend on the uniqueness rule applied to its name. This rule is
important, since the name appears in command files.

An object has a unique name
An object must have a unique name throughout the repository.

For example, a report template (MS Word) has a name that
appears in command files.

A name is unique in a given context

Several objects can have the same name, but the name must be unique in a
particular context: therefore it has a namespace.

For example, an operation of an organizational process: its
name must be unambiguous within the process, but several
different process operations can carry the same name.

For these objects, two names are presented to the user in the user interface:

Con- Example Comment
cept
Name Hire::Call candidate Complete object name. Unique in the repository.

Calculated from the local name and the name-
space name (which can itself have a name-
space). Here the operation "Call candidate"
belongs to the "Hire" process.

Local Call candidate Name of the object in its namespace. Unique in
name the namespace.

Two names are used in MEGA command language:

Concept MetaAttribute Example of value
Internal name of the object. It Name 14B8162B3F3A0347
contains

Hexaldabs of the object.

Local name of the object and Hex- | Generic Local Name | Call candidate
aldabs of its namespace. [85ED06B63EC95B6F]

These build rules ensure respect of naming rules imposed by the repository:
e The name must be unique: the IdAbs is built to be so.

e The local name must be unique in its context: specify a uniqueness
constraint on the GenericLocalName.

w [f the object is detached from its namespace, in the local name the
indicated HexaldAbs is then a string of 16 "0".
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Objects without name constraint

There is no name uniqueness constraint on certain objects such as messages: the
same operation can send or receive several messages with the same name.

In this case, the object constitutes its own namespace.
Two names are used in MEGA command language:

Concept MetaAttribute

Example of value

Internal "Name" of the object. It con- | Name
tains
Hexaldabs of the object.

14B8162B3F3A0347

Local name of the object and Hex- Message Local Name
aldabs of its namespace (itself).

Convocation
[14B8162B3F3A0347]

11



Command File Syntax :
Commands

COMMANDS

Commands on objects
e _Create (creation of an object)
e .Update (modification of an object MetaAttribute)
e _Delete (deletion of an object)

Commands on links
e _.Connect (creation of a link between two objects)
e _Disconnect (deletion of a link between two objects)
e .Change (modification of a link MetaAttribute)

Other Commands
e .Validate (triggers intermediate save on import)
e .Description (produces display in import dialog box)

Rules to be respected
Command files must comply with the following rules:
e A command line cannot contain more than 5000 characters.
e Object names are limited to:
e 63 characters for object types without namespace.
e 255 characters for object types with namespace (name or local name).
e Commands begin with a verb infinitive prefixed by ".".
The "." of the command must be in the first column.

Use a hyphen (-) at the end of a line to indicate that it continues on the
next line.

e Comment lines are indicated by a hyphen (-) at the beginning of the line.

e Use double-quotes (") around values that contain spaces or characters
other than letters or digits.

Remarks
e Certain objects are functionally invalid if one of their MetaAttributes is
not entered or a link is not defined. For example, a diagram type object

must be connected to another object by a descriptor type link. We say
that the diagram describes this object.

e To exchange data between two MEGA environments, they must have
identical metamodels and coherent user diagrams.

353



354

Commands as function of file type
Each command must consist of:

e a verb indicating the action to be carried out

e a list of parameters required to carry out this action (object types and
names)

e a keyword ".CHK" followed by a list of the IdAbs of objects impacted by
this command.

w The fact of repeating the object name and IdAbs in the command
enables its correct execution, even if the object has been renamed.

The difference between the command of an ".MGR" file and the same command of
an ".MGL" file is in the ".CHK":
e they have the same verb
e they have the same list of parameters
e the ".CHK" of MGL contains in addition in last position, the IdAbs of the
user that issued the order.

w A third file format (obsolete in this version) is ".MGE". In these files
commands do not have a .CHK. The IdAbs are assigned as required. It
is therefore not possible to process "namespaced" objects for which the
namespace IdAbs cannot be assigned, since it forms part of their name.

References to the metamodel

Each metamodel instance (MetaClass, MetaAttribute, ...) can be prefixed by its
IdAbs. This assures permanence of files despite renamings which may be carried out
in the metamodel.

Example:

"~0sUiS9B5iiQ0 [Operation] " is equivalent to "Operation".
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Command File Syntax :

BASIC SYNTAX

Creating an Object

Syntax .Create ."Object type""Object name" -
.CHK "..."
Example 1 .Create ."~IdAe93gyh020[Report template (MS Word)]" "Application documentation" -
.CHK "w0e4VVXC)440e0SDsNpple00"
Example 2 .Create ."~0sUiS9B5iiQ0[Operation]" "14B8162B3F3A0347" -
.CHK "GZB5hOXE)Sq0C30000mCpCpC"

In this command, the ".CHK" is the concatenation of the following IdAbs:
e IdAbs of the object
e IdAbs of object writing access
e In the case of the MGL, the IdAbs of the user that made this command.

Certain MetaAttributes, such as "Creation date" or "Creator" can only be updated at
object creation. They must therefore be incorporated in this command.

Example:
Create ."~OsUiS9B5iiQ0[Operation]" "14B8162B3F3A0347" -
.CHK "GZB5hOXE)Sq0C30000mCpCpC" -

."~510000000L00[Creation Date]" "2003/08/13 10:42:51" -
."~(10000000v30[Creator]" "OmNRasMwq400" -
."~520000000L40[Create Version]" "25088"

The "Creator" and "Modifier" MetaAttributes contain the IdAbs of users that have
created and modified the object. If they are not specified in the command, they
automatically take the IdAbs of the user importing the file.

Similarly, "Link creation date" and Link modification date" are specified from the
import date if they are absent.

Basic Syntax
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Deleting an Object

Syntax .Delete ."Object type"” "Object name" -
.CHK "..."

Example 1 .Delete ."~ldAe93gyh020[Report template (MS Word)]" "Application documentation" -
.CHK "w0e4VVXC)440"

Example 2 | -Delete ."~OsUiS9B5iiQO[Operation]" "14B8162B3F3A0347" -
.CHK "GZB5hOXE)Sq0"

In this command, the ".CHK" is the concatenation of the following IdAbs:

e IdAbs of the object

e In the case of the MGL, the IdAbs of the user that made this command.
Deletion of an object systematically results in:

e Loss of its attribute and text values.

e Deletion of all of the links around the object.

Modifying an Object

Syntax .Modify ."Object type" "Object name" -
.CHK "..." -

."metaattributel” "Valuel" -
."metaattribute2" "Value2"

Example 1 | -Update ."~MrUIMIB5iyMO[Application]" "874B9C483D7828C6"
.CHK "PjgX8n9UzOCA" -

."~610000000P00[Modification Date]" "2010/09/07 10:26:30" -
."~b10000000L20[Modifier]" "xDgT)UdFwC10" -
."~2yUL4SsRp4BO[Application Code]" "GESTCAT11" -
."~ByUL4SsRpeB0[Operating Application Date]" "1995/10/04 23:00:00"

Example 2 | -Update ."~gsUiU9B5iiR0[Organizational Process]" "0A496AAE407D1621" -
.CHK "Vba2kgMV05Y5" -
."~pjRX100Kne20[Process Frequency]" QM

In this command, the ".CHK" is the concatenation of the following IdAbs:
e IdAbs of the object
e In the case of the MGL, the IdAbs of the user that made this command.

The "Modification date" and "Modifier" MetaAttributes can be modified like standard
MetaAttributes. If they are not specified in the command, they automatically take
the file import date and the IdAbs of the user importing the file.

In the case of "Example 2" with a tabulated attribute, the value to be entered is the
internal value (for process frequency this is "D" and not "Daily").
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Command File Syntax
Basic Syntax

Modifying Text

Syntax .Modify ."Object type" "Object name" -
.CHK "..." -
."Text name" "Text format"
Text value
Example 1 | -Update ."~MrUiM9BSiyMO[Application]” "DFE4E02F4D4D2BB3" -

.CHK "AH(tIOUIDDxA" -

."~f10000000b20[Comment]" "g3TCfAJnyg00"
00680SbnxCMPgqRc5SN6bpSsvXS6DFCZ5dN38rPcLaN31cPcLaRc5iC35dUpOpRsPST7HkUsnY
00680C6PSRcPSN6NnfQ6DCStIXC7HbKagWQ5CWR6ENbRAGWVIjd2WrzQNPSQtTbP6VTLmMgN
352
00602Sc5mPbnaPbmmC39pRqCWPMrj87Hk86PIS71X0OsbiQNHX86vIS5mn3N9X3NgAO00A

Text format Value
ASCII text 0

000000000000
Binary text 1

000000000001
RTF text "MRDYO50e(smC"
HTML text "LQDYO58M6tmC"
ANSI text "G3000000W10S"

In this command, the ".CHK" is the concatenation of the following IdAbs:

e IdAbs of the object

e In the case of the MGL, the IdAbs of the user that made this command.
In a command file, each line of text is limited to 74 characters.
End of the text marked by a line containing only one point (".") in the first column.

A semi-colon in the first column inserts a blank line (the rest of the line must be left
blank).

w  When text is extracted, lines are divided after character 73 and a
semicolon is inserted in position 74, indicating that the next line is to be
concatenated with the previous one.
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Complementary indicators:

e Each text modification applies to its totality. It is not possible to add just
one complement.

e The semicolon character (;) in first position inserts an blank line. To
reinitialize a text, it is sufficient that the text value contains just a
semicolon.

e The characters period and semicolon (.;) in first and second position
create a line containing a period only.

e Two semicolon characters (;;) in first and second position create a line
containing a semicolon only.

Apostrophe (') and quotation marks (") are authorized as text values.
The semicolon character (;) enables cutting of text lines exceeding 74
characters. The semicolon is therefore the last significant character in
the line.

To reinitialize a text, it is sufficient that the text value contains just a semicolon.

Example:

Update ."~MrUiM9B5iyMO [Application]" "DFE4E02F4D4D2BB3" -
.CHK "AH(tl0UJDDxA" -
."~f10000000b20 [Comment]" "000000000000"

7

To delete a text, the text value should be left empty.
Example
Update ."~MrUiM9B5iyMO [Application]" "DFE4E02F4D4D2BB3" -
.CHK "AH(t10UJDDxA" -
."~£10000000b20 [Comment] " "000000000000"

& A reinitialized text contains nothing but it exists, while a

deleted text no longer exists. For example the query "Select
Application where Comment null” returns applications that have
no comment, but not those that have a reinitialized comment.

11



Command File Syntax
Basic Syntax

Modifying a Name

Syntax .Modify ."Object type" "Object name" -
.CHK "..." -

."Name or Local name" "Value "

Example 1 .Update ."~ldAe93gyh020[Report template (MS Word)]" "Report template (MS Word)-1" -
.CHK "RJ(tBUUJD5(AV(WEIeZIDT4B" -

."~210000000900[Name]" "Report template (MS Word)-New"

Example 2 | -Update ."~MrUiM9BSiyMO[Application]" "DFE4E02F4D4D2BB3" -
.CHK "AH(tIOUIDDxA" -
."~g20000000f60[Generic Local name]" "Application-
1[00000000000000007"

Creating and Modifying an Object with a Single Command

At object creation, creation of a "modification" command by MetaAttributes to be

specified is of no interest: MetaAttributes (non-textual) can be directly assigned by
the create command.

Syntax .Create ."Object type" "Object name" -

.CHK "..." -

."metaattributel1” "Valuel” -

."metaattribute2" "Value2"

Example 1 | -Create ."~MrUiM9BSiyMO[Application]" "DFE4E02F4D4D2BB3" -
.CHK "AH(tIOUJDDXAC30000mCpCpC" -
."~510000000L00[Creation Date]" "2011/02/05 11:41:35 PM" -
."~610000000P00[Modification Date]" "2011/02/06 12:31:38 AM" -
."~(10000000v30[Creator]" "V(WEIeZIDT4B" -
."~b10000000L20[Modifier]" "V(WEIezZIDT4B" -
."~520000000L40[Create Version]" "29248" -
."~620000000P40[Update Version]" "29248" -
."~)20000000z70[Confidentiality area identifier]" "sTIVwxdH3100" -
."~2yUL4SsRp4BO[Application Code]" "AA" -
"~KyUL4SsRpCCO[Version Number]" "12" -
."~ByUL4SsRpeB0[Operating Application Date]" "2011/02/11 11:00:00" -
."~)Sgoy)ygu020[Application Type]" "M" -
."~nOUBg8IMCb30[Converted Name Version]" "Q" -
"~PYq45X2wBP92[Date of C&A Completion]"” "2011/02/06 11:00:00" -
."~OI8pdE(I8r(0[Deployment Date]" "2011/02/27 11:00:00" -
."~g20000000f60[Generic Local name]" "Application-
1[0000000000000000]" -

"~PZg41c2wBXP2[Security Planning]" "Operational” -
."~a20000000H60[LanguageUpdateDate]" "2011/02/05 23:41:57"
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Creating a Link Between Two Objects

Syntax .Connect ."Object type" "Object 1 name" ."MetaAssociationEnd" "Object 2
name" -
.CHK "..."

Example 1 | -Connect ."~MrUiM9B5iyMO[Application]" "DFE4E02F4D4D2BB3" ."~mi54NLn-

HzCjO[Application within Internal Architecture]" "DFE4F2274D4D2C43" -
.CHK "AH(tIOUJDDxAbJ(td8VIDD4B" -

."~710000000TOO[Link creation date]" "2011/02/06 00:58:15" -
."~810000000X00[Link modification date]" "2011/02/06 00:58:15" -
."~720000000T40[Link Creator]" "V(WEIeZIDT4B" -
."~920000000b40[Link Modifier]" "V(WEIeZIDT4B" -
."~410000000H00[Order]" "9999"

In this command, the ".CHK" is the concatenation of the following IdAbs:
e IdAbs of object 1
e IdAbs of object 2
e In the case of the MGL, the IdAbs of the user that made this command.

The "Order" MetaAttribute is optional. If present, the order is numeric on maximum
four positions, otherwise the order is set by default to 9999.

The "Link creator" and "Link modifier" MetaAttributes contain the IdAbs of users that
have created and modified the link. If they are not specified in the command, they
automatically take the IdAbs of the user importing the file.
Similarly, "Link creation date" and Link modification date" are specified from the
import date if they are absent.

w If this link is used to build a namespace, it must be completed by

modification of the local name of the namespaced object to maintain
repository consistency.

Similar to object creation, it is possible to specify link MetaAttributes (except texts)
directly in this command, without passing via a modification command.
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Command File Syntax

Modifying a Link

With the exception of its header, this command has the same syntax as the object
modification command.

w  See "Modifying an Object", page 356.

Syntax

.Change ."Object type" "Object 1 name" ."MetaAssociationEnd" "Object 2
name" -

.CHK "..." -

."metaattribute 1" "Value 1" -

."metaattribute 2" "Value 2" -

."Text name" "Text format" -
Text value

Example

.Change ."~MrUiM9B5iyMO[Application]" "DFE4E02F4D4D2BB3" ."~mi54NLnHzCjO[Appli-
cation within Internal Architecture]" "DFE4F2274D4D2C43" -
.CHK "AH(tIOUJDDxAbJ(td8VIDD4B" -

."~810000000X00[Link modification date]" "2011/02/06 1:22:26 AM" -
."~920000000b40[Link Modifier]" "V(WEIeZIDT4B" -
."~b20000000L60[LinkLanguageUpdateDate]" "2011/02/06 01:22:26" -

"~C3cm9FyluS20[Link Comment]" "g3TCfAJnyg00"
00680SbnxCMPqRc5SN6bpSsvXS6DfCZ5dN38rPcLaN31cPcLaRc5iC35dUpOpRsPST7HkUs
nY
00680C6PSRcPSN6NnfQ6DCcStOXC7HbKqqWQ5CWR6NbRAGWVIjd2WrzQNPSQtTbP6VTLMQ
N35z
00362Sc5mPbnaPbmmC39pR68WR69XS5nX3N9X3NgAO00A

In this command, the ".CHK" is the concatenation of the following IdAbs:

e IdAbs of object 1

e IdAbs of object 2

e In the case of the MGL, the IdAbs of the user that made this command.
The MetaAttributes “Link modification date”, and “Link modifier” can be modified

just like standard MetaAttributes. If they are not specified in the command, they
automatically take the file import date and the IdAbs of the user importing the file.

Deleting a Link

Syntax .Disconnect ."Object type" "Object name 1" ."MetaAssociationEnd 2" "Object
name 2" -
.CHK "..."
Example .Disconnect ."~MrUiM9B5iyMO[Application]" "DFE4E02F4D4D2BB3" ."~mi54NLn-
HzCjO[Application within Internal Architecture]" "DFE4F2274D4D2C43" -
.CHK "AH(tIOUJDDxAbJ(td8VIDD4B"

Basic Syntax
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In this command, the ".CHK" is the concatenation of the following IdAbs:

e IdAbs of object 1

e IdAbs of object 2

e In the case of the MGL, the IdAbs of the user that made this command.
Deletion of a link results in loss of link MetaAttributes values.

w If this link is used to build a namespace, it must be completed by
modification of the local name of the "namespaced” object to maintain
repository consistency. Its namespace has become
"[0000000000000000]".

Managing Translations

For each language supported by MEGA, two MetaAttributes indicate the last
modification date of translations in a language:

e "[LanguageUpdateDate (Language)]" for an object

e "[LinkLanguageUpdateDate (Language)]" for a link
These MetaAttributes are managed following the same rules as the"Maodification
date" and "Link modification date" MetaAttributes:

e They can be maodified in the same way as standard MetaAttributes.

e If they are not specified in the command modifying a translation, they

automatically take the file import date.

Validating Import

Syntax .Validate

This command does not contain a .CHK and produces an intermediate save
operation at import.

w This command invalidates save operation selection made by the
user interface. For example, to validate consistency of a command file,
the user generally imports with "Save Never". Commands are then
saved until the last ".Validate" of the file.

Displaying a Comment in the Import Dialog Box

Syntax .Description 'Text'

Example .Description 'MetaClass: Acceptance Criteria'

This command does not contain a .CHK.
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Command File Syntax

The text appears on the user interface at import.

Import MEGA Data (Adventure)

@ File Close |
|G:\Mega\ljb|ar:.' Library-4 mgr |

Report File |C:\Llsers\Puinc\Documents\MEGA 2009 5P5\Der Report... |
Description [This is @ comment Report File... |
I | oo |
Qptions Processing

Metamodel Yes Lines processed h761
Diata Yes Analyzed commands 5
Technical data Yes Accepted commands 3
Check absolute identifiers Yes Rejected commands e
Check authorizations Mo Duration 0h Om 1s
Logging Yes Commands acc. /5

Save Every 1000 commands

Transforming an MGL File to MGR

You do

mw  See "Command file extensions"”, page 350.
not need to transform an .mgl file to .mgr.

To obtain the same result, when importing an .mgl file:

in the data import dialog box, in the Checks frame, clear the Check
Writing Accesses check box.

Transforming an MGR File to MGL

You do

w See "Command file extensions", page 350.
not need to transform an .mgr file to .mgl.

To obtain the same result, when importing an .mgr file:

in the data import dialog box, in the Filter frame, select the Reassign

User check box.

Each command is then processed as if its CHK contained the IdAbs of the

importing user. Writing access checks are carried out related to its rights.
w At import in the CHK of an MGL command, the "Reassign User"

check box also allows substitution of the IdAbs of the user by that of the
person importing.

Basic Syntax
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MANAGING OPTIONS

This chapter presents the various tools and options used to configure and customize MEGA.
The following points are covered here:

"Options Overview", page 366

"Option Window Presentation", page 367

"Accessing Options", page 368

"Generating the list of options (Windows Front-End)", page 373
"Available Option Groups", page 375

"Managing Languages", page 377

ANENENENENEN
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OPTIONS OVERVIEW

MEGA options concern:

e site technical configuration.

e values proposed by default for each function of MEGA. These values can
be modified by users on each workstation.
This configuration is described in the guides covering each function.

MEGA options are accessible at several levels. MEGA functions can be configured
at the following levels:

e sijte
The site is the location where MEGA is installed; it is the root of the
application.

e environment

e profile (which groups a configuration common to several users)

e user

e workstation

There is by default an inheritance mechanism between these different levels
(excepting workstation level):

e the environment inherits options define at site level.

e the profile inherits options defined at environment level.

e the user inherits options defined at connection profile level.

Customizations made at user level are of highest priority, followed in order of
priority by those made at profile, environment and site levels.

é Having modified option values, it is recommended that you
dispatch or save your work, close MEGA and then reopen it.
Certain problems in refresh can occur if these precautions are
not taken.

For detailed information on these options, see the context-sensitive help in the
lower part of the window.

12



OPTION WINDOW PRESENTATION

Managing Options

Option Window Presentation

The left pane of the window contains the various option groups. It comprises two

parts:

options available for the site, environment, profile, and user

options specific to the workstation

w  See "User options", page 375.

w  See "Workstation Options", page 376.

The right pane enables configuration of the various options corresponding to the
group selected in the left pane.

w  Options vary depending on products you have available.

=3

E"’:} Optiens

7] Installation
"] Data Exchange
] Documentation
B
£ Queries
- Languages
-{E Workspace
-] Text Edit
Ta) Diagrams/Edit Shapes
71 Application Portfolic Managemer
. Status Indicators
(™ Collaborative envirenment
?} Modeling and Metheds Regulatio
&% Business Process and Architecturs
Simulation
’ Compatibility
P Technical Support
Ak Monitoring

. 3

Repository
MEGA Repasitory Options

[ECH

-
o Metamodel Access & [Intermed\ate V]
B Authorize deletion of objects dispatched from a private workspace [CY [Prohibit v]
o Repository default access mode 53 [Imphmt Access V]
o Activate reading access diagram &
o Repository Activity &
d®  Commentan dispatch s 7] |
iy Maximum number of users displayed in connection box. L 200 [
iy Authorize MEGA Data Madification L3 [Prohlblt ‘]
iy Authorize dispatch for the environment L [Authonze ']
a Authorize user dispatch L3 [Authorlze ‘]
a Authorize modification of writing access and reading access diagrams LY [Authorlze v]
d'\ Authorize unlocking of protected objects Y [Proh|b|t ']
iy Background automatic save ra 5 <

For more details on an option:
Click on the name of the option to display the context-sensitive help in

the lower part of the window.

w  When the user has a private workspace in progress, you cannot

modify its options from MEGA Administration.
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ACCESSING OPTIONS

Options Level

You can modify options at the following levels:
e site
w  See "Modifying options at site level", page 368.
e environment
w  See "Modifying options at environment level”, page 368.
e profile
mw  See "Modifying options at profile level”, page 369.
® user
w  See "Modifying options at user level"”, page 369.
e workstation
w  See "Modifying options at workstation level:", page 370.

Modifying options at site level

To modify options at site level:
1. Start MEGA Administration.

m  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.
2. In the navigation tree, right-click the site name and select Options >
Modify.
The site options window opens.

Modifying options at environment level

You can modify options at the environment level from the:

e Administration desktop (Web Front-End)
¢ MEGA Administration (Windows Front-End)

Web Front-End

To modify options at environment level from the Administration desktop:
1. Connect to the MEGA Administration desktop.

w  See "Connecting to the Administration Desktop (Web Front-End)",
page 7.
2. In the edit area, click Environment Options.
The environment options window opens.

12



Managing Options
Accessing Options .

Windows Front-End

To modify options at the environment level from MEGA Administration

From MEGA Administration, connect to the desired environment.
m  See "Connecting to an Environment", page 5.

Right-click the desired environment and select Options > Modify.

The environment options window opens.

1.

2,

Modifying options at profile level

You can modify options at the profile level from:
Administration desktop (Web Front-End)
MEGA Administration (Windows Front-End)

Web Front-End
To modify options at the profile level from the Administration desktop:

Access the Profiles management pages.

1.
w See "Accessing the User Management Pages (Web Front-End)",

page 31.
2. In the edit area, select the profile concerned.

3. Click Options.
The profile options window opens.

Windows Front-End
To modify options at profile level from MEGA Administration:
From MEGA Administration, connect to the desired environment.

1.
w  See "Connecting to an Environment", page 5.

2. Open the manage profiles dialog box.
m  See "Opening the profile management window (Windows Front-
End)", page 41 or "Opening the business roles and profiles management

window (Windows Front-End)", page 41.
In the Profile tab , right-click the profile and select Options.

3.
The profile options window opens.

Modifying options at user level

You can modify user options with the:
Administration desktop (Web Front-End)
e MEGA Administration (Windows Front-End)

e MEGA (Windows Front-End)

Web Front-End
To modify options at the user level from the Administration desktop:

1. Access the user management page.
m  See "Accessing the User Management Pages (Web Front-End)",

page 31.

2. Select a Persons sub-folder.
3. In the edit area, select the person concerned.
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4. Click Options.
The person's options window opens.

Windows Front-End

To modify the options of a user with MEGA Administration:
1. Connect to the desired environment.
m See "Connecting to an Environment", page 5.
2. Open the user management Dialog Box.

m  See "Opening the user management window (Windows Front-
End)", page 40.

3. Select the Persons tab.
4. Right-click the desired person and select Options.
The user options window opens.

To modify user options from MEGA:

1. Connect to MEGA.
2. In the menu bar, select Tools > Options.
The user options window opens.

Modifying options at workstation level:

To modify options at workstation level:
1. Start MEGA Administration.

w  See "Connecting to MEGA Administration (Windows Front-End)",
page 4.

2. Right-click Workstation and select Options.
The workstation options window opens.

Each option can take several values.

Option Inheritance

An option inherits a value defined at a higher level:

e A user inherits options defined at the connection profile level.
e A profile inherits options defined at the environment level.
e An environment inherits options defined at the site level.

The icon located opposite the option indicates the inheritance, or not, from the
higher level:
e Default value |% indicates the inheritance from the higher level.
e Modified value @ indicates that the inherited option value has been
modified. The value is no longer inherited from the higher level.

To specify that an option does not inherit the value defined at higher level:
1. Open the options page.
w  See "Options Level", page 368.
2. Click Default value | .
The icon changes in Modified value @

12



Managing Options
Accessing Options .

Checking Option Modifications

You can prohibit modification of any option at a level lower than your current level.

Example: if you open options of the environment, you can
prohibit modification of all options at user level.

Prohibiting modification of a lower level option

To prohibit modification of a lower level option:
1. Access the options.
m  See "Options Level", page 368.

2. Click E icon located opposite the option concerned.

The padlock closes ’ﬁ: option modification by a user is now prohibited
from MEGA.

Unlocking the modification of a lower level option

To unlock modification of a lower level option:
1. Access the options.
w  See "Options Level", page 368.

2. Click the closed padlock icon.
The padlock opens: modification of the option is again possible.

Reinitializing Option Values

You can reinitialize the values for:
e an option
e an option group

Reinitializing the values of an option

To reinitialize the value of an option:
1. Access the options.

m  See "Options Level", page 368.
2. Click:

e (Web Front-End) Reinitialize
e (Windows Front-End) Modified Value @, the icon changes to

Default Value
The value of the option is reinitialized.
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Reinitializing the values of an option group (Windows Front-End)
To reinitialize values of an option group with MEGA Administration:
1. Access the options.
w  See "Options Level", page 368.

2. In the options tree, right-click the option group and select
Reinitialization.

All the options in the group selected are reset to their default values.
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GENERATING THE LIST OF OPTIONS (WINDOWS FRONT-
END)

You can generate a report that lists all options classified by group, with their
comments.
To generate the list of options:
1. Open the options dialog box of the user.
m  See "Modifying options at user level”, page 369.

2. Right-click Options and select Report.
Report generation may take some time.
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It contains:

the names of available options

the values available for each option
the default value
a comment explaining the option use context
the option level:
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To save this report in .html format:
Click Save As and select *.htm format.
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AVAILABLE OPTION GROUPS

User options
w At user configuration level, certain options are grayed. They can be
defined only for an environment or site and not for a user.

Note that repository and modeling options contain important
information for the functional administrator.

e Installation
Options linked to installation: licenses, MEGA Advisor, information on
the company, Web application (options linked to the MEGA user
workspace (Web Front-End)

e Data Exchange
Options linked to import/export, exchanges with third party tools.

e Documentation
Options linked to documentation generated by MEGA (reports (MS Word),
reports (Open Office), Web sites, Description, reports, performance
indicators)

e Repository:
Options authorizing or prohibiting access to certain repository functions.

e Queries
Options linked to the query tool

e Languages
Activated data languages

e Workspace
Options linked to the user workspace of MEGA (Windows Front-End).
They enable display of a certain number of functions or not, as well as
management of user inactivity or not.

e Editing Text
Options concerning RTF format comment entry

e Diagrams/Edit Shapes
Options of drawing tool configuration (diagrams and shapes editor)

e Status indicators
Options concerning display of indicators available in workspace and
diagrams

e Collaborative Environment
Options available with HOPEX Collaboration Manager

e Mapping Editor
Options linked to the mapping editor, a tool enabling alignment of data
models (essentially with MEGA Database Builder)

e Modeling and Methods Regulations
Options linked to modeling regulations and rules

e Business Process and Architecture Modeling
Options linked to processes and architecture enabling display of certain
functions
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e Simulation

Options enabling definition of level of use of MEGA Simulation

e Compatibility

Options of compatibility concerning diagrams and obsolete functionalities

e Technical Support

Options concerning access to Technical Support

e Monitoring

Option used to supervise data access

Workstation Options

The local options group contains information specific to the workstation.
w This information is stored in file "MEGAWKS.INI".

o [l

'n' Workstation Options

=18 Workstation

ﬁ’i! Local Options

i 4k Debugging

User Interface Language
Default CodePage
Automatic opening
Local Cache

Local Cache Folder
Memory Buffer

Activation of macro debugging

5, 8,8 8 8 0§ 0 4

Number of threads

# |EN - English -]
% | Default ~|
% | Disabled -
% | Disabled -|

L Ch\Users\hgr\AppData‘Local\Mec E]
o 24000

£ []

& -1
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MANAGING LANGUAGES

The following points are detailed here:

e "Changing User Interface (Windows Front-End) Language", page 377
"Defining the Data Languages Available for a User", page 377
"Changing User Data Language (Windows Front-End)", page 378
"Installing Additional Languages", page 378

"Defining the Language of e-mails in Workflows", page 378
"Managing Languages in Web Applications", page 379

Changing User Interface (Windows Front-End) Language

You can change interface language of a MEGA user (Windows Front-End).

w  To modify the language of Web applications, see "Managing
Languages in Web Applications", page 379

To change the (Windows Front-End) user interface language

1. With MEGA Administration in the MEGA tree, right-click Workstation
and select Options.

2. In the Workstation tree, select Local Options.

3. In the right pane, modify the value of the User Interface Language
option.

4. Click OK.
The change is effective at next restart of MEGA (Windows Front-End).

Defining the Data Languages Available for a User

You can also select the languages available in MEGA and in which you can enter
data.

w  See "Installing Additional Languages”, page 378.
So that a MEGA workstation can be used in multilingual mode, multilingual mode
must be authorized for the site.

w When you duplicate an object, it must be in the repository language
so that translations in the various languages will be correctly transferred
to the duplicates.

To determine the language of your repository, consult repository
properties.

w  For more information on the use of languages, see the MEGA
Common Features guide, "MEGA in a Multilingual Context" section.
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To define the data languages available for a user:
1. With MEGA Administration, access the options management window.
w  See "Modifying options at environment level”, page 368.
w  See "Modifying options at profile level”, page 369.
w  See "Modifying options at user level”, page 369.

2. In the options tree, select Languages.
3. In the right pane, select the languages available for the interface.

4. Click OK.

Changing User Data Language (Windows Front-End)

The user can change his/her own data language.
w To change user data language in Web applications, see "Specifying
Data Language for a User or User Group (Web Front-End)", page 135.
To modify the data language from MEGA (Windows Front-End):
1. Connect to MEGA (Windows Front-End).
2. In the menu bar, select Tools > Languages.
3. Select the data language.
w Translated data appears in the selected language.

w  To install additional languages, see "Installing Additional
Languages", page 378:

Installing Additional Languages

To install additional languages in MEGA:
1. From MEGA Administration, connect to the desired environment.
m  See "Connecting to an Environment", page 5.
2. Right-click the environment (or site) and select Metamodel > Install

Additional Languages.

3. The dialog box Install Additional Languages opens.

4. Select the languages you wish to have available in MEGA, and click OK.
A window indicates progress of import of the corresponding libraries.
The additional languages are accessible from the Tools > Language
menu of the MEGA desktop.

Defining the Language of e-mails in Workflows

To define the language of e-mails in workflows:
1. Access the options management window.
w  See "Modifying options at environment level”, page 368.
2. In the options tree, expand the Installation folder and select
Workflows.
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3. In the right pane, in option Language for sending mails, select the
language to be defined in e-mails.
4. Click OK.

Managing Languages in Web Applications

You can modify:

e the interface language in Web applications, see:
e "Modifying the interface language in Web applications at environment
level", page 379.
e "Modifying the interface language in Web applications at user level",
page 379
e the data language in Web applications, see "Modifying the data language
in Web applications at environment level", page 379.

Modifying the interface language in Web applications at environment level

The interface language defines the default language in which the Web application
interface is displayed.

w The Web user can modify interface language from his/her desktop,
see "Modifying the interface language in Web applications at user level”,
page 379.

To define the interface language in Web applications:
1. Access the environment options management window.
w  See "Modifying options at environment level”, page 368.

2. In the options tree, expand the Installation folder and select Web
Application.

3. In the right pane, modify the value of the GUI language via the drop-
down menu.

Modifying the interface language in Web applications at user level

From his/her MEGA desktop, the user can change his/her interface language.

To modify data language from the MEGA desktop (Web Front-End):

1. From your MEGA desktop (Web Front-End), in the Miscellaneous
toolbar, select My Account > Options.

2. Expand the Installation folder and select Web Application.

3. In the right pane, modify the value of the GUI language via the drop-
down menu.

w  You must disconnect for this modification to be taken into account.

Modifying the data language in Web applications at environment level

The data language is the language with which the user connects by default the first
time. If the user changes data language in the interface, this is kept for the next
connection.

By default, the data language is defined in the environment options.
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If necessary you can define the data language for each user.

m  See "Specifying Data Language for a User or User Group (Web
Front-End)", page 135.

& The data language defined at user level takes priority over
the language defined in the environment options.
To modify the data language at environment level:
1. Access the environment options management window.
w  See "Modifying options at environment level”, page 368.

2. In the options tree, expand the Installation folder and select Web
Application.

3. In the right pane, modify the value of the Data language via the drop-

down menu.
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FREQUENTLY ASKED QUESTIONS (FAQ)

The following points are covered here:

v "Common Operations", page 382
v "Recurrent Messages", page 383
v/ "Product Codes", page 385
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CoMMON OPERATIONS

How do | copy a repository from one environment to another?

Standard procedure: make a logical backup of the repository, then carry out a
logical restore of the backup in an empty repository of the target environment.

For GBMS environments you can copy repository files (EMA, EMB, EMS, EMV) in a
folder carrying the repository name, then create a reference for the repository in the
second environment, but only if the metamodel is exactly the same in both
environments.

Can | create a reference for an environment in another site?

No, the functional rule is that a reference for a MEGA environment should only be
referenced in an installation (site).

Can | delete a user?
Yes, you can delete a user. See "Deleting Users", page 74.
& When you delete a user from the repository, all actions
linked with this user are lost.

To delete a user but retain its actions, modify user repository access mode to
Inactive user (see "Modifying User Properties", page 70). The user no longer
appears in the connection dialog box, but its actions are kept.

w  Note that you cannot delete the "Administrator” user, or the
"Administrator" writing access.

Can | delete a writing access area?
Yes, you can delete a writing access area.

& When you delete a writing access area, the objects that
were attached to it pass implicitly to "Administrator" writing
access level.

MEGA recommends that before deletion, you modify the writing access of objects
attached to the writing access area.
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Recurrent Messages .

RECURRENT MESSAGES

Abnormal operation when refreshing a private workspace
Symptom: Message stating "Could not refresh your private workspace".

Reason: Rejects occurred when importing private workspace updates into the
reference repository.

Solution:
1. Examine the reject file Rmmjj.MGL (eg: MGLR07150000.MGL) in the
user work repository (<repository>\USER\<user code>).
2. Identify and process causes of rejects (see "Rejects When Dispatching",
page 193).
3. Delete reject files that are no longer needed.

w  For as long as reject files are not deleted, a warning persists when
connecting to MEGA.

Environment version
Symptom: Message "Your environment and site are not of the same version" when
opening an environment from the MEGA administration console" (or "Your
environment and site are not of the same version. Your environment requires
updating. Refer to documentation for how to carry out this action").
) Click OK.
Another window appears displaying a second message: "Your
environment requires an update for compatibility with your version of
MEGA". Do you wish to run this procedure now? ".
Reason: It is possible that the environment has not been created, or is not at the
same version level as the site referencing it: an update is therefore proposed:
) if you have a physical backup of environment data, accept modification
by clicking Yes.
) If this is not the case, refuse the modification by clicking No to exit the
MEGA data administration console. Then execute physical backup of
data.

"Later" option not proposed at disconnect

Symptom: When you exit MEGA, the dialog box that appears does not propose the
"Later" option to save your modifications.

MEGA
! ! Do you want to save your changes?

Yes Mo | Cancel |
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Reason:

You are not connected to MEGA (Windows Front-End) and the license
used does not have technical module MEGA Lan.

é You prevent other users from dispatching their private
workspaces.

You are connected to MEGA (Web Front-End), in a public workspace.

13



Frequently Asked Questions (FAQ) .
Product Codes «

PRoDUCT CODES

Access your list of available products

To view the products to which you have access:

1. Start MEGA Administration.

2. In the menu bar, select Help > About MEGA.

3. Click System Information.

4. With the drop-down menu, select Available components.
All the products for which you have a license are listed as well as their
associated code.

Products: product code, availability, and storage type

The following table presents for each product or solution:

e its associated code

e its availability:
e Web Front-End: available only through a Web browser
e Windows Front-End: available only through Windows Front-End
e Multi Front-End: available through Windows Front-End and through a

Web browser

*: ANW license is required for its availability through a Web browser

e its storage type required

Product Code Availability Storage
HOPEX Business Architecture BAM Web Front-End RDBMS recom-
mended
HOPEX Collaboration Manager HTK multi Front-End RDBMS
HOPEX Regulatory Compliance MCM Web Front-End RDBMS
HOPEX ERM ERMW Web Front-End RDBMS
HOPEX Explorer HEXP2 Web Front-End RDBMS
HOPEX Internal Audit MIAW Web Front-End RDBMS
HOPEX Internal Control ICM Web Front-End RDBMS
HOPEX IT Risk Management ITGRC Web Front-End RDBMS
HOPEX Productivity Pack HPP Web Front-End RDBMS
MEGA SolMan SAP multi Front-End* N/A
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Product

HOPEX Studio

MEGA Architecture

MEGA Assessment

MEGA Business Strategy

MEGA Database Builder

MEGA Information Architecture
MEGA Internal Audit offline
MEGA IT Portfolio Management
MEGA Lan

MEGA Portfolio & Planning
MEGA Process BPMN Edition
MEGA Requirement Tracker
MEGA Service Design

MEGA Simulation BPMN Edition
MEGA Suite for NAF

MEGA for TOGAF

MEGA Supervisor

MEGA System Blueprint
Read-only Mode

Repository Storage (ORACLE)
Repository Storage (SQL Server)

Web Front-End Control

Code

MTS2

ARC
MASSW
MBS
DBB
INFA
MIA

APM

MPP
PMN
MDS
SDE
PMS
NAF
TOG

SuUP

ITD
ROM
RSO
RSQ
ANW

Availability

Windows Front-End

multi Front-End*
Web Front-End
multi Front-End*
Windows Front-End
Web Front-End
multi Front-End*
Web Front-End

N/A

multi Front-End*
multi Front-End*
Windows Front-End
multi Front-End*
Windows Front-End
multi Front-End*
multi Front-End*

multi Front-End

Windows Front-End
N/A
N/A
N/A

N/A

Storage

RDBMS recom-

mended
N/A
RDBMS
N/A
N/A
RDBMS
N/A
RDBMS
N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

RDBMS recom-

mended
N/A
N/A
N/A
N/A

N/A
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absolute
identifier

access area
member

access path

access rights

GLOSSARY

An absolute identifier is a string of characters associated
with each object in the repository. This string is computed
using the date and time the session was opened, the
number of objects created since the session started, and
the object creation date (in milliseconds). An absolute
identifier provides a unique way to identify an object in the
repository, so that even if the object is renamed, all the
links to it are retained.

Access area member groups all persons and person groups
belonging to an access area. This area defines objects that
can be accessed by the person or person group.

An access path indicates which folder you can use when
creating a reference for an environment database or a site
environment. When all repositories are created in the
same location as the environment, the path created at
installation (the DB folder under the environment root) is
sufficient and is given as the default. When you want to
save a repository in a folder other than that of the
environment, you must declare a new access path.

User access rights are the rules that manage access to
software functions and databases. You can restrict the
access rights of a user to the different repositories defined
in his/her work environment. You can also restrict what
software features a given user can run, such as the
descriptor editor, modifying queries, designing report
templates (MS Word), deleting objects, dispatching
private workspaces, importing command files, managing
environments, repositories, users, writing access, etc.
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administration

Administration
desktop

administrator

attribute

backup

backup logfile

business role

characteristic

command file

Administration consists of managing the work
environment of repository users. This function is usually
the responsibility of the administrator. Administration
tasks include making backups of repositories, managing
conflicts in data shared by several users and providing
users with queries, descriptors, report templates (MS
Word), etc. common to several projects.

The MEGA Administration desktop (Web Front-End) is
the Web version of the Administration (Windows Front-
End) application accessible via an internet browser.

The administrator is a person who has administration
rights to manage sites, environments, repositories and
users. In addition to Administrator (who cannot be
deleted) and MEGA users, created at installation, you can
grant administration rights to other users.

See Characteristic.

A physical backup (GBMS only) consists of copying the files
of a repository from their original location to another.

The backup logdfile is an additional file stored outside the
repository or private workspace. It ensures that the
changes made to the repository or private workspace can
be recovered even if the repository files become corrupted.
Creation of this file is requested in the configuration of
each repository (including the system repository). It is
created when the first update is made in a private
workspace or repository.

A business role defines a function of a person in a business
sense. A person can have several business roles. Business
roles are only considered when the "Management of
assignment of business roles to persons" option is
activated (default mode) A profile can be associated with
a business role. Assigning a person a business role with
which a profile is associated indirectly assigns this profile
to this person. A business role is specific to a repository.

A characteristic is an attribute that describes an object or
a link. Example: the Flow-Type characteristic of a message
allows you to specify if this message is information, or a
material or financial flow. A characteristic can also be
called an Attribute.

A command file is a file containing repository update
commands. It can be generated by backup or object
export (.MGR extension) or by logfile export (.MGL
extension).
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comparison

compilation

consolidation

descriptor

desktop

discard

dispatch

You can compare objects in two repositories, creating a file
that will modify objects in one repository to make these
equivalent to objects in the other repository (with the
MEGA Supervisor technical module or HOPEX
Collaboration Manager). This comparison also allows
you to list the differences between the contents of the two
different objects.

Compilation is carried out after migration or
customization. Compilation checks configuration of the
environment concerned. When completed, processing for
all users of this environment is speeded up. Metamodel
compilation includes in parallel translation in the current
language. You can also translate the metamodel into
another language.

Consolidation groups the updates from stand-alone
workstations or remote sites (with Lan) and merges them
in a reference site. After dispatch of the private
workspaces of each of the users, the repository log is
exported and reinitialized. The lodfiles are imported into
the reference repository, then this is recopied on each of
the user sites.

Descriptors allow you to create reports (MS Word)
containing part of the contents of the repository.
Descriptor for an object includes the object characteristics,
to which can be added the characteristics of objects
directly or indirectly linked to it. The readable format for
each of the objects encountered is entered as text in Word
for Windows. You can insert descriptors into reports (MS
Word) or report templates (MS Word) or use them to
produce reports. Descriptors can be created or modified
using the HOPEX Studio technical module.

The desktop specific to each user contains projects,
diagrams, reports (MS Word), etc. handled by this user.
The user has a different workspace in each of the
repositories he/she accesses.

Discarding a private workspace cancels all modifications
made since the last dispatch. All the work you have done
since the beginning of the private workspace is lost. A
warning message reminds the user of this. The user can
request discard of his/her private workspace via menu File
> Discard or at disconnection.

Dispatching your work allows the other users to see the
changes you have made to the repository. They will see
these when they open a new workspace, either by
dispatching, refreshing or discarding their work in progress

Glossary
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environment

external
reference

functionality

general UI
access

group

import

LDAP parameter

LDAP server

link

An environment groups a set of users, the repositories on
which they can work, and the system repository. It is
where user private workspaces, users, system data, etc.
are managed.

An external reference enables association of an object with
a document from a source outside MEGA. This can relate
to regulations concerning safety or the environment, legal
text, etc. Location of this document can be indicated as a
file path or Web page address via its URL (Universal
Resource Locator).

A functionality is a means proposed by the software to
execute certain actions (for example: the shapes editor
and the descriptor editor are functionalities proposed as
standard).

General UI access defines if tools are available or not. By
default, general UI accesses have value *A (A: Available,
*: default value)

Descriptors, which are available with the HOPEX Studio
technical module, comprise a tree of several successive
groups. Each group concerns one object, and defines the
query or link used to access this object from the preceding
object. You can connect texts and other groups to a group.
Users can define the order in which groups and texts are
processed.

Importing a command file, a backup file, or a lodfile
consists of applying the commands in the file to this new
repository.

An LDAP parameter is a parameter that exists in the LDAP
directory and is associated uniquely with a MEGA
attribute. For example, "mail" is a parameter of the "Active
Directory" LDAP directory and can be associated with the
e-mail of the person.

The LDAP server is the server on which the LDAP directory
is installed. The LDAP directory can be an Active Directory
directory.

A link is an association between two types of object. There
can be several possible links between two object types, for
example: Source and Target between Org-Unit and
Message.
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link orientation

lock

log

log export

login

major

The two objects connected by a link do not normally have
symmetrical roles. For example, to connect an operation to
an organizational process with the MEGA Supervisor
technical module, you must be authorized to modify the
organizational process, since this action will modify its
behavior. This action will not however modify the
operation. You do not need authorization to modify the
operation to create this link. The organizational process is
said to be major for this link, the operation is minor. This
characteristic is used by administration tools for object
export, protection, object comparison and querying
isolated objects.

A lock is a logical tag assigned to an object to indicate that
it is currently being modified by a user. Simultaneous
access to an object by several users can also be checked.
Locks apply to all types of object. When a user accesses an
object to modify it, a lock is placed on the object.

When a lock is placed on an object, another user is only
able to view the object. This second user will not be able
to modify the object until the first user dispatches his/her
work, and the second user refreshes. This is done to avoid
conflicts between the state of the object in the repository,
and the obsolete view of the second user.

Logs contain all the actions performed by one or more
users over a given period. The private workspace log
contains all the changes made by a user in his/her private
workspace. This log is used to update the repository when
the user dispatches his work. For additional security, it is
also possible to generate another log called the backup
logdfile.

Export of a log creates a command file from the log of user
actions in a repository. You can keep this file and import it
later into a repository. You can selectively export
modifications made in the work repository, or those made
to technical data (descriptors, queries, etc.) in the system
repository.

A Login uniquely defines a user or user group. It can be
assigned to only one Person or Person Group.

The major object in the link is the one whose nature
changes with the presence or absence of the link. For
example a process, defined as a succession of operations,
is modified if you remove an operation. The process is then
major for the link. If the objects are protected, you must
have the correct authorization for modifying the major
object in order to create or delete the link.

Glossary
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matrix

MetaAssociation
Metaclass

Metamodel

minor

model

object

A matrix is a table comprising rows and columns
containing objects from the repository. Matrices show the
relationships between two sets of objects and allow you to
create or delete links without having to open the diagrams
themselves. For example, you can build a matrix showing
the messages sent by the different org-units in a project.

see "link".
see object type

The metamodel defines the language used for describing a
model. It defines the structure used to store the data
managed in a repository The metamodel contains all the
MetaClasses used to model a system, as well as their
MetaAttributes and the MetaAssociations available
between these MetaClasses. The metamodel is saved in
the system repository of the environment. You can extend
the metamodel to manage new MetaClasses. Repositories
that exchange data (export, import, etc.) must have the
same metamodel, otherwise certain data will be rejected
or inaccessible.

The minor object in a link is the one whose nature is not
modified or only slightly modified by presence or absence
of this link. For example, removing an operation from a
process does not change characteristics of this operation.
Therefore the process is minor in the link.

A model is a formal structure which represents the
organization of a company, or its information system. In
another sense, a model can be a template for reproducing
objects with similar characteristics. This is the case for
report templates (MS Word) and matrix models.

An object is an entity with an identity and clearly defined
boundaries, of which status and behavior are
encapsulated. In a MEGA repository, an object is often
examined along with the elements composing it. For
example, a Diagram contains Org-Units or Messages. A
Project contains Diagrams, themselves containing Org-
Units, Messages etc. Database administration frequently
requires consideration of consistent sets of objects. This is
the case for object export, protection and object
comparison. Isolated objects are found by checking that
each object is used in another object. For example, a
Diagram containing Org-units and Messages is itself used
by a Process, an Org-unit, a Project, etc. This functionality
is available with the MEGA Supervisor technical module.
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Object type

object UI access

person

Person group
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private
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The export of one or several objects enables transfer of a
consistent data set from a study to another repository. For
example, export of objects from a project includes the
project diagrams, together with the objects these
diagrams contain, such as messages and org-units, as well
as dependent objects. All the links between objects in this
set are also exported.

An object type (or MetaClass) is that part of the database
containing objects of a given type. The objects created are
stored in the repository according to their type. Segments
are used when searching for objects in the repository and
when the metamodel is extended to include a new type of
object. Example: message, org-unit, etc.

Object UI access defines user rights on creation, reading,
update, and deletion on these objects and their tools. By
default, object UI accesses have value *CRUD (C: create,
R: read, U: update, D: delete, *: default value).

A person is defined by his/her name and electronic mail
address.

A person can access MEGA once the administrator assigns
him/her a login and a business role (or profile).

The list of persons can for example come from an LDAP
server.

A Person Group groups persons in a group. These persons
share the same connection characteristics.

A perspective is associated with each MEGA Advisor user
when accessing the portal. It corresponds to user centers
of interest and enables adaptation of the content of pages
displayed. The user can change perspective depending on
the information he/she wants to consult.

A private workspace is a temporary view of the repository
in which the user is working before dispatching his/her
work. This view of the repository is only impacted by the
changes of the user, and does not include concurrent
modifications made by other users. This private workspace
exists until it is refreshed, dispatched or discarded. Note
that a private workspace is kept when the user disconnects
from the repository, unless the user indicates otherwise. A
user can see modifications dispatched by other users of
this repository without dispatching his/her own
modifications. To do this, the user refreshes his/her
private workspace. The system then creates a new private
workspace, and imports the logfile of his/her previous
modifications into it.
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protection
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The private workspace log contains all modifications made
by a user in his/her private workspace. It is applied to the
repository at dispatch, then automatically reinitialized.
This log is stored in the EMB private workspace file.

A profile defines what a person can see or not see and do
or not do in tools, and how he/she sees and can do it. The
profile defines options, access rights to repositories and
products, read/write and read-only rights on objects. All
users with the same profile share these same options and
rights. A user can have several profiles. A profile is
available for all repositories in a single environment.

When several users work on the same project, it is
important to provide them with the means to work on a
new part of the project without inadvertently interfering
with previous work. To do this, you can protect the objects
concerned by assigning to them a writing access area
(MEGA Supervisor technical module). It is then possible
to connect these objects to others, if the link does not
modify the nature of the object. The link orientation
determines whether or not the nature of the object is
affected.

A query allows you to select a set of objects of a given type
using one or more query criteria. Most of the MEGA
software functions can handle these sets. For example,
you can use a query to find all enterprise org-units
involved in a project.

see "reading access area".

The user reading access area corresponds to the view the
person or person group has of the repository: it defines
objects that can be accessed by the person or person

group.

The reading access diagram enables definition of reading
access areas and their hierarchical organization. This
diagram also enables creation of users and their
association with reading access areas.

A reflexive link is a link between two objects of the same
type, for example: the link between projects that allows
you to define sub-projects.

Refreshing his/her private workspace allows the user to
benefit from changes dispatched by other users since
creation of his/her workspace. In this case, it keeps
repository modifications carried out by the user without
making these available to other users. The system creates
a new private workspace and the logfile of previous
changes is imported into it.
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When updating a repository (importing, restoring,
dispatching), a reject file is created in order to store
rejected commands. Rejected commands are stored with
the reason for which they were rejected. These are found
in the "MegaCrd.txt" file located in the environment folder.

Reorganizing a repository consists of executing a logical
backup of the repository, reinitializing it and reimporting
the logical backup (without log).

Reports (MS Word) managed by MEGA are objects
allowing you to transfer written knowledge extracted from
the data managed by the software.

A report (MS Word) element is the instancing of a report
template (MS Word) element. It is the result, formatted in
the word processing software, of execution of the query
defined in the report template (MS Word) element.

The environment report file, MegaCrdYYYYmm.txt (where
YYYY and mm represent year and month of creation)
indicates all administration operations (backup, export,
restore, controls, etc.) carried out in the environment. The
report file is stored in the user work folder associated with
the environment system repository:
SYSDB\USER\XXX\XXX.WRI where XXX is the user code.

A report template (MS Word) is a structure with
characteristics that may be reproduced when producing
reports (MS Word). A report (MS Word) can be created and
modified as many times as necessary; however to produce
several reports (MS Word) of the same type, use of a
report template (MS Word) is recommended.

A report template (MS Word) provides the framework for
the report (MS Word), which is completed with data from
the repository when the report (MS Word) is created. A
template contains the formatting, footers, headers and
text entered in MS Word. It also contains report template
(MS Word) elements that allow you to format data from
the repository. It allows you to produce reports (MS Word)
associated with main objects of the repository.

A report template (MS Word) element is the basic element
of a report template (MS Word). It comprises a query
which enables specification of objects to be described and
a descriptor for their formatting. When creating a report
(MS Word) from a report template (MS Word), each report
template (MS Word) element is instanced by a report (MS
Word) element.

See repository.
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A repository is a storage location where MEGA manages
objects, links, and inter-repository links.

The main part is managed by a database system (GBMS,
SQL Server, or Oracle). The remainder is in a directory tree
(content of Business Document versions, backup lodfiles,
locks.

The different users in the environment can access the
repositories connected to it.

The repository log stores all the updates of users working
in a repository. It is reinitialized at repository
reorganization, or by selecting Repository Log >
Manage Repository and Object Log in the repository
pop-up menu. This log is stored in the .EMB file of the
repository.

A repository snapshot identifies an archived state of the
repository.

Creating a repository snapshot allows you to label
important states in the repository life cycle.

The repository archived states for which a snapshot exists
are not deleted by repository cleanup mechanisms
(Repository history data deletion).

A physical restore consists of copying previously saved
repository files.

The work done in a session is saved when you request it,
or when you exit. By default, the software executes an
automatic save (the time interval between two saves is
specified in the options: Options > Repository >
Background Automatic Save). Messages appear asking
you to confirm saving the changes you made in each open
report template (MS Word) or report (MS Word) (except
during the automatic save). It is recommended that you
regularly save your session to avoid losing your work if
your computer locks up or loses power.

A session is the period during which a user is connected to
a repository. A session begins when the user establishes
connection and ends when he/she exits MEGA. Sessions
and private workspaces can overlap. When you dispatch,
refresh or discard a private workspace, a new private
workspace is created in the same session. Conversely, a
user can keep his/her private workspace when exiting a
session.

A set is a collection of objects with common
characteristics. For example, you can build a set of
messages sent or received by a certain org-unit in the
enterprise. These sets are usually built using queries, and
can be handled by most functions of the software.
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A setting is a parameter of which value is only determined
when the function with which it is associated is executed.
You can use variables to condition a query (HOPEX
Studio technical module). When you execute this query, a
dialog box asks you to enter these settings, with a box for
each setting defined in the query.

A site groups together everything that is shared by all
MEGA users on the same local network: the programs,
standard configuration files, online help files, standard
shapes, workstation installation programs, and version
upgrade programs. The site is installed on a local network
resource or on each workstation if you are working without
a network connection.

See repository snapshot

A style is a particular format applied to a paragraph of text
in a word processor. Styles allow you to systematically
apply formats such as fonts, margins, indents, etc. Several
styles are available for report (MS Word) configuration.
These styles have the M- prefix and are based on the M-
Normal style that is similar to the Word Normal style. Note
that the M-Normal style text is in blue. All these styles are
contained in the Megastyl.dot style sheet.

SystDb is a particular repository containing the metamodel
and technical data (descriptors, Web site templates,
queries, etc.). The metamodel and technical data are
common to all repositories in the same environment.
Definition of users and their rights are stored in this
repository, essential for operation of the software.

See SystDb.

You can associate text with each object found when
browsing object descriptors (HOPEX Studio technical
module). This text is formatted for MS Word. It presents
what will be displayed for each of the objects in the
generated report (MS Word). In the text you can insert the
object name, its characteristics, and its comment. You can
also insert the characteristics of other objects linked to it.

The trace file (Megaerr*.txt) is accessible via menu ? or
from the MEGA Server Supervisor tool (available in the
Utilities folder). It traces all problems and errors
encountered on the workstation. Technical support may
ask you to check this file.
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A user is a person (or person group) with a login.

A user is authorized to access certain functions of the
product and certain repositories. Each user has a specific
desktop in each database, and can connect to this desktop
from any workstation in a given environment.

The code associated with the user is used to generate file
names as well as a specific work folder for the user.

By default at installation, Administrator persons (Login:
System) and Mega (Login: Mega) enable administration of
repositories and creation of new users.

Each user has a work directory in each repository that he/
she uses. This directory is located in sub-directory
User\XXX of the repository (XXX represents the user
code).

A workstation is defined for each computer connected to
the environment. A workstation contains programs and a
configuration file that allow you to use MEGA on that
machine.

see "writing access area".

A writing access area is a tag attached to an object to
protect it from unwanted modifications. Each user is
assigned a writing access area. There is a hierarchical link
between writing access areas. A user can therefore only
modify objects with the same or lower authorization level.
The structure of writing access areas is defined in the
writing access diagram. By default there is only one writing
access area, "Administrator”, to which all objects and
users are connected. Writing access management is
available with the MEGA Supervisor technical module.

The writing access diagram is available if you have the
MEGA Supervisor technical module. With this diagram,
you can create users and manage their writing access
rights for repositories and product functions. By default
only one writing access area is defined, named
"Administrator". Attached to it are the "Administrator" and
"Mega" persons. This is the highest writing access level
and it should normally be reserved for repository
management. You cannot delete this writing access area.
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Description of MEGA Data Exchange XML Format

This technical article presents detailed explanation on various tags used in MEGA XML data exchange files.
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INTRODUCTION

MEGA allows you to import and export data in a standard XML exchange format.

Data contained in MEGA data XML documents can be described in the form of commands as for MGR, MGL or
MGE documents. It can also be described in Content mode. Content mode now allows processing of sets of
objects independently, free of any context (see Content exchange: <Content> tag, Content Mode, Hierarchical
link in content mode).

Importing an XML document in a MEGA repository means executing or creating the commands it contains in
this repository.

Exporting MEGA (objects, command) consists of dispatching this data in XML standard format. MEGA data
exchange XML documents can also be created by software external to MEGA with a view to integrating the
data they contain in a MEGA repository. Finally, they can be created manually.

You will find the XSD schema (“xmImega.xsd”) of MEGA data exchange XML files in the MEGA installation
"system" directory.

An XSLT style sheet is also provided in the MEGA installation "system" directory, which presents MEGA data
exchange XML documents. This style sheet is provided only as an example.

Note: References to documentation concerning the following are given in the glossary: MEGA metamodel, XML language,
importing a data file, exporting a data file.
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TAGS IN BRIEF

<MegaExchange>
This is the root element of the document. It contains all other tags.

(See Logical structure)

<Header>

This tag describes the characteristics of the document itself. We find here for example the exchange format
version, the document creation date, the default exchange language, etc.

(See Logical structure)

<Attribute>

An <Attribute> tag enables expression of a command characteristic in an Add>, <Delete> or <Replace> tag, of
an object in an <Object> tag, of a link in a <Link> tag, or of the exchange document itself in the <Header> tag.

(See Description of attribute values)

<Value>

This tag contains an attribute value. It appears only in <Attribute> tags. It serves to express a value in a
particular format when this value can be expressed in several possible formats in an <Attribute> tag (for
example, "internal" or "display" format).

(See Attribute value format)

<Commands>
This tag appears at root element level and enables expression of a set of commands.

(See Command exchange: <Commands> tag)

<Content>

This tag appears at root element level and enables inventory of a set of objects and links.
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(See Content exchange: <Content> tag)

<Object>

An <Object> tag contains the description of an object: it is characterized by its type (MetaClass) and its
attribute values. It can serve to describe or identify an object, for example an object to be connected at
creation of a link.

(See Object Descriptions)

<Link>

A <Link> tag contains the description of a link: its type (MetaClass of the object to be connected and
MetaAssociationEnd by which the second object is connected), identifications of the two objects to be
connected and the link attribute values.

(See Link description)

<Add>

The <Add> tag is used in the <Commands> tag. It enables representation of an object or link creation
command. Content is either an <Object> tag describing the object to be created, or a <Link> tag describing the
link to be created.

(See Command exchange: <Commands> tag, Command Mode)

<Delete>

The <Delete> tag is used in the <Commands> tag. It enables representation of an object or link deletion
command. Content is either an <Object> tag describing the object to be deleted, or a <Link> tag describing the
link to be deleted.

(See Command exchange: <Commands> tag, Command Mode)

<Replace>

The <Replace> tag is used in the <Commands> tag. It enables representation of an object or link update
command. Content is either an <Object> tag describing the object to be modified, or a <Link> tag describing
the link to be modified.

(See Command exchange: <Commands> tag, Command Mode)
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<Extension>

Various tags can contain the <Extension> tag.. When it is present in an element, this tag enables addition of
supplementary information to the element (for example, addition of information concerning reasons for
command reject). This information can be taken into account in a particular way according to tools used.
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FORMAT IN DETAIL

In the remainder of this document, MEGA data exchange XML format will be referred to as "MEGA XML".

MEGA data exchange XML document structure

Physical structure
Like all XML documents, MEGA XML documents must start with XML declaration:
<?xml version="1.0"?>.
Encoding can be specified using the "encoding" attribute.
<?xml version="1.0" encoding="1SO-8859-1"?>

MEGA XML documents should be expressed in a code supported by the applications used to process them. For

example, before importing a MEGA XML document it should be confirmed that MEGA can handle documents in
the encoding proposed. MEGA import, like any XML analyzer, can basically handle input of Unicode encodings:

UTF-8, UTF-16 little endian and big endian and ASCII. Other encodings such as ISO Latin1 FR can be used.

Note: see XML specifications for values to be specified for the "encoding" attribute (ref. Extensible Markup
Language (XML) 1.0: http://www.w3.0rg/TR/2004/REC-xm|-20040204/), and MEGA documentation to
determine supported encodings.

Note: values that can be specified for the "encoding" attribute to identify the different encodings:
e "|SO-8859-1" corresponds to ISO Latin-1 FR encoding
e "UTF-8" corresponds to Unicode encoding on one or several bytes per character

e "UTF-16" corresponds to Unicode encoding on a multiple of two bytes per character

Logical structure

Like all XML documents, MEGA XML documents can have only one root tag, its name being <MegaExchange>.
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A MEGA XML document firstly contains information relating to the document itself, such as the document
creation date, the format version used or the attribute value expression language. This information is described
in a <Header> tag.

In addition, information exchanged must be expressed either in a <Commands> tag, or in a <Content> tag

Example 1 : MEGA data exchange XML document structure
<?xml version="1.0" encoding="1S0O-8859-1"?>

<MegaExchange>

<Header>
<l-- document information -->

<Attribute metaattribute.name="format_version">Mega Xml Format Version
0.1</Attribute>

</Header>
<Commands>
<l-- exchanged data -->
<Add>
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

Exchanged data description modes
Data exchanged via MEGA XML documents can be described in two modes:
- Either as a series of commands to be processed one after the other.

- Or as arepository content or sub-content, in other words as a set of objects.

Command exchange: <Commands> tag
Command series data expression mode is by use of the <Commands> tag.

It is this tag that contains command description tags in XML. The order of command description tags within the
<Commands> tag is significant. It corresponds to the order in which commands must be processed by the
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MEGA XML document analysis tools. In fact, a command may not be validated unless preceding commands
have been processed.

For example, if a command for creation of a link between two objects appears before the command for
creation of one (or both) of the objects themselves, the link creation command is not valid from a logical
viewpoint.

Example 2 : Command exchange

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<l-- exchanged commands -->
<Add>
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

Content exchange: <Content> tag
Content description mode uses the <Content> tag. This tag contains a collection of objects and links.

These objects and links should be interpreted as independent data free of any context: they are not connected
to a particular repository and do not require any other data in order to be significant (except for the
metamodel describing them).

Data of an XML exchange document using description mode produces creation commands (creation of
described objects and links) when the document is imported.

Order of appearance of tags describing data contained in the <Content> tag is significant. It corresponds to the
order in which data must be processed by the MEGA XML document analysis tools.

If a link between two objects appears before one (or both) of the objects themselves, the link description is not
valid from a logical viewpoint.
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Example 3 : Content description mode data exchange

<?xml version="1.0" encoding="1SO-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<l-- exchanged data -->
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Content>
</MegaExchange>

In content description mode, we can explicitly show the hierarchical view of exchanged data structure. In fact,
tags describing objects can themselves contain other tags describing contained objects from a logical viewpoint

(for example a procedure containing operations).

This hierarchical description is valid only in content description mode.

Example 4 : <Object> tag containing an <Object> tag

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<l-- exchanged data -->
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
<l-- hierarchical link use -->
<Link metaassociationend.name="Contained operation">
<l-- contained object -->
<Object metaclass.name="Operation" id="2">
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<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Link>
</Object>
</Content>
</MegaExchange>

Commands description: <Add>, <Delete>, <Replace> tags

Command tags can be used only in command mode. These tags are contained in the <Commands> tag
explained in the chapter Command exchange: <Commands> tag.

The three available commands are:

- Creation command represented by an <Add> tag.

- Deletion command represented by a <Delete> tag.

- Modification command represented by a <Replace> tag.

Each of these three commands can be applied to an object or to a link: a tag representing a command can
contain one tag only: <Object> or <Link>.

In command mode, <Object> tags cannot directly or indirectly contain other <Object> tags. : The hierarchical
aspect of exchanged data logical structure cannot be represented by the hierarchical aspect of XML when data
is exchanged in command mode.

Example 5 : Object and link creation commands

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<l-- exchanged commands -->
<Add>
<Object metaclass.name="Class">
<Attribute metaattribute.name="UML ClassName (Francais)">Ma classe</Attribute>
</Object>
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</Add>
<Add>
<Link frommetaclass.name="Package" metaassociationend.name="Contained class ">
<Object metaclass.name="Package">
<Attribute metaattribute.name="Name">My package</Attribute>
</Object>
<Object metaclass.name="Class">
<Attribute metaattribute.name="Name">My org-unit</Attribute>
</Object>
<Attribute metaattribute.name="0Order">9999</Attribute>
</Link>
</Add>
</Commands>
</MegaExchange>

Object Descriptions
Objects are described by the <Object> tag..

The MetaClass of the object is identified by the name or MEGA absolute identifier (idabs in hexadecimal) of the
MetaClass. The name of the MetaClass is specified by the value of the "metaclass.name" attribute of the
<Object> tag, the idabs of the MetaClass is specified by the value of the "metaclass.id" attribute of the
<Object> tag.

In addition, the objects themselves must be identified when we wish to make reference to them in the
exchange document (see Object identification mechanisms).

Example 6 : Object metaclass identification by metaclass name

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<l-- exchanged data -->
<Object metaclass.name="Procedure">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Content>
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</MegaExchange>

Example 7 : Object metaclass identification by metaclass idabs

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<l-- exchanged data -->
<Object metaclass.id="B1EDB25E2C1401BB" >
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Content>
</MegaExchange>

Command Mode

In commands description mode, an object is described in an <Add>, <Delete> or <Replace> tag, depending on
whether we wish to create, delete or modify the object.

In this case, the <Object> tag describing the object can if necessary contain an <Extension> tag containing
information not allowed for by MEGA XML format. It also contains <Attribute> tags specifying attribute values
characterizing this object, these tags following the <Extension> tag if this is present.

Example 8 : Object creation command by attribute specification
<?xml version="1.0" encoding="1S0O-8859-1"?>

<MegaExchange>

<Header>

<!-- document information -->

<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>

<l-- exchanged commands -->

<Add>
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
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<Attribute metaattribute.name="Type-Procedure">General</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

An object described in a deletion command must make reference to an existing object recognized by the tool
analyzing the MEGA XML document. The object description must therefore specify the value of its MEGA
absolute identifier (object " _idabs" attribute) in an <Attribute> tag.

Example 9 : Object deletion command

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<!-- exchanged commands -->
<Delete>
<Object metaclass.name="Procedure">
<!-- object identifier attribute -->
<Attribute metaattribute.name="_IdAbs">MnJgyaAJ0100</Attribute>
</Object>
</Delete>
</Commands>
</MegaExchange>

An object described in a modification command must make reference to an existing object recognized by the
tool analyzing the MEGA XML document. The object description must therefore specify the value of its MEGA
absolute identifier (object " _idabs" attribute) in an <Attribute> tag. In addition to the <Attribute> tag specifying
the MEGA absolute identifier value, we find <Attribute> tags giving the values of attributes to be changed for
the object concerned.
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Example 10 : Object modification command

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<l-- exchanged commands -->
<Replace>
<Object metaclass.name="Procedure">
<!-- object identifier attribute -->
<Attribute metaattribute.name="_IdAbs">MnJgyaAJ0100</Attribute>
<l-- modified attribute -->
<Attribute metaattribute.name="Code-Procedure">XYZ</Attribute>
</Object>
</Delete>
</Commands>
</MegaExchange>

Content Mode
In content description mode, <Object> tags describing objects are contained in the <Content> tag.

The <Object> tag describing the object can if necessary contain an <Extension> tag containing information not
allowed for by MEGA XML format. It also contains <Attribute> tags specifying attribute values characterizing
this object. These tags follow the <Extension> tag if this is present.

In addition, in content description mode, objects can be described as containing other objects. The <Object>
tag can therefore indirectly contain other <Object> tags describing contained objects (see Hierarchical link in
content mode).

The same considerations apply to <Object> tags representing contained objects, which can themselves contain
<Object> tags.

Example 11 : Object description in content mode

<?xml version="1.0" encoding="1S0O-8859-1"?>

<MegaExchange>
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<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<l-- exchanged data -->
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Content>
</MegaExchange>

Object identification mechanisms
We need to make reference to objects internal or external to the document within the framework of:
- An object modification command

- An object modification command

- The link between one object and another

We distinguish objects described in the document from those not described in the document but which are the
object of a command:

- Objects internal to the document: these are described in the document and can be referenced in the
document via use of "id" and "idref" attributes of the <Object> tag.

- Objects external to the document: these are not described in the document but can be the target of a
command. These should be recognized by the tool processing the document and are identified by the
" idabs" attribute of the object.

Object identification therefore uses either an identifier internal to the document or a MEGA absolute identifier.

Identification internal to the document is by use of the "id" attribute of the <Object> tag. The value of the "id"
attribute must be unique throughout the document with no other constraint on form; it is an ID type attribute
(ID type is defined in XML1.0 specifications). Reference to a document object is by using the "idref" attribute of
the <Object> tag, which must therefore have the same value as the "id" attribute of the <Object> tag
representing the referenced object. For example, within the framework of a link, the <Object> tags referencing
linked objects can each have an "idref" attribute.
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External identification is by definition of an <Attribute> tag defining the value of its MEGA absolute identifier
(object " _idabs" attribute). Objects can be created with an"_idabs" attribute by use of the <Attribute> tag (see
Description of attribute values). Similarly, <Object> tags referencing objects, as in the <Delete>, <Replace> or
<Link> tags, can identify objects by their MEGA absolute identifier, and in this case they contain an <Attribute>
tag specifying the value of the object " _idabs" attribute.

Example 12 : Identification by <Object> tag id attribute

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<!-- exchanged data -->
<Object metaclass.name="Procedure" id="1" >
<Attribute metaattribute.name="Name">Procedurel</Attribute>
</Object>
<Object metaclass.name="Procedure" id="2" >
<Attribute metaattribute.name="Name">Procedure2</Attribute>
</Object>
<Link frommetaclass.name="Procedure" metassociationend.name="Next procedure">

<Object metaclass.name="Procedure" idref="1" />
<Object metaclass.name="Procedure" idref="2" />
</Link>

</Content>

</MegaExchange>

Example 13 : Identification by idabs

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<!-- exchanged commands -->
<Add>
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<Object metaclass.name="Procedure">
<Attribute metaattribute.name="Name">Procedurel</Attribute>
<!-- object identifier attribute -->
<Attribute metaattribute.name="_IdAbs">MnJgyaAJ0100</Attribute>
</Object>
</Add>
<Delete>
<Object metaclass.name="Procedure">
<!-- object identifier attribute -->
<Attribute metaattribute.name="_IdAbs">MnJgyaAJ0100</Attribute>
</Object>
</Delete>
</Commands>
</MegaExchange>

Link description
Links are described by the <Link> tag..

The MetaAssociation of the link is identified by the name or MEGA absolute identifier (idabs in hexadecimal
form) of the MetaAssociationEnd by which the objects are connected.

The name of the MetaAssociationEnd is specified by the value of the "metaassociationend.name" attribute of
the <Link> tag.

The idabs of the MetaAssociationEnd is specified by the value of the "metaassociationend.id" attribute of the
<Link> tag.

One of the attributes "metaassociationend.name" or "metaassociationend.id" must be present to identify the
link. Both can be present simultaneously.

Hierarchical link in content mode

In content mode, a link can be represented hierarchically. The <Object> tag representing the first object
therefore contains a <Link> tag which itself contains the <Object> tag describing the connected object.

The <Link> tag serves to specify the MetaAssociationEnd by which the second object is connected. To do this,
we must therefore specify the "metaassociationend.name" attribute or the "metaassociationend.id" attribute.

In addition, the <Link> tag can contain <Attribute> tags describing link attribute values. These <Attribute> tags
are placed before the <Object> tag.
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Example 14 : Hierarchical ink description in content mode

<?xml version="1.0" encoding="1SO-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<!-- exchanged data -->
<Object metaclass.name="Procedure" id="1">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
<!-- hierarchical link use -->
<Link metaassociationend.name="Contained operation">
<l-- link attributes -->
<Attribute metaattribute.name="Order">1</Attribute>
<!-- contained object -->
<Object metaclass.name="Operation" id="2">
<Attribute metaattribute.name="Name">Procedure-1</Attribute>
</Object>
</Link>
</Object>
</Content>
</MegaExchange>

Other links

Links that are not hierarchical links can be used in both command mode command tags (<Add>, <Delete>,
<Replace>) and in the content mode <Content> tag. These links make reference to two connected objects
describing but not referencing these objects. The connected objects can be external to the document.

A link between two objects is described by the MetaAssociationEnd by which the second object is connected to
the first. To do this, the <Link> tag representing the link contains either the MetaAssociationEnd idabs value in
hexadecimal form in the "metaassociationend.id" attribute, or the MetaAssociationEnd name value in the
"metaassociationend.name" attribute. In the latter case, the MetaClass of origin of the MetaAssociationEnd

must be specified, ie. the MetaClass of the first object. This is done via the "frommetaclass.id" or

"frommetaclass.name"” attributes of the <Link> tag, specifying either the MetaClass idabs in hexadecimal form

or the MetaClass name.
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In addition, the <Link> tag contains two <Object> tags that reference the two connected objects. Each of these
has a "metaclass.id" attribute specifying either the MetaClass idabs in hexadecimal form, or a
"metaclass.name" attribute specifying its name. The object is referenced either by specifying the "idref"
attribute value of the <Object> tag in the <Link> tag, which should be equal to the "id" attribute value of the
<Object> tag describing the object referenced in the document, or by adding an <Attribute> tag specifying the
" idabs" attribute value of the referenced object, which in this case can be an object not described in the
document.

Finally, the <Link> tag can contain <Attribute> tags describing link attribute values. These <Attribute> tags are
placed after the two <Object> tags.

Example 15 : Description of a link between two objects of the document: use of “idref” attribute

<?xml version="1.0" encoding="1S0O-8859-1"?>
<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Content>
<l-- exchanged data -->
<Object metaclass.name="Package" id="1" >
<Attribute metaattribute.name="Name">Package-1</Attribute>
</Object>
<Object metaclass.name="Package" id="2" >
<Attribute metaattribute.name="Name">Package-2</Attribute>
</Object>
<Link frommetaclass.name="Package" metaassociationend.name="Referenced package">
<!-- link source object -->
<Object metaclass.name="Package" idref="1"/>
<!-- link destination object -->
<Object metaclass.name="Package" idref="2"/>
<l-- link attributes -->
<Attribute metaattribute.name="0Order">9999</Attribute>
</Link>
</Content>
</MegaExchange>

Example 16 : Description of a link between two objects by idabs
<?xml version="1.0" encoding="1SO-8859-1"?>
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<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<!-- exchanged commands -->
<Add>
<Link frommetaclass.name="Package" metaassociationend.name="Referenced package">
<!-- link source object -->
<Object metaclass.name="Package">
<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
</Object>
<l-- link destination object -->
<Object metaclass.name="Package">
<Attribute metaattribute.name="_idabs">dCyP0ZtmxSA8</Attribute>
</Object>
<l-- link attributes -->
<Attribute metaattribute.name="Order">9999</Attribute>
</Link>
</Add>
</Commands>
</MegaExchange>

Description of attribute values

Attribute values are specified in <Attribute> tags. The following tags can contain attribute values: <Header>,
<Link>, <Object>, <Add>, <Delete>, <Replace>.

In an <Attribute> tag, the valuated characteristic is identified by the "metaattribute.name" attribute, which
determines its name, or by the "metaattribute.id" attribute, which determines its idabs in hexadecimal form.

The value is directly contained in the <Attribute> tag..

Example 17 : Description of an attribute value

<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
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<Commands>
<!-- exchanged commands -->
<Add>
<Object metaclass.name="Package">
<!-- object attributes -->
<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
<Attribute metaattribute.name="nom">Packagee-1</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

Attribute value format

Direct values in <Attribute> tags are expressed in the format specified by the <Attribute> tag representing the
"default_format" attribute of the <Header> tag.

If this attribute is not specified, default format is left to the tool analyzing the document.

Example 18 : Attribute value default format
<MegaExchange>

<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
<Attribute metaattribute.name="default_format">internal</Attribute>
</Header>
<Commands>
<!-- exchanged commands -->
<Add>
<Object metaclass.name="Package">
<!-- object attributes -->
<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
<Attribute metaattribute.name="nom">Packagee-1</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>
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The <Attribute> tag enables attribute value specification in several formats. The different forms that the
attribute value can take are each contained in a <Value> tag, the format being specified by the <Value> tag
"format" attribute.

Example 19 : Attribute value expressed in several formats

<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="xmg_version">XMG version 0.1</Attribute>
</Header>
<Commands>
<!-- exchanged commands -->
<Add>
<Object metaclass.name="Application">
<!-- object attributes -->
<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
<Attribute metaattribute.name="name">Application-1</Attribute>
<Attribute metaattribute.name="MMI">
<Value format="internal">W</Value>
<Value format="display">Windowed</Value>
</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

Translatable attributes and attribute value expression language

In the MEGA repository, for a given translatable attribute, there are as many attributes as there are languages
into which the attribute is translatable. For example, for the "Name" attribute there are corresponding "Name
(English)","Name (French)", "Name (Dutch)", etc. attributes.

In a MEGA XML document, the "language.id" and "language.name" attributes of the <Value> tag enable
specification of the language in which the attribute value is expressed.

Translatable attributes are therefore identified by the name or absolute identifier of the root attribute using
the "metaattribute.name” and "metaattribute.id" attributes of the <Attribute> tag, and the language in which
the value is expressed using the "language.name” and "language.id" attributes.

For value expression language to be specified, at least one of the two attributes "language.name" or
"language.id" must be present in the <Value> tag.
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When neither the "language.name” nor the "language.id" attribute is present, the value is expressed in the
language specified by the <Attribute> tag representing the "model_default language" attribute of the
<Header> tag.

Example 20 : Attribute value expressed in default language

<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="model_default_language"> Frangais</Attribute>
</Header>
<Commands>
<!-- exchanged commands -->
<Add>
<Object metaclass.name="Application">
<!-- object attributes -->
<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
<Attribute metaattribute.name="name">Application-1</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

Example 21 : Attribute value expressed in several languages

<MegaExchange>
<Header>
<!-- document information -->
<Attribute metaattribute.name="model_default_language"> Francais</Attribute>
</Header>
<Commands>
<l-- exchanged commands -->
<Add>
<Object metaclass.name="Application">
<!-- object attributes -->
<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
<Attribute metaattribute.name="name">
<Value>Invoicing</Value>
<Value language.name="English">Invoicing</Value>
</Attribute>
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</Object>
</Add>
</Commands>
</MegaExchange>

MEGA XML format extensions
MEGA XML format includes an extension mechanism enabling addition of information to different format tags.

A format extension is created by use of the <Extension> tag. The extension tag can contain any information
expressed in XML.

Information contained in the <Extension> tag is not part of the format. It cannot be taken into account by a tool
using MEGA XML format.

The following tags can contain an extension tag: <Header>, <Link>, <Object>, <Add>, <Delete>, <Replace>.

Example of use of the <Extension> tag by MEGA

The <Extension> tag is used by the MEGA import function which creates a report of commands analyzed at
import. The report contains commands analyzed in MEGA XML format indicating if they have been accepted,
rejected or contain warnings. Therefore each MEGA XML format command in the report can contain an <Error>
tag or <Warning> tags in the <Extension> tag of the command concerned. These tags enable appreciation of
the import result, but are not to be taken into account in another context.

Example 22 : Use of the <Extension> tag by MEGA
<MegaExchange>

<Header>

<!-- document information -->
</Header>
<Commands>

<l-- exchanged commands -->

<Add>

<Object metaclass.name="Application">
<Extension>

<Error code="XXXXXXXX">There is no « metaattribute » with « color » value as
« name »<Error>

</Extension>

<!-- object attributes -->

<Attribute metaattribute.name="_idabs">ODiTpSNApal0</Attribute>
<Attribute metaattribute.name="name">Invoicing</Attribute>
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<Attribute metaattribute.name="color">blue</Attribute>
</Object>
</Add>
</Commands>
</MegaExchange>

Attributes of MEGA XML documents used by MEGA

A MEGA XML document exported from a MEGA repository contains a certain number of attributes that
describe general elements relating to the document itself. These are described in this section.

Document attributes are located in the <Header> tag of the document.

Example 23 : Document attributes

<?xml version="1.0" encoding="UTF-8"?>
<MegaExchange>
<Header>

<Attribute metaattribute.id="27C729AE3F4E004A"
metaattribute.name="exchange_format_version">

<Value format="internal">000100</Value>
<Value format="display">MEGA XML version 0.1</Value>
</Attribute>
<Attribute metaattribute.id="27C729AE3F4E0050" metaattribute.name="mega_version">
<Value format="internal">25856</Value>
<Value format="display">MEGA Version 2005 Pre release</Value>
</Attribute>
S
</Header>
<Commands>
<l--..-->
</Commands>
</MegaExchange>

Document attributes list

e exchange_format_version : this attribute indicates the version of MEGA XML exchange format.

e mega_version : this attribute indicates the version of MEGA used at export.

metamodel_language : this attribute specifies the language used to identify types in the attributes of
"metaclass.name", "metaattribute.name", "metaassociationend.name" tags.
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* model_default_language : this attribute specifies the default language used for translatable attribute
values of objects and links when the language has not been specified by "language.name" or
"language.id" attributes of the <Value> tag.

e author : the value of the author attribute identifies the user that executed export.

e source_database : the value of the source_database attribute identifies the repository from which
export was executed.

e creation_date : specifies MEGA XML document creation date.
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GLOSSARY

XML attribute:
An XML attribute is unstructured text data contained in an XML tag.
Example: <attribute tag="value"/>

MEGA object attribute:

Object characteristics are called attributes. For a given object, attributes can take a value of which the
type is defined for the attribute.

XML tag:

XML tags are syntax elements that structure XML documents. They mark opening and closing of XML
document data definition.

Example: <tag>...</tag>
MEGA command:

The various actions possible that modify a MEGA repository are called commands. In particular these
include creation, deletion and modification of objects and links.

XML element :

An XML element is structured data comprising an opening tag, attributes of this tag, a closing tag and
text data and tags contained between opening and closing tags.

Example: <attribute tag="value">text<sub-tag/></tag>

File export

MEGA repository data can be exported in a file. From a MEGA repository we can export : objects
(exported data describing exported objects), transactions (exported data describing transaction
commands) or the complete repository (exported data describing all repository objects, this procedure
also being known as logical backup). The various export functions are described in the "MEGA Help"
CHM file and in the "MEGA Administration" PDF user guide in the following sections: "Administration >
Managing Transactions > Managing Updates > Exporting the Transaction Logfile", "Administration >
Managing Objects > Exporting MEGA objects", "Administration > Managing Repositories > Reorganizing
a Repository > Logical Backup of a Repository".
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IdAbs

MEGA APIs enable file export using Automation interfaces. Data export and logical backup functions
using APl are covered in the "MEGA Help" CHM file in the section "API > API - Reference Guide >
Administration > MEGA Database" and in the "MEGA API" PDF user guide in the similarly named
section.

Absolute identifier of data stored in the MEGA repository, idabs is generally represented in
hexadecimal or base 64 form. The idabs is for example an object attribute (attribute "_idabs").

File import

Importing an XML document in a MEGA repository means executing or creating the commands it
contains in this repository. MEGA can import files of type MGR, MGL, MGE and MEGA XML. The import
function is covered in the "MEGA Help" CHM file in the section "Administration > Managing
Repositories > Reorganizing a Repository > Updating a Repository (Importing)" and in the "MEGA
Administration" PDF user guide in the similarly named section.

MEGA APlIs enable file import using Automation interfaces. The APl import function is covered in the
"MEGA Help" CHM file in the section "API > API - Reference Guide > Administration > MEGA Database"
and in the "MEGA API" PDF user guide in the similarly named section.

MEGA links :

For a given repository object, links enable definition of connected repository objects.

MEGA MetaAssociation :

This term indicates relationships existing between repository object types. MetaAssociations define
repository links.

MEGA MetaClass :

This term indicates object types stored in the repository. MetaClasses define repository objects.

MEGA metamodel :

This comprises all MetaClasses and MetaAssociations defining objects that can be created and handled
in the MEGA repository. The MEGA metamodel is covered in the "MEGA Help" CHM file in section
"Metamodel and Glossaries > Metamodel".

MEGA object
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Data stored in a MEGA repository are called repository objects. An object comprises attributes and can
be connected to other repository objects. In addition, every object is identified uniquely by an attribute
called the MEGA absolute identifier or idabs.

MEGA XML
Common name for MEGA data exchange XML format.
XML

Extendable tag language (eXtensible Markup Language), XML is a metalanguage describing languages
of tagged hierarchical structure. XML specifications provide syntax basics of XML languages (ref.
Extensible Markup Language (XML) 1.0: http://www.w3.0rg/TR/2004/REC-xmI|-20040204/).

Description of MEGA Data Exchange XML Format page 30/30 mega



http://www.w3.org/TR/2004/REC-xml-20040204/

HOPEX - Securing the platform



The goal of this document is to give detailed instructions as to how to secure the Hopex platform.
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SECURING THE ACCESS TO THE APPLICATION

Activating SSL on the website
In order to encrypt the information sent between the users’ workstation and the web server, the first step
is to activate the SSL on the Hopex website.
The minimum level of certificate that is recommended is a certificate signed by a trusted third party. If
internally, a root certificate exists and allows the applications to generate their own certificate, it is also a
possibility.
When you obtained that certificate, the steps to import it on your website are multiple. You will find
hereafter one way to do it, and make sure that your website will be attainable only through HTTPS.

The following step-by-step procedure was done on a Windows Server 2012, with IS 8.0. You need to adapt
it based on your OS version.

1. The first step is to copy the certificate on your server.

2. Next, open the “Internet Information Services (lIS) Manager” through the Administrative Tools of
the server.

3. GototherootofllS:

s Internet Information Services (11S) Manager -
— = g
® |'=3 » MEGAINTZ » \w R
File View Help
: @) MEGAINT2 Home
€.~ .28 3 Manage Server
o6 Start Page 5 =] & Restart
i - Filter: + ¥ Go - GhShowAll | Group by: - -
|95 MEGAINT2 (MEGAINT| e Sl el roup by: Area
(D Application Pools || ASPNET 3 ‘ - ~ Hm stop
i =y —_ ¢ = : e = &
463 Default Web Sit "] N~ (4] 4 gﬁ = ab %!;{ g ‘\3 & > View Application Paols
b aspret_clier NET NET  .NETError NET NETTrust  Application Connection Machine Key Pagesand  Providers Session State SMTP E-mail View Sites
b Hopex thorizat... C Pages Levels Settings Strings Controls © Get New Web Platfarm
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logging MIMETypes Modules  Output  Request Server Worker
Caching  Filtering  Certificates  Processes
Management ~
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Centralized Configurat..  Feature Shared
Certificates  Editor  Delegation Configurat...
< m T 5| [=1Features View |- Content View
Ready L]

4. Double-click on « Server Certificates ».

5. Once this feature is opened, on the right pane, click on the « Import » link :
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Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

9 Help

Online Help

6. Click the button where the cursor is located, in order to look for the certificate :

Certificate file (pfd:

Select Certificate Store:

| Personal

[w] Allow this certificate to be exported

| OK | | Cancel |

7. Select the certificate. Provide a password if necessary, and click « OK » to import the certificate :

Certificate file (.pfx):

| ChUsersyAdministratorDocuments certificate. pfx | E

Password:

Select Certificate Store:

| Persenal

[ Allow this certificate to be exported

| Oﬁ | Cancel |

A new line will appear in the “Server Certificates” window. You can have a look at the imported

certificate by double-clicking on the certificate :
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Internet Information Services (IIS) Manager

File View Help
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——— | g Certificate Information n Domain Validation.. 12/12/2014 11:30:00 _Persona\

bl

b Hopex

b Hoped This certificate is intended for the following purpose(s):
b MEGASSP * Ensures the identity of a remote computer

= Proves your identity to a remote computer
223,140,121

*=Refer to the certification authority's statement for details.

tesueato:
-

valid from 11/12/2013 to 12/12/2014

? ‘You have & private key that corresponds to this certificate.

Issuer Statement

Learn more about

< W T s eatures View |- Content View

Re;dy
8. Locate the website where you want to create an HTTPS binding with the newly imported certificate.

In this example, it is done on the “Test Hopex” website. Click the website to see its features.

ki Internet Inf tion Services {I1S) h
©0 @ » MEGANTZ b Sites b TestHopes »

Fle View Help

1
Start Page

ry @ Test Hopex Home

B Explore

Edit Permissicns.

{63 MecaT2 (MEGANT2A) | TIEET - ¥ Go - ighShowAll |Groupby: Area - —
i = Edit Site
-2} Application Pools ASPINET ~
At & e % . Bindings...
2 =n ,j - ‘ . { [E Basic Settings.
4@ Default Web Site | : 404 i L] 9 ab] [E Basic Settings..
p[] aspnet_client NET MET NET Error NET NET Profile .NET Roles NET Trust  .NET Users  Application Connection MachineKey Pagesand View Applications
b Hopex Authorizat.. Compilatien  Pages  Globalization Levels Settings Strings Controls View Vietual Directories
b Hoped el ]
i p [ MEGASSP _!13 b g;s L Manage Website &
b /@ TestHopex Providers Session State SMTP E-mail w Restart
s . B Step
2 E f{ @ . Browse Website
A =2 ] Ee | 7 %1 Browse =21 (http)
Authentic... Authorizat.. CGl  Compression Default  Directory  ErorPages  Handler HTTP  ISAPIFilters  Logging  MIME Types i e
ules Document  Browsing Mappings  Respon... e L
e Configure
i % Limits.
Modules Output Request  SSLSettings @ Help

Caching  Filtering Online Help

Management ~

Configurat..
Editor

| [ Features View |/ Content View
Ready L)

9. Right-click the website and select Edit Bindings.

|< ||| >
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4.8 Sites L

+ = 2 "
44 Default Weh Site & =z

b:’J aspnet_client NET ME

D@ Hopex Authorizat., Compil

bu-;? Hopex2 >

. p-[2¥ MEGASSP L k

b /@ Test Hoper Bl B
ﬁ Explore

Edit Permissions...

;§ Add Application...
4 Add Virtual Directory...

Edit Bipdings..

Manage Website 3

%3 Refresh
K Remove

Rename

L'E Switch to Content View

10. Add a new binding, for HTTPS, on a specific port (in this example, as the port 443 is already used, we
will choose 444). Use the default port 443 whenever possible, as it permits you quite easily to make
the URL of the website user-friendly :

Type Host Mame Port IP Address Binding Informa... I.Qdd

http 81 * 2y

Edit...

Remove

Browse

11. Use the dropdown list to select your certificate and click OK.
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Type:

IP address:

|https v| |AII Unassigned

Host name:

[] Require Server Name Indication

551 certificate:

| Mot selected

Type Hest Name

Port

IP Address

http 8 *

Binding Informa...

Close

13. Install the application. Choose the appropriate website (here “test hopex”), and let the installation

completes.

14. Whenever a URL is requested in the installation steps, make sure that you provide the HTTPS link,
with possibly the port number, and that the address is relevant with the “Issued To” parameter
when you open the certificate. Otherwise, you will receive some error messages in the application :
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M Certificate

General | Details | Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
«2,23.140.1.2.1

*Refer to the certification authority's statement for details.

—
——

valid from 11/12/2013 to 12122014

H? ‘You have a private key that corresponds to this certificate.

Learn more about

Issuer Statement

15. Once this is done, go back to IIS to force the use of SSL for your website. To do that, start by going

back to the previous window to edit the bindings.

16. Select the “http” binding, and click Remove.

:

e Are you sure you want to remove the selected binding?

| | Cancel |

| Yet | Neo

Site Bindings
Type Host Mame Port IP Address Binding Informa... Add...
http 81 =
https w4+ Edit..
Site Bindings .

Remove

Browse

Close

17. Check that only the https binding remains, and click Close.
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Site Bindings [ 2 S|

Type Host Mame Port IP Address Binding Informa... Add...
https 444 *

Close

18. Select your website, and open the « SSL Settings » feature :

R —— —

14 Test Hopex Providers  Session State SMTP E-mail
[ -[S¥ Advisor
13
1 = CGI =5
S B B g o =
Authentic... Authorizat... CGl Compression  Default Directory
Rules Document  Browsing

.....

I . %
Modules Output Request (555 gs

Caching Filtering

19. Click « Require SSL » and apply :

@ SSL Settings BcBocs;
7 Apqly
This page lets you modify the S5L settings for the content of a website or application, I—_‘}( Cancel
[+l Require SSL @ Help
Online Help
Client certificates:
® Ignore
O Accept
() Require

20. Install the Hopex Web front-end application on your server.

21. Last step, after the installation, is to check that the configuration files of the application all contain
the proper URL. You can also install the application without SSL, and then decide to activate it. In
that second scenario, you need to update the following files. If you installed with SSL activated, you
just need to check the configuration with the next steps. Two locations contain such strings: the
web.config file of the “Hopex” web application, and the MegaSite.ini in the “Cfg” folder of the
installation folder of the application :
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a.

In the MegaSite.ini file, the URL, WebApplicationPath, and WebApplicationPath2
parameters need to reflect that use :

El MegaSite.ini - Notepad
File Edit Format WView Help
[ssP]

SecurityKey=|¢+-28371ED720EC91F1471D1F4F22D82ABB
Ur1=https : / /I =255

[Environment Shortcuts]
ECCYECDC529E4C2F=D: \Environments\MEGA HOPEX W1R1\Demonstration

[System]
language=US

[General]
company=
sitename=Windows User

[LAN]
clusterroot=

[Must licence]

Path="\ I Must\

[HOPEX]
WebApplicationPath=https:/ [ IIEIGEEEEEEE oo -«
WebApplicationPath2=https: /G - o- e

ErrorManagement=2

[SQL SERVER CONFIG]
Serveriame=|¢+-21A1B17F662AF9073E2DCEA7ADIDARATS1743BDB158A2E66C906A1EE5395F19B
UserLogin=|¢+-6D74F6C6EIBEEL19F644368A100469619

UserPassword=| §+-F2978CCE899848D14F6478275C2B390F

Parameters=

Application settings of the Hopex web application (two techniques), the parameters

MegaSiteProvider, and MegaWebAccessProvider, also need to be switched to HTTPS with

the proper port :

i. Inthe web.congif file :

5] web.config - Notepad
File Edit Format View Help

<add key="CheckState" value="8" />

<l-- CheckState: @ Or 1 : @ deactivate the validity checking of the cache at a reconnection-->
<add key="Lazylog" walue="1" />
<1 Lazylog: @ Or 1 : @ deactivate package write in the log MWAS (attention,of perfomance probleme )-->
<add key="DisableCache” value="1" />
<l-- DisableCache: @ Or 1 : @ desactive cache-->
<add key="AllowAnonymousConnection” value="@" />
<1-- AllowAnonymousConnection: 8 Or 1 : 1 allows anonymous connection (without web user)-->
<add key="LogRequest” value="0" />
<l-- LogRequest: @ Or 1 : 1 allows you to log all the reguests made to MUAS-->
<add key="MegaSiteProvider” value="https: /NN " cc-557" />
<l-- MegaSiteProvider: URL of the Mega Site Provider, to be changed in cluster mode or in specific setups --»
<add key="MegallebAccessProvider” value="" />
<!-- MegallebAccessProvider: URL of the MegaWebAccessProvider -->
<add key="Delegatedlogin” value="0" />
<l-- Delegatedlogin: © (Mega Authentication) or 1 (Authentication delegated to another service through delegatedlogin.aspx) -->
<add key="AuthentificationlebService” value="" /> |
<l-- AuthentificationWebServic to define a non default authentification web service (e.g. "https://localhost/myservice?") -->
<add key="MappinghebService” value="" />
<l-- MappingHebService: to define a non default mapping web service (e.g. “https://localhost/myservice?”) -->
<add key="DefaultEnvironment” value="* />
<l-- DefaultEnvironment: Environment used at connexion if none in URL -->
<add key="DefaultDb" valu />
<!-- DefaultDb: Database used at connexion if none in URL --»
<add key="DefaultProfile” value="" />
<l-- DefaultProfile: Profile by default at conmexion if nome in URL -->
<add key="DefaultApplication” value="" />
<1-- DefaultApplication: Application by default at connexion if none in URL --3
<add key="KeepAlive" value= Vel
<l-- KeepAlive: @ Or 1 : 1 to keep mega sub process alive-->
<add key="MessageOnLogin" value="" />
<l-- MessageOnLogin: A specific message to show on the Login Page -->
<add key="MegallebAccessProvider” value="" />
<1 MegaliebAccessProvider: URL of the MegaWebAccessProvider, if accessed over HTTP(S). -->
<add key="HideErrors" value="1"/>
</appSettings>

ii. Through the « Application settings » feature in IIS :
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I formation Services (I15) Manager

S b VP-DL-7SOINTZ b Sites b DefaulWeh Se > Hopex b

g |2 |8

Start Page

/Hopex Home

Gin - Lehshow all | Group by:

HOPEXMy AS
MEGASSP

Hopes

opei2 3
L=/

WNET Trust
Levels

-DL-750INT2 (NTAShaosi) Filter:
¥ Application Pools ASP.NET
E-[al Sites
=43 Default Web Site =n
Advisor B
ADVISORMWAS NET ;
aspnet_client Authorizatl,..  Compilation

(=]

& &

Session State  SMTP E-mail

Authentication Authorization
Rules
o [&]
|= |45+
Directory  Error Pages
Browsing

& ¢

NET Error NET
Fages  Globalization

Connection  Machine ey
Strings

[cer @

Gl Compression
==

Hanidler HTTP

Mappings  Respo.

JMET Profile

pages and
Controls

@
Default
Document

i

Logging

|v] =] Features view || - Content Wew

[awons
Open Featurs

2 Explare
Edit Permissions. ..

[Z] Basic settings...
Wiew irtual Directories

Manage Application ~l

Browse Application
[©] Browse *:80 (http)
fdvanced Settings..

@ Heb

@nline Help

You can select a line and click the Edit link on the right pane to update a URL :

g Application Settings
(=

Use this feature to store name and value pairs that managed code applications can

use at runtime.

Group byt o Grauping

-

Add...

Edit. ..
x Remove

'@' Help

Mame =

| Yalue

ﬂ Online Help

CheckState
Defaultapplication
DefaultDb
DefaulkErrvironment
DefaultProfile
DelegatedLogin
DisableCache
Keepdlive
LazylLog
LogFilzMame
LogRequest
Mappingwebservice
MaxConnectionRetry
MaxMegaSessionCaunt
o
MegaiwebiccessProvider
MessagelnLogin
MinZonnectionDuration
MulkiThreadLimit
OpensessionTimeout
StatMinPanelTime

|

i}

[T o T == R B = ]

10
S0
hi
http:/,

10000
a4
1300000
200

Sinetpublpnawroot\ HOPEX App_DatalMwa, ..
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Disabling SSL v2

On Windows Server 2008 R2 and Windows Server 2012, the SSL V2 and V3 are activated by default. As
there are known vulnerabilities with SSL V2, and since we use it when securing the access to the website, an
additional task would be to disable that V2 protocol, to keep only SSL V3 active.

The steps are :
1. Through the Startup menu, go to “Run” and type :
regedit.exe
2. Browse through the registry until you reach the following key :

HKey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Prot
ocols\SSL 2.0

3. Inthe “SSL 2.0” key, create a new one, of type DWORD (32 bit) with the following details :
a. Name : Enabled
b. Value:0

4. Close the registry and restart the server to take it into account.

Remove the default install page in IS

After the application is installed, you can disable the “Default Document” feature for the website on which
the application is deployed.

To do that :
1. Open the lIS Manager console.
2. Locate the website where the Hopex and/or Advisor web application is installed.
3. Onthe website, double-click Default Document to open this feature.

4. Inthe “Actions” pane on the right, click Disable. You should have this kind of screen after it is done
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Internet Information Services {II5) Manager
— ;
@F o | & » weDL7aomTz b Stes » Defaukwensie b

|a;n w k@ -
Comnections

Default Document _ﬂ
e\' = | | :__ | &\ @ |Q) The default document Feature ‘
G Start Page ) ) ] has been disabled.
__.;3 YP-DL-FA0INTZ (NT 45| aasi) Use this Featurg_to_speclfy the default file{s) ko return whep a client does ot @ The File Tisstart.hm’ exiats in
o BT request a spedific file, Set default documents in order of priority, Hhie tiirrent diractary T
L=} Application Pools A
(@] Skes Nane | Entry Tvpe | recammended that you move
=l 4 thiis file ko the top of the list ko
E-@ Default web Site’ Default.hem Inherited improve performance,
Advisor Default.asp Inherited
aspnet_client inde:x.htm Inherited _
Hope: indes. html Inherited add...
Hopex2 iisstart. htm Inherited
MEGASSP default,aspx Inherited Enable
Revert To Parent
@ Help
h Cnline Help

4 | » |—-J eatures View | ;'Cuntent View

5. Make sure that the « Default Document » feature is enabled for the Hopex/Hopex2/Advisor web

applications. Since it was disabled at the root level, you will have to :

a.

Select each web application (here Hopex), and open the “Default Document” feature :
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ternet Inform. n Services (I15) Manager

@c') | » YP-DL740NTZ » Stes » DefaukWebSte b Hopex b

@--H |28

‘@j Skart Page

@ Sites

Advisor

-85 YP-DL-T40INTZ (HTASa0si)
-+ application Pools

=403 Default Weh Site
]

aspnet_client

@ /Hopex Home
Filker: - Go - %Show Al | Group bry: =
ASP.NET -
3 _ & L4 :
MET MNET .MET Errar MNET MET Profile
Authorizati,..  Compilation Pages Globalization
q 7 B E| =
5, g o |
EV = 2| ;% E)
JMET Trust Application Conneckion Machine Key  Pages and
Levels Settings Skrings Controls
g % a_-
Session State  SMTP E-mail
115
g\g: €GI %|
Authentication  Authorization Gl Compressian
Rules
Fiz) =i |
Directory Error Pages Handler HTTP Logging
Browsing Mappings Respo... _I
o
I b eatures View onkent Yisw

b. Click Enable.

| =

& |®-
Adions

Open Feature

Explore

Edit Permissions.. .

Basic Settings...

Yiew Virkual Direckories

Manage Application

Browse Application
[@] Browse *:a0 (http)

Advanced Settings, .,

@ Help

Online Help

Internet Information Services {I1I15) Manager

@ﬁ; | @ » vPDL740INTZ b Stes » DefaulWebSie b Hopex b

=T q Default Document
€- |3 e 15, The default document feature
"?3 Start Page has been disabled,
€2 yp_DLPA0INTZ (NTAS|a0si) Use this Feature ko specify the default File{s) to return when a client does not
:3 E S request a specific file. Set default documents in order of priority.
=) Application Poals =
-] Sies Nane | Entry Type | add...
B8 Default Web Site default, aspx Local =
Advisor indezx.aspx Local l&
| aspret_client index.htm Local Rev=Rataele
¥ Hopex index.html Local @ Help
Hopex2
Online Hel
5§ MEGASSE HIZEE
q | ¥ [ =] Features Yiew = Content Yiew
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c. This way, the URL https://servername won't reply, whereas the URL
https://servername/hopex will redirect the users to the login page of Mega :

@ ss, it by skbrar o g st
| 811580 Detail Prog o taskbor to pin ste

HTTP Error 403.14 - Forbidden

The Web server is configured to not list the contents of this directory.

Most likely causes:

+ A default document is not confiqured for the requested URL, and directory browsing is not enabled on the server.

Things you can try:
If you do not want to enable directory browsing, ensure that a default document is configured and that the file exists.
« Enable directory browsing using IIS Manager.

1. Open II5 Manager.
2. In the Features view, double-click Directery Browsing.
3. On the Directory Browsing page, in the Acticns pane, click Enable.

» Verify that the configurati webServ

r/ direct

attribute is set to true in the site or application configuration file.

Error Infor

Module DirectoryListingModule

Notification ExecuteRequestHandler
Handler  StaticFile

Error Code 0x00000000

URL https://localhost: 443/

Physical Path D:inetpub\wwwroot
Logon Method  Anonymous
Logon User  Anonymous

Login ||
Password

Securing the RDP access (Terminal Services)

On a server hosted on a Windows 2008 R2 Operating System, you can secure the RDP layer by changing the
security layer and the encryption layer of the Remote Desktop Protocol.

To do that:

1. Firstly, you have to open Remote Desktop Session Host Configuration the by clicking on “Start”,

point to "Administrative Tools”, point to “"Remote Desktop Services”, and then click “"Remote
Desktop Session Host Configuration”.
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https://servername/
https://servername/hopex

#Remote Desktop Session Host Configuration

File b

[-[21X]

@9 (=

[ 7] R Session st Corfigunatant
45 Ucensing Disanosis i
“You can use

whole.

Connections

Remote Decklop Session Host Configurationt
‘and delele connections YYou can configuie seltings on a per

Configuration for Remote Desktop Session Host server:

modi,

for new
connestion basis, o for the i

the ssttings of existing
D Session Host server as a

Car Name

2 Userlogon mode

RD Connection Broker

RD IP Virttualization

2 1P Vituslzation

Edit settings
EEEEEEE
2] Delete termporary folders on et Yes
] Use temporaty folders per session Yes

7 Restict each uset to a singe session Yes

Allow all camnestions

Licensing
] Remate Diesktop licensing mode Fer Liser
% Remate Diesktop license servers Speciied

%] Member of farm in RD Connection Broker No

Not Enabled

& Creste New Connection
(@] Refresh

& Connect to Remote Desktop Session H..,

View »
Help
S5 Disable Cornection
%] Rename Connection
3 Delete
H e

2. Inthe “Connections” section, do a right-lick on the "RDP-tcp” entry, and select “Properties” :

RDP-Tcp Properties E

Remate Control I Client Settings I Network Adapter I Security

General | Log on Settings I Sessions I Enviranment
Type: ROP-Tcp
Tranzpark: tep
Comment: ||
— Security

Security layer;

Encryption level;

Megatiate

The most secure layer that iz supported by the client will be used. [f
supported, SSL[TLS 1.0] will be used.

=

Client Compatible

Certificate: Auto generated
Select | Default |

Learn more about configuring security settings

All data zent between the client and the server iz protected by encryption
based on the maximum key strength supported by the client.

Allow connections only from computers running Remate Desktop with
Metwark Level duthentication

~

o |

Cancel |

Spply |

3. Inthe “General tab”, as shown above, you can see the two security parameters that can be

modified.

4. Change the “Security Layer” option to “SSL (TLS 1.0)". Be aware that you will need to have a specific
certificate installed on your server to switch to that level. The “Select” button allows you to browse
your installe certificates and choose the proper one:
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RDP-Tcp Properties

Femote Control I Client Settings I Metwork Adapter I Security I
General | Log on Settings I Seszions I Environment
Type: ROP-Tcp
Tranzport: tcp
Comment: ||
— Securty
Security layer: ISSL TLS 1.0) j

S5L(TLS 1.0] will be used for zerver authentication and for encrypting all
data transferred between the server and the client.

E ncrpption level: Client Compatible j

All data zent between the client and the server iz protected by encryption
based on the maximum key strength supported by the client.

Allow connections only from computers running Remote Desktop with
Metwark. Level Authentication

Certificate: Auto generated
Selegt Defat |

Learn mare about configuring security settings

QK I Cancel | Lpply |

5. Then, modify the « Encryption level » option and upgrade it to at least “High”, and possibly “FIPS

Compliant” :

RDP-Tcp Properties B

Fiemote Control I Client Settings I Metwork Adapter I Security I
General | Log on Settings I Sessions I Environment

Tupe: ROP-Tcp

Tranzport: tcp

Comment: I

— Security
Security laper: ISSL [TLS 1.0) j

S50 (TLS 1.0 will be used for server authentication and for encrypting all
data transferred between the server and the client.

Encryption level:

All data sent between the client and the server is protected by uzing
Federal Information Proceszing Standard 140-1 validated encreption
methads.

r Allow connections only from computers running Remate Dezkiop with
Metwork Level Authentication

Certific:ate: Auto generated
Select | Default |

Leam more about confiquring security settings

Ok I Cancel | Apply |

6. Click OK to validate this modification and exit the configuration tool.

There are also numerous ways of securing the RDP protocol, whether it is using the Remote Desktop

Gateway, filtering by IP address and user, etc.
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Configuring the firewall

To avoid letting some unwanted users connect to the server or retrieve information from the server, some

actions can/need to be taken on the firewall:

If possible, restrict the access to port 3389 (RDP) to only the valid IP addresses of the System
Administration, Application Administrators, and maybe the users that need to launch the Desktop
client of Mega through Terminal Services.

Restrict external access to all SMB services and ports, including TCP and UDP 135, TCP and UDP 139,
and TCP and UDP 445.

Regarding the ICMP protocol, block the following type of requests: ICMP timestamp requests (13),
and ICMP timestamp replies (14).

Limit the number of opened ports on the server to the least amount possible. Globally the server
needs to be accessed through RDP, the SSL port needs to be opened, the SMB port also, and the
communication port to the database server. All other ports need to be assessed in order to check
that those are relevant.
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SECURING THE APPLICATION

Note that the following two sections are normally already configured by default with Hopex V1R2-V1R3.
You can check those, and tune up the second section depending on the timeout you want to put in place.

Hiding the error details

To prevent the end users from seeing the error details and get knowledge about how the application is
written, some actions can be taken to hide those:

1. Open the Administration module of Mega on the web server (Administration.exe, in the installation
module of Mega).

2. Open the options at the root level:

#£ MEGA HOPEX ¥1R1 {740) - Administration

File Help

Reinitialize lower level options ORACLE_EXPRES
: , | SOLEXPRESS 740

< | i

3”) The MEGA root folder enables the administratar to access all that is necessary for
inztallation and adminiztration of MEGA users on & 'broveser’ mode netvwork site:
programs, standard configuration files, standard shapes, work environments, user
righit= definttion, language managemert, generated Web sites, customizations. .

3. Goto “Installation”, and then “Web Application”, and change the option “Error display
management in web front-end” to “Do not display message”:
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|»

MEGA Advisor: Indicator Access Protocol
Synchronization GRC
1) Company Information
-~ B Advanced

[ ] RDEMS Authentication

Currency

% Java

kg Electronic Mail

(1) scheduler
B User Management
“Web Application
Diata Exchange e
Documentation
- Repository
,0 Queries
F‘ Languages
@ ‘Workspace
] Text Edit

?_a] Diagrams/Edit Shapes j

555688606

Theme used in YWeb Application

web application path

Data language:

GUI language

Complete path of the web application to apen a secand HOPEX

Error display management in web front-end:

=] 3

Lo Iext—all—hnpax

E

Fa lhttp:H\I'P-DL-T4DINT2,ihUpexp’

& IEngI\sh

&£ IEngI\sh

]
=]

o |

L | Display message and errors

Display message but nat errors
Display message and errors

3‘) Error display management in web front-end:

Defines server error display mode. There are three possibilities:

- display error technical information so that information can be directly used by the developer and suppart,
- display standard message "Server error, Please contact your administrator.”

- donot display error messages inweb Front-end.

0K | Cancel

Apply Help

4. Close the options and the Administration module.

5. Locate the web.config file of the “Hopex” web application (by default in
“C:\inetpub\wwwroot\HOPEX"), and edit it.

6. Add the following key in the file :

<add key="HideErrors" value="1"/>

Activating the automatic logoff

You can activate an automatic logoff of the users after a certain time of inactivity. To do so:

1. Open the Administration module of Mega on the web server (Administration.exe, in the installation

module of Mega).

2. Open the options at the root level:
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{*. MEGA HOPEX ¥1R1 {740) - Administration

File Help

=] E3

Reinitialize lower level options

CR&CLE_ExPR

3) The MEGA roat folder enables the administratar to access all that is necessary for
installation and administration of MEGA users on & 'browser' mode network site:
programs, standard configuration files, standard shapes, work environments, user
rights definition, Enguage management, generated Web sites, customizations...

| SOLEXPRESS_74C

| i
[ X |

ES

3. Goto“Workspace:

= ﬂ Options

- [ ] Installation
|| Data Exchange
| Documentation
H Repository
,O Queries

Languages

t Ed
T.] Diagrams/Edit Shapes
[ ] Application Partfalin Management
. Status Indicators
¥ Collaborative environment
E Mapping Editar
?j Modeling and Methods Regulations
2% Business Process and Architecture Modeling
| Data Modeling
&5 Simulation
B Architecture Frameworks
t Compatibility
Technical Suppart

588080508686 8566

Automatic Session Timeout
Period of inactivity requiring reauthentication
Duration of inactivity before closing MESA
Lisplay Start Page
Start page file name
Silent workdesk termination
Activate Explorer
List Fill mode presented by the explorer
Display of button indicating default values
Activate Graphic Improvements
Display of "all..." Folders in the navigator

Extended navigator For MEGA Process objects

S 15
U8 20

Ly [

—

L IF\Ie:J‘)’%megastd%\snlutmns\pnrta\\pﬂrtal‘ms

Ly 2
s

U |standard Mode

s
Ly 2
s ™
s ™

|»

3) Workspace

[ o |

LCancel |

Pateel[T]

Help:

7

4. Check the box “Automatic Session Timeout”, and tune up the parameters “Period of inactivity
requiring authentication”and “Duration of inactivity before closing MEGA” to the wanted values (by

default, in minutes, they are set to 15 and 20, respectively) :
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=] E3

# Options | =
| Installation
Autornatic Session Timeout M.
+ | Data Exchange d\ 4
+-| ] Documentation If Period of inactivity requiring reauthentication L 15
-~ H Repository
i D Queries d‘\ Duration of inactivity before closing MEGA L, ] 0
Languages
g Worgksngaca o Display Start Page s
] Text Edit " A
4 Start: page file name Filees{emegastds\solutionsiportaliportal me
-2] Diagrams/Edit Shapes o’ L I fi%meg A portlip
|| Application Portfolio Management If Sikent workdesk termination L i
S Status Indicators
- Collaborative environment o Activate Explarer s
[ ‘s
& Mapping Editor
¢ " Modeling and Methods Requiations o List fill mode presented by the explarer L IStandard Mode LI
& Business Process and Architecture Modeling Bisplay of butbon indicating def ault valuss I [ —
et ata Modeling [P
Simulation o Activae Graphic Improvemsnts Iy W
B Architecture Frameworks
Compatibility d'\ Display of "All..." folders in the navigator L I
'
Technical Support:
i Ii'\ Extended navigator for MEGA Process objects 03 r
[ =l

2 Automatic Session Timeout
Enables management of workstation session timeaut

OK I LCancel Apply Help

5. Click OK, and close the Administration module.

6. Restart the application to validate this whole configuration.
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Web connection overloading and configuration MEGA
HOPEX 1.0 EN

This technical article describes how to overload and configure web connection.
This includes:

- the authentication and mapping services: this enables using non standard
algorithms to authenticate or map wusers, or even to use centralized
authentication, enabling Single Sign On scenarios.

- timeout and preload configuration: this enables improvements in first
connection response times
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AUTHENTICATION AND MAPPING PRINCIPLES

The authentication and mapping process is as follows:

Mapping Web

; * Service *

Detfault.aspx Mapping.aspx 3 Connect

¥

The * sign denotes components whose overloading is explained in this document.

The administration of standard authentication and mapping (as provided by the standard web
services) is explained in the product documentation.

You should never modify any of the files provided except as noted in this document. Any other
modification would be unsupported and could be erased by any patch or update.

Web connection overloading and configuration MEGA
HOPEX 1.0 EN page 2/14 mega




OVERLOADING THE AUTHENTICATION WEB SERVICE

Defining the web service to call

By default, authentication is provided by a Mega Web service. The web service to call can be
changed by editing the following entry in the Web.Config file:

<add key="AuthentificationWebService" value=""/>

If the entry is not present or its value is empty, the default service is used. If you wish to use
your own service, you should provide its URL here. For example:

<add key="AuthentificationWebService"
value="https://myservices.example.com/mywebservice.myextension"/>

As this service receives the password typed by the end user, use of the HTTPS (HTTP over SSL/TLS)
protocol is highly recommended, especially if the service is not on the same machine or network as
the Mega IIS Web server.

Web service interface to implement

The web service is called using POST with a JSON in the body of the request and should send a
JSON back.

The calling JSON has the following format:

{"WebUserName": "sUser", "WebUserPwd":"sPasswd", "Environment":"sgnv", "AuthToken": "sAuthToken",
"ContextHash":"sContextHash"}
- WebUserName: the login that was entered by the user
- WebUSerPwd: the password that was entered by the user
- Environment: the environment path or Id
- AuthToken: a token if the user was previously authenticated and did not re-enter its
passoword and name
- ContextHash: a context hash identifying the computer from which the connection has
been received

The response JSON must have the following format:

{"Error":"sError","IsAuthenticated":"bIsAuthenticated”, "AuthenticatedWebUser":"sAuthenticate
dWebUser", "AuthenticatedlLogin":"sAuthenticatedLogin", "PassdIsExpired":false, "AuthToken":"sAu
thToken"}

- Error: an error message if IsAuthenticated is false

- IsAuthenticated: is the person authenticated?

- AuthenticatedWebUSer: the Person that was found

- AuthenticatedLogin: the Login that was found

- PasswdIskExpired: has the password expired? If yes, a password modification will be

requested
- AuthToken: a token that can be used to re-authenticate without login/password.
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OVERLOADING THE MAPPING WEB SERVICE

Defining the web service to call

By default, mapping is provided by a Mega Web service. The web service to call can be
changed by editing the following entry in the Web.Config file:

<add key="MappingWebService" value=""/>

If the entry is not present or its value is empty, the default service is used. If you wish to use
your own service, you should provide its URL here. For example:

<add key="MappingWebService"
value="https://myservices.example.com/mywebservice.myextension"/>

Use of the HTTPS (HTTP over SSL/TLS) protocol is recommended, especially if the service is not on
the same machine or network as the Mega IIS Web server.

Web service interface to implement

The web service is called using POST with a JSON in the body of the request and should send a
JSON back.

The calling JSON has the following format:

{"WebUserName" : "sMegaWebUser", "Environment":"sEnv","isSS0" :bIsSSO, "SSOPersonInformations”:"s
SSOPersonInformations™}

- WebUserName: the login that was entered by the user

- Environment: the environment path, or Id.

- 1sSSO: do we come from a centralized auth service?

- SSOPersonInformations: if isSSO is true, describes extra informations on the person

The response JSON must have the following format:

{"Error":"sError","Person":"sPersonId", "PersonGroup":"sPersonGroupId","Login":"sLogin"}
- Error: an error message, if no Person or PersonGroup was found
- Person: IdAbs of the mapped Person
- PersonGroup: IdAbs of the mapped PersonGroup
- Login: Login of the Person or PersonGroup

Web connection overloading and configuration MEGA
HOPEX 1.0 EN

page 4/14




DELEGATING AUTHENTICATION TO A  CENTRALIZED
AUTHENTICATION SERVICE (SSO)

Delegated authentication principle

Delegated authentication means that the authentication of users is not handled by Mega but by
a central authentication server shared between applications in your organization.

Many delegated authentication servers (e.g. ADFS, CAS, etc.) and protocols (e.g. SAML, WS-
Federation, CAS, OpenlD, etc.) exist and can be interfaced to the Mega web application by
writing your own delegated authentication handler page.

Such a mechanism allows the setup of Single Sign-On (SSO) scenarios.

The general principle of delegated authentication is as follows:

Delegated
authentication

Web IS Web Server (Mega)
Browser

Request

Redirect

\

Authentication
directly between the Web Browser and the Delegated authentication server

Redirect with
token
Token
User id
Response
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Activating delegated authentication

Delegated authentication is activated in the Web.Config file of the web application. This file can
also be modified through IIS Administration.

The following means that delegated authentication is disabled:
<add key="DelegatedLogin" value="0"/>

To enable it, replace this line with:
<add key="DelegatedLogin" value="1"/>

This configuration means that authentication will be handled by delegatedlogin.aspx rather
than login.aspx.

The next step is to personalize delegatedlogin.aspx.cs to handle your delegated authentication
protocol and server.

Delegated authentication samples
A few delegated authentication samples are delivered in the samples directory of the web
fzjli:oepnlication. These can serve as a starting point for writing your own delegatedlogin.aspx.cs
The following samples are available:
- delegatedlogin_cas.aspx.cs : delegated login using the CAS protocol
- delegatedlogin_passtrough.aspx.cs : pass-through login (no authentication)

- delegatedlogin_windows.aspx.cs : authentication using .Net Windows authentication

To use them, duplicate the chosen sample in the main directory of the web application and edit
it. Do not forget to reference it in the delegatedlogin.aspx file.

Windows .Net authentication

This authentication type requires extra configuration:

a) Add the “Windows Authentication” functionality to Windows Features (from Control Panel) :
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.
ﬁ{ Windows Features = | =]

Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

[¥]  Internet Explorer @ .

| Internet Information Services
w [ |, FTP Server
& Web Management Teols

o H . World Wide Web Services

= , Application Developrment Features =
7 E |, Common HTTP Features
= [E = Health and Diagnostics
= [E | Pedformance Features
= @ | Security £
[T] | Basic Authentication
[ . Client Certificate Mapping Authentication
[l Digest Authentication
[C] || TS Client Certificate Mapping Authentication
[T . 1P Security
[#] || Request Filtering
[T] 1/ URL Autherization
oy
[T] 1 Internet Information Services Hostable Web Core -

[ QK ] | Cancel

e

b) Enable Windows Authentication for the site where Mega is installed in IIS, and disable
anonymous authentication :

H=]

9 Authentication

Group by: Mo Grouping -

3

Mame Status Response Type
Ancnymous &uthentication Disabled

ASP.MET Impersonation Enabled

Farms Authentication Disabled HTTP 202 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge

c) Add Windows authentication in the Web.config file, by replacing “None” by “Windows” :
<authentication mode="Windows" />

Web connection overloading and configuration MEGA

HOPEX 1.0 EN

page 7/14




Writing your own delegated authentication service

Your delegatedlogin.aspx.cs must be written in C# .Net 4.0 and must provide at least the
following services:

- When authentication is successful:

o Set the session variable "“AuthenticatedWebUser” with the name of the
authenticated user

o Redirect the browser to the delegatedenv.aspx page
- When delegated authentication fails:

o Handle the error, for example by redirecting to the Mega login page, or by
presenting the error directly to the end user

Here is a sample minimum implementation:

public partial class delegatedlogin : System.Web.UI.Page

{ protected void Page_Load(object sender, EventArgs e)
{
if (isAuthenticated)
{ Session["AuthenticatedWebUser"] = sMyAuthenticatedUser;
Response.Redirect("delegatedenv.aspx");
}
else
{
Session["Error"] = "Delegated login failed";
Response.Redirect("login.aspx");
}
}
}

You can also decide to provide more information to Mega about the user that is logging in. This
information will be used to create the corresponding Person object in Mega. In order to do this,
you can use the following code:

Dictionary<string, string> PersonInformations = new Dictionary<string, string>();
PersonInformations["idAbsOfTheAttributelToFillInOnPerson"] = “ValueOfTheAttributel”;
PersonInformations["idAbsOfTheAttribute2ToFillInOnPerson"] = “ValueOfTheAttribute2”;
Session["PersonInformations"”] = PersonInformations;

This allows you to give values to the attributes of your choice on the Person that will be
created. It therefore only applies to the first connection of a given user. On subsequent
connections, it will be ignored.
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IMPROVING MEGA ADVISOR FIRST CONNECTION RESPONSE
TIME

At the first Advisor connection, four processes are launched. By default, these processes are

stopped, without requests, after 20 minutes of idle time.

The time spent to launch these processes slow down the connection to Advisor. To optimize the
first connection time to the application you can configure IIS and the application to preload

required processes and prevent them to stop.
To start with MEGA Advisor in optimized conditions, you must:

« Configure IIS and application timeout, the time with no activity before stopping mgwmwas.
« Configure Advisor to preload the Mega Sub Process needed for each mega profiles.

e Plan the preload using Windows Scheduler.
Timeout configuration

The default timeout configuration is 20 minutes. To prevent the mgwmwas process to shut

down during a day, modify the default timeout to 12 or 24 hours.

Configuring IIS Application Pool timeout
From IIS:
1.In the left pane, from the tree view select Application Pools.

2.In the right pane, right-click ADVISOR application and select Advanced
Settings.

3. From the Advanced Settings window, in the Process Model part, modify the
Idle Time-out (minutes) value.
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-2} Application Poals e e e Tk, SRk T e W R e g e v
1-[8] Sites Filter: - ._'-"--:'-':GD - %Shuw All | Group by: Mo Grouping
2 @' Defaiit Web Site Mame : Status MET Fram... Managed Pipel... Identity
4% Advisor : :
‘ e P QAD}"ISGR Started w20 Integrated NetworkSemci
;:,. ] App_Code %;h Advanced Settings | j'_] ! _E? i
- App_Data b U B = |
. Bin L Queue Length 4000 e
4 <[] diagnosis Start Automatically True
| dojo = cPu -
o[ etjs Limit 0
-] Help Limit Action NoAction
? —' Images Limit Interval (minutes) 0
" ‘] mEtga Processor Affinity Enabled False =
P SEHPE Processor Affinity Mask 4294967295
b_; |Z;E':r;a:':c_t:I|er'lt = Pmcd.e-ss Model
= Identity NetworkService i
Idle Time-out (minutes) 720
Load User Profile True

Configuring Advisor ASP.NET Session State timeout

From IIS:
1.From the left pane, expend the Sites tree view and select the Advisor
Application.
2.In the right pane, open the ASP.NET Session State feature.
3. Modify the Time-out (in minutes) value.

4.1n the Actions pane, click Apply to validate your modifications
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Bl

PECERTY
.2} Application Pools
Aa_| Sites
2 68 Default Web Site
4] ¥ Advisor
-] Admin
b+ App_Code
g App_Data
-] Bin
diagnosis

dajo
I extjs
B Help
images

BRI

mega
script

BRI

[

b | aspnet_client
L (3 MEGA

9 Session State

5
Session State Mode Settings

1 Mot enabled
@ Inprocess
1 Custom

7 State Server
Connection string:

_tcplp:lucpback:ﬁEﬂi.Ecl

10
71 SOL Server
Connection string:

|data source=localhostIntegrated Security=55PI

30
|| Enable custom database
Cookie Settings

Mode:
Uze Cookies b

Mame:

ASP.MET Sessionld

Time-gut (in minutes):
{720|

Regenerate expired sessicn ID

[#] Use hosting identity for impersonation

Configuring Advisor session timeout

From the root folder of the Advisor deployment path:

* | Create...

Create...

> In the Web.Config file, update the OpenSessionTimeout value.
This value is given in milliseconds.

<add key="OpenSessionTimeout" value="43200000"/>
<I--  OpenSessionTimeout: Session Timeout in ms. Default value 1800000 (20 Mn)

>

Values in the Web.config file can also be configured through IIS Application Settings
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Preload profiles configuration

Configuring the KeepAlive value

By default a Mega Profile remains connected, and its associate Mega Sub Process
alive, even when the last user using the profile has gone. The configuration

parameter that controls this behavior is located in the Web.Config file.

» Make sure you have the following line in your Web.Config file:

<l--  KeepAlive: 00r 1:1 to keep mega sub process alive-->

Configuring the Preload profiles

Configuring the preload profiles consists of code instructions to open session for a
user for each profile to preload and instructions to discard each preloaded
environments.

1.From the App_Code folder, open the preload.cs file.

2. Modify the Preload method according to the following model:

f ! } <environment Path> must be replaced by the environment path with duplicate backslash.

static public bool PreLoad(MEGAWebAccessLib.MegaWebAccess pMWA , settings
pSettings , int nLevel, bool bDiscarding)

{

bool bPreloading = true;
if (bDiscarding && (nLevel == 1))

{
pMWA .Discard(1, "<environment_1 path>");

pMWA Discard(1, "<environment_n path>");

}

string[] sDiagramArray = new string[<nd - number of diagram type to
preload>];

sDiagramArray[0] = "<hexaidabs of a diagram for the first diagram type>";

sDiagramArray[<nd-1>] = "<hexaidabs of a diagram for the last diagram type>";

switch (nLevel)
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{

case 1:
PreLoadProfil(pMWA, pSettings,
"<LANGID>",

"<Environment Path with double backslash ie:
C:\\Users\\Public\Documents\\MEGA 2009 SP4\\Demonstration>",

"<Base Name>",
"<APPID>",
"<DESKID>",
"<PERSONID>",
"<LOGINID>",
"<PROFILID>",
sDiagramArray);

case <n>:
PreLoadProfil(pMWA, pSettings,
"<LANGID>",

"<Environment Path with double backslash ie:
C:\\Users\\Public\Documents\MEGA 2009 SP4\\Demonstration>",

"<Base Name>",
"<APPID>",
"<DESKID>",
"<PERSONID>",
"<LOGINID>",
"<PROFILID>",
sDiagramArray);

break;

default:
bPreloading = false;

break;

}

return bPreloading;

}

Administration page

The administration page in the admin folder calls the Preload method when resetting
cache with false for bDiscarding. Then only the selected environment will be
discarded.

Otherwise to start the preload call the administration page with preload parameter

set to 1 (see Preload planning p. 14).
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Preload planning

You can plan the preload to have profiles loaded before the first user connection.
From the Windows Scheduler:
1. Create a new task.

2. Configure the trigger.
Ex.: everyday at 6 AM.

3. Configure the action:
a. Select Start a program.

b. In the Parameters pane, Browse the mwsr.exe program (located in the
Utilities\MEGA Idap folder).

c. In the argument field set URL of the administration page with preload parameter
set to 1, for instance :

"http://localhost/Advisor/admin/default.aspx?preload=1"

The preload start discarding environment which reset cache.
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GENERALITIES

This document purpose is to explain the way of duplicating MEGA data that are stored in
an Oracle RDBMS and how to use this data to create a duplicate MEGA environment that
will point on this duplicated data.

It is important to have no end user activity on the MEGA environment while the export
procedure is carried out to avoid inconsistency in the exported data.

You can go through the whole document to carry out the entire scenario. You can also
jump directly to the Oracle data import section if you already have the Oracle dump files
containing the SCHEMAs hosting the MEGA environment data.

MEGA recommends using a different Oracle SCHEMA for each MEGA repository. For
example, if you have to deal with a MEGA environment like this one

File Help

MEGA
MEGA
=-i&8 Environments
@ Ch\Users\Public\Documents\MEGA HOPEX VIR1'\Standard_ORACLE
P g Repositories
: @ SystemDb [EN]
5 EA [EN]
5] MEGA Tutorial [EN]
-5 SOHO [EN]
{08 Custorized Shapes

It would mean that there are 4 SCHEMAs involved (also 1 for the SystemDb). It is
technically possible to have every repository hosted in the same SCHEMA but not
recommended.

For the following scenario, a local installation of Oracle will be used for exporting and
importing data. The service name of this instance is EDE2.

Oracle supported versions

Refer to “Web Front-End Architecture Overview” or “Windows Front-End Architecture
Overview"” guides to find out the Oracle supported versions of your version.

Oracle tools used

The Oracle tools that will be used are:

- Oracle SQL Developer, a free graphical tool that can be used for Oracle administration
tasks. See Oracle documentation for details.

- Oracle Data Pump to export and import the physical Oracle data. There are different
Data Pump components but you will be using only the command-line clients expdp
and impdp. See Oracle documentation for details.
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USING ORACLE SQL DEVELOPER

Oracle SQL Developer can be downloaded for free from the Oracle web site, on the
Oracle software download page.

Using SQL Developer, the first thing to do is to set up a connection to be able to browse
the content of the database for the SCHEMA that hosts MEGA data.

2L Oracle QL Developer
File Edit View MNavigate Run Versioning Too

Fo@g 90 XER O-O-1

a(mﬁlms % | =]
F

a Connections -
Ea L] = e Connection..,

a R 1 Import Connections...

- FEB201 :

H a Export Connections...

w63 FeB201] _

@ gbmous Create Local Connections

" a JAN201 Disconnect Connections

EEI@ JANZ0 Trwrrererrs

E—]a JAMZ2013 on SANDEOX 10

Reminder:

Note that the concepts of Oracle USER and Oracle SCHEMA are very similar but not
exactly the same. Refer to Oracle documentation to clarify this point but here is what
really needs to be understood:

A schema is a collection of logical structures of data, or schema objects. A
schema is owned by a database user and has the same name as that user. Each
user owns a single schema.

RDBMS Environment Duplication - 1 - Oracle page 4/21 mega



http://www.oracle.com/technetwork/indexes/downloads/index.html
http://docs.oracle.com/cd/B28359_01/server.111/b28318/schema.htm

Fill in the connection parameters according to MEGA
Administration settings

Note that you have to enter a port number. Port humber 1521 is the default one. If
another port was used, you would see it in the connection parameters that were entered
in MEGA.

For example: w-ede:1234/EDE2

'Connection Parameters (Oracle) MEGA Repositony: "SystemDb"

Instance: w-ede/EDEZ Test Connection

User: mega Test GRANT:
Pazsword: Le Ll
Parameters:

Connection Name |EDE2|database on \W-EDE with user mega

*| Username |mega

Password

[] 5ave Password

ﬁrai:le Access

Connection Type |Basic -| Role Idefault -

Hostname |w-EDE |
Port 1521 |
s | |

|

{7) Service name |EDE2

[ ] 05 Authentication [ | Kerberos Authentication || Proxy Connection

| Save | | Clear | | Test | | Connect | | Cancel |

In this example, the connection parameters in MEGA were entered using a method called
EASY CONNECT NAMING. They could also be entered in another form, using the
CONNECT DESCRIPTOR method. This method is discussed further in this document.
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THE ORACLE DATA EXPORT WITH EXPDP

The expdp client is a program that uses the Data Pump API. It is invoked by using the
expdp command. See Oracle documentation for the parameters that are available in the
export’s command-line mode.

The expdp client can be found there for a typical Oracle installation on a Windows
operation system.

2 .

Location of the Data Pump utilities

=
@Q =| | Chapp\MyOraclelnstallproductil1.2 0\dbhome 14BIN| - | Y | Search BIN 0 |
Organize = Open Burn MNew folder I - .@
2 Favorites *  Name Date modified Type Size Date created =
B Desktop CE] expdp.exe 30/03/2010 06:29 Application 139 KE 28/03/2012 12:49 |:|
If Downloads [ extjob.exe 30/03/2010 06:30 Application 45 KB 28/03/201212:54
5| Recent Places [5] extjobo.exe 30/03/2010 06:30 Application 45KB 28/03/2012 12:54
[ extproc.exe 30/03/2010 06:27 Application 564 KB 28/03/201212:49
M Desktop [ genezi.exe 30,/03/2010 06:06 Application 80 KB 28/03/2012 12:55
. Libraries i B getcrshome.exe 26/03/2010 12:01 Application 20 KB 28/03/2012 12:50
u'E] Docurnents E] gnsd.exe 26/03/201011:57 Lpplication 114 KB 28/03/2012 12:50
&' Music [ hsalloci.exe 30/03/201006:28 Application T45KE 28/02/201212:44
[ Pictures [2°7 hsdepxa.exe 30/03/2010 06:28 Application 632 KB 28/03/2012 12:44
B videos [E7 hsots.exe 30/03/2010 06:28 Application 613 KB 28/03/2012 12:44
2 DAROLLE Eric — [ imp.exe 30/03/2010 06:25 Application 280 KB 28/03/2012 12:49
M Computer [ impdp.exe 30/03/2010 06:30 Application 147 KB 28/03/201212:48
&L Local Disk (C3) 551 jssu.exe 30,/03/2010 06:30 Application 33 KB 28/03/201212:44
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Prerequisites for using expdp utility

No one must be connected to MEGA when the export starts as it could lead in a set
of inconsistent data.

Prerequisites to use the Data Pump export, you need to correctly configure the following
Oracle Objects:

e an Oracle USER that has the rights to use Data Pump

e an Oracle DIRECTORY object that maps to a folder that will be used for putting the
dump files.

Oracle USER configuration

1. Launch Oracle SQL developer (other tools might be used) and connect to the
Oracle database that hosts the original data to be duplicated with the USER
SYSTEM (or any other USER that has the right to create USERs and to GRANT
rights to these USERS).

2. From Oracle SQL developer, create an Oracle USER for exporting the data.

R Oracle SQL Developer

File Edit View Navigate Run Versioning

Go@ag 9 xamo-0O

(2 Connections * | [ IReports x ©
* -V
&]@Databaseunks N

&) Public Database Links
@ Directories

@3 Editions

+ JE Application Express
(3] Java

+ @ XML Schemas

#{zad XML DB Repository

@ {{@ Scheduler
ﬁ Recyde Bin
@ (g Other User:

m Refresh Ctrl-R
Y Apply Filter...

Drop User...

Help

3. In the User tab, name the user: EXP_USER.
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[ Create/Edit User

User Roles | SystemPrivieges | Quotas | SQL | Results
Lser Name [Pp_user |
MNew Password |-u- |
Confirm Password |uu |

[] Password expired (user must change next login)
[ Account is Locked
[ Edition Enabled

Default Tablespace [USEF‘.S

Temporary Tablespace [TEI'"'IP

[&pphf

I

Close

4. In the Roles tab, select Granted for the following roles:

- CONNECT
- EXP_FULL_DATABASE
- IMP_FULL_DATABASE
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O\ Create/Edit User

|Jser Roles System Privileges | Quotas | SQL | Results

’ Grant All I Revoke all l Admin All l Admin Mone I Default Al I Default Mone

Role Name [B3 Granted Admin Default
CONMECT

CSW_USR_ROLE

CTXAPP

CWM_USER
DATAPUMP_EXP_FULL_DATABASE
DATAPUMP_IMP_FULL_DATABASE
DEA

DBFS_ROLE
DELETE_CATA