IMPORTING A MODULE INTO HOPEX

To work with certain Hopex Solutions, you might need to import modules into
Hopex.

These modules can be uploaded from Hopex Application Server (HAS) console.

© 1r you do not have access to Internet, you can use an off-line mode
to upload the module from a local file.



Module

Module description

A module page shows:
e the module description
e direct access to its upload (last version and recommended version)
e its characteristics: type, author, server version
]

two tabs to access:
e the module version history
* its dependencies: some modules require prior installation of other

modules
HOPEX Questionnaire Upload

Builder 1500+5019

D hopex assessment
Characteristics

Description
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Required dependent modules

Some modules require prior installation of other modules. These modules are listed
in the Dependencies tab of the module page.

E.g. : hopex.core, hopex.graphqgl, hopex.rest.api.

Dependencies

Module Version
hopex. core [15.18)
hopex.graphgl

hopex rest.api

Version

When necessary, the required version of the dependent module is indicated.

w  For details regarding the version range notation, see https://
docs.microsoft.com/en-us/nuget/concepts/package-
versioning#version-ranges Web site.

E.g.: [15,16) means that all of the versions from 15.0.0 are
authorized. The version 16 and more recent versions are not
authorized.
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To import a module into Hopex:
1. Access the HAS console:
e Enter its http address in your web browser and click Open.

HAS Console

HOPEX Application Server
management cansole

e Enter the login and password of the HAS administrator and click Sign
in.
2. In the console navigation menus, select Modules > Module List.
3. In the right pane, click the Add new tab.
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4. Click the module you want to upload.

© rIf needed, use the Search (Search here) and filtering (Type, Tag)
tools to help you find the module.

w  If you work off-line, but you have access to the module in a local

file (e.q.: via a USB key): click bbb lMER 5 /pjoad it.

' i Last Version: 62.14.45+1
€ ServiceNow Integration & Last Version +

62.14.45+1 Type F site
ID: servicenow.integrations.hopex

Author B MEGA International
Integration between Hopex and ServiceNow Server & none
version
History Dependencies
Name &

servicenow.integrations.hopex
Version: 62.14.45+1 [LUELEE

5. (Optional) In the module page, click Dependencies to check that all the
required modules are installed.

w See Required dependent modules.
When uploading the module, these dependent modules are automatically
added to the upload.

6. Upload the required version of the module: click & .

The following module(s) will be installed: X

servicenow.integrations.hopex  62.14.45+1

o

7. Click Apply to confirm the installation of the module and its dependent
modules, if necessary.

w (Click Cancel to cancel the installation.

Example: the installation of the "ServiceNow Integration”
module does not require to install a dependent module.



8. A message indicates when the environment automatic update will be
launched (in 10 minutes).
& Perform this operation when users are not connected or

inform them, see Administration (Web) > Notifying Connected
Users.

© 1r you launch the installation of another module within 10 minutes,
the environment automatic update is launched 10 minutes after having
requested to install the second module.

If needed, you can:
e launch the update immediately: click Start now.
e perform the update manually later: click Cancel (see Updating an
environment manually).
w A delegated administrator does not have the Cancel feature.

Easy Update will start automatically at 6/2/2025 10:45:43 AM.

A message informs you that the module is installed and ready to use.

Easy Update has succeeded.

Close

The module has been added to the list of installed modules in the
Installed tab.
m  See Module description.

Updating an environment manually
While importing a module, if you have canceled the environment automatic update,
you must perform the update manually to be able to use the module.
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To manually update the environment:
1. Access the HAS console:
e Enter its https address in your web browser and click Open.

HAS Console

HOPEX Application Server
management console

e Enter the login and password of the HAS administrator and click Sign
in.
2. Select the Cluster navigation menu.
In the Modules tab: hover the mouse over the HOPEX Core Back-End

module then click More ¢ > Start Easy Update.

MEGA HOPEX Core Back-End
8]
© Ready HOPEX  hopexcore Aquila 6.2 ¥ 17.2.0+7003
Stop
" ERA ] Start Easy Update
@ Blocked HOPEX  hopexdtpx  HOPEX Aquila ¥ 17.2.0+7003 -

The environment has been updated.

Authentication via an API key
Some modules require to authenticate via an API key to launch an HOPEX session.
m See Managing API Keys.






Hopex MCP Technical Documentation



1. Introduction

The Hopex MCP Server provides a controlled interface between MCP-compatible Al clients and the Hopex repository.
It is delivered as part of the Hopex bundle and runs as a module of Hopex Application Server.

Objective. This technical note describes the deployment, configuration, supervision, and operation of the Hopex MCP
Server in a customer environment.

Audience. This document is intended for architects, developers, integration teams, support teams, security teams,
and operations teams involved in Hopex MCP integration.

Scope. The note covers the Hopex MCP Server as a HAS module. It addresses bundle delivery, module start and stop
from the HAS console, endpoint exposure, authentication, GraphQL schema selection, tool usage, supervision,
validation, troubleshooting, and operational governance.

Limits. This note does not replace Hopex functional documentation, administration guides, Al client documentation,
or customer operating procedures. Al client configuration examples are indicative and must be checked against the
relevant client documentation.

Prerequisites.

= Hopex bundle deployed.

=  MCP module available in the HAS console.

=  MCP endpoint reachable over HTTPS.

= Required GraphQL schema and Hopex rights defined.

= Authentication mode selected.

= Al client compatible with the selected MCP connection and authentication mode.

2. Hopex MCP Architecture

The Hopex MCP Server is delivered with the Hopex bundle and runs as a HAS module. It uses the standard HAS
mechanisms for communication, security, deployment, and supervision.

No separate MCP Server package is required. The module is started from the HAS console, and the deployed MCP
Server version is the one delivered with the installed Hopex bundle.

It does not access the Hopex repository directly. All requests go through the MCP endpoint exposed by HAS and are
constrained by Hopex rights, the selected GraphQL schema, and MCP Server settings.



Hopex remains the system of record. The MCP Server exposes only authorized capabilities; the Al client uses the
returned data to produce the user-facing answer.

Security follows the same principles as other applications consuming the Hopex Web API. MCP access is governed by
Hopex rights, the selected GraphQL schema, the configured authentication mode, and the customer environment
security rules.

2.1. Rolein the Hopex ecosystem

The MCP Server lets an Al client query Hopex through an MCP-compatible interface, without exposing the repository
or bypassing repository governance.

The information exposed through MCP depends on the GraphQL schema associated with the server. This schema
defines the objects and relationships that can be accessed by the Al client. When the schema includes customer-
specific metamodel extensions, the additional guidance in section 5.2 Customized metamodel exposure applies.

MCP is not an Al engine and does not replace Hopex. It provides an integration interface between the Al client and the
repository.

MCP does not connect Hopex to any LLM by itself. The connection to an LLM depends entirely on the Al client selected,
configured, and authorized by the customer.

Authentication and connection modes depend on the MCP Server configuration, the Hopex environment, and the Al
client capabilities. The applicable modes and parameters are described in the security and configuration sections of
this document.

2.2. Components

The main components are:

= Al client: user-facing application used to submit a request and display the returned answer.

=  MCP Server: HAS module exposing authorized MCP tools and providing the interface between the Al client
and Hopex.

= HAS: runtime framework for the MCP Server. It provides communication, security, supervision, deployment,
endpoint exposure, and start/stop of the MCP module from the HAS console. The deployed MCP Server
version is aligned with the installed Hopex bundle.

=  GraphQL/Web API: access layer for Hopex objects and relationships exposed by the configured schema.

= Hopex repository: system of record for architecture data, access rights, and business consistency.



2.3.

Communication flow

Communication uses HTTPS across the exposed flow. The Al client calls the MCP endpoint exposed by HAS, while the
MCP Server accesses Hopex through GraphQL/Web API.

2.4.

Al client to MCP Server: the MCP-compatible Al client calls the MCP endpoint exposed by HAS over HTTPS.
The exchanged messages follow the MCP protocol supported by the installed Hopex MCP Server version.
Secure transport: HTTPS is used across the exposed communication path. Depending on the customer
architecture, traffic may pass through TLS termination, a reverse proxy, a gateway, firewall rules, and
certificates.

MCP Server in HAS: the server receives the request, applies the HAS execution and security framework, and
prepares access to the authorized Hopex capabilities.

MCP Server to Hopex: the MCP Server accesses Hopex data through GraphQL/Web API, also within the HTTPS
framework exposed by HAS. The configured GraphQL schema determines the accessible objects and
relationships.

Response to the Al client: Hopex returns authorized data to the MCP Server, which sends a structured
response back to the Al client. The Al client then presents the information to the user.

Responsibilities

Responsibilities are separated: the Al client handles interaction, the MCP Server exposes authorized Hopex tools, HAS

provides runtime and supervision, and Hopex manages repository data and rights.

Hopex provides the MCP endpoint, authentication, controlled data access, and the GraphQL schema based on the

configured metamodel. Al agents, LLM selection, prompting strategies, and customer-specific schema adaptation

remain outside its scope.



2.5. Architecture diagram

HTTPS across the exposed communication chain

HAS controlled access layer

GraphQL / HOPEX
Web API Back-end

question /
response

No direct Al model —

5 HAS execution + security framework
repository access

Structured response returns to the Al client through the controlled path

3. Hopex Integration Model

The integration relies on HAS to expose the MCP endpoint, GraphQL/Web API to access Hopex data, and standard
Hopex mechanisms for rights, connection profile, and repository context.

The MCP Server does not add a separate data governance layer. It exposes capabilities already controlled by the
repository, the GraphQL schema, and HAS configuration.

3.1. MCP endpoint

The MCP endpoint exposed by HAS is the main entry point. It is published over HTTPS, like the other services exposed
by Hopex Application Server, and is reachable from the Al client when the environment network, security, and
authentication rules allow it.

The standard endpoint format is https://<hopex-host>/mcp. Replace <hopex-host> with the actual Hopex instance
domain exposed to the Al client.

The endpoint URL is declared in the Al client when the MCP Server is added. Additional parameters, such as the
authentication mode, x-api-key or x-schema headers, and client-specific options, are configured in the client according
to its documentation.

Update Footer with name of Document Here bizzdesign.com



3.2. Exposed Hopex capabilities

Hopex capabilities are exposed to the Al client as MCP tools. These tools map to the capabilities available in the Hopex
MCP Server implementation: schema introspection, query guidance, GraphQL query execution, authorized mutations,
relationship exploration, object counting, and diagram access.

Tool selection is based on the exposed metadata and the user request. The MCP Server exposes the capabilities and
enforces the authorized Hopex scope.

3.3. User context

Each MCP call uses a Hopex context that includes authentication, GraphQL schema, and rights.

The Hopex user context identifies the user, repository, and connection profile associated with the call. Responses
returned to the Al client remain aligned with this context.

3.4. MCP session

The MCP Server associates exchanges with an MCP session. This session tracks the connected Al client, the schema
used, the authentication mode, and the technical context of the call.

MCP sessions are monitored through HAS supervision. Session events make it possible to correlate calls, the identified
Hopex user, executed tools, and loaded resources.

3.5. SaaS and on-premises considerations

The integration model is identical in SaaS and on-premises environments: the Al client calls the MCP endpoint exposed
by HAS, and the MCP Server accesses Hopex through authorized services.

Deployment differences are limited to the surrounding environment: published URL, identity provider, certificates,
proxies, gateways, firewall rules, and administration constraints.

4. Authentication and Security

The Hopex MCP Server is a HAS module. It therefore uses the same security framework as the other services exposed
by Hopex Application Server.

Mode Main use User context Secret Recommended for
OAuth 2.0 Interactive Al Authenticated Hopex user OAuth token and
/ DCR client usage context client registration

User-facing scenarios




Mode Main use User context Secret Recommended for

Machine-to- Hopex user context Automation and
API key ] ) . API| key L .
machine usage associated with the APl key technical integration

4.1. OAuth 2.0 and Dynamic Client Registration

The Hopex MCP Server supports OAuth 2.0 for interactive Al client usage. The Al client obtains an access token from
the authentication service before calling the MCP endpoint exposed by HAS.

Dynamic Client Registration may be used when the Al client registers itself with the authentication service before the
OAuth flow. Registration details are handled by the Al client and the authentication service; the Hopex MCP Server
only consumes the validated authentication context.

The OAuth context includes the Hopex repository and connection profile. This binds the token to the correct Hopex
environment and defines the applicable scope with the selected GraphQL schema and Hopex rights.

= The Al client registers dynamically when required, then starts the OAuth flow with the configured identity
provider.

= After authentication and authorization, the Al client calls the MCP endpoint over HTTPS with the access token.

=  HAS and the MCP Server validate the token and the associated OAuth context.

=  The MCP Server accesses Hopex data through GraphQL/Web API within the authorized scope.

The OAuth configuration must remain aligned with the Hopex environment: identity provider, repository, connection
profile, scopes, callback URLs, and client security rules.

OAuth declaration examples for Al clients are provided in section 14.5 Al client configuration examples. 14.514.5They
are indicative and depend on the Al client implementation and documentation.

4.2. APl key authentication

AP| key mode supports calls without interactive authentication. Each API key is associated with a Hopex user context.

Mutation rules are defined in section 5.1.2 Mutation authorization and governed operationally in section 13.4 Write-
operation governance.

The Al client sends the APl key in the x-api-key HTTP header. The declaration of this header depends on the Al client:

connector configuration, environment variable, or dedicated administration screen.

The API key is managed as a secret. It is not exposed in code, logs, or user interfaces. Rotation, storage, and revocation
follow the security rules of the customer environment.



Examples for x-api-key are provided in section 14.5 Al client configuration examples.

4.3. Authorization and Hopex rights

Authentication identifies the call context. Authorization then determines which data and operations are accessible.
MCP calls use the Hopex rights associated with the target repository, connection profile, and exposed GraphQL

schema.

The MCP Server exposes the authorized objects, relationships, and operations. The scope visible to the Al client
depends on Hopex rights, HAS configuration, and the selected GraphQL schema.

4.4. Transport security

Communications with the MCP Server use HTTPS, like the other services exposed by HAS. HTTPS protects exchanges
between the Al client, the MCP endpoint, HAS, and the exposed Hopex services.

Depending on the deployment, access may go through TLS termination, a reverse proxy, a gateway, firewall rules, and
certificates. These elements follow the network and security rules of the customer environment.

4.5. Traceability

MCP calls are traced for diagnosis, support, and security analysis. Logs identify the call context, calling component,
endpoint used, validation result, and any errors.

Logs remain compatible with confidentiality rules. They do not expose secrets, tokens, or API keys.

4.6. Licensing requirements

The Hopex MCP Server does not require a separate product license.

Each call uses the license and rights of the associated Hopex user: the authenticated user with OAuth, or the user
linked to the API key. The API key can be linked to an existing user account or to a specific account created for API

access. In the latter case, this account requires its own Hopex license.

5. Deployment and Configuration

The Hopex MCP Server is included in the Hopex bundle. Deployment follows the standard Hopex bundle deployment
process; the MCP module is then started and configured from the HAS console.



As the MCP Server is delivered with the bundle, its deployed version always matches the installed Hopex bundle. No
manual version selection is required for the MCP Server itself.

After the bundle is deployed, administration is performed from the HAS console. The MCP module can be started and
stopped from the console. The same console provides the MCP Server settings, including the default GraphQL schema,
mutation authorization, deferred authentication, APl key mode, authentication mode, and technical parameters. The
Al client is configured separately with the MCP endpoint URL, authentication settings, and optional headers.

Deploy the Hopex bundle.

Open the HAS console.

Start the MCP module.

Configure the default GraphQL schema.

Configure authentication and API key mode if required.
Enable mutations only when required.

Register the MCP endpoint in the Al client.

Run validation tests.

© N ok wN e



5.1. MCP module management in the HAS console

In the HAS console, the Hopex MCP module is managed through a start/stop action and a set of MCP Server settings.
These settings include the default GraphQL schema, mutation authorization, deferred authentication, APl key mode,
authentication mode, and other technical parameters.

Default GraphQL Schema

EA_Core
Default Hopex GraphQL schema addressed by the MCP Server when the client does not provide one with the x-schema header.
Enable GraphQL mutations
O
When enabled: authenticated clients (OAuth or API Key) can execute GraphQL mutations if they opt in. OAuth clients default to

read-write; API Key clients default to read-only but can opt in via the x-allow-mutations header. When disabled: mutations are not
allowed.

Enable Lazy Authentication (experimental)
O
Experimental. When enabled: clients can connect and perform discovery without credentials; a 401 OAuth challenge is issued

when a protected backend-bound method is called (for example tools/call or resources/read). When disabled (default): the
endpoint requires credentials up-front.

Enable API Key Authentication

O

When enabled: clients can authenticate using an x-api-key header. When disabled (default): only OAuth Bearer authentication is
accepted.

HAS console — MCP Server module settings.
5.1.1. Default GraphQL schema

The default GraphQL schema is configured in the Hopex MCP module settings from the HAS console. It is used when
the Al client does not send an x-schema header.

The x-schema HTTP header allows the Al client to target a GraphQL schema different from the default schema for a
given call. When the header is absent, the MCP Server uses the schema configured in the HAS console. Customer-
specific metamodel extensions are addressed in section 5.2 Customized metamodel exposure.
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5.1.2. Mutation authorization

The Allow mutation option is configured in the Hopex MCP module settings from the HAS console. It authorizes the
execution of GraphQL mutations by the MCP Server.

Allow mutation is required to execute mutations, regardless of the authentication mode. In APl key mode, the Al client
must also send the x-allow-mutation header. The MCP Server uses both the HAS setting and the client header to

authorize mutation execution.

5.1.3. Deferred authentication

Deferred authentication is configured in the Hopex MCP module settings from the HAS console. When enabled, the
MCP Server can defer user authentication to a later stage of the connection flow, depending on the authentication
mode and client behavior.

This option is used when the Al client first connects to discover the MCP Server capabilities and completes
authentication only when an authenticated operation is required. The effective behavior depends on the selected
authentication mode and the Al client implementation.

5.1.4. APl key mode

APl key mode is enabled in the Hopex MCP module settings.

The Al client sends the key in the x-api-key HTTP header. How this header is declared depends on the Al client:
connector configuration, environment variable, managed secret, or dedicated configuration screen.

5.2. Customized metamodel exposure

When Hopex customizations are used, the GraphQL schema exposed through MCP must cover the customized
metamodel elements that are relevant for Al usage. The customer may either extend an existing schema or create a
dedicated schema for the Al scenarios to be supported.

The schema scope should be defined from the questions the organization expects users to ask, not from the full
customized repository model. This limits data exposure, avoids unnecessary complexity, and helps the LLM build more
accurate GraphQLl queries.

For each exposed customization, metaclasses, meta-associations, and meta-attributes should be documented with
clear labels and descriptions. These descriptions should explain the business meaning of the concept, when it should
be used, and how it relates to standard Hopex concepts or to other customer-specific extensions.



These descriptions help the LLM select the relevant types, relationships, and attributes when translating a user
qguestion into a GraphQL query.

5.3. Alclient configuration

The Al client declares the HTTPS URL of the MCP endpoint exposed by HAS, then configures the authentication mode,
optional HTTP headers, and connector-specific options.

Common headers are x-api-key for machine-to-machine scenarios, x-schema to target a specific GraphQL schema,
and x-allow-mutation for mutations in APl key mode. Exact syntax varies by Al client and should be checked in the
client documentation.

Headers are declared in the Al client or its connector, not by the LLM. The Al client sends them with MCP calls; the
LLM uses the declared capabilities and available context.

The MCP Server interprets these headers on the Hopex side; the client-side declaration remains specific to the

connector, configuration model, or administration interface.
Vendor-specific configuration examples are provided in section 14.5 Al client configuration examples.

5.4. Secret management

Secrets used by Al clients, such as API keys or OAuth secrets, are managed on the Al client side using the mechanisms
provided by the vendor: secret vault, secure configuration, environment variable, or administration screen.

The Hopex documentation describes the headers and parameters interpreted by the MCP Server. Secret protection,
rotation, and declaration are handled by the Al client and by the organization’s security practices.

5.5. Saa$S and on-premises deployment

In a SaaS environment, the MCP endpoint is reached through the published Hopex URL and the authentication
framework available for the tenant. Al client access must be validated against the authorized connection mode and
identity provider.

In an on-premises environment, endpoint exposure depends on the customer network design. The main deployment
checks are HTTPS opening, certificate trust, firewall rules, reverse proxy or gateway configuration, and any DMZ
constraints.



5.6. Network prerequisites

The Al client must be able to reach the MCP endpoint exposed by HAS over HTTPS. Communications follow the same
framework as other Hopex services exposed by HAS.

Network configuration depends on the customer environment: DNS resolution, TLS certificate, outbound proxy,
inbound reverse proxy, IP filtering, HTTPS inspection, and security rules for exposed services.

6. MCP Tools and Capabilities

The Hopex MCP Server exposes Hopex capabilities as tools. The Al client does not access the repository directly; it calls
the tools declared by the server within the GraphQL schema, Hopex rights, and MCP configuration.

The end user does not directly select or invoke MCP tools. The MCP Server exposes each tool with a description and
related metadata intended for the Al client or its LLM. Based on this information, the user request, and the
conversation context, the Al client or LLM automatically selects the tool that best matches the user’s request.

6.1. Tool design principles

Each tool corresponds to a Hopex capability exposed by the MCP Server: schema introspection, query guidance,
GraphQLl execution, authorized mutations, relationship exploration, object counting, or diagram access.

Read and write operations are separated. Execute_Query runs read-only GraphQL queries. Execute_Mutation runs
GraphQL mutations when mutations are authorized.

Mutation authorization is configured in section 5.1.2 Mutation authorization. Tool usage is summarized in section 6.6
Available MCP capabilities.

6.2. Tool naming and structure

Tool names describe the exposed action: read, write, resource access, analysis, or diagram access. They are explicit for
both the Al client and technical teams.

Tool structure follows the GraphQL schema, Hopex rights, and connection profile used for the call.

When customized metamodel elements are exposed, their names and descriptions should follow section 5.2
Customized metamodel exposure to support schema discovery and query guidance.




6.3. Tool inputs and outputs

Input parameters define the call scope: object type, Hopex identifier, filter, relationship depth, result limit, or output

format.

Responses contain the information returned to the Al client: architecture data, relationships, metadata, execution

status, and errors.

6.4. Tool error handling

The MCP Server returns structured errors to the Al client. The Al client uses them, with the LLM when applicable, to

prepare the user-facing message.

Errors cover authentication, authorization, invalid parameters, GraphQL schema issues, data access, and Hopex-side

execution. Messages do not expose secrets, tokens, APl keys, or unnecessary internal details.

Typical MCP Server errors are listed in section 14.2 Error response examples.

6.5. Data exposure control

The visible scope is defined by the selected schema, the Hopex rights and profile, and the MCP configuration.

Large extractions are limited through filtering, pagination, or result limits when needed.

6.6. Available MCP capabilities

Main MCP capabilities are summarized below. Tool names may change between versions; functional capabilities

remain the reference.

These capabilities cover schema discovery, query guidance, read execution, authorized mutations, relationship

exploration, object counting, and diagram access.

Capability Main tools Purpose

Schema Introspect_Main_Types, Introspect_Type, Expose available GraphQl types, fields,

discovery GraphQL_Schema_Types relationships, and schema metadata.
Help the Al client build valid GraphQL

::Z;\;ce Get_Query_Guide, GraphQL_Schema_Query_Guide | queries with filters, pagination, and
sorting.

Read . . Read objects, count objects, and explore

) Execute_Query, Count_Objects, Path_Finder . ] o )
execution relationships within the authorized scope.




Capability Main tools Purpose
. . . ) Execute authorized create, update, or
Write Get_Mutation_Guide, Execute_Mutation, ) )
) ) . delete operations when mutations are
execution GraphQL_Schema_Mutation_Guide
enabled.
Diagram Get_Diagram_Natures, Get_Object_Diagrams, Find diagram types, diagrams linked to
access Get_Diagram_SVG, Diagrams_Natures objects, and diagram content.

Write execution is available only when mutations are authorized.

7. Context and Data Access

The MCP Server exposes repository data within a controlled context: GraphQL schema, Hopex rights, connection
profile, target repository, and MCP configuration.

The Al client does not have unrestricted repository access. It calls the tools exposed by the MCP Server and receives
only the information authorized for the current scenario.

7.1. Accessible data

Accessible data corresponds to the objects and relationships exposed by the GraphQL schema used by the MCP Server.
The scope covers the main Hopex domains: applications, business capabilities, processes, technologies, projects, and
their relationships.

The EA Core schema provides a simplified view of the Hopex model for MCP usage and Al integrations. It helps the
LLM use repository data while remaining aligned with the metamodel and available rights. Customer-specific
metamodel extensions should follow the exposure principles defined in section 5.2 Customized metamodel exposure.

7.2. Scope control

The exposed scope is defined by the GraphQL schema, connection profile, Hopex rights, and MCP Server configuration.

Access remains mediated by Hopex services. The connection profile defines the visible objects, properties, and
relationships available through the MCP tools. For customized metamodels, the GraphQL scope should be reviewed
against the principles in section 5.2 Customized metamodel exposure.

7.3. Call context

Each MCP call is attached to a Hopex context: repository, connection profile, GraphQL schema, and authentication
mode. With OAuth 2.0, the repository and profile are carried by the validated OAuth context.



This context places the request in the correct Hopex environment. Responses returned to the Al client match the
authorized repository, profile, and scope.

7.4. Filtering, pagination, and limits

The MCP Server uses GraphQL capabilities to filter results and limit the returned volume. Queries can include filters,
pagination, and result limits.

This keeps responses focused and limits unnecessary exposure when the repository contains many objects or
relationships.

7.5. Exposure protection

The MCP Server acts as a controlled access layer between Hopex and the Al client. It does not provide unrestricted
repository access or direct repository access. The data returned to the Al client is limited by the selected GraphQL
schema, Hopex rights, connection profile, MCP configuration, and call parameters.

After data is returned to the Al client, it may be processed by the LLM used by that client. This processing is outside
the MCP Server scope and depends on the Al client deployment model, the selected LLM provider, the tenant
configuration, and the applicable contractual terms.

Before connecting the MCP Server to an Al client using a public or third-party LLM, the customer must review how the
provider handles received data and ensure this is consistent with its confidentiality, data protection, and Al usage
policies.

Bizzdesign is not responsible for data exposure, storage, reuse, training, or processing performed by an Al client or by
a public or third-party LLM provider selected, configured, or authorized by the customer.

7.6. Logging and retention

MCP calls are logged for diagnosis, support, and security analysis. Logs identify the call context, endpoint used,
validation result, and any errors.

Log retention follows the customer environment rules and Hopex supervision practices. Logs do not expose secrets,
tokens, API keys, or sensitive data that is not needed for diagnosis.

8. MCP Request Lifecycle

An MCP request follows a controlled sequence from client connection to response handling.



On the Hopex side, the server exposes the endpoint, tools, context, security controls, and GraphQL/Web API access.
On the Al client side, discovery, authentication, tool selection, and response display depend on the client
implementation.

8.1. Connection initialization

The Al client connects to the MCP endpoint exposed by HAS over HTTPS. The MCP Server URL, optional configuration
headers, and authentication mode are declared in the Al client according to its own documentation.

HAS exposes the MCP endpoint and applies the server communication framework. URL, headers, OAuth, DCR, and API
key configuration are handled by the Al client.

8.2. Tool discovery

The Hopex MCP Server declares its available tools to the Al client. The list covers schema introspection, query and
mutation guides, GraphQL execution, relationship exploration, object counting, and diagram access.

The LLM uses this metadata to select a tool. Tool presentation, selection strategy, and ambiguous cases are handled
by the Al client.

8.3. Tool invocation

When the LLM selects a tool, the Al client sends an MCP call to the Hopex MCP Server. Transport remains HTTPS. The
exchanged messages follow the MCP protocol supported by the installed Hopex MCP Server version.

The call contains the tool name and parameters. The Al client builds these parameters from the user request,
conversation context, and tool metadata.

8.4. Validation

The Hopex MCP Server validates the call context before execution. This context includes authentication, the Hopex
repository, connection profile, GraphQL schema, available rights, and headers sent by the Al client.

Tool parameters are checked against the selected tool and GraphQL schema. The server executes the request within
the authorized scope or returns a structured error.

With a customized schema, validation errors may also indicate that customized metamodel elements are missing,
insufficiently documented, or not aligned with the expected Al scenarios described in section 5.2 Customized
metamodel exposure.



8.5. Hopex execution

After validation, the MCP Server executes the requested capability. Repository operations go through GraphQL/Web
APl or exposed Hopex services. The MCP Server does not provide direct repository access.

GraphQL queries cover read operations. GraphQL mutations cover create, update, or delete operations when these
capabilities are exposed and authorized. Diagram tools use available Hopex capabilities to find or return views
associated with objects.

Write execution follows the mutation authorization rules defined in section 5.1.2 Mutation authorization.

8.6. Response handling

The MCP Server returns a structured response to the Al client. The response contains the tool result, authorized data,
useful metadata, and any errors.

The Al client turns this response into the message shown to the user. Formatting, summarization, tool combination,
and conversation flow are handled by the Al client and the LLM.

8.7. Timeouts and errors

Errors returned by the MCP Server are structured to cover the main failure cases: authentication, authorization,
configuration, invalid parameters, GraphQL schema, data access, and Hopex-side execution.

Retry handling, error display, user messages, and recovery behavior depend on the Al client. On the Hopex side, calls
are logged to support diagnosis and support activities.

9. Supervision and Observability

Hopex MCP observability relies on HAS supervision. The MCP Server emits technical events for sessions, identified

users, tool or resource execution, errors, and returned volumes.

Supervision events contain operational metadata only. They do not include prompts, LLM responses, full GraphQL
results, secrets, tokens, or APl keys.

9.1. Supervision events

The MCP Server emits these main events:



Event Purpose Main metadata

Session ID, client name and version, schema,

MCPServerSessionStart / Trace session opening and o .
. ) authentication mode, mutation flag, OAuth

MCPServerSessionEnd closing. ] ] ] ] )

client or identity provider when applicable.

. Link the MCP session to Session ID, repository, login, person, and
MCPServerUserldentified . .
the Hopex user context. connection profile.
) ) Session 1D, tool name, execution status, result

MCPServerToolExecution Trace tool execution. .

length, and estimated tokens.

. ) Session ID, resource name, execution status,

MCPServerResourceExecution Trace resource loading.

result length, and estimated tokens.

9.2. Event correlation

The MCP session identifier correlates all events for the same session. It links client information, authentication mode,
schema, Hopex user context, executed tools, loaded resources, and errors.

This correlation identifies whether an issue is related to client configuration, authentication, schema, rights, or

mutation restrictions.

9.3. Usage monitoring

Session and execution events provide a technical view of MCP usage: connected Al clients, schemas, authentication
modes, executed capabilities, errors, and estimated returned volumes.

9.4. Supervised data limits

Supervision is designed for operation and support. It traces the technical context without storing business content
exchanged through the Al client.

10. Performance and Scalability

The Hopex MCP Server runs in HAS. Performance depends on the selected MCP tool, GraphQL query, returned volume,
relationship depth, schema, request precision, and Hopex-side processing cost.

10.1. Web APIl-equivalent behavior

An MCP call is processed by the MCP Server and relayed to Hopex through GraphQL/Web API or exposed Hopex
services. This execution chain uses the same technical framework as existing Web API calls.
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MCP load mainly depends on the Hopex operation being executed. A simple query on a limited dataset is comparable
to a simple Web API call. A broad query, deep relationship traversal, or complex mutation generates higher load.

10.2. Performance factors

The main performance factors are the tool being called, the GraphQL schema used, the applied filters, the number of
returned results, the relationship depth, and the processing cost on the Hopex side.

Introspection and guide tools mostly return schema metadata. GraphQL execution tools depend directly on the
submitted query. Diagram tools depend on the target objects, associated diagrams, and requested output format.

10.3. Data volume management

The MCP Server uses GraphQL filters, pagination, and result limits to reduce returned volume and server load.

Broad user requests may trigger expensive calls. Tool descriptions, query guides, and schema metadata help guide the
Al client toward precise requests.

10.4. Load, concurrency, and supervision

MCP calls consume the same platform resources as Web APl access: HAS execution, repository access, GraphQL/Web
APl processing, response generation, and logging. Concurrency is analyzed through the standard HAS and Hopex load
model.

HAS supervision tracks MCP sessions, clients, tools, resources, execution results, and estimated volumes. These events
help relate MCP usage to Hopex service load.

10.5. Write-operation impact

When mutations are authorized, the performance impact follows the same logic as write operations performed
through the Web API. The cost depends on the modified object type, application checks, impacted relationships, and
repository traceability mechanisms.

Mutation enablement is defined in section 5.1.2 Mutation authorization and governed in section 13.4 Write-operation

governance.

The mutation tool call is traced on the MCP side. The actual changes are tracked by Hopex mechanisms at the level of
the affected objects, as with other modifications performed through Hopex services.



11. Tests and Validation

Validation covers server registration, connection, authentication, headers, simple read scenarios, errors, and
supervision when a customer connects an Al client to the Hopex MCP Server.

Tests are performed from the Al client using simple prompts. The Al client triggers MCP calls in the background, based
on the user prompt and, when applicable, LLM tool selection. The end user does not directly select MCP tools.

11.1. Integration preparation

Before testing, check that the Al client has the required connection data:

* Hopex MCP Server HTTPS URL

e Authentication mode: OAuth 2.0 with DCR or API key

* Optional headers: x-api-key, x-schema, x-allow-mutation
» Expected GraphQL schema or default GraphQL schema

* Network access from the Al client to the MCP Server

Secrets remain stored in the secure mechanism of the Al client.

11.2. MCP Server registration

Start by registering the MCP Server in the Al client. The client retrieves the metadata exposed by the Hopex MCP
Server, including available tools and resources.

Expected result: the server is added without error, and the Al client records the declared capabilities. This check does
not assess LLM behavior.

11.3. Connection and authentication

The Al client connects to the MCP endpoint exposed by HAS over HTTPS. This check validates network access, TLS
certificate, any proxy, and the authentication mode.

With OAuth 2.0 and DCR, the Al client follows the authentication flow and obtains a token. In APl key mode, it sends
the x-api-key header when this mode is authorized on the server side.

11.4. Configuration header checks

When headers are configured in the Al client, the test checks their effect on the MCP Server. The Al client may not
display transmitted headers, but the response confirms whether they are used.



= x-schema: a read prompt produces a response consistent with the targeted GraphQL schema. Without this
header, the default GraphQL schema is used.

= x-api-key: in machine-to-machine mode, the call is accepted when the transmitted key is valid and authorized
on the server side.

= x-allow-mutation: in APl key mode, this header is checked only for mutation scenarios.

11.5. Simple read prompts

After the server is added, simple read prompts confirm that the Al client reaches the Hopex MCP Server and returns a
readable answer.

= Ask for the list or summary of types available in the repository.

= Search for a known Hopex object by name or identifier.

= Count objects of a given type.

= Ask for the main relationships of a known object.

= Ask for diagrams associated with a known object when diagrams exist.

These prompts validate the integration path. They do not assess LLM reasoning quality. When a customized schema is
exposed, validation should also include prompts covering the customized metamodel concepts described in section
5.2 Customized metamodel exposure.

11.6. Mutation tests

Mutation tests are performed only in a suitable environment with test data. They validate that write operations are
accepted only when the server-side configuration and the client-side context allow them.

For APl key mode, the test also validates the x-allow-mutation header. For irreversible deletion, the MCP Server
requests explicit confirmation before execution.

11.7. Error handling tests

Errors are checked when they occur naturally during tests: connection, authentication, missing or invalid header,
rejected mutation, or GraphQL error.

The MCP Server returns a structured response. The Al client then formats the message shown to the user.

11.8. Supervision checks

Tests from the Al client produce HAS supervision events. The check covers the MCP session, identified user, tools,

resources, and errors.



These events link Al client activity to the MCP session, declared client, Hopex repository, connection profile, and
executed processing.

12. Troubleshooting

Use the checks below to diagnose common connection, authentication, configuration, rights, execution, and
supervision issues.

12.1. Connection and authentication issues

= Check the HTTPS URL of the MCP Server.

= Check network access from the Al client.

= Check the TLS certificate, proxy, or gateway.

= With OAuth/DCR, check the authentication flow and the token.

=  With APl key mode, check server-side authorization and the x-api-key header.

For local usage, connection issues may occur when the Al client relies on Node.js and Node.js does not trust the
certificate chain. In that case, set the NODE_OPTIONS environment variable to --use-system-ca so that Node.js uses
the Windows certificate store.

12.2. Configuration and rights issues

= Check the headers configured in the Al client: x-schema, x-api-key, x-allow-mutation.

=  Check the default GraphQL schema in the HAS console.

= Check the connection profile, Hopex rights, and the customized metamodel exposure described in section 5.2
Customized metamodel exposure when a custom schema is used.

=  Confirm the exact header syntax in the Al client documentation.

12.3. Execution and performance issues

= Check GraphQL errors returned by the MCP Server.

=  For mutations, check the configuration described in section 5.1.2 Mutation authorization.
= For deletions, check the explicit confirmation request.

= In case of latency, reduce the requested volume, explored relationships, or query depth.

12.4. Support information

=  MCP Server URL and environment.

= Al client used, version, and connection mode.



= Authentication mode.

= Configured headers.

=  GraphQLl schema used.

=  MCP session / mcpSessionld.

= Tool or resource concerned.

=  Structured response returned.

= HAS supervision events.

= (Client-side and server-side logs, when available.

13. Operational Governance

Operational governance keeps the Hopex MCP Server controlled in customer environments: configuration, rights,

schemas, write operations, supervision, and support information.

The MCP Server exposes stable functional capabilities through a technical implementation that may evolve between
versions.

13.1. MCP tool evolution

The MCP tool list may evolve between Hopex MCP Server versions. Tools may be renamed, merged, split, or replaced.

Functional capabilities remain the reference: schema introspection, query construction and execution, authorized
mutations, relationship exploration, object counting, and access to diagram information.

Any new capability, functional evolution, or feature removal is documented in the release notes of the update that
introduces the change.

13.2. Exposed scope control

The exposed scope is defined by the selected schema, Hopex rights and profile, and the MCP module configuration in
HAS. This combination determines the objects, relationships, and operations available to the Al client.

Schema or profile changes are treated as scope changes. They can modify what the Al client can query or return, even
when the MCP tool list remains unchanged. Changes involving customized metamodel exposure should be reviewed
according to section 5.2 Customized metamodel exposure.

13.3. HAS configuration governance

The Hopex MCP module settings in the HAS console define key integration choices: default GraphQL schema, API key
mode, mutation authorization, deferred authentication, and technical parameters.



These changes affect the integration, connected Al clients, machine-to-machine scenarios, write operations, and

supervision.

13.4. Write-operation governance

Mutations expose write operations on the Hopex repository. Their use depends on the Allow mutation option in the
Hopex MCP module settings. This option is required to execute mutations, regardless of the authentication mode.

In APl key mode, the x-allow-mutation header complements this configuration. Irreversible deletions follow an explicit
confirmation flow before execution. Applied changes remain traced at the level of the affected Hopex objects.

Hopex records mutations under the user linked to the request. HAS supervision identifies the MCP session, user, Al
client, and tool.

The customer is responsible for deciding whether mutations are enabled and which Al clients may use them. For
update prompts, the customer must ensure that the prompt asks for user validation before any mutation is executed.

When LLM-generated data is used in a mutation, the customer must verify that it is accurate, relevant, and appropriate
for the business context. If validation is performed later in Hopex, it remains the customer’s responsibility and is not
provided by the MCP Server or by Bizzdesign Hopex.

13.5. Al client compatibility

Registration, authentication, headers, secrets, and error handling vary by Al client. Use the Al client documentation
for exact syntax and client-side practices.

On the Hopex side, governance covers the elements interpreted by the MCP Server: endpoint, authentication mode,
received headers, schema used, Hopex rights, and supervision events.

13.6. Supervision and support

HAS supervision events are the reference point for monitoring MCP Server usage: sessions, Al clients, identified users,
executed tools, loaded resources, results, and estimated volumes.

For support, collected information links the symptom observed in the Al client to the Hopex context: MCP session,
declared client, repository, profile, schema, authentication mode, tool or resource concerned, and returned structured
response.

13.7. Operational practices

= Document changes to the Hopex MCP module configuration in HAS.



= Track MCP tool changes while distinguishing technical tools from functional capabilities.

= Limit the exposed scope to the required schema, rights, and profiles.

= Test Al clients after changes to schema, customized metamodel exposure, authentication, headers, or write-

operation configuration.

= Review supervision events and write-operation usage regularly.

= Keep a support information collection procedure available.

14. Annexes

14.1. Glossary

Term

Definition

MCP

Protocol used by an Al client to discover and call capabilities exposed by an MCP-

compatible server.

Hopex context

Technical context of an MCP call, including authentication, GraphQL schema, and
rights.

Hopex user context

User, repository, and connection profile associated with an MCP call.

Hopex MCP Server

HAS module that exposes Hopex capabilities to an Al client through the server MCP
implementation.

Application or platform that connects to the MCP Server, discovers tools, manages

Al client authentication and headers, and presents responses to the user. It may use an LLM to
select tools and formulate answers.

HAS Hopex Application Server. It exposes the MCP endpoint, provides the runtime
framework, and applies common security and supervision mechanisms.

GraphQL schema GraphQL schema used by the MCP Server to expose the scope available to Al clients.

Customized metamodel

Customer-specific extension of the Hopex metamodel exposed through a GraphQL
schema when required by Al usage scenarios.

Metaclass

Type of object in the Hopex metamodel. When exposed to Al clients, custom
metaclasses should have clear labels and descriptions.

Meta-association

Relationship definition between metaclasses in the Hopex metamodel. Custom meta-
associations should explain the business relationship they represent.

Meta-attribute

Property definition attached to a metaclass in the Hopex metamodel. Custom meta-
attributes should be named and described so the LLM can select them correctly in
GraphQL queries.

MCP tool

Technical capability exposed by the MCP Server and usable by the Al client.




Term Definition

Reference content exposed by the MCP Server, such as a schema guide or a list of
MCP resource

diagram natures.

14.2. Error response examples

Case Code / message Al client handling
) ] OPERATION_NOT_ALLOWED Inform the user that the server is in
Mutation disabled . . .
Mutations are disabled on this server. read-only mode.
) INVALID_QUERY
Read operation sent ] ) Rephrase and use the read tool
) Only 'mutation’ operations are accepted. .
to Execute_Mutation when the context allows it.

Use Execute_Query for read operations.
INVALID_QUERY

Write operation sent ) Rephrase and use the mutation tool
Only 'query' operations are accepted. )
to Execute_Query . ] ) when the context allows it.
Use Execute_Mutation for write operations.
. ) confirmationRequired with the list of detected Ask for explicit confirmation before
Irreversible deletion ] ] ) ]
operations. running the mutation again.

14.3. Hopex rights and profiles matrix

The rights matrix depends on the customer environment, Hopex profiles, and exposed GraphQL schema. It identifies
the objects, relationships, and operations available through the MCP Server for a given profile.

e Target Hopex repository

» Connection profile used

* Exposed GraphQL schema

e Accessible objects and relationships

* Available read tools

* Authorized or non-authorized mutations

e Restrictions and customized metamodel exposure specific to the customer environment, as described in
section 5.2 Customized metamodel exposure.

14.4. Security and network exposure checklist

=  MCP endpoint exposed over HTTPS.

= TLS certificate valid and trusted by the Al client.

= Reverse proxy, gateway, or firewall configured when required.
= Authentication mode defined: OAuth/DCR or API key.




= Secrets stored in the secure mechanism of the Al client.

= Default GraphQL schema configured in the HAS console, including customized metamodel exposure when
applicable; see section 5.2 Customized metamodel exposure.

= Required headers documented on the Al client side.

= HAS supervision enabled for MCP sessions.

14.5. Al client configuration examples

These examples are indicative. Exact syntax, callback URLs, header declaration, and secret storage vary by Al client
and should be checked in the client documentation.

14.5.1. OAuth/DCR examples

The Al client declares the remote MCP Server URL and uses OAuth 2.0 with Dynamic Client Registration when
supported. Exact fields depend on the Al client.

Claude example — OAuth/DCR declaration
{

"connector": "Hopex MCP",
"server_url": "https://<hopex-host>/mcp",
"authentication": {

"type": "oauth_dcr"

This example uses a compact JSON-style declaration for an Al client that supports OAuth/DCR as part of its MCP

connector configuration.

Copilot Studio example — MCP wizard

Server name: Hopex MCP

Server description: Hopex MCP Server for architecture repository access
Server URL: https://<hopex—-host>/mcp

Authentication type: OAuth 2.0

OAuth mode: Dynamic Client Registration

This example represents a form-based configuration where the Al client collects the MCP Server URL and OAuth/DCR
settings through a connector wizard.

The next example uses a custom MCP connector declaration with OAuth Dynamic Client Registration enabled by the
Al client.

Mistral Work example — custom MCP connector

{



"name": "Hopex MCP",
"server_url": "https://<hopex—host>/mcp",

"authentication”: {
"type": "oauth_dynamic_client_registration"

14.5.2. Header-based examples

Claude example: the configuration declares the server HTTPS URL, HTTP transport, and headers. Secrets, such as the

API key, are referenced through a secure mechanism provided by the Al client.

Claude JSON example — MCP headers
{

"mcpServers": {
"hopex—-mcp": {
"type": "http",
"url": "https://<hopex-host>/mcp",
"headers": {
"x—api-key": "S${Hopex_MCP_API_KEY}",
"x—schema": "EA_Core",
"x—allow—mutation": "true"

The next examples use header-based configuration, typically for APl key mode, schema selection, and mutation

authorization in API key scenarios.



Copilot Studio example: headers are declared in the OpenAPI definition of the custom connector. x-api-key can be
defined as an API key authentication scheme, while x-schema and x-allow-mutation can be declared as header

parameters.

Copilot Studio OpenAPI example — MCP headers
components:
securitySchemes:
HopexMcpApiKey:
type: apiKey
in: header
name: x—api-key
parameters:
— name: x—schema
in: header
required: false
schema:
type: string
— name: x-allow-mutation
in: header
required: false
schema:
type: boolean
security:
— HopexMcpApiKey: []

This example shows the same header-based approach for a custom MCP connector when the Al client supports custom
HTTP headers.

Mistral Work example: the Hopex MCP Server is added as a custom MCP connector with its HTTPS URL. When the
connector supports custom headers, MCP headers can be declared in the connector configuration. Otherwise, the

server uses the default values configured in HAS.

Mistral Work JSON example — MCP headers
{

"name": "Hopex MCP",
"server_url": "https://<hopex—host>/mcp",
"headers": {
"x—-api-key": "S${Hopex_MCP_API_KEY}",
"x—schema": "EA_Core",

"x—allow—-mutation": "true"



14.6. SaaS and on-premises deployment checklist

=  MCP endpoint URL confirmed from the Al client environment.

= Authentication mode validated for the target SaaS tenant or on-premises environment.

= Required headers checked in the Al client configuration.

=  Customized metamodel exposure validated when a custom GraphQL schema is used.

= Network path validated, including HTTPS, certificates, proxy, gateway, firewall, and DMZ constraints when
applicable.

= Baseline read tests completed from the Al client.

= Mutations tested only when enabled and authorized.

=  HAS supervision events checked.

= Support procedure and diagnostic information identified.

Use this checklist as the final deployment control.

Detailed principles are described in section 3.5 SaaS and on-premises considerations and deployment implications are
described in section 5.5 SaaS and on-premises deployment.



Hopex MCP Server



1.

Objective

The MCP (Model Context Protocol) Server helps architects access and use Hopex repository knowledge through Al

agents. It supports faster investigation, clearer dependency and impact analysis, and better-informed architecture

decisions through natural language interaction.

2.

Scope

The scope covers the main architecture domains managed in Hopex, including Applications, Business Capabilities,

Processes, Technologies, and Projects. It allows architects to explore how these elements are connected and to analyze

architecture knowledge across business and IT perspectives.

Key Features

Faster access to architecture knowledge: Architects can retrieve repository knowledge through natural
language questions, reducing the time spent navigating views, reports, and object details to find relevant
information.

More precise architecture investigations: Architects can ask targeted questions about applications,
capabilities, processes, technologies, or projects and receive focused answers that help them investigate
specific architecture concerns more efficiently.

Clearer understanding of dependencies: By exploring relationships between applications, capabilities,
processes, technologies, and projects, architects can better understand cross-domain dependencies and the
broader context of change.

Faster synthesis for architecture reviews: Architects can quickly scope, summarize, and interpret subsets of
repository data, making it easier to prepare review materials, answer stakeholder questions, and support
governance activities.

Improved impact and change assessment: The MCP Server helps architects trace dependencies across the
repository, making it easier to assess the potential impact of change, identify affected areas, and support
transformation planning.

Better interpretation and analysis of architecture views: Architects can use diagrams alongside textual
answers to better understand repository content. When diagrams are available in an interpretable format, Al
agents can derive key elements, visible relationships, and structural insights, helping architects explain

views and communicate findings more clearly.



4.

Functional Architecture

The functional architecture shows how Hopex architecture knowledge is made accessible to Al agents in a controlled

and usable way. It connects repository content, MCP-based access, and Al-driven interaction so that architecture

knowledge can be queried, analyzed, and interpreted more efficiently.

Hopex Repository: Provides the architecture knowledge base, including applications, capabilities, processes,
technologies, projects, and their relationships.

MCP Server: Exposes repository knowledge in a way that Al agents can query and use, enabling targeted access
to architecture information.

Al Agent: Interacts with the MCP Server through natural language requests and turns repository data into
answers, summaries, and insights for architects.

Architecture Interaction Flow: The overall flow allows architects to ask questions in natural language, retrieve
relevant architecture knowledge, and receive usable results for analysis, review, and decision-making.

Interfaces

The interfaces are designed to make Hopex architecture knowledge accessible to Al-driven interactions while

supporting practical use for architects. They provide both a structured access layer to repository content and a natural

language interaction layer that makes architecture knowledge easier to query and use.

6.

Repository access interface: Provides structured access to repository content so that Al agents can retrieve
architecture knowledge in a consistent and controlled way.

Natural language interaction interface: Allows architects to ask business-oriented questions through Al
agents and receive usable answers without navigating the repository manually.

Security

The security approach is designed to provide access to Hopex architecture knowledge through Al agents in a controlled

manner aligned with enterprise security requirements. It protects architecture data, limits unnecessary exposure, and

ensures that the MCP Server operates as a secure access layer rather than as an embedded Al solution.

Authentication and controlled access: Access to the MCP Server is protected through API key authentication,
thereby helping ensure that repository knowledge can be queried only by authorized clients.

Controlled exposure of repository content: The server provides access to repository content through a
controlled interface, enabling architects to use architecture knowledge without unnecessarily exposing the

underlying repository.



=  Separation from Al model hosting: The MCP Server does not embed any Al agent or Al model. This separation
preserves a clear boundary between the repository access layer and the Al runtime and provides organizations
with greater flexibility in the governance and security of their Al environment.

Organizations should also assess how architecture data is managed when Al agents rely on cloud-hosted LLMs. Even
when the MCP Server provides controlled access to architecture knowledge, prompts and retrieved data sent to an
external model may be processed outside the organization’s direct technical perimeter. This creates governance
concerns related to data exposure, retention, and the potential leakage of sensitive architecture information.
Architects and security teams should therefore ensure that the selected Al configuration remains consistent with
enterprise requirements for data handling, confidentiality, and approved cloud usage.

Security considerations may also vary depending on the tenant configuration and the selected LLM deployment model.
Where the Al service is operated within a dedicated enterprise tenant, data management controls, access boundaries,
logging, and compliance settings may differ materially from those associated with public or externally hosted LLM
services. Consequently, the level of data exposure risk is determined not only by the MCP Server itself, but also by the
tenant architecture, the cloud configuration, and the contractual and technical safeguards applied to the LLM
environment.

=  Warning on data leakage risks: Sensitive architecture data should not be transmitted to external LLM services
without appropriate safeguards, as prompts and retrieved content may result in the disclosure of confidential
information beyond the organization’s intended security boundary.

7. Limitations

The following limitations should be considered when evaluating the MCP Server in the context of Al adoption:

= No embedded Al model: No Al model is provided as part of the MCP Server itself.

= No prompt configuration provided: Prompt design and configuration are not included as part of the MCP
Server standard capabilities.

= Custom schema generation outside standard MCP capabilities: Custom schema generation is not provided
by the MCP Server as part of its standard capabilities. However, it remains possible within Hopex Studio,
subject to the availability of the appropriate license.

= Security posture depends on deployment choices: The overall security posture of a deployed solution
depends partly on the selected Al hosting environment, the tenant configuration, and the safeguards applied
to the LLM setup.



8. Use Cases

The following use cases illustrate how the MCP Server can support core architecture activities across analysis,
dependency investigation, governance, transformation planning, and interpretation of architecture views. They show
how Al-driven access to Hopex repository knowledge can help architects explore relationships across domains,
synthesize architecture information more efficiently, and produce more consistent inputs for architecture review and

decision-making.
8.1. Analysis and Investigation

=  Faster impact analysis: Architects can assess the consequences of changing or retiring an application, process,
technology, or capability by exploring related objects and dependencies.
Sample prompt: "Assess the impact of retiring application X".

= More efficient dependency investigation: Architects can identify how applications depend on other
applications, technologies, processes, or data elements to investigate issues and understand the broader
landscape.
Sample prompt: "Identify the applications and technologies on which application X depends."

=  Clearer capability-driven analysis: Architects can move from business capabilities to supporting applications,
processes, projects, and technologies to understand alignment between strategy and architecture.
Sample prompt: "Identify the applications, processes, and projects that support business capability X."

= Faster preparation for architecture reviews: Al agents can summarize architecture knowledge to help
architects prepare review materials and answer stakeholder questions more  quickly.
Sample prompt: "Summarize the main architecture elements and issues related to domain X for a review

meeting."

8.2. Reporting, Governance, and Risk

= Dashboarding and reporting support: Al agents can prepare architecture dashboards and reports by
summarizing repository data and highlighting key indicators for stakeholders.
Sample prompt: "Prepare a summary for an architecture dashboard on application obsolescence and related
business impacts."

= Governance KPI monitoring: Al agents can monitor governance KPIs by highlighting trends, gaps, and non-
compliance indicators across the portfolio.
Sample prompt: "Identify the main governance KPIs for the application portfolio and highlight the areas that
require attention."

= Technology risk tracking: Al agents can identify technology risks such as obsolete technologies, unsupported
components, critical dependencies, or concentrations of risk across the landscape.
Sample prompt: "Identify the technologies in the portfolio that present the highest risk due to obsolescence,
dependency exposure, or critical usage."



8.3. Transformation Support

= Stronger decision support for transformation: Al agents can connect strategic, business, and IT elements to
support architecture decisions and evaluate transformation scenarios.
Sample prompt: "ldentify the business capabilities, applications, and technologies involved in transformation
initiative X."

= Transformation roadmap support: Al agents can help architects structure transformation roadmaps by
identifying impacted domains, dependencies, and sequencing constraints across initiatives.
Sample prompt: "Outline the main phases and dependencies for transforming application domain X."

= Migration scenario analysis: Al agents can compare migration or modernization scenarios by highlighting
affected capabilities, applications, technologies, and potential impacts on the target architecture.
Sample prompt: "Compare two migration scenarios for application X and highlight the main impacts and
dependencies."

8.4. Visual Insight

=  Deriving insights from architecture views: When diagrams are available in an interpretable format, Al agents
can derive key elements, visible relationships, and structural insights from architecture views.
Sample prompt: "Analyze this architecture diagram and identify the main components and relationships."

= Visual comparison of architecture views: Al agents can compare two architecture diagrams to highlight key
differences, changed relationships, or structural evolutions between views.
Sample prompt: "Compare these two architecture diagrams and highlight the main structural differences."

Taken together, these use cases show that the MCP Server can support a broad range of architecture work, from
impact analysis and dependency mapping to governance support, transformation assessment, and interpretation of
architecture views. By making Hopex repository knowledge easier to query and synthesize through Al-driven
interaction, it strengthens the architect’s ability to investigate the current landscape, assess change, and provide
structured insights to support enterprise architecture decisions.

0. Broader Business Value

The following examples illustrate how the MCP Server can create value beyond the architecture team by making Hopex
repository knowledge more accessible to other roles across the organization. They show how Al-driven access to
architecture information can help these roles better understand dependencies, assess impacts, support governance,
and contribute more effectively to decision-making and transformation across business and IT perspectives.



9.1. Developers

Improved understanding of application context: Developers can use the MCP Server to understand the application
landscape in which they work, including dependencies, impacted technologies, and the broader context around the
systems they build, maintain, or integrate.

Sample prompt: "ldentify the upstream and downstream dependencies of application X."

9.2. Strategists

Clearer strategic alignment analysis: Strategists can use the MCP Server to explore how business capabilities,
projects, and technologies support enterprise priorities. This helps them assess alignment between strategy,
transformation initiatives, and the current architecture landscape.

Sample prompt: "Identify the capabilities and projects that support strategic objective X."

9.3. Product Managers

Stronger architecture-informed product decisions: Product managers can use the MCP Server to understand
dependencies, impacted capabilities, and architecture constraints that may affect product evolution. This helps them
place roadmap decisions in a broader enterprise context.

Sample prompt: "Identify the business capabilities and applications impacted by product change X."

9.4. Governance Teams

Better support for governance review and follow-up: Governance teams can use the MCP Server to monitor
architecture health, portfolio quality, and compliance indicators across the landscape. This helps them support more
informed governance reviews and follow-up actions.

Sample prompt: "Identify the main governance indicators that require attention in the application portfolio."

9.5. Application Owners

Clearer assessment of application responsibilities and risks: Application owners can use the MCP Server to
understand the business and technical context of the applications for which they are responsible. This helps them
assess dependencies, impacted capabilities, technology risks, and the broader role of an application within the
enterprise landscape.

Sample prompt: "Identify the business capabilities, technologies, and dependencies associated with application X."

9.6. Transformation Leaders

Stronger support for transformation prioritization and sequencing: Transformation leaders can use the MCP Server
to understand how initiatives affect business capabilities, applications, technologies, and dependencies across the



enterprise. This helps them support prioritization, sequencing, and communication of transformation decisions.
Sample prompt: "Identify the main capabilities, applications, and dependencies impacted by transformation
initiative X."

Taken together, these examples show that the MCP Server can support a broad range of roles beyond architecture
teams by making Hopex repository knowledge easier to access, query, and interpret through Al-driven interaction. It
strengthens the ability of these roles to understand the current landscape, assess impacts, and contribute more
effectively to governance, product, application, and transformation decisions across the enterprise.

10. Prerequisites

To realize this broader business value in practice, the following prerequisites should be met before the MCP Server

can be used in a Hopex environment:

= Available Hopex environment: A running Hopex environment must be available, with the relevant repository
content and metamodel data accessible for querying.

=  MCP Server deployment: The MCP Server must be deployed and configured in the target environment so that
it can expose architecture knowledge to authorized Al agents.

= Configured authentication: AP| key authentication must be configured and managed so that access to the
MCP Server is restricted to approved clients.

= Network accessibility: The environment hosting the Al agent must have the required network access to reach
the MCP Server endpoint, in accordance with the organization’s security policies.

= Compatible Al agent: A compatible Al agent must be available and properly configured to interact with the
MCP Server.

11. Administration, Installation, Configuration, and Deployment

Once these prerequisites are in place, the following steps provide a high-level overview of the typical activities required
to deploy and configure the MCP Server in a Hopex environment. Detailed implementation depends on the target
environment and the selected deployment and Al integration approach:

= Prepare the environment: Ensure that the Hopex environment, repository content, and required permissions
are available.

= Deploy the MCP Server: Install and configure the server in the target environment with clear hosting and
maintenance responsibility.

= Configure access and security: Set up authentication, manage secrets appropriately, and ensure the endpoint
is exposed in line with security and network policies.

= Configure the Al agent: Confirm that a compatible Al agent is available. Detailed configuration should follow
the documentation of the selected Al agent and LLM.



= Validate the deployment: Verify connectivity, authentication, query execution, and operational monitoring

before productive usage.

12. Glossary

The following terms are used throughout this document and support a consistent understanding of the concepts

referenced in the preceding sections:

= MCP (Model Context Protocol): A protocol that allows Al agents to access and use external tools or
information sources in a structured way.

= LLM (Large Language Model): An Al model capable of understanding and generating natural language, often
used to interpret user requests and produce responses.

= Hopex Repository: The central Hopex knowledge base containing architecture objects such as applications,
capabilities, processes, technologies, projects, and their relationships.

= Capability: A business ability or capacity that the enterprise needs to deliver value and achieve its objectives.

= Architecture View: A representation of a subset of the architecture, often shown as a diagram, to illustrate
specific elements and relationships for a given purpose.

= Al Agent: A software component that interacts with the MCP Server and an LLM to retrieve information,

interpret results, and respond to user requests.
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1. Teams Module Description

0o

T

The Teams module enables to share MEGA HOPEX diagrams in Microsoft Teams.

Add a MEGA HOPEX diagram as a tab in your Teams channel, with an embedded editor,
anyone in the channel can view and comment on your diagram without ever leaving Microsoft
Teams. You can also edit your HOPEX diagram from a tab if you have a MEGA HOPEX license.

Sharing diagrams in Teams will help you to onboard your team members as subject matter
expert in your transformation project.

MEGA International mega.com
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2. HOPEX in Microsoft Teams

If this is the first time you use the app to embed HOPEX in Microsoft Teams, go to HOPEX
Configuration section and follow the step-by-step instructions to configure the module.

2.1. Adding the App to your Teams (optional)
In your Teams:

1. Open the menu to manage your team.

I

Teams 3 - General £

3 1‘-.-'

Genaral i
P MAEnRSGE taT
s n ~ i
. ] i ¥
Sa A mgmit
.h‘i a Lesve the tear
EdiE farai

2. Select the Apps tab.
3. Search for MEGA HOPEX app.

MEGA HOPEX

m MEGA HOPEX empowers you and your team to collaborate on

o Frangas

* Halno
= Porugués
By wsing BMEGA HOPEX. you agres to o
the rivacy pelicy snd tarmi of Lt

4. Click Add.
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2.2. Adding a diagram tab in your Team

To add a tab on a channel:

1. Click the plus sign.
2. Select MEGA HOPEX app.

3. Fill in the Login information given
by your HOPEX administrator (see
Authentication):

4. Click Login.

CO - Public Use

URL of your HOPEX server

API credentials/API Key

Add a tab

Hopex Diagrams in MS Teams

Tun your frvodite apps snd fifes into tatrs 51 the 1op of the channed

W ApEs

Bocent =

O EEE

[Drstument
Libemry

Sesrch Q;

-

Luxidchart M[GA I

hECA ROPEX @

i oy A yau

ShareFoéni

Miore tabe

Asuré Lals Bulrtind
Services

a v Bl

Lt Milrtones

Chaanel
calenda

Power Mg

R MEGA HOPEX

Please enter your HOPEX server LBL and credentals

Login

UIFL ¢ your HOFEX servers

https/fjft-teamilabamega.com

Choose your suthentication method

# AP credentials (O} AP Key

APl account®

SOMO

III

Tarsles fry
Phasner dm..

b

(=

Whiteboard

Power Praject

Bt ota

Password®

B Bost e the channel abaut thig 1ab

LOHO1234

ey Impection
irdeas

Roadmap - Social

Mlie s ponredn Ay o

£ Manage apps

1o configure b néw 1ab
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5. Select a Diagram:

a) Search for the diagram in the Bt MEGA HOPEX
list or enter its name (e.g.
Car Repair)

Configure the tab with a diagram to share

b) Select the diagram.
agram
c) Use the preview to check if it
is the diagram you want to
share.

Car Repair (World @Hand=Core Business-Car Rentsl Business) - Onganazation

d) Click Save to create the tab
corresponding to the
diagram.

. Fost e the channel about this b

2.3. Viewing a HOPEX diagram

On the channel select the diagram you want to see. Every team member can view the shared
diagram.

_ — o e

Q Teams = General pPost= Car Repair (World@H... ~ 3 more ~ + B ! G h

EJe Your teams -
Car Repair (World@Hand::Core Business::Car Rental Business) -

o B recrrorexdsgem - il -
| i Organizational Process Diagram

Teams General

CRR—

Calendar

& Hidden teams [3)

Calis

o

Who
N o o0
H
0
i
E
i
i
i
:

= H

i

Koee B

@ S Join or create a team 2 4|
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2.4. Editing the HOPEX diagram

To edit the HOPEX diagram:

In the channel, select the diagram you want to edit.
2. Click Go to the diagram.

A popup appears. N EerEnE

o
% Car Repair (World@Hand::Core Business:Car Rental Business) - Organizational Process Diagram

3_ Enter your HOPEX Credential_ | ‘;P CarRepair(WorId@Hand:rsarRen(al Business) - Of ani(ional Process Diagram
According to your organization, it can ' . .
be a simple authentication, OpenID HOPEX

HOPEX in Microsoft Teams

Connect, or SAML2.
HOPEX can leverage your company
authentication system.

4. Click Sign in.

HOPEX loads into a frame embedded
into Microsoft Teams.

»
5. Click Logout to logout and return to the view mode.
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3. HOPEX Configuration

To be able to use HOPEX in Microsoft Teams you need to install the module and configure
HOPEX as described below.

3.1. Installing Teams Module

To install Teams module:
1. Connect to HOPEX Application Server — Console.
2. Select Modules > Module List.

3. In Add new tab, search for “Teams”.

MEGA . N
H OPEX HOPEX Application Server - Console G
Installed Update Add new Remove
Installation A
Modules v teams Q Download complementary modules from the '
online store or do a manual upload. Install
Type selected module or imported file
I Module List
Module Settings HOPEX in Microsoft Teams
e Y Tags
Authenticatior This Module allows to share object HOPEX in
Microsoft Teams
Cluster
Monitoring A

4. Install Teams Module.

5. In the Administration application (administration.exe), run the "Environment
Automatic Update” (right-click the environment and select Environment automatic

update).
Environment Update Center - Actions X

Environment update

RDBMS technical alignments

Metamodel and data conversions
Metamodel and technical data compilation

Permission compilation

’ ;”&l[(:U: Close
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3.2. Configuring Http Security

To configure http security:
1.

2.

Hopex Diagrams in MS Teams

Connect to HOPEX Application Server - Console.

Select Modules > Module Settings.

Edit Http Security Headers and ensure Enable Security Header is selected.

In the Content Security Policy field, copy-paste the following content:

block-all-mixed-content; default-src 'self'; script-src 'self' 'unsafe-eval' 'unsafe-
inline'; style-src 'self' 'unsafe-inline'; img-src 'self' *.mega.com data: ; frame-
ancestors 'self' teams.microsoft.com *.teams.microsoft.com *.skype.com

*.mega.com

Set the Frame-option as displayed below:

ALLOW-FROM https://teams.microsoft.com/

Your settings should look like the following:

MEGA

HOPEX

Installation

Modules

Module List
| Module Settings
Authentication [

Supervisor [

Cluster

Monitoring

CO - Public Use

HOPEX Application Server - Console

Enable security headers

Generate security headers on each request
CSP report only

(]

Generate CSP as report only (do not generate error)

Content Security Policy

block-all-mixed-content; default-src 'self'; script-src 'self' 'unsafe-eval'
'unsafe-inline’; style-src 'self" 'unsafe-iniine'; img-src 'self’ “.mega.com
data: ; frame-ancestors 'self’ teams.microsoft.com *.teams.microsoft.com
*.skype.com *.mega.com

Frame-option

ALLOW-FROM https://teams.microsoft.com/

Save
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3.3. Setting SameSite cookie

You must set SameSite cookie attribute to none, secure (SameSite cookie attribute - Teams |
Microsoft Docs).

To set SameSite cookie:
1. Connect to HOPEX Application Server - Console.
2. Select Installation > HAS Settings.

3. In the Web settings tab, set Cookies SameSite option to "None”.

MEGA . .
H OPEX HOPEX Application Server - Console
| Installation v
| HAS Settings Settings Web settings
Server updates o ) .
Expiration session time* 20
Maintenance Session cookie expiration in minutes (default is 20)
Cluster Nodes Cookies SameSite option None v
Let this field to ‘default’ for using value defined by the system (Lax or
Modules A None)

Cluster

Monitoring A

3.4. Configuring the authentication

Create an API Key or, alternatively, a user Account for sharing diagrams in read only mode.

This will be used to open a session in read only mode on the repository that contains the
diagrams to share.

3.4.1. User accounts

Create a user account and communicate its username and password to all of the users who
need to share diagrams in Teams.

Connect to HOPEX Application Server - Console.
2. Select Modules > Authentication.

3. Select User accounts menu and click Create.
4., Set the User Name and Password.
5. Configure Hopex session:

¢ Select Open session
e Enter a valid HOPEX login
e Select the Environmentld

+ Select the Repository
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+ Select the Profile with which you want to connect

6. Click Submit.

3.4.2. API Key

Create the API Key and communicate it to all of the users who need to share diagrams in
Teams.

See Managing API Keys.

3.4.3. Authorizing HOPEX connection from Teams

To allow to share HOPEX objects in Microsoft Teams:
1. Connect to HOPEX Application Server - Console.

2. Select Modules > Modules Settings.

MEGA
HOPEX HOPEX Application Server - Console Last connection : 56 minutes ago [
Name Scope
Installation ~
(# Hopex Data Discovery HTTP Security Headers data discovery
Modules v (# CORS Policy Globals
i # HAS system settings Globals
Module List
I Module Settings (# HOPEX session settings Globals
Authentication [ (# HOPEX job manager settings Globals
Supervisor [4 s
# MaintenanceModeSettings Globals

3. In CORS Policy row, click Edit E,I*

4. In the Allowed CORS origins pane, enter: https://app.mega.com
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Allowed CORS Origins

Installation N
https://app.mega.com
Modules AV
Module List
4

I Module Settings

"o

List of allowed CORS origins, separated by a comma ",".
Authentication [£

Supervisor [

Cluster

5. Click Save.
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1. REST API Documentation

Hopex Platform comes with REST API that can be used in a wide range of use cases.

The documentation of the endpoints of the Hopex REST API is available as catalog as
well as classical textual documentation.

To access the documentation, click https://www.postman.com/mega-international

A Postman collection is published online on the MEGA profile for you to:
e get a description of what the API is providing and how it works
e get the list of all the available endpoints: GET / POST
« see examples of call request and result: status code, json response format...

 download ready to use in postman with parameters to adapt to your
environment.


https://www.postman.com/mega-international

REST API and GraphQL
2. GraphQL endpoints

The REST API heavily leverages the GraphQL framework. The GraphQL framework
enables to have only one endpoint for all REST API call.

To ease navigation in the Hopex platform repository each Solution has its endpoint.
The endpoint corresponds to the published schema:

« https://<<server url>>/HOPEXGraphQL/api/ITPM

+ https://<<server url>>/HOPEXGraphQL/api/BPA

+ https://<<server url>>/HOPEXGraphQL/api/GDPR

+ https://<<server url>>/HOPEXGraphQL/api/Audit
Other endpoints are available for focused topics like:

+ upload/download of documents

+ download of diagrams

2.1. Synchronous versus Asynchronous

The endpoint can be called in synchronous or asynchronous way:
+ https://<<server url>>/HOPEXGraphQL/api/async/ITPM
+ https://<<server url>>/HOPEXGraphQL/api/async/BPA
« https://<<server url>>/HOPEXGraphQL/api/async/GDPR
+ https://<<server url>>/HOPEXGraphQL/api/async/Audit

2.2. Version of the endpoint

The endpoint can also have version if the schema evolves overtime. In that case the
particular version of the endpoint can be called by adding the version nhumber in the
URL:

+ https://<<server url>>/HOPEXGraphQL/api/v5/ITPM

+ https://<<server url>>/HOPEXGraphQL/api/v5/BPA

« https://<<server url>>/HOPEXGraphQL/api/v5/GDPR
» https://<<server url>>/HOPEXGraphQL/api/v5/Audit
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3. GraphQL and Data Confidentiality (CRUD)

When making query or mutation to GraphQL REST API all access rights are checked
based on the profile used.

The access rights are defined, in this order, at several level:
1. License level
2. Option level
3. Profile level
4. Workflow level
5. Data Reading or Writing access rules (graph or macro)

Each time you make a query or a mutation, Hopex checks that you are allowed to
perform this action:

+ For a query: it checks the "Read" access rights (R).

« For a mutation: it checks the "Write" access rights (CRUD).
o Create when creating an object
o Update when trying to update an existing object
o Delete when trying to delete an existing object

3.1. Query

In a query, if you are not allowed to view the requested information you will get:
« a null value for a field (MetaAttribute)

+ an empty array for a relationship (MetaAssociation)

3.2. Mutation

In a mutation, if you are not allowed to create/update/delete the requested object or
its fields you will get:

« an error on each field you are not allowed to edit, with a message:
"You are not allowed to perform this action..."

3.3. Managing permission

You should ensure that the profile you use when querying the application is properly
configured with the CRUD.

Page: 7/ 64



REST API and GraphQL

4. Selecting the data language with the REST
API

In Hopex the data can be entered in different languages (English, French, Spanish,
Italian, German...). When connected by the GraphQL REST API it is possible to select
the data language.

4.1. Querying data in the current data language

By default all the queries are performed in the current data language.
« The following query returns the name of the application in English:

Query Result
query app {
. {
application {
"data": {

name

) "application": [
} { Ilnamell: IIAAlI },

{ "name": "Account Management" }
]
b
b

« The following query returns the current language:

Query Result
query currentLanguage {
_currentContext { {
"data": {
language
"_currentContext": {
languageld
"language": "EN",
languageName
y "languageld": "00(6wlHmMk400",
) "languageName": "English"
b
b
b

4.2. Querying data in a selected data language

When requesting the data you can force the language of the return data for all
translatable fields (e.g.: name, comment). The selection of the language is done by its
code (e.g.:EN, DE, JA, FR, ES, NL, IT).
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In a query you can get the data in one or multiple languages.

« The following query returns the name of the application in English, French, and
Italian. As there can be only one field with name, alias of the name are created.
As seen in the example the translation may not be available and an empty
string is returned.

Query Result
query app {
application { {
name(language:EN) "data": {
nameFR:name(language:FR) "application": [
namelT:name(language:IT) { "name": "Management", "nameFR":
3 "Management", "namelT": "" },
) . "{ "namtﬁ":"'l'lAccount Payable", "nameFR":
, "namelIT": "" },

{ "name": "Account”, "nameFR":
"Comptabilité", "namelIT": "Conto" }

]
b
b

These requests do not change the default language of the user. Any next query
performed without defining the language is returned in the default language.

4.3. Changing the current data language

To change the current data language you need to update the user context: execute a
graphQL mutation on the context.

« In the following example the context will be changed to French.
Query Result

{
"data": {

mutation updateLanguage {
_updateCurrentContext(
_updateCurrentContext": {
currentContext:{
"language": "FR"
b
b

b

language:FR
b
)
{ language }
b
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4.4. Changing the data language for a given user

Aside from the current user it is also possible to update the data language of a group
of users.

4.4.1. Query to know the language of a given user

You can query the user to know his/her default language. If the returned value is
blank the default language is the same as the installation one.

Query Result

query user {

personSystem(filter:{name:"Thomas"}) { {
id "data": {
i
"personSystem": [
name
datalLanguage { {
"id": "qqexS(UhHzHC",
...on Language {
"name": "Thomas",
language:languageCode
y "dataLanguage": {
) "language": "EN",
languageld:id
"languageld": "00(6wIHmMk400",
languageName:name
y "languageName": "English"
y b
b
b
1
b
b

4.4.2. Mutation to update the language of a given user

You can set the language of a given user by its ID.
Query Result

mutation updateUser {

updatePersonSystem(
id:"gqqcxS(UhHzHC"
idType:INTERNAL
personSystem:{

dataLanguageCode:FR
b

) A
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dataLanguage {
...on Language {
language:languageCode
b
languageld:id
languageName:name

> r}

4.5. Getting the list of available data languages

To know the possible value of the language code available you can query graphQL.
query availableLanguage {
language(filter:{id:"I1903by0knG00"}) {
language_SpecializedLanguage {
language:languageCode
languageld:id
languageName:name
b
b
b
You may have to do it on the MetaModel schema so that the query can work.

4.6. Adding data languages and seeing them in the
API

The list of available data languages depends on the options defined in Hopex.

In the Environment options, check the available languages in the Installation >
languages folder:
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& O
=-{3 Options
EI---EStEHEtiD” ' Datalanguage & | English v
- JIl licenses
..l Documentation IP Presentation of translations s []
-l Customization o )
il Machine Translation d‘l Indication of objects not translated 8
_- Company Infermation I,j'l Implement Standard Sort (Windows) I []
-l Languages
.l Advanced o' English L
-l Currency
.l Electronic Mail lf qiclal &
(-l User Management & FrmmeT &
-l Web Application
[j_- Securit}r d‘ Italian '
-l Repository
(-l Workspace o' Jepenese & 0
-l Tools g Spanish &
(-l HOPEX Selutions
-l Compatibility g Arabic & [
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& I Debugging lf Bosnian s ]
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Page: 12 / 64



REST API and GraphQL
5. Basic Auth vs API Key

From Hopex V5 and onward, the method for authentication for API has evolved.
1. With a Basic Auth.
2. With an API Key (preferred choice)

Former Bearer Token is not available in V5. Oauth2 Authentication is not supported
for the moment for API calls.

Depending on the use case you want to use the API you may use one or the other
authentication method. Regardless of the chosen authentication methods the other
headers and body information remain the same.

5.1. Basic Auth

The basic Auth allows you to access the API directly with credentials: login/password.

5.1.1. How to use it?

For example:

+ In Postman when calling the API choose "Basic Auth" and fill-in the user
password. The information will be encoded with Base64 to avoid to be readable
when sent.

VM 192.168.131.155 - Hopex Customizer Copy

» ITPM - GraphQL query (Synchronous) ) B Comments o

sost - HOPEXGraphQUpiAToM m
Params Authorization Heat 8 Pre-request Script Tests Setting

« In a script in curl add the header Authorization: Basic and pass the encoded
value of the login and password.

curl --location --request POST 'httpx://www.myserver.com/HOPEXGraphQL/api/ITPM"\
--header 'Content-Type: application/json" \
--header 'Authorization: Basic V2Vic2VydmljZTplb3BleA=="\

--data-raw '{"query":
Nn}","variables":{}}'

query {\n application {\n id\n name\n cloudComputing\n

This authentication method is useful when you need to check identity and get the data
with a login/password logic. It is nonetheless less secure than an API Key.

5.1.2. How to enable it?

You need to create a dedicated User/Password within the HAS console to be able to
use it in API Call. This user can be:

« Admin user.
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+ Hopex user that connects with a profile.
Process step:

1. Connect to HAS Console.

MEGA 2 -
H{OPEX HOPEX Application Server - Console
Installation ~
Modules Cluster status HOPEX Sessions
Modules W
Module List E data discovery HOPEX Data Discovery
Module Seftings
Authentication £ -
) { famewercarchi..  ArchiMate 3.1
Supervisor [
Cluster
=g "
B o ssconos
Monitoring T

2. Select Modules > Authentication.
3. Select User accounts.
4. Click Create.

UAS Administration Last connection 11 minuies aga Ep

mo | Jser aocounts

User accounts

= Authorized clients Token name  Token Description  Expiration date

admin HAS administrator 4
¥ |dentity providers A

5. Fill in the form:
a) Enter a login (User Name) to your user.
b) Enter a Password or generate one.
c) Select the Role: Administrator or Custom.

d) Select if you allow to open a session on a specific Repository and
Profile.

e) Enter the login of the Hopex user.
f) Select the Environment (there should be only one).
g) Select the Repository (if more than one).
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h) Select the Profile (if more than one)

i) Selection the Session mode: multi or single (see below for more details
on what to chose).

j) Select the Connection mode: read/write or read only.
k) Click Submit.
You can now use this login/password for API call.

MEGA

HOPEX UAS Administration
_ User account
== Useraccounts
User Mame *
= Apikeys MyUserLoginForApi
. Password *
== Authorized clients

-------- Generate

4 Identity providers User will be prompted to change the password at next login. This temporary password will expire in 2 days

Description

Roles

7 Administrator
® Custom
Ivas.console

Cluster settings writer T Module settings writer L
hopex Supervisor
Supervisor Admin [ Supervisor Logs Access [

Hopex session

_ Mo session
® Open session

HOPEX login *

hwoods@nmega.com
Environmentid *

EnvTestsLab_1500_007_tsi 6551 W
Repositories *

DEMO W
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5.2. API Key

To access the API with an API Key you need to create it and define all the technical
information:

« admin or user api key
+ repository and profile to connect to.

Once done, the system gives you the API key. This API Key can be valid for all time or
have a validity period.

5.2.1. Security

The API Key generated does not contain any information that can be decrypted or
decoded.

5.2.2. Use case

It is recommended Authentication methods whenever possible. It is ideal when
scripting, when developing external app, or when doing integration with external
tools.

5.2.3. How to use it?
For example:
« In Postman when calling the API choose "API Key" and fill-in the API Key value.
o Key: x-api-key
o Value: XXXXXXXXX

Now you can make call to any endpoint.

& Overview ITPM - GraphQL query t os W-0GD v El

Module REST API - Gra ITPM - GraphQL query (Synchron v  beo = A

pPOST v {{server_uil}}/HOPEXGraphQL/api/ITPM Send v &
Params Authorization e Headers (9) Hody e Pre-request Script Tests Settings Cookies

e ALY Koy Key x-api-key ?

\eader will be
I der will be Value =il pY

Add 1o Header v

« In a script in curl add the header x-api-key and pass the value of the API Key.

curl --location 'https://w-ogd/HOPEXGraphQL/api/ITPM"\

--header 'x-api-key:
5snybEHXGR8UTRAks2ySEgYs8t82rQ6KqkrcEsp9srw737WmPZclvpk1lgNctBCjVQZvBwrryaFzJkHk61
QleFJex'\

--header 'Content-Type: application/json"\

--data '{"query":"query\n{\n application\n {\n id\n name\n N\n}","variables":{}}'
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5.2.4. How to enable it?

You need to create a dedicated API Key in Hopex Administration to be able to use it in
API Call. This API Key can be:

« Admin API Key.
+ Hopex user that connects with a profile.

See Managing API Keys.

5.3. Multi or Single Mode

The mode choice changes the behavior in the back-end to process the request.
Choose:
« Multi for all purposes where you need responsiveness in the API calls.

+ Advantage: you benefit from cache, ready to use process to respond your
query.
« Drawback: not adapted to static website generation

« Single for heavy computing treatment. Ideal for heavy batch or static website
generation.

Page: 17 / 64


https://doc.mega.com/hopex-aquila-en/

REST API and GraphQL
6. Querying/Creating/Updating/Deleting
with GraphQL

The REST API based on GraphQL allows to perform all actions of the CRUD:

« Create

« Read
+ Update
 Delete

This mechanism allows to perform a various kind of action into the repository. Read
actions are performed with the keyword "query" in GraphQL whereas
Read/Update/Delete actions are performed with the "mutation" keyword.

All the examples below are performed with the ITPM schema.

6.1. Basic queries

6.1.1. Getting an object with its attributes

The following query returns the name of the applications:

Query Result
query app {
application { {
"data": {
name
y "application": [
} { Ilnamell: lIAAlI },

{ "name": "Account Management" }

]
b
b

6.1.2. Getting an object with its relations

The following query returns the applications and their related business process:

Query Result
query { {
application { "data": {
id "application": [
name {
businessProcess { "id": "snf5hRnOU91K",
id "name": "AA",
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name "businessProcess": []
b 3
b {
b "id": "IubjeRIyFfT1",
"name": "Account Management",
"businessProcess": [
{
"id": "12qog2pV9ofG",
"name": "Financial Reporting"
b
]
3

6.2. Basic mutations

6.2.1. Creating an object

The following mutation creates an application. If creation is successful the result
returnes the created object.

Query Result

mutation {

{
"data": {
"createApplication": {
"id": "x2wrAYDkWP8H",
"name": "new application"
b
b
b

createApplication(application:{
name:"new application"
nA
id
name
b
b

6.2.2. Creating an object with a relationship

The following mutation creates an application and links it to an existing business
process. If creation is successful the result returnes the created object.

Query Result
mutation { {
createApplication(application : { "data": {
name: "new app 3" "createApplication": {
businessProcess: { "id": "Q2wradDkWbGH",
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action:ADD "name": "new app 3",
list:[{id:"39cXIxu2HHrI"}] "businessProcess": [
b {

RS "id": "39cXIxu2HHrI",
id "name": "Accounting"
name s
businessProcess { ]

id s
name s
b b

6.2.3. Updating an object

The following mutation updates an existing application. If update is successful the
result returnes the updated object.

Query Result
mutation { {
updateApplication(id:"IubjeRlyFfT1" "data": {
application:{ "updateApplication": {
cloudComputing:Cloud_IaaS "id": "IubjeRIyFfT1",
A "cloudComputing": "Cloud_IaaS"
id e
cloudComputing 3
b

6.2.4. Deleting an object

The following mutation deletes an existing application. If delete is successful the result
returnes the number of deleted objects.

Query Result

mutation {

deleteApplication (id:"snf5hRnOU91K"
cascade:false) {

deletedCount
} "deletedCount": 1

{
"data": {
"deleteApplication": {
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b b
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7. Creating custom schema (SDL/JSON) /
custom endpoint

The GraphQL REST API exposes in standard a subset of the full Hopex Metamodel.
This subset is organized into several endpoint represented by a schema (SDL). The
split is mainly done by solution scope or technical grouping (e.g.: ITPM, BPA, Audit)

It is possible to extend the delivered schema or to create new schema. The result of
this customization will end up with a new endpoint to call by HTTP request.

7.1. How it works?

7.1.1. General principle

To create a schema you need to convert the Hopex Metamodel into a GraphQL syntax
compatible. This mapping is done through a JSON file that maps the Hopex ID with a
naming convention compatible with GraphQL. From this file the system generates a
GraphQL syntax. The default JSON mapping schemas are installed in the CONFIG
folder of the Hopex installation:

C:\ProgramData\MEGA\Hopex Application Server\<Has instance
name>\.shadowFiles\Macros\hopex.graphql\<GraphQL module
version>\CONFIG\V6.2\Standard

Example:

C:\ProgramData\MEGA\Hopex Application
Server\5000\.shadowFiles\Macros\hopex.graphql\62.3.17+6\CONFIG\V6.2\Standard

Moreover, in the web part a key in the web.config exposes the list of available
schemas.

<add key="GraphQLSchemas" value="ITPM, Assessment, Audit, BPA, Data, DataPrivacy,
MetaModel, Reporting, Risk, Workflow"/>

<I-- GraphQLSchema-->
In this example there are several schemas about: ITPM, Assessment, Audit...

Within this JSON file the metamodel in terms of MetaClass, MetaAttribute,
MetaAttributeValue, MetaAssociation.

Here is an extract of a JSON mapping schema for ITPM:

"metaclass": [{
"id": "MrUiM9B5iyMQ",
"name": "Application",

"description": "An application is a software component that can be deployed and provides
users with a set of functionalities.",

"properties": [{

"id": "Z20000000D60",

"name": "Name",

"description": "Short Name of the object ...",

"constraints": {
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"type": "String",
"mandatory": true,
"maxLength": "1024",
"readOnly": false,
"translatable": true,
"formattedText": false
j3dPp

"relationships": [

{

"id": "7ChrtiDo4vb0_YChrYpDo4ri0O_MrUiM9B5iyMQ",

"name": "TimePeriod",

"pathToTarget": [

{
"id": "VChrYpDo4fi0",
"name": "TimeDependentObjectTimePeriod",
"maeName": "PeriodOfValidity",
"maelD": "YChrYpDo4riQ",
"metaClassName": "TimePeriod",
"metaClassID": "7ChrtiDo4vb0",
"multiplicity": "*"

3131

See ITPM file for full JSON:
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. : "vV20.7.23"%,

rmVersion™: "HOPEX V3.00.04",

metamodelVe: ": "787.5833",
'latestGeneration": "2020-07-23 21:40:34"

.

": "M20000000Q10",
: "Language"”,

scription”: "Language available”,
implementInterf ": "genericObjectSystem"”,

nstraints"™: {

"queryN ': true,

: false,

": true

id": "yl10000000n30",
name": "LanguageCharacteristics”,

ript n": " .ini format text of which the
Ea™: {
"type": "String”,
" ": false,
"readOnly": false,

ns le": false,

": true

1": "HILOvSmDpOl1l0O~™,
: "LanguageCode”,
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cription”: 0
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s b mEering™;
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"readOnly": false,
:": false,
": false
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following leyword

: "M20000000Q10_010000008W30_M20000000Q10",

paragraphs indicate la

quellame"”: "Relationship_Language_Generallanguage_Languagelanguage_Language”,

g
/": false
)I

(

7.1.2. Creating/Updating a schema
To create your own schema you can:

+ Create a totally new schema

In this case you are free to define what is exposed and you will not be impacted

by future updates of the API.
+ Extend an existing schema.

This limits the customization to be performed but you will benefit from future

updates of the default delivered schema.
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In both cases the principle is the same. You need to create a custom JSON file that
you will put in the custom folder:

C:\...\HOPEX Application Server\<HAS instance
name>\.shadowFiles\has.custom\<Module version>\hopex.graphgl\<GraphQL module
version>\CONFIG\V6.2\Standard

e.g.: C:\ProgramData\MEGA\HOPEX Application
Server\5000\.shadowFiles\has.custom\<Module version>\hopex.graphgl\HOPEX
GraphQL-7.87.507+6623\CONFIG\V6.2\Standard

In case of a new JSON the name of the schema must be added to the web.config.
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7.2. Creation of your metamodel to expose in the
REST API

The JSON delivered out of the box have been generated by a java program that reads
a diagram of metamodel. To generate a JSON schema you can use the same tool on
existing metamodel diagram or with your new metamodel diagram.

7.2.1. Creating Custom Metamodel
1. Connect to Hopex (Windows Front-End).
2. In the MetaStudio tab create a new Metamodel.
3. Add a new diagram to this metamodel.
4. Add the elements of metamodel you want.

5. Copy and keep for later the absolute identifier of the metamodel object.

B Mega - DEMO - - HOPEX
File Edit View Diagram Format Tools Drawing Help
M&HEWR EBEER O k& 6 A 8| O[MeaModel ~[3] 5| EY Find

x
. = HOPEX MetaModel diagram-2
- MetaStudio

MetaModel pall B = AL Ko M=

=-E3 00 - My New schema®

#-{ MetaModel diagram-2
01 - Batch Process Model®
02 - Program®
03 - Batch Chain®
04 - IT Service Batch Implementation® %o
AASBBE
Abstract Element in Diagram®
Action Process Pattern @
Agent External Structure Capability Fulfillement |
Agent Pattern®
Annotation Pattern®
Application - Legacy Model®
Application System Environment®
Application Technical Architecture Model
Application Technical Area Model @
ArchiMate Application Layer®
ArchiMate Business Layer - Internal Active Struct
ArchiMate Business Layer - Internal Behavior® Application
ArchiMate Business Layer Pattern® T
ArchiMate Business Passive Structures®
ArchiMate Composite Elements®
ArchiMate Element Relationships®
ArchiMate Folder®
ArchiMate Generic MetaModel®
ArchiMate Implementation and Migration®
ArchiMate Motivation Elements®

@ /0 0| ]

i |
7

(Mh“. {Msioe Business Process

pooeocooprooroorOCCrCCCCCOOOOD

7.2.2. Completing default metamodel

Should you want to complete the default schema with additional MetaClass,
MetaAttribute:

1. Import the MGL file located in "MGL" folder.

Duplicate the standard Metamodel and diagram you want to complete.

N

3. Add the elements of metamodel you want.
4. Copy and keep for later the absolute identifier of the metamodel object.

7.2.3. Important rules
This generator applies the following rules:

« Only concrete metamodel is generated
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« MetaAssociation must be in the diagram to be generated, including the abstract
version of the MetaAssociation.
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8. Pagination in REST API with GraphQL

When querying elements through the REST API a lot of items can be returned. To limit
the size of items returned it can be relevant to paginate the data.

Pagination allows you to request a certain chunk of objects. You can seek forward or
backward through the objects and supply an optional starting object:

« To seek forward, Use first; specify a starting object with after.

+ To seek backward, USe last; specify a starting object with before.

To describ the pagination here is an example of a list of 30 objects.

. A A A B R B B B B A B R B B R B A B B B B B B B R O R R

This sample query is on the Application object. With no pagination:

query application {
application {
id

name

Caution

As soon as a pagination is applied an implicit sort by "ID" is executed,
therefore a query without pagination and order will not be sorted as a query
with pagination.

8.1. First elements with Skip or After
You can get the first element and skip an arbitrary amount of objects
in forward direction you are seeking by supplying the first, skip and after.
Five possibility of queries:
1. First: will take the number of elements given in first starting form the first item

\.__Y._.J
First: 3

query application {
application(first:3) {
id

name
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2. First with Skip: will take the number of elements given in first skipping the
numbered of skipped elements

\.__Y__J
Skip: 5 First: 3

query application {
application(first:3 skip:5) {
id

name

3. First with After: will take the number of elements given in first starting after the
given object ID

After : exeiHMRhHjHI

\_,‘r_J
First: 3

query application {
application(first:3 after:"exeiHMRhHjHI" ) {
id

name

}

4. Fist with After and Skip: will take the number of elements given in first starting
after the given object ID and skipping the numbered of skipped elements

After : exeiHMRhHjHI

M_Y_J
Skip: 5 First: 3

query application {
application(first:3 skip:5 after:"exeiHMRhHFHI" ) {
id

name
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5. After alone: will start after the given object ID and take all the remaining
objects

After : exeiHMRhHjHI
CULLOUUU000000000000000000%0% 0

query application {
application( after:"exeiHMRhHjHI" ) {
id

name

8.2. Last elements with Skip and Before

You can get the last element and skip an arbitrary amount of objects
in backward direction you are seeking by supplying the first, skip and before.

Five possibility of queries:

1. Last: will take the number of element given in last starting form the end of the
item

\.__\(__J
Last: 3

query application {
application(last:3 ) {
id

name

}

2. Last and Skip: will take the number of element given in last starting form the
end of the item skipping the number of object in skip

\.__Y__.J
Last: 3 Skip: 5

query application {
application(last:3 skip:5 ) {
id

name
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3. Last and Before: will take the number of element given in last starting form the
given id object

Before : ZEQyZ7FgOnxL

\.__Y._J
Last: 3

query application {
application(last:3 before:"ZEQyZ7FqOnxL") {
id

name

}

4. Last, Skip and Before: will take the number of element given in last starting
form the given id object skipping the number of object in skip

Before : ZEQyZ7FgOnxL

\.__Y___J
Last: 3 Skip: 5

query application {
application(last:3 skip:5 before:"ZEQyZ7FqOnxL") {
id

name

}
5. Before Only: will take all the object before the given object

Before : ZEQyZ7FgOnxL
00000000 ONONONONOONONONONON._COLLLLULLLL

query application {
application(before:"ZEQyZ7FqOnxL") {
id

name

Important
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You cannot combine first with before or last with after. If you do so in a query,
before or after will simply be ignored and only first or last is applied (at the
very beginning or end of the list, depending on which you're using).

Note that you can query for more nodes than exist without an error message.

8.3. Pagination and Sort

If you combine pagination option and order capabilities the pagination will be done
after the sort is executed.

Example of query:
query application {
application(orderBy:[cloudComputing ASC] first:3) {
id
name

cloudComputing
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9. Filtering data (where condition) in REST
API with GraphQL

When building graphQL to query element, it is sometime interesting to filter the data
by different criteria: filtering by name, by Id, by relationships... Filters represent a
"where" condition in queries.

Filtering can:
« filter by fields (MetaAttributes)
+ filter by relationships (MetaAssociation)
« combine criteria: and, or
« adapt the criteria to the type: string, date, numbers...

9.1. How to make a filter?

The filter is an argument of the query with the keyword "filter". When using the auto-
completion (with GraphiQl or Postman) the system propose the possible filter criteria.
Technically the filter represents a "where" in an query (ERQL / SQL).

+ Filtering an application by its name

Query Result
query { {
application(filter: {name:"Account Management"}) "data": {
{ "application": [
id {
name "id": "IubjeRIyFfT1",
b "name": "Account Management"
b b
1
b
b

The current filter will limit the applications that have the name strictly equals to the
element given in the double quotes (see String filters_for all string filters options).

« Filtering an application by its status

Query Result
query { {
L — . . . "data": {
application(filter: {statusReview_in:[Validated,UpdatelnProgress]})
£ "application": [
id {
"id": "IubjeRIyFfT1",
name
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¥ "name": "Account
Management"

3
{
"id": "pGCe26yn8zc3",

"name": "Booking
Management"

b
]
b
be

by

The current filter will limit the applications that have their status review MetaAttribute
strictly equals to Validated or UpdatelnProgress . See below for all enumeration filters
options.

- Filtering an application by its owner

Query Result
query { {
application(filter:{iTOwner_PersonSystem_some:{name:"Eric"}}) "data": {
{ "application": [
name {
iTOwner_PersonSystem { "name": "MyCompany.com",
name "iITOwner_PersonSystem": [
b {
T "name": "Eric"
b b
]
3
{

"name": "Splio EmailForge",
"iITOwner_PersonSystem": [
{
"name": "Eric"
b
]
3

The current filter will limit the application that have at least one IT owner strictly
named "Eric". See below for all relationships filters options.
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9.2. How to combine filters?

By default combining filtering criteria will be an "and" operator. You can explicitly
select the "and" or "Or" operator.

1. Default "and" behavior

Query Result
query {
application(filter: { {
modificationDate:"2020-04-07" "data": {
name_contains:"CRM"}) "application": [
{ {
name "name": "CRM US",
modificationDate "modificationDate": "2020-04-07"
b 3
b {

"name": "CRM Europe",
"modificationDate": "2020-04-07"
b
]
b
b

In the filter curly bracket just add the filtering criteria and they will need to
be all valid to return a result.

« Explicit "and" or "or"

In the filter you can select as a filter "and" or "or" as shown in the screenshot:
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GraphiQL = ITPM ¢ | Voyager

o o s
query 1

application(filter:{]
- modificatiCﬁDatft” and

‘
name
modificationDate name
name_not
name_in

name_not_in

name_lt
name_lte
name_gt
Query Result
query {
application(filter:{or:{modificationDate:"2020- {" .
04-07" name_contains:"CRM"}}) data": {
{ "application": [
name {
modificationDate "name": "MyCompany.com",
Y "modificationDate": "2020-04-07"
b 3

{

"name": "CRM Management",
"modificationDate": "2017-09-28"
+

Because this filter contains an "or" one of the criteria must be valid to return a
result. In this example either the date or the name.

9.3. Type of filters by type of fields

There are several types of fields:
- String
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Date and DateTime
Numbers: float, int, double, currency
Enumeration
Boolean

For each field the available filter allows various combination of criteria: equals,
contains, greater than, in, not in.

9.3.1. String filters

All string fields propose the following filter criteria. For instance for Name:

name: String # matches all fields with exact value

name_not: String # matches all fields with different value

name_in: [String!] # matches all fields with value in the passed list
name_not_in: [String!] # matches all fields with value not in the
passed list

name_It: String # matches all fields with lesser value

name_lte: String # matches all fields with lesser or equal value
name_gt: String # matches all fields with greater value

name_gte: String # matches all fields with greater or equal value
name_contains: String # matches all fields with a value that contains
given substring

name_not_contains: String # matches all fields with a value that does
not contain given substring

name_starts_with: String # matches all fields with a value that starts
with given substring

name_not_starts_with: String # matches all fields with a value that
does not start with given substring

name_ends_with: String # matches all fields with a value that ends
with given substring

name_not_ends_with: String # matches all fields with a value that
does not end with given substring
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GraphiQL | 2 ITPM ¢ Voyager

v query {

application(filter:{name}) {
name :

name_in
name_1lt
name_gt
name_not
name_lte
name_gte
name_not_in

name_contains

9.3.2. Date or DateTime filters
All date fields propose the following filter criteria. For instance for Creation Date:

creationDate: DateTime # matches all fields with exact value
creationDate_not: DateTime # matches all fields with different value
creationDate_in: [DateTime!] # matches all fields with value in the
passed list

creationDate_not_in: [DateTime!] # matches all fields with value not
in the passed list

creationDate_It: DateTime # matches all fields with lesser value
creationDate_lIte: DateTime # matches all fields with lesser or equal
value

creationDate_gt: DateTime # matches all fields with greater value
creationDate_gte: DateTime # matches all fields with greater or equal
value
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GraphiQL L= ITPM ¢ | Voyager

r

v query {
application(filter:{creationdate}) {

name . :
creationDate_in

} creationDate_lt
creationDate_gt
creationDate_not
creationDate_lte
creationDate_gte
creationDate_not_in
linkCreationDate

- - I J L -

9.3.3. Numbers filters

All numbers (int, float, double) fields propose the following filter criteria.

For example for Cost Per User:

costPerUser: Number # matches all fields with exact value
costPerUser_not: Number # matches all fields with different value
costPerUser_in: [Number!] # matches all fields with value in the
passed list

costPerUser_not_in: [Number!] # matches all fields with value not in
the passed list

costPerUser_It: Number # matches all fields with lesser value
costPerUser_Ite: Number # matches all fields with lesser or equal
value

costPerUser_gt: Number # matches all fields with greater value
costPerUser_gte: Number # matches all fields with greater or equal
value
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GraphiQL ,’ ITPM ¢ Voyager

f

v query {
application(filter:{costperb) {
id costPerUser
name

costPerUser_in

g gt

costPerUser_lt
costPerUser_gt
costPerUser_not
costPerUser_lte
costPerUser_gte
costPerUser_not_in

ndefined Self descriptive.

9.3.4. Enumeration filters

All enumeration fields (MetaAttribute Value) propose the following filter criteria. For
instance for Cloud Computing:

cloudComputing: cloudComputing # matches all fields with exact
value

cloudComputing_not: cloudComputing # matches all fields with
different value

cloudComputing_in: [cloudComputing] # matches all fields with value
in the passed list

cloudComputing_not_in: [cloudComputing] # matches all fields with
value not in the passed list

GraphiQL > ITPM ¢ = Voyager

" query {
application(filter:ic10uﬁ) {

. id cloudComputing

_— cloudComputing_in

N St

cloudComputing_not
cloudComputing_not_in
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9.3.5. Boolean filters

All boolean propose the following filter criteria. For instance for Freeze Past
Time Period:

FreezePastTimePeriod: Boolean # matches all fields with exact value

FreezePastTimePeriod _not: Boolean # matches all fields with different
value

GraphiQL > ITPM ¢ Voyager

v I
2+ query {

deployedTechnology(filter:{freezePastTimePeriod:[}) {
4 freezePastTimePeriod
[ - 1
- false
. J
7 I Boolean Not false.
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10. Mutation: Absolute/External/Temporary -
Identifier

With GraphQL you can make query or mutation on object of the repository. When
syncing with an external tool you may want to use the identifier of the other tool to

create or connect object.
GraphQL provides 3 types of identifiers:

« Absolute Identifier: this is the ID generated by Hopex when a new object is
created. The value cannot be set by the API. It can be used when making query
to get the Hopex unique identifier global.

o This field cannot be blank or null.

o This field is composed of 12 characters composed of letter and digit and
special characters.

o This field is invariant overtime.

« External Identifier: this is an ID that can be given when a new object is
created. The uniqueness is limited to the MetaClass for which you are creating
an object. This ID is used when importing data from another system to be able
to retrieve, at a later stage, the object created from this system.

o This field can be blank or null
o This field as a maximum length of 1024 characters
o This field is not invariant overtime

2. Temporary Identifier: this is the same principal as the External Identifier.
The main difference is that the validity of this ID is limited to the mutation
you are doing. The information will not be store in the database and cannot
be reused at a later stage.

10.1. Making a Query

A query can only be made on:

« the Absolute Identifier shortly called “id" or

+ the External Identifier shortly called "externalld".
Note: As the Temporary identifier is not physically stored it cannot be queried.
“id" and "externalld" identifiers can be used to:

« filter query
« ensure that the retrieved object is the expected one.

10.1.1. Example: query with a result containing the
identifiers

Query 1 Result 1
query AppID { {
application { "data": {
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id "application": [
{"id": "IubjeRIyFfT1", "externalld": "My

externalld
name ID Appl", "name": "Account Management"},
) {"id": "iISS7AQY6Nrgu","externalld": "My
ID App2","name": "Account Payable"
} }

]
b

10.1.2. Example: query containing a filter on the external
identifier

Query 2 Result 2
query AppID {
application {
(filter: {externalld_contains:"My ID"}) { "data": {
id "application": [
externalld {"id": "IubjeRIyFfT1", "externalld": "My

ID Appl", "name": "Account Management"},

name
{"id": "iSS7AQY6Nrgu","externalld": "My
b ID App2","name": "Account Payable"
¥ )
]
b

10.2. Making a Mutation

10.2.1. Creation without an Identifier

The default behavior is to let the system give an absolute identifier to an object. The
identifier is unique in the whole Hopex repository. If you create several objects, even
with the same characteristics, each object has a unique.

Query Result
mutation basicCreation { {
createApplication(application:{ "data": {
name:"my new app" "createApplication": {
Rt "id": "magoMpShXLDE",
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id

name

"name": "my new app"
b
b
b

10.2.2. Creation with an External Identifier

The only way to control the identifier is to use the External Identifier. When the object
is created you can specify the value. This value is unique but limited to the
MetaClass object you are creating. Moreover this external identifier is not
invariant so you can modify it after the object was created.

CAUTION: the profile you use must be granted to right to read and write this
MetaAttribute. This is not always the default right in standard Hopex.

Query

mutation basicCreation {
createApplication(id:"My ID App3"
idType:EXTERNAL

application:{
name:"my new app 3"
HNA
id
externalld
name
b

b

Result

{
"data": {
"createApplication": {
"id": "RcgoRyShXXFE",
"externalld": "My ID App3",
"name": "my new app 3"
b
b

b

Should you want to update the External Identifier you need to first query the object

with the Absolute Identifier.

Query

mutation updateExtld {
updateApplication(id:"RcgoRyShXXFE"
idType:INTERNAL
application:{
externalld:"my new app 3 -updated "
nA
id
externalld

name

¥

Result

{
"data": {
"updateApplication": {
"id": "RcgoRyShXXFE",
"externalld": "my new app 3 -updated ",
"name": "my new app 3"
b
b
b
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b

If you do several mutations in a row you can use this External Identifier as a mean to
connect object together.

For example: the following mutation performs
1. Creation of an Application.
2. Creation of a Busines Process.
3. Connection of the two created objects.

Query Result
mutation multiple { {
createApplication(id:"MyAPPID5" "data": {

idType:EXTERNAL
application:{name:"Application 5"}) {

"createApplication": {
"name": "Application 5"

e

"createBusinessProcess": {

name

¥

"name": "Process 5",
createBusinessProcess(id:"My Process 5"
idType:EXTERNAL

businessProcess:{name:"Process 5"

"application": [
{

application:{ name": "Application 5",

action:ADD

list:[{id:"MyAPPID5"
idType:EXTERNAL}]

b
A

name
application {
name
externalld
b
b
b

"externalld": "MyAPPID5"
b

]
b

10.2.3. Creation with a Temporary Identifier

The temporary Identifier works as the external identifier. The only difference is that

the value of this identifier is not stored in the database.
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11. Asynchronous versus Synchronous Web
service call

Each of the GraphQL endpoints, to query the repository, can return results in
synchronous or asynchronous way.

To avoid confusion, it is important to make the difference between:
+ What does the endpoint return ? Synchronous/Asynchronous response

+ How the endpoint is called ? Synchronous/Asynchronous cal1i

11.1. What does the endpoint return?

There are two cases:

1. synchronous (response): the endpoint returns always a response (good or bad)
with the result regardless of the time it took to compute the result. The URL like
this one {{server_url}}/HOPEXGraphQL/api/ITPM are synchronous.

2. asynchronous (response): the endpoint returns a task ID to use to recall the
endpoint to get the result. The URL like this
one {{server_url}}/HOPEXGraphQL/api/async/ITPM are asynchronous.

The f£first case: is particularly useful to get immediate results when calling the API.

The drawback is that if it takes time to get a result, the caller is hanging and wait for
the response. In case of response taking several seconds, timeout may occur on the
network or web browser.

The second case: is particularly useful for requests that are time consuming to
compute. A first call is made to the APL. This call returns a X—hopex—

task and a x-hopex—sessiontoken. The status code of the
response will be HTTP 206 Partial response. This information is then used to
recall, in a pooling mechanism, the same endpoint until it returns 200 success.

11.2. Calling the API in asynchronous way

1. Make a first call to the async
endpoint {{server_url}}/HOPEXGraphQL/api/async/ITPM request header
should contain: x-hopex-context and x-hopex-wait

2. If the time to compute the query is:

a. lower than x-hopex-wait time: the API returns the x-hopex-task and x-
hopex-sessiontoken in a 206 status

b. higher than x-hopex-wait time: the API returns the body JSON response
in a 200 status

3. In case of 206 status code: make several calls to the end point with in the
header x-hopex-task and x-hopex-sessiontoken

a. While you get 206 status the result is not available and the API is still
computing.

b. As soon as you get 200 status the result is available in the body of the
response.
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The mechanism for asynchronous call is web pooling. As of now we do not
provide any webhook mechanism.

11.3. How the endpoint is called?

Regardless of the endpoint called (sync or async) each programming language has its
own way to make an HTTP request.

Then HTTP request can be made via a synchronous or asynchronous call. For

instance, the programming can be "stuck" and wait for the response before to proceed
to the next step of the programming; or the programming can "continue" and get
triggered when the response is available.

As a result you can end up in the following situation:
+ A synchronous call to the synchronous endpoint
+ A synchronous call to the asynchronous endpoint
« An asynchronous call to the synchronous endpoint

+ An asynchronous call to the asynchronous endpoint

11.4. Which is the best option?

The best option depends on the use case:
« Is it a web application?
« Is it a mobile app?
« What is the quality of the network?
« What are timeout options?

Asynchronous are better when the system can deal with the response at a later
stage: web application, mobile app for instance.

Synchronous are better when the system needs the information to proceed to the
next steps: integration with other systems for instance.
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12. Diagram API: dowloading a diagram by
REST API

Hopex contains diagrams that have been designed or generated. Within the Web
Front-End you can see and download the diagrams as images. The REST API also
provides the ability to export the diagram as a file.

Supported formats are: PNG, JPEG and SVG.

12.1. Use case

You want to expose, as a read only, the diagrams of Hopex into another application or
an external website. This API is for download only, updates on the diagram are not
allowed.

To perform this action:
1. select the diagram in Hopex via the GraphQL API.
2. Download the images file via a dedicated endpoint.

Depending on the use case you are, you may call the endpoint in a synchronous or
asynchronous way. For details on how to call the API in asynchronous way, see
Asynchronous versus Synchronous Web service call.

Note that the API complies with the confidentiality. If the diagram you try to access is
confidential with the credential you used you will not be able to get the image.

12.1.1. Downloading a diagram (Metaclass Diagram or
System Diagram)
To get your diagram as an image:

1. Make a graphQL query to get the download URL Of the diagram.

2. Call this URL to get the binary image file.

Step 1: Getting the download URL

Execute a GraphQL query on the endpoint of your
choice {{server_url}}/HOPEXGraphQL/api/{{schemaName} }

Query Result

query getDiagram { {

application { "data": {
name "application": [
diagram { {
name "name": "Excel Checker",
downloadurl "diagram": [
} {

Page: 48 / 64



REST API and GraphQL
} "name": "Application Structure Diagram Excel Checker",

} "downloadUrl": "http://w-
ogd/hopexgraphql/api/diagram/uPRCRnJ (Hn95/image"

}

The download URL are like:
{ {server_url} }/hopexgraphql/api/diagram/{ {diagramId} }/image

where { {diagramId}} represent the absolute identifier of the object in Hopex.
They must be called with GET verb.

« Example with GraphiQL:

GraphiQL L ITPM ¢ | Voyager .
* query getDiagram { {
application(filter:{id: " (mvlicOQQCDP4"}) { v "data": {
name v "application™: [
diagram { {
name "name": "Excel Checker”,
downloadurl v "diagram": [
} ) " "name”: "Application St » Diagram Excel Checke
"downloadUrl":
ogd/hopexgraphql/api/diagram/uPRCRr image
]
* Examples with Postman:
Q ¢ Baarer token X ® 4 oo W-06D
Collections APES » UAS - Get Bearer token B Comment
+ N
posT . UAS/eonnectiokent l%:ll'
Params  Authorization Heade: Body ®  PrerequestScript  Tests @ etting
Kev VALUE DESCRIPTION

Get a bearer
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Q P —————o W-0GD vy ©
AS - Get Bearer token ITPM - GraphQL query (Synchr. @+ eee s
Iy | Pl
HEHNY Collections b » ITPM - GraphQL query (Synchronous) Bl Comments 0 Examples 3 ~
+ New Collection Trash
& POST v {iserver ur)VHOPEXGrophQUIpUITM m e
G
Params  Authorization ®  Headers (13) Body ®  PrerequestScript  Tests  Sertings
G ——
s none form-data x-www-form-urlencoded raw binary @ GraphQL Noschema v C
. QUERY GRAPHQL VARIABLES ©
- 1 query getDiagras { 1
2 tion(filter:(id:"(mvWcoQQCDP4"}) {
GET 2
GET p
GET 8 ¥
__ b
T
cer
Body Cookies Headers (12) TestResuls wtus: 2000K Time: 188ms  Sze: 6498 Save Response
G
- Prety  Raw  Preview  Visuslize SON v S wmQ
1§ |
2 "data™: {
3 "application®: [
5 "name": "Excel Checker®,
6 “diagram™: [
? {
8 “name”: “Application Structure Diagram Excel Checker®,
9 "downloadUrl”: "http://w-0gd/HOPEXGraphQL/api/diagram/uPRCRI(HNIS/image”
1@ ¥
n |
L 12 }
13 1
~ ~ A \

query and result
Step 2: Getting the image

When you call the download URL the header should contains, in addition to default
headers:

« Accept: Which defines the format of the image you expect to get. If not
defined, the default value is PNG.

o image/png
o image/jpeg
o image/svg+xml
As a result of the call the body contains the picture of the diagram.

Example with Postman:

2 UAS - Get Bearer tokes TPM . GraphQL query (Synchr. @ GET Diagrams - Downioad (Synchro. X = eee L) - ° &
History Collections APIs » Diagrams - Download (Synchronous) B Comments o Examples 0 v
4 New Collection Trash
S FUMEA - SUL Snema - 11Pm GET v {{server_url))/HOPEXGraphQUap¥diagram/((diagramid))image send ~ BT
o
Params Authorization @ Headers (11 Body Pre-request Scripe Tests Senings
Headers © 8 hidde
EY VALUE DESCRIPTION ooe Bulk E Prese -
X-Hopex-Context {Environmentld™ ({env e ", Repositoryld™({Reposit ", Profileld”((Profile
Accept image/png Default value PNG. Possible choice : image/png. image/jpeg and ims
Body Cookies Headers €52 Resul e 5.4 e 367SKE  Save Response v

Vacation Package -
Europe

o e
LEewcpesn Leiswre
Trawier

Seles Doperterreat Costomer Syvisfection Depertment Finsace Depertment

1 Attachment - Download

6T Diagrams - Download (Synchronous)

UCF API demo - NDA - 20180625

Progoses] weion
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12.1.2. Result of the API
+ status 200: the diagram has been found and is returned in the body

+ Status 500: an error has occurred with a body that contains the following
message.
o the absolute identifier you gave is not valid

o the absolute identifier yet the diagram you are trying to acces is not
visible with your credentials.

Example of error message:
{
"Message": "An error has occurred.",

"ExceptionMessage": "Empty Object Invocation:Only default and GetID methods are
available on a Empty Object”,

"ExceptionType": "System.Exception”,

"StackTrace": null
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13. Attachment API: Uploading or
Downloading Business Document

In Hopex, you can store attachments in the concept called Business Document.

Supported files (e.g: DOCX, XLSX, JPEG, PNG, PDF) can be uploaded/downloaded
from the web interface. You may want to access this information by REST API to
perform the same upload/download action.

See video: https://youtu.be/nS7WYsDtr0Q.

13.1. Use case

The Attachment API allows you to upload and query file attachments. You can upload
or retrieve a single file with each request. The Attachment API complies with Hopex
limitations on uploaded files, such as maximum file size and allowed attachment
types.

The API supports the following features:

+ Upload: it manages new business documents or new version of an existing
document

» Download: it allows to download the latest version or a selected version of a
business document.

To perform this action:
1. Create or select the object in Hopex via the GraphQL API.
2. Upload/download the binary file via a dedicated endpoint.

13.2. Downloading an attachment (Business
Document)

To download an attachment with the REST API:
1. Create a GraphQL query to get the download URL for your document.
2. Call the URL to download the file.

GraphQL query executed on
the {{server_url}}/HOPEXGraphQL/api/{{schemaName}} endp

oint
Query Result
query { (
businessDocument{
"data": {
id
"businessDocument”: [
name (
downloadurl

"id": "Dbm4QHHbMSVH",

"name": "Audit Report",
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"downloadUrl": "http://w-
ogd/hopexgraphql/api/attachment/Dbm4QHHbM5VH/file"

}

}

The download URL are like:
{{server_url} }/HOPEXGraphQL/api/attachment/ { {document Id} } /file

where { {documentId} } represents the absolute identifier of the object in Hopex.
They must be called with GET verb.

Should you want to access a specific version of the business document, use the
absolute identifier of the version you want to download. You can make a graphQL
query on the business document version.

Query Result
query { {
"data": {
businessDocument(filter:{id: "Dbm4QHHbM5 "businessDocument”: [
vH"
A {
id Wi gm. o "
id": "Dbm4QHHbM5VH",
name "name": "Audit Report",
downloadurl

"downloadUrl": "http://w-
ogd/hopexgraphql/api/attachment/Dbm4QHHbM5VH
businessDocumentVersion_DocumentVersion @ /file",

s {
id "businessDocumentVersion_DocumentVersions":
name [
documentVersion {
downloadUrl id": "sLD2611MNbrE",
} "name": "Audit Report v2.docx",
} "downloadUrl": "http://w-
ogd/hopexgraphql/api/attachment/sLD2611MNbrE
} /file",
"documentVersion": "2"
¥
{

"id": "Kcm4RHHbMTzH",
"name": "Audit Report vl.docx",

"downloadUrl”: "http://w-
ogd/hopexgraphql/api/attachment/Kcm4RHHbMTzH
/file",

"documentVersion": "1"
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Example with Postman:

Q Filter

History Collections APIs

+ New Collection Trash

HOPEX REST AP
v
33 requests

POST  UAS - Get Bearer token

POST  UAS - Refresh Bearer token

POST  UAS - Revoke Bearer token

POST UAS - Introspection Bearer token

70T UAS - Validation Bearer token

GET  UAS - Discovery Endpoint

GET  UAS - User Information

GET  HOPEX - Get the list of all enviroments
GET  HOPEX - Get the list of all repositories
GET  HOPEX - MGL Export

GET  HOPEX - SDL Schema - Assessment
GET  HOPEX - SDL Schema - Audit

GET  HOPEX - SDL Schema - BPA

GET  HOPEX - SDL Schema - Data

GET  HOPEX - SDL Schema - DataPrivacy
GET  HOPEX - SDL Schema - Risk

GET  HOPEX - SDL Schema - ITPM

Q Filter

History Collections APIs

+ New Collection

W URUPLA T S0 U © LBRer IveLy

Trash

GET  HOPEX - SDL Schema - Risk
GET  HOPEX - SDL Schema - ITPM

GET  HOPEX - SDL Schema - Metamode!

posT - GraphQL query

»0sT  Audit - GraphQL query (Synchronous)

H

Audtt - GraphQL query (Asynchronous)

3

BPA - GraphQL query (Synchronous)
p0sT  Data - GraphQL query (Synchronous)

»osT  DataPrivacy - GraphQL query (Synchronous)

g

Risk - GraphQL query (Synchronous)

g

ITPM - GraphQL query (Synchronous)

#osT  [TPM - GraphQL query (Asynchronous)

PosT  Metamodel - GraphQL query (Synchronous)
»0sT  Attachment - Upload

GET  Attachment - Download

GET  Diagrams - Download (Synchronous)

GET  Diagrams - Download (Asynchronous)

GET  Report - Export dataset

POST UAS - Get r token x

* UAS - Get Bearer token

GET Auachment - Download

POST v {{server_uri})/UAS/connect/token/
Params Authorization Headers (10) Body ® Pre-request Script Tests @ Settings
Query Params
KEY VALUE
Key Value
Body Cookies Headers (10) TestResults (1/1)
| St
Prey  Raw  Preview  Visualze SON v
1 q
2 "access_token": "2033902b78bb5030990¢a97cdc7e6693",
3 “expires_in": 3600,
4 ~token_type”: "Bearer”,
5 “refresn_token":
L]
Query
POST UAS - Get Bearer token GET Awachment - Downioad X[ |+ [ooe
» Attachment - Download
GET v | {{server_uri))/ QL
Params Authorization ® Headers (10) Body Pre-request Script Tests Seutings
Headers © 8 hidden
KEY VALUE
X-Hopex-Context {Er ¥ 00 " yid})", Profileld”:"{{ 3y
Key Value
Body Cookles Headers (13) TestResults
Prenty Raw Preview Visualize ML v =2

1 This is a text file store in HOPEX as a business document

Result

W-0GD 4 ©
=] v Examples 3
Send Save '
Cooldes Cc
DESCRIPTION *s  BulkEl
Description
Status: 2000K Time: 63ms  Size: 5248 Save Response
mC
W-0GD v o |
B Comments o Examples 0 v
Save ~
Cookies Cod
DESCRIPTION *s* | BulkEdit Presets v
Description
Status: 2000K Time: 9605 Size: 6208  Save Response v
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13.3. Uploading an attachment (Business
Document)
When you upload an attachment you need to know if the business document already
exists or not in Hopex. Below you will find the 2 cases.
Case 1: Upload for a new business document
You must:

1. Creat the business document object via GraphQL

2. Upload the binary content in this newly create via the dedicated endpoint

Query Result
mutation newBusinessDocument { {
createBusinessDocument ( "data": {
businessDocument: { "createBusinessDocument”: {
name:"My new Document” "id": "Sjot25kbUvI3",
} "uploadUrl"”: "http://w-
) { ogd/hopexgraphql/api/attachment/Sjot25kbUvIi3/file"
id }
uploadurl }
} }

}

You now have the ID and upload URL for your document. The upload URL are like
this:

{{server_url} }/HOPEXGraphQL/api/attachment/{ {document Id} } /file

where { {documentId} } represent the absolute identifier of the object in Hopex.
They must be called with POST verb.

Then follow the instruction described in final step below.
Case 2: Update of an existing business document
You must:

1. Get the business document upload URL.

2. Upload the binary content and decided to update or create a new version of the
binary content.

Query Result
query { {
"data": {
businessDocument(filter:{id:"Dbm4QHHbM5VH"}){ "businessDocument”: [
id {
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name "id": "Dbm4QHHbM5VH",

uploadurl "name": "Audit Report",
} "uploadUrl": "http://w-

} ogd/hopexgraphql/api/attachment/Dbm4QHHbM5VH/file"
}
]
}
}

Final step:
When you call the upload URL the header should contains:
« The document version: x-hopex-documentversion with possible

value new Or replace

o New: Will upload a new binary content and thus create a new version of
business document version

o Update: Will upload a binary content and replace the current existing
binary content for the latest business document version

« The document file name: x-hopex-filename that contain the name of the file
with the extension

o Only the extension of the file is important as it will be used to defined the
file content type

When you call the upload URL the body should contains:

+ the binary content of the attachment

Example with Postman:

W-0GD v E
= T o

» Attachment - Upload Bl Comment

DESCRIPTION

Query
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Q Filter

History

Collections

+ New Collection

GET

GET

GET

g

GET

GET

Im

HIUFLA = JUL JUiETHG - UBLar T ivacy
HOPEX - SDL Schema - Risk
HOPEX - SDL Schema - ITPM

HOPEX - SDL Schema - Metamodel

Trash

- GraphQL query
Audit - GraphQL query (Synchronous)
Audit - GraphQL query (Asynchronous)
BPA - GraphQL query (Synchronous)

Data - GraphQL query (Synchronous)

DataPrivacy - GraphQL query (Synchronous)

Risk - GraphQL query (Synchronous)
ITPM - GraphQL query (Synchronous)

ITPM - GraphQL query (Asynchronous)

- GraphQL query (Sy
Attachment - Upload
Attachment - Download
Diagrams - Download (Synchronous)
Diagrams - Download (Asynchronous)

Report - Export dataset

W-0GD - o %
POST UAS - Get Bearer token GET Artachment - Downioad POST Attachment - Upioad o F o
» Attachment - Upload B Comments o Examples 0 v
POST v | {{server_ur}/HOI QL send Save v
Params Authorization @ Headers (14) Body @ Pre-request Script Tests Settings Cookies Code

® none @ form-data @ x-www-form-uriencoded @ raw @ binary @ GraphQL

A DocumentForDemol.oax X

Response

Hit Send to get a response
For you

Learn how to monitor a collection | Start

Result
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14. Getting GraphQL Schema as a file (SDL
schema file)

When building graphQL query it can be convenient to use auto-completion to navigate
the available information in the schema. Thus, it is useful to write the graphQL to
read/write in the REST API.

For example, for ITPM to know which MetaClass, MetaAttributes or MetaAssociation
are available.

See video: https://youtu.be/gSOTxi3Hh2w.

14.1. In GraphiQL

If you use a tool like GraphiQL the auto completion is native and will be displayed
while you are writing. You can also navigate the embedded documentation on the
schema to get additional information on the fields available.

For example: for an enumeration field you can access the value of the enum.

£ Schema Query

Q search Query..
GraphiQL > ITPM = Voyager

No Description

v query {
application { FIELDS
id
2 name: _APldiagnostic DiagnosticType
- cl
Il cloudComputing _currentContext: ContextType
closingDateCast application(
cloudReadyScanCASTHighlight filtar: AoplicationFilter = null
cloudReadyScoreCASTHighlight first: Int = nul
costlLine after: String = null
customField last: Int = null
. before: String = null
functionality . o
- skip: Int = null
SHLEA] ERpentes orderBy: [ApplicationOrderBy] = nul
cASTHighlightID eER

2 ApPE

PR . TR WP

applicationDataArea(
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< Query Application
Q, Search Application...

An application is a software component that can be deployed and
provides users with a set of functionalities,

IMPLEMENTS

FIELDS

applicationCode: 5t

applicationDataArea(

filter: ApplicationDataAreaFilter = null

first: Int = nul

after: String = null
last: Int = null
before: String = null

In this tool use:

£ cloudComputing application

An application is a software component that can be deployed and
provides users with a set of functionalities.

TYPE

ARGUMENTS

filter: A ationFilter = null
first: Int = nu

after: String = nul

ast: Int = nul

before: String = nul

skip: Int = null

orderBy: [ApplicationOrderBy] = nul

+ On Mouse over to get high level description of the field

+ Ctrl+Space to access the possible option.

+ Ctrl+Click on an item to access the documentation tab in graphiQL

While GraphiQL meets this use case it is not often used by developer who will prefer

tools like Postman.

14.2. In Postman

The GraphQL query language has its own schema definition based on a format called
"SDL". This SDL format file can be downloaded via the API itself. Once retrieved it can

be used in tools that can parse this standard.

For instance, Postman is a developer tool that can handle GraphQL and SDL schemas.

To access the SDL file follow this steps:

+ Get a bearer token

« Call of of the endpoint of the required

schema {{server_url}}/HOPEXGraphQL/api/ITPM/sdl. The response will be a

filenamed "schema".graphgl.

« Import this file in Postman

+ In the body parameters select GraphQL and in the dropdown your schema
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Q Filer
POST UAS - Get Bearer token GET HOPEX - SDL Schema - [TPM X M L
History Collections APIs
i fectio » HOPEX - SDL Schema - ITPM
< New Collection Trash
61 HOPEX - SDL Schema - Data Sl il o i i
GET HOPEX - SDL Schema - GDPR
Params Authorization ® Headers (9) Body Pre-request Script Tests Settings
6ET  HOPEX - SDL Schema - incident
Head: © B hidd
6T HOPEX-SDL Schema - ITPM i i
GET  HOPEX - SDL Schemsa - Metamadel i VAL
posT Assessment - GraphQL query (Synchranaus) X-Hopex-Context {'Environmentld™: "[{environmentld}}”,"F
POST  Audit - GraphQL query (Synchronous) Ky Value
POST  Audit - GraphQL query {Asynchronous) Body Cookies Headers (13) TestResults
| S——
POST  BPA - GraphQL query (Synchronous) =
Premy Raw Preview Visualize Text v -
#0517  Data - GraphQL query (Synchronous)
1 input _defaultActionElement® {
posT  GDPR - GraphQL query (Synchronous) 2 order: Int
3 linkComment: String
POST  Incident - GraphQL query (Synchronous) 4 id: String
#0sT  [TPM - GraphQL query (Synchronous) 2 ; externalld: String
PosT  [TPM - GraphQL query (Asynchronous) Z Al S GRS ISR
Q Filter
POST UAS - Get Bearer token GET HOPEX - SDL Schema - ITPM ITPM X
History Collections APIs
» ITPM 1 Show All Versions
4+ New APl c
/ Define \ Develop B Test A~ Observe
& ITPM oee
GraphQL v E3 Connect Repository

1 input _defaultActionElement® {
2 order: Int

3 linkComment: String

4 id: String

5 externalld: String

6

7

8

¥

input _defaultActionElementl {
9 order: Int
10 linkComment: String
1 id: String
12 externalld: String
13 costContributionKey: Float
14 3}

16 input _defaultActionElement2 {
17, order: Int

18 linkComment: String

19 id: String

20 externalld: String

21 costContributionKey: Float
22 3}

24 input _defaultActionElement3 {
25 order: Int

2% Tinklammants Ctrinae
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Q Fiie
POST UAS- Get Bearer token GET HOPEX - 5DL Schema - ITPM ITPM
History Collections APIs
» ITPM - GraphQL query {Synchronous)
+ New Coliection Trash
[server urlt) i
GET  HOPEX - SDL Schema - Data POST hd {{server_urlYHOPEXGraphQL/api/ITPM
GET HOPEX - SDL Schema - GDPR
Paramsz Authorization @ Headears (13} Body @ Pre-request Script Tests Serings
6ET  HOPEX - SDL Schema - Inadent
GET  HOPEX-SDL Schema - ITEM @ none @ form-data @ xwww-form-urlencoded @ raw @ binary @ GraphQL  TPM (1)
GET HOPEX - SDL S5chema - Metamodel QUERY
Assessment - GraphQL query (Synchronous) ; querfn{_ : et dun £
3
PosT  Audit - GraphQL guery {Synchronous) 4 name
5 £l cul
Augdic - GraphQL query {Asynchronous) 6 clwdeq)uLing
7 cloudReadySscanCASTHighlight
BPA - GraphQL query {Synchronous) o } CloudResdyScoreCASTHighlisht
g

softwareTechnolagy UsedTechnology
receivedApplicationFlow Contributimghpplic
sentApplicationFlow_Contributingfpplicatio

Data - GraphQL query (Synchronous)
rosT  GDPR - GraphQL query (Synchronous)

Incident - GraphQL query (Synchronous)
PO ITPM - GraphQL query (Synchronous)

ITPM - GraphQL query (Asynchronous)

Sample for graphQL available here:
https://community.mega.com/mega/attachments/mega/technical-
product/7814/2/SampleSDL.zip.
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15. ID Converter From HexaldAbs to Absolute
identifier

When calling Hopex REST API you need to provide the absolute identifiers of the
environment and the repository. You will find below some explaination on how and
where to find this information.

On the server side you can access the:

* HexaldAbs of the environment in the megasite.ini located in the installation
folder. Default path is <Hopex installation>\Cfg

E.g.: C:\ProgramData\MEGA\Hopex Application
Server\5000\.shadowFiles\hopex.core\17.0.0+6637\Cfg

[l megasite ini E3 }

41 H[Filter]
42 47BE4D284A680315=1
A OBC60E454A800195=0
4425515C5509553D=0
442552F5550955B5=1
(5 ESBFOF4BF3D1204C7=0
47 08750EBB551406CB=1
48 1B38214155147170=0

e s
14k

VSN S

H [Medel]
1 FormGridSize=142
ModeGridSize=283

(18]

—J [Must licence]
TPath=\\w—ogd\must

[0 I B =S

7 T[Environment Shortcuts]

(0 RS 05 8 BT

19BE1D825D961009-C: \Users\Public\Document s\HOPEX V3\PRESALESV3
59

50 H[Mail]

1 SMTPDefaultSendingAddress=oguimard@mega.com
52 SMTPServer=172.16.1.115

53 MailSendService=SMTP

Fo Qo LIl \ T o s e N5

65 H[SQL SERVER CONFIG]

66 ServerName=|¢+-FAG618FCD5C5941BOCEE321FESCC2076D3A568EABE41 5B3BCF75A1IEF2AB4715F6
67 UserLogin=|¢+-6D74F6CEE9BGEL9F644368A100469619

68 UserPassword=|¢+-5CB0898030C10789EF1A9157EC31E38E

5% Parameters=

+ HexaldAbs of the repository in the megaenv.ini located in the environment
folder.
Default path is C:\...\HOPEX Application Server\<HAS instance
name>\Repos\<Environment name>

E.g.: C:\ProgramData\MEGA\Hopex Application Server\5000\Repos\EnvTestsLab

EASE Bveseewn o |

2 GE[Env.Def]

S Name=PRESALESV3

4 Version={340B7532-6CD9-11d2-9625-006097125FF5}
Type=Sgql Server

O [DbReferences]
LDEIDFSBQSQESE?Z%?(C:\Users\Public\Documents\HOPEX V3\PRESALESV3) $RELATIVEDIR%\Db\DEMO\DEMO. emq
3

£ [Gbm]
EnvActiveMode=1

You can find the ID converter in the <Hopex installation>\Utilities\HOPEX ID
Converter folder.
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For example:

C:\ProgramData\MEGA\Hopex Application
Server\5000\.shadowFiles\hopex.core\17.0.0+6637\Utilities\HOPEX ID Converter

T <« hopex.core » 17.0.0+6637 » Utilities »

HOPEX Autormation
HOPEX Health Center
HOPEX |ID Converter

Perfom the following steps:
1. Launch the Hopex ID Converter executable.

2. In the "INI" file copy the HexaldAbs you want to convert (from the megasite or
megaenv).

3. Paste the value in the hexa idabs (16 char).
4. Select the below field cn64 idabs (12 char).
5. Right-click Copy and Paste it wherever you need to use it

More on yuoutube: https://youtu.be/yujkirLXawY
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16. Using Postman to call the REST API

Calling the REST API can be done with a wide range of tools.

In this post we explain how to leverage postman to make HTTP request to the API.

The main steps to use postman with the Hopex REST API are:

© ® N o U

. Download postman

1
2. Download postman collection that contains all the endpoints
3.
4

. Download the environments variables (file is located on this post

Import the collection in postman (replace or copy when prompted)

Sample.postman_environment.zip) to be resolve for the endpoints: URL,
login, password...

Import the environments variables (replace or copy if prompted)
Fill(in the variables with the value applicable for your installation
Execute the fist HTTP request to get an UAS bearer token

Call the SDL schema and save the file to add in postman API
Use any of the endpoints to build you graphQL queries

More here https://youtu.be/Db930n4nH7I
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